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The information contained in this document is subject to change without prior
notice. Copyright (C) KTI. All Rights Reserved.

TRADEMARKS
Ethernet is a registered trademark of Xerox Corp.

WARNING:

This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and if not installed and used in accordance
with the instruction manual may cause harmful interference in which case the
user will be required to correct the interference at his own expense.

NOTICE:

(1) The changes or modifications not expressively approved by the party re-
sponsible for compliance could void the user's authority to operate the equip-
ment.

(2) Shielded interface cables and AC power cord, if any, must be used in order
to comply with the emission limits.

CISPR A COMPLIANCE:

This device complies with EMC directive of the European Community and meets
or exceeds the following technical standard.

EN 55022 - Limits and Methods of Measurement of Radio Interference Character-
istics of Information Technology Equipment. This device complies with CISPR
Class A.

WARNING: This is a Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take ad-
equate measures.

CE NOTICE

Marking by the symbol C € indicates compliance of this equipment to the EMC

directive of the European Community. Such marking is indicative that this equip-
ment meets or exceeds the following technical standards:

EN 55022: Limits and Methods of Measurement of Radio Interference character-
istics of Information Technology Equipment.

EN 50082/1:Generic Immunity Standard -Part 1: Domestic Commercial and Light
Industry.

EN 60555-2: Disturbances in supply systems caused by household appliances
and similar electrical equipment - Part 2: Harmonics.
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1. Introduction

1.1 Introduction

Driven by recent advances in desktop computing technology, today’s
network applications have increased in speed, power and the ability to
process information. To meet the demands of these more bandwidth-
intensive applications, this switch device provides significant increase
in performance for your Ethernet and Fast Ethernet network. The switch
comes with high number of 10/100 Fast Ethernet switched ports, each
capable of transferring information simultaneously at full wire speed to
control and allocate the network bandwidth. It also providestwo Gigabit
Ethernet slotsfor migration to Gigabit network smoothly.

The key features of the switch units are:

¢ HighPort-count and High Bandwidth
¢ 100FX connectivity

«  Copper Gigabit connectivity

* Fiber Gigabit connectivity

¢ Network Management

Download from Www.Somanuals.com. All Manuals Search And Download.



1.2 Features

19-inch rack mountable 24-Port 10/100 managed Fast Ethernet
switch with two Giga expansion port slots

Providestwo aternative 100Base-FX port dotsfor fiber connections

Non-blocking and store-and-forward switch engine performs
forwarding and filtering at full wire speed.

Supports diversified optiona Giga port modulesfor selection
including 10/100/1000 copper type and fiber type

Provides port control function for auto-negotiation, speed, duplex,
and flow control configuration

Provides per-port Egress/Ingress data rate control function
Provides 802.1X port-based network access control function
Provides broadcast storm filtering function

Provides 802.3ad port trunking function with up to 7 trunks
Supports input-port-based, output-port-based, and input-output-
pair-based Sniffer function

Provides gtatic MAC address and filtering MAC address configuration
Provides ingress port security function

Provides bridging delay bound control function

Supports Ethernet frame length up to 1522 bytes

Supports802.3x flow control for full duplex mode and backpressure
flow control for half duplex mode

Supports auto-aging with selectable inter-age time

Supports port-based VLAN and 802.1Q tag-based VLAN
Supports802.1v protocol -based VL AN classification

Supports port-based priority and 802.1p CoSwith 2-level priorities
Supports Spanning Tree Protocol

Supports |P Multicasting and | GM P snooping

Supports console/Telnet/ SNM P/Web/Trap managements

To-
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1.3 Hardware Specifications

10/100 Switched Ports

Port 1~ 24, Total : 24 ports
802.310Ba=se-T, 802.3u100Base- TX compliant
Shielded RJ-45 with auto MDI-X function

Port 23, 24 Alternatives

100Base-FX connectivity
2 expansion moduleslots- Slot F23, F24

GigaSwitched Ports

2expansion Jots- Slot G1, G2

802.3z and 802.3ab compliant
Supportsoptiona 10/100/1000 Copper module
Supportsoptional Giga Fiber modules

Port Control Function

Port enable/disable

Auto-negotiation function

Speed, Duplex mode

Full duplex flow control function

Half duplex flow control function
Ingress data rate

Egress data rate

Port security (MAC learning function)

Flow Control Methods

802.3x pause frame based for full duplex
Backpressurefor half duplex mode

Forwarding speed

Max. 148,810 ppson 100M switched ports
Max. 1,488,100 ppson Gigahit switched ports

Trunking Function

| EEE 802.3ad compliant

Per trunk mode: Staticor LACP
Up to 7 trunk groups (trunk ports)
Each is composed of up to 4 ports

Port Sniffering

One sniffer port (any one among 26 ports)
Up to 25 monitored ports
3modeoptions- Tx/Rx/ Tx+Rx traffic

MAC address aging time

Control options- 300 ~ 765 seconds

MAC Address Table

Size: 6K entriesfor
Auto-learned unicast addresses and
Static unicast/multicast addresses

Broadcast Storm Filtering

Threshold options- 5%,10%, 15%,20%, 25%

Filtering MAC Address

Destination address-based filtering

-10-
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Network Access Control
Function

802.1X protocol support for al ports
Radiusclient configuration
Per port mode - Auto, Fu, Fa, No

QoS Function

2-level (High/Low) priority for Tx queues
Selectable Tx High/Low serviceratio

Priority Decision Method

First - Port-based priority
Second - 802.1p priority (Tag priority value)

VLAN Function

Mode optionsif enabled -
Port-based VLAN
802.1Q Tag-based VLAN

Port-based VLAN

Max. 26 VLAN groups
VLAN-taggingisignored
No tag modification for tagged packets

802.1QVLAN
-VLANID
- Member port mode
-GVRP
- Protocol classification

Max. 256 VLAN groups

2~4094

Outgoing : Tagged, Untagged

802.1Q complaint (GARP802.1P complaint)
802.1v compliant

IPMulticasting Table

256 multicast address root entries

10/100 Port LED Display Link / Activity status
Speed status
Duplex / Collision status
GigaPort LED Display Link / Activity status
Duplex / Collision status
Console Port RS-232,DTE, DB9
Baud: 9600, N, 8, 1, 0, Noflow control
Dimension 443mm (W) x 245mm (D) x 43mm (H)
Power Input Rating 100~240VAC, 50/60Hz, 50W
Input voltage range 90~264VAC
Input frequency 47~440Hz

Power Consumption

17W min. 26W max.

Environmental

Operating temperature : 0 ~50°C
Storagetemperature : -40~85°C

Certifications

FCC Part 15 ClassA
CE/CISPRClassA

-11-
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1.4 Software Specifications
Management interface

In-band SNMP over TCP/IP network
In-band Web browser over TCP/IP network
In-band Telnet over TCP/IP network
Out-of-band via Console port

SNMP Trapsover TCP/IP network

RFC & Protocols

IPv4 IPversion4 RFC791
TCP Transmission Control Protocol RFC793
UDP User Datagram Protocol RFC768
ARP Ehernet Address Resolution Protocol RFC826
ICMP Internet Control Message Protocol RFC792
SNMP  SNMPagent vl RFC1157
MIB-2  Standard MIB RFC1213
Traps Generic SNMPtraps RFC1157
TFTP Trivia FileTransfer Protocol RFC1350
Telnet  Telnet protocol RFC8%4
HTTP HTTP server for web management RFC1945
GVRP GARPVLAN Registration Protocol 8021Q
GARP  Generic attribute registration protocol 802.1P
DHCP  Dynamic Host Configuration Protocol RFC2131
IGMP Internet Group Management Protocol RFC2236
RMON  MIB groups : Statistics, History, Alarm, Event ~ RFC1271
Bridge  BridgeMIB RFC1493

-12-
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1.4.1 Management Objects
List of management objects supported by console and Telnet interfaces:

M anagement Obj ects Console Telnet Web SNMP
Boot diagnostics Yes - - -
Login check Yes Yes Yes -
Port configuration Yes Yes Yes -
Trunk configuration (& LACP) Yes Yes Yes -
VLAN configuration Yes Yes Yes -
QoS Priority configuration Yes Yes Yes -
MAC address aging setting Yes Yes Yes -
Broadcast storm filtering setting Yes Yes Yes -
Max. bridge transmit delay bound Yes Yes Yes -
Low queue delay bound setting Yes Yes Yes -
Low queue delay time setting Yes Yes Yes -
Port security setting Yes Yes Yes -
Collisionretry forever setting Yes Yes Yes -
Port Sniffer (Mirrowing) setting Yes Yes Yes -
I P configuration (TCP/IP) Yes Yes Yes -
Username, password change Yes Yes Yes -

SNMP community string settings Yes Yes Yes -
SNMPdeviceinformation settings ~ Yes Yes Yes -

Trap manager configuration Yes Yes Yes -
STP configuration Yes Yes Yes -
Static Mac address configuration Yes Yes Yes -
Filter Mac address configuration Yes Yes Yes -
GVRPsetting Yes Yes Yes -
IGMP setting Yes Yes Yes -
802.1X configuration Yes Yes Yes -
System firmwareupdate (TFTP) Yes Yes Yes -

Systemfirmwareupdate (1K modem) Yes - - -
Default configurationfiledownload Yes Yes Yes -
Current configuration backup (TFTP) Yes Yes Yes -
Reboot switch with default settings  Yes Yes Yes -
Reboot switch with current settings  Yes Yes Yes -

-13-
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M anagement Obj ects ConsoleTelnet Web SNMP

Port state - enable/disable Yes Yes Yes Yes
Port status - link, speed Yes Yes Yes Yes
Port static counters Yes Yes Yes Yes
Device Mac addressinformation Yes Yes Yes Yes

Systemfirmwareversioninformation Yes Yes Yes -
System hardwareversioninformation Yes Yes Yes -
System default configuration version Yes Yes Yes -

G1, G2 moduleinformation Yes Yes Yes Yes
F23, F24 moduleinformation Yes Yes Yes Yes
Cooling Fanl Fan2 status Yes Yes Yes Yes
LACP status Yes Yes Yes -

| GM P snooping information - - Yes -

RFC 1213 MIB-2 objects - - - Yes
RFC 1493 BridgeMIB - - - Yes
RFC1271RMON MIB (group1,2,3,9) - - - Yes

1.4.2 SNMP Traps

Trap Events
The table below lists the events the device will generate SNMP traps.

Generic: RFC1157 generic, Specific: EnterpriseSpecific

Type Trap Event

Generic  Cold Start Device bootup

Generic  Authentication SNMP authentication failure

Generic  Port link change Port link down

Generic  Port link change  Port link recovery

Specific Fanlfailure Cooling Fanl failurewarning
Specific Fanlfailure Cooling Fanlfailurerecovery
Specific Fan2failure Cooling Fan2 failurewarning

Specific Fan2failure Cooling Fan2 failurerecovery

14-
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1.5 Function Descriptions

1.5.1 LACP Trunking Function

The switch providesatrunking function, whichiscompliant with 802.3ad
standard. 802.3ad is a specification from | EEE that allows us to bundle
several physical port links together to form one logical port , called a
trunk between two devices. It supportsLink Aggregation Control Proto-
col (LACP).

|EEE 802.3ad trunking also allows redundant connections between de-
vices to be combined for more aggregate bandwidth between devices
supporting LACP.

The LACP provides a standardized means for exchanging information
between two link partnerson alink to allow their Link Aggregation Con-
trol instancesto reach agreement on theidentity of the Link Aggregation
Group to which thelink belongs, movethelink to that Link Aggregation
Group, and enableits transmission and reception functionsin an orderly
manner.

The switch can support up to seven trunk groups, or called trunk ports
or trunks. Each group isalogic port and can have up to 4 physical port
members. A physical port can only belong to one trunk group. Each
trunk group can be set LACP disabled or enabled. The operations are:

LACPdisabled

If onetrunk group isLACP disabled, it becomes alocal static trunk and
all member ports are forced to be work ports. The link aggregation is
formed and there is no LACP negotiation taking place. Maximal four
member portsareallowed.

LACPenabled

If onetrunk group isLACP enabled, it iscalled LACP static trunk. Link

aggregation isformed through L ACP negotiation between link partners.

Up to four ports can be selected as member ports for each trunk group.

However, the max. two ports, called work ports can be aggregated at the
-15-
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sametime. Those member portswhich are not work ports are standby to
becomework port if any current work port failsto operate. Thistransition
takes about 30 seconds. Each member port can be set LACP Passive or
LACP active asdescribed below:

LACP Passive: The port does not initiate the LACP negotiation, but it
does understand the LACP packet. It will reply to the received LACP
packet to eventually form thelink aggregationif itslink partner is
requesting to do so (in active state).

LACP Active: Theportiswilling toform an aggregate link, and initiate
the negotiation. Thelink aggregate will beformed if itslink partner is
running in LACP active or passive mode.

Thereare only three valid combinationsto run the LACP link aggregate
asfollows:

¢ disabledto disabled state (forced link aggregate without LACP)

* activeto active state

* active to passive state

Rulesof trunking
1. Up to seven trunk groups (trunk ports) can be created.

2. Each trunk group can be composed of up to 4 member ports.
3. Themember port can be one of Port 1 ~ Port 24 and G1 - G2 port.
4. One switched port only can belong to one trunk group.

5.1f VLAN group exist, all members of one static trunk group must be
insameVLAN group.

6. LACP operation requiresmember portsin full-duplex mode.

7. Inastatic trunk group (LACP disabled), four work portsare aggre-
gated at the sametime.

8.Inan LACPtrunk group, maximal two work ports can be aggregated
at the sametime.

-16-
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1.5.2 IP Multicast Function

Internet Protocol (IP) multicast is a bandwidth-conserving technology
that reducestraffic by simultaneously delivering asingle stream of infor-
mation to thousands of corporate recipients and homes. Applications
that take advantage of multicast include video conference, corporate
communications, distance learning, and distribution of software, stock
guotes, and news.

IP Multicast delivers source traffic to multiple receivers without adding
any additional burden on the source or the receiverswhile using theleast
network bandwidth of any competing technology. Multicast packets are
replicated in the network by the devices supporting multicast protocols
resulting in the most efficient delivery of datato multiple receivers pos-
sible

Multicast is based on the concept of a group. An arbitrary group of
receiversexpressesan interest in receiving aparticular datastream. This
group does not have any physical or geographical boundaries - the
hosts can be located anywhere on the Internet. Hosts that are interested
in receiving dataflowing to aparticular group must join the group using
IGMP. Hosts must be amember of the group to receive the data stream.

IPMulticast address

IP Multicast addresses specify an arbitrary group of 1P hosts that have
joined the group and want to receivetraffic sent to thisgroup. |P multicast
addresses range from 224.0.0.0 through 239.255.255.255. This address
rangeisonly for the group address or destination address of | P multicast
traffic. The source address for multicast datagramsis always the uni cast
source address.

-17-
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IGMP

Internet Group Management Protocol (IGMP) is used to dynamically
register individual hostsin amulticast group onaparticular LAN. Hosts
identify group memberships by sending IGMP messages to their local
multicast router. Under IGMP, routerslisten to | GM P messages and peri-
odically send out queriesto discover which groups are active or inactive
on aparticular subnet.

RFC 2236 defines the specification for IGMP Version 2. There are four
types of IGMP messages:

* Membership query

* |IGMP Version 1 membership report
* |IGMP Version 2 membership report
¢ Leavegroup

Hosts send out |GM P membership reports corresponding to a particular
multicast group to indicate that they areinterested in joining that group.
The router periodically sends out an |GM P membership query to verify
that at least one host on the subnet is still interested in receiving traffic
directed to that group. When thereisno reply to three consecutive IGMP
membership queries, the router times out the group and stopsforwarding
traffic directed toward that group.

With leave group message, the hosts can actively communicate to the
local multicast router their intention to leave the group. The router then
sends out a group-specific query and determines whether there are any
remaining hostsinterested in recelving thetraffic. If therearenoreplies,
the router times out the group and stops forwarding the traffic.

-18-
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| GM P Snooping

IGMP snooping requires the LAN switch to examine, or snoop, some
Layer 3information in the |GM P packets sent between the hosts and the
router. When the switch hears the IGMP host report from a host for a
particular multicast group, the switch adds the host's port number to the
associated multicast table entry. When the switch hearsthe IGMP leave
group message from a host, it removes the host's port from the table
entry.

Multicast Forwarding

In multicast routing, the sourceis sending traffic to an arbitrary group of
hosts represented by a multicast group address. The multicast router
must determine which direction is upstream (toward the source) and
which direction (or directions) isdownstream. If there are multiple down-
stream paths, the router replicates the packet and forwards the traffic
down the appropriate downstream paths - which is not necessarily all
paths.

The switch can support |P multicast if IGMP protocol isenabled. IGMP
snooping function and statusisalso provided. Each | P multicast address
isassociated one Vlan 1D andits member ports. Theinformationisavail-
ablefrom management interfaces.

1.5.3 MAC Address Filtering Function

MAC address filtering allows the switch to drop unwanted traffic. In-
coming trafficisfiltered based on the destination MA C addresses (DAS).
The unwanted destination addresses are called filter MAC addresses.

The switch provides management function that allowsL AN administra-
tor to maintain the filter MAC addresstable.

-19-
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1.5.4 Static MAC Address

The switch provides Static MAC Address setup function. The static
MAC addresses are the MAC addresseswhich are setup by LAN admin-
istrators and are not learned by the switch automatically.

The static addresses are stored and referred in switch MAC address
table permanently regardless of whether the MAC addresses are physi-
cally disconnected to the switch.

Applying thisfunction with port security function allows LAN adminis-
trator to build a protection mechanism that let switch only servesgranted
devices.

Static MAC address related settings:

Mac Address: Static Ethernet MAC address (12 digits)

Port num : The port number where the MAC addressis|ocated

Vlan ID : Theassociated Vlan 1D totheaddress, if 802.1Q VLAN isenabled.

1.5.5 Port Security

A port in security mode does not learn any source MAC address (SA).
Only the incoming packets with SA existing in the switch static MAC
address table can be forwarded normally. Otherwise, the packets are
dropped. This features provides a protection mechanism to restrict the
deviceslink to the switch port. Only devices with valid MAC addresses
can be served by the switch.
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1.5.6 VLAN Function

Virtual LANs(VLANS) can beviewed asagroup of deviceson different
physical LAN segments which can communicate with each other as if
they wereall onthe same physical LAN segment. It can create anetwork
that is independent of physical location and group users into logical
workgroups. The benefits are:

* Confine broadcast traffic and Increased performance

* Improved manageability

* Network tuning and simplification of software configurations
* Physical topology independence

* Increased security options

The switch supports port-based, 802.1Q (Tag-based) and protocol -based
VLAN. Inthedefault configuration, VLAN function isdisabled.

1.5.6.1 Port-based VLAN

Up to 26 VLAN groups can be created. Each group has its own port
members. The member ports are selected among the physical ports on
the switch. Packets can go among only members in the same VLAN

group.

Required configurations:
¢ Maintain (Create/delete/modify) VLAN groups
* Manage the port members of each VLAN group

Note:

1. The ports which are not belonging to any group are treated as
belonging to another single VLAN.

2. A trunk group is treated as a physical port.
3. VLAN-taggingisignored in port-based VLAN mode.
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1.5.6.2 IEEE 802.1Q VLAN (Tag-based VLAN)

Tag-based VLAN isan | EEE 802.1Q specification standard. Therefore, it
ispossibleto createaVVLAN acrossdevicesfrom different venders. IEEE
802.1Q VLAN uses atechniqueto insert atag into the Ethernet frames.
Tag containsaVLAN Identifier (V1D) that indicatesthe VLAN numbers.

The switch can classify each received packet as belonging to one and
only one VLAN. If the received packet is VLAN-tagged, the packet is
classified asbelonging tothe VLAN specifiedinthe VLAN tag header. If
the received packet is untagged, it is classified as belonging to the de-
fault VLAN configured for theingress port.

Required configurations:
¢ Enableor disable GVRP support
* VLAN informationincluding V1D (2-4094) and name
¢ Tagged member portsof each VLAN
¢ Outgoing tag mode for each member port
Tag - outgoing frameswith VLAN-tagged
Untag - outgoing frameswithout VL AN-tagged
e PVID (Port VID, 1-255 for untagged incoming frames) for each port
* IngressRule 1 setting for each port : forward only packetswith VID
matching configured PVID
* Ingress Rule 2 setting for each port : drop untagged frames

PVID : thisfeature is useful to accommodate the devices which do not
support tagging to participate in the VLAN.

GVRP-GARP [GenericAttributeRegistration Protocol] VLAN Regis-
tration Protocol : GVRPallowsautomatic VLAN configuration between
the switch and nodes. If the switch is connected to a device with GVRP
enabled, you can send aGVRPrequest using theVID of aVLAN defined
on the switch, the switch will automatically add that device to the exist-
ingVLAN. (GVRP-802.1Q complaint, GARP- 802.1P compliant)
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1.5.6.3 Protocol-based VLAN

In order for an end station to send packets to different VLANS, it itself
has to be either capable of tagging packets it sends with VLAN tags or
attached to aVLAN-aware bridge that is capable of classifying and tag-
ging the packet with different VLAN 1D based on not only default PVID
but also other information about the packet, such as the protocol. The
switch can support 802.1v compliant protocol-based VLAN classifica-
tion by means of both built-in knowledge of layer 2 packet formats used
by selected popular protocols, such as Novell IPX and AppleTak's
EtherTalk, and others. Required configuration:

* Protocol setting for each VLAN group definedin 802.1Q VLAN mode

* |f morethantwo VLAN groupsare configured with same protocol
value, make sure the member ports of those groups are not overlaping.

Any incoming untagged packet is checked and classified according the
Protocol vs. VLAN mapping settings. If an associated VLAN group is
found, the packet is calssified and isinserted with V1D tag of the group
VLAN ID instead of input port PVID.

1.5.7 Spanning Tree Protocol

Spanning-Tree Protocol (STP) is alink management protocol that pro-
vides path redundancy while preventing undesirable loops in the net-
work. For an Ethernet network to function properly, only one active path
must exist between two stations. Multiple active paths between stations
cause loops in the network. If aloop exists in the network, you might
receive duplicate messages. When loops occur, some switches see sta-
tions on both sides of the switch. This condition confuses the forward-
ing algorithm and allows duplicate framesto be forwarded.

To provide path redundancy, Spanning-Tree Protocol defines atree that
spansall switchesin an extended network. Spanning-Tree Protocol forces
certain redundant data paths into a standby (blocked) state. If one net-
work segment in the Spanning-Tree Protocol becomesunreachable, or if
Spanning-Tree Protocol costs change, the spanning-tree algorithm
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re-configures the spanning-tree topology and reestablishes the link by
activating the standby path.

Spanning-Tree Protocol operation is transparent to end stations, which
are unaware whether they are connected to asingle LAN segment or a
switched LAN of multiple segments.

STPreated parameters

Priority : A valuetoidentify theroot bridge. The bridge with thelowest
value has the highest priority and is selected as the root.

MAC Address: The MAC address of the switch asaunique identifier
to the network.

Max Age : The number of seconds a bridge waits without receiving
Spanning Tree protocol configuration messages before attempting a
reconfiguration. Maximum Age Timer measures the age of thereceived
protocol information recorded for a port and ensures that this informa-
tionisdiscarded whenitsagelimit exceedsthe value of the maximum age
parameter recorded by the switch. Thetime-out valuefor thistimer isthe
maximum age parameter of the switches.

Hello Time: The number of seconds between the transmission of Span-
ning Tree protocol configuration messages. It determines how often the
switch broadcasts its hello message to other switches.

Forward Delay Time: Thenumber of secondsaport waitsbefore chang-
ing from its Spanning Tree Protocol learning and listening states to the
forwarding state. Forward Delay Timer Monitorsthetime spent by aport
in the learning and listening states. The time-out value is the forward
delay parameter of

Spanningtreeport states

Listening : Switches send messages to one another to establish the
network topology and the optimal paths to the different segments of
the network. Other dataiis not transmitted.

Blocking : The switch entersthe Blocking State if apath with higher
priority isfound to exist during the Listening State. Normal datais not
transmitted.
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L earning : The switch entersthe Learning Stateif no path witha
higher priority isfound during the Listening State. Learned entries are
entered in the Unicast Destination Forwarding Table. Normal data

is not transmitted.

Forwarding : The switch entersthe Forwarding State after having been
inthe Learning Statefor apredefined time period. Normal datais
transmitted.

Per port control settings

PathCost : Specifies the path cost for each port. The Spanning-Tree
Protocol uses port path costs to determine which port to select as a
forwarding port. You should assign lower numbers to ports attached to
faster media (such asfull duplex), and higher numbersto ports attached
to dower media. Thepossiblerangeis1to 65535. Therecommended path
cost 151000 divided by LAN speed in megabits per second.

Priority : Specify STP port priority for each port. The port (physical or
logical) with the lowest priority value has the highest priority and for-
wards the spanning-tree frames. The possible priority rangeis 0 through
255 (decimal). Thedefaultis 128. If al ports have the same priority value,
the lowest port number forwards the spanning-tree frames.

1.5.8 Port Sniffer Function

Port sniffer function is amethod to duplicate all traffic occurred on the
specified monitored ports to the designated sniffer port. The traffic can
be configured for incoming packets only or outgoing packets only or
both. The control settings are:

Sniffer Mode: Specify thetraffic typefor monitoring

Options- Disable, Rx=incoming, Tx=outgoing, Both=Rx& Tx

Sniffer Port : Specify the port where performs monitoring

Monitored Port : Select the portswhosetraffic will be duplicated to the
monitoring port. Press Space key for selection from the port member list.
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1.5.9 QoS Priority Function

This switch supportstwo priority levels, high and low, and providestwo
priority functions:

1. Port-based Priority (Static priority)

2.802.1p Priority (VLAN tagged priority)

Priority Classification M ethods

Static priority iscalled port-based priority. The priority level of areceiv-
ing packet is determined by the configured priority of the input port
where the packet is received and the content of the packet is ignored.
Each port must be pre-configured with apriority level for incoming frames
or disabled setting.

802.1p Priority isacontent-based priority method. If thereceiving packet
isan 802.1Q VLAN tagged packet, the switch will check the 3-bit User
Priority valuein TCI (Tag Control Information) field of packet tag data.
By this value, the packet is classified as high priority or low priority
according to 802.1p priority configuration. Themap of priority valuesvs.
priority levels must be pre-configured.

The switch usesthe following rules:

1. Applies Static Priority method first for tagged or untagged packets.
2. If port static priority isdisabled, applies802.1p Priority method.

3. Untagged packets are treated aslow priority.

Outgoing Service Policy
The switch provides two options for outgoing service policy for high
priority packetsand low priority packets.

1. High priority alwaysfirst
2. Round robin method with specified [High : Low] ratio setting
This policy configuration can be set via the management interface.
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1.5.10 802.1X Port-Based Network Access Control

For some |EEE 802 L AN environments, itisdesirableto restrict accessto
the services offered by the LAN to those users and devices that are
permitted to make use of those services. |EEE 802.1X Port-based network
access control function provide a means of authenticating and authoriz-
ing devices attached to a LAN port that has point-to-point connection
characteristics, and of preventing access to that port in cases in which
the authentication and authorization processfails. The 802.1X standard
relies on the client to provide credentials in order to gain access to the
network. The credentials are not based on a hardware address. | nstead,
they can be either ausername/password combination or acertificate. The
credentials are not verified by the switch but are sent to a Remote Au-
thentication Dial-In User Service (RADIUS) server, which maintains a
database of authentication information. 802.1X consists of three compo-
nents for authentication exchange, which are asfollows:

802.1X Authenticator

PSC St?tiont Authentication Server
(Supplicant) (Radius server)

* An 802.1X authenticator: This is the port on the switch that has
services to offer to an end device, provided the device supplies the
proper credentials.

* An802.1X supplicant: Thisistheend device; for example, aPC that
connects to a switch that is requesting to use the services (port) of the
device. The 802.1X supplicant must be able to respond to communicate.
* An802.1X authentication server: ThisisaRADIUSserver that exam-
ines the credentials provided to the authenticator from the supplicant and pro-
vides the authentication service. The authentication server is respongble for
letting the authenticator know if services should be granted.
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The 802.1X authenticator operates as a go-between with the supplicant
and the authentication server to provide services to the network. When
aswitch is configured as an authenticator, the ports of the switch must
then be configured for authorization. In an authenticator-initiated port
authorization, a client is powered up or plugs into the port, and the
authenticator port sends an Extensible Authentication Protocol (EAP)
PDU to the supplicant requesting the identification of the supplicant. At
this point in the process, the port on the switch is connected from a
physical standpoint; however, the 802.1X process has not authorized the
port and no frames are passed from the port on the supplicant into the
switching engine. If the PC attached to the switch did not understand the
EAP PDU that it was receiving from the switch, it would not be able to
send an ID and the port would remain unauthorized. Inthis state, the port
would never pass any user traffic and would be as good as disabled. If
the client PC isrunning the 802.1X EAP, it would respond to the request
withitsconfigured ID. (Thiscould be ausername/password combination
or acertificate.)

After the switch, the authenticator receivesthe | D from the PC (the sup-
plicant). The switch then passesthe ID information to an authentication
server (RADIUS server) that can verify the identification information.
The RADIUS server responds to the switch with either a success or
failure message. If the response is a success, the port will be authorized
and user traffic will be allowed to pass through the port like any switch
port connected to an access device. If the response is afailure, the port
will remain unauthorized and, therefore, unused. If thereis no response
from the server, the port will also remain unauthorized and will not pass
any traffic.

The following configuration settings are required in the switch to make
802.1X functionwork:
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Enable802.1X protocol

Radiusclient configuration -

Radiusserver | P : |Paddress of the Radius server

Shared key : en encryption key for use during authentication sessions
with the specified Radius server. It must match the key used on the
Radius server.

NASidentifier : identifier for thisRadiusclient

Server port : the UDP destination port for authentication requeststo the
specified Radius server

Accounting port : the UDP destination port for accounting requests to
the specified Radius server

Per-port 802.1X mode setting:

Auto (Au) - The port is set to the Authorized or Unauthorized state in
accordance with the outcome of an authentication exchange between the
Supplicant and the Authentication Server.

Forced Authorized (Fa) - The port isforced to bein authorized state.
For ced Unauthorized (Fu) - The port isforced to bein unauthorized state.
None (No) - The port is hot necessary authorized.

Misc. configuration:

quietPeriod - the period during which the port does not try to acquire a
supplicant

txPeriod - the period the port waitsto retransmit the NEXT EAPOL PDU
during an authentication session

suppTimeout - the period of time the switch waits for a supplicant re-
sponse toan EAP request

server Timeout - the period of timethe switch waitsfor aserver response
to an authentication request

reAuthMax - the number of authentication attempts that must time-out
before authentication fails and the authentication session ends.
reAuthPeriod - the period of time after which the connected radius cli-
ents must be re-authenticated
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2. Installation and Management

2.1 Panel Description

LED Indicators 10/100TX Ports (Port1 ~ 24)

=

100FX Slots (Port23-F23, Port24—F24)/

Console Port Power Switch Power Socket

\ Gigabit Slots (Port25-G1 ~ Port26-G2)

2.2 AC Power Supply

One AC power cord which meets the specification of your country of
originwas supplied with the switch unit. Beforeinstalling AC power cord
to the switch, make surethe AC power switchisin OFF position and the
AC power to the power cord is turned off. The switch supports wide
range of AC power input specifications asfollows:

Power Rating : 100~ 240VAC, 50/60Hz, 50W
Voltage Range: 90~260VAC

Frequency : 47~440Hz

Inrush Current : 24A @230V

Minimal Consumption: 17W
Maximal Consumption: 26W
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2.3 Network Switched Ports

The switch provides three types of switched ports as follows:
Port Number Labd Specifications PortType  Modules
Port1-22  1-22 Fixed R}45 10/100TX No
Port23-24 23-24  FixedR}45 10/100TX No
F23-F24 Module slot 100FX Optional
Port25-26 G1-G2 Module slot Gigabit Optional

2.3.110/100TX Ports
The 10/100TX ports supports the following connection types and distances:

Sped Compliance Cables Distance
10Mbps |EEE802.310BASE-T Cat.3,4,5,5e 100 meters
100Mbps |IEEE802.3u100BASE-TX Cat.5,5e 100 meters

The ports can be configured to one of the following operating modes:
Auto mode : The port is auto-negotiation enabled and uses the speed
and duplex settings asthe highest port capability for negotiation with its
auto-negotiation capablelink partner.

Nway_Forced mode: The port isauto-negotiation enabled and usesthe
speed and duplex settings asthe only port capability for negotiation with
its auto-negotiation capable link partner.

Forced mode: The port is auto-negotiation disabled and uses the speed
and duplex settings as the connection configuration.
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2.3.2 100FX Modules

Port 23 and Port 24 also provide optional fiber connectivity. Thefollow-
ing installation rules should be applied:

100FX Modulelngtallation Working Connectors

F23 Slot F24 Slot Port 23 Port 24

None None P23RJ}45 P24 RJ-45

Installed None F23module P24RJ-45cannot beused
None Installed P23RJ}45 F24 module

Installed Installed F23module F24module

Thisfigureillustrates an example of 100FX module. Every module has
onejumper JP1 as shown. JP1 can be used to disablethe module eventhe
moduleisinstalled in the switch unit.

JP1 setting
ON - Short the jumper to enable the module
ON - Open the jumper to enable the module
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Thefollowing 100FX modulesare supported by F23 and F24 dots:

Part Number Connector  Cable Distance
2260-FMT  DuplexST MMF*  2km
2260-FMC  DuplexSC  MMF 2km
2260-FIM MT-RJ MMF 2km
2260-FVM V45 MMF 2km
2260-FSA2  DuplexSC  SMF* 20km

Note: * MMF - Multimode Fiber cable 50/125, 62.5/125 nm
* SMF - Single Mode Fiber cable 8.7/125, 9/125, 10/125 nm

Specifications
|EEE 802.3u 100BA SE-FX compliant, Fixed 100M bps, Fixed Full duplex

Optical Specifications
Part Number Wavdlength Output Power  Input Optical Power

2260-FMT  1310nm -19~-14dBm -31dBmmin. -14dBmmax.
2260-FMC  1310nm -19~-14dBm -31dBmmin. -14dBmmax.
2260-FM 1310nm -20~-14dBm -31dBmmin. -14dBmmax.
260-FVM  1310nm -205~-15dBm  -33dBmtyp. sensitivity
2260-FSA2  1310nm -18~-7dBm -32dBm max. senditivity
Installation steps:

1. Turn the power to the switch off.

2. Set JPL.

3. Insert the 100FX modules and screw the modul es securely.
4. Turn the power to the switch on.

F23, F24 slots with 100FX modules
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2.3.3 Gigabit Ports and Modules

Port 25 and Port 26, labeled G1 and G2 respectively, support thefollowing
Gigabit modules:

Part Number Connector Cable Distance
2260-GT R}45 Cat.5e 100m
2260-SXC DuplexSC  MMF625/125mm  220m
MMF50/125mm 500m
2260-SXL DuplexLC ~MMF625/125mm  220m
MMF50/125mm 500m
2260-LXC DuplexSC ~ MMF625/125mm  550m
MMF50/125mm 550m
SMF9125mm 10km

Gigabit Copper Module

Gigabit Fiber Module

Optical
Fiber

Transceiver
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Specifications

Part Number Compliance Soed Duplex
2260-GT |IEEE 802.32b1000BASE-T 1000Mbps  Half/Full

IEEE802.3u100BASE-TX 100Mbps  Half/Full
IEEE802.310BASE-T 10Mbps Half / Full
Auto-negotiation function
MDI-X RM45
2260-SXC  |IEEE802.3z1000BASE-SX 1000Mbps  Full
2260-SXL IEEE802.3z1000BASE-SX  1000Mbps  Full
260LXC  |EEE802.3z1000BASE-LX 1000Mbps  Full

Optical Specifications

Part Number Wavelength Output Power |nput Optical Power
260-SXC  850nm -95~-4dBm -17 (sensitivity) ~0dBm
2260-SXL 850nm -95~-4dBm -17 (sensitivity) ~0dBm
2260LXC  1310nm -11~-3dBm  -22(sensitivity) ~-3dBm
Installation steps:

1. Turn the power to the switch off.
2. Insert the Gigabit modul es and screw the modules securely.
3. Turn the power to the switch on.

— G1, G2 slots with Gigabit modules
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2.4 Rack Mounting

Rack mounting brackets

Two 19-inch rack mounting brackets are supplied with the switch for 19-
inch rack mounting.

The steps to mount the switch onto a 19-inch rack are:

1. Turn the power to the switch off.

2. Install two brackets with supplied screws onto the switch as shown
inabovefigure:

2. Mount the switch onto 19-inch rack with rack screws securely.
3. Turn the power to the switch on.
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2.5 LED Indicators

10/100 Managed Fast Ethernet Switch
with 100FX and Gigabit Connectivity

8 D 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 G2

LED Name State |nterpretation
System LEDs

P(Power) On Power is supplied to the unit.
Off  No power is supplied to the unit.

C(Console)  On Tx activities
Off  NoTxorRx

D(Diag) Blink Diagnostic and initialization in process
On Diagnostic and initialization completed

Port 1~Port 24 LEDs
100/10 On Port speed is 100Mbps.
Off  Port speed is 10Mbps.
Link/Act. On Port link up
Off  Port link down
Blink Port Tx/Rx activities
FDX/Caol. On Portisin full duplex.
Off  Portisin half duplex.
Blink Collisions

Port 25 (G1), Port 26 (G2) LEDs
Link/Act. On Port link up
Off  Port link down
Blink Port Tx/Rx activities
FDX/Caol. On Portisin full duplex.
Off  Portisin half duplex.
Blink Collisions
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2.6 Cooling Fans

Cooling Fan2  Cooling Fan1

The switch is equipped with two cooling fans. Both fans are featured
with failure detection function. When the fan operation speed is below
the specification, it is detected as afailure. The fan status can be moni-
tored viamanagement functions. Onefanfailuretrap isalsoissued when
fan failure event occurs.

I mportant :

Do not operate the switch unit when a fan failure is detected. Without
normal operation of the cooling fans, the switch unit might not operate
properly or even might be damaged due to not enough ventilation. Re-
turn the defective unit to the dealer where it was purchased.
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2.7 Management Setup

The managed switch is featured with management functions and can be
managed by using the following methods:

» Direct console connection over an RS-232 cable

» Telnet software over TCP/IP network

»  SNMP manager software over TCP/IP network

e Web browser softwarefrom Internet or Intranet over TCP/IP network
*  SNMPtrap hostsfrom Internet or Intranet over TCP/IP network

Thefollowing figureillustrates amanagement model diagram:

Console Management
Out-of-band Management

Browser software

lE

SNMP Manager

TCP/IP network
In-band Management

Telnet software
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2.7.1 Setup for Out-of-band (Console) Management

Before doing any in-band management, it is necessary to perform con-
sole operation for configuring P and SNMP related settings for the first
timethe switchisreceived for installation. Any PC running Windows 95/
98/ or NT can be used as a console via COM port. Windows Hyper
Terminal program is an ideal and the most popular software for such
console terminal operations.

To setup console operation, the steps are:

1. Find aproper RS-232 cablefor the connection to aconsole terminal.
If your are using PC asaterminal, make sure the cable pin assign-
ments comply to thefollowing requirement.

Console port 9-pin PC COM port
Pin2 RXD
3 TXD
4 DTR
5 GND
6 DSR

OO DMNMN®W

2. Connect one end to the console port and connect the other end to
the PC COM port.

3. Configure your PC COM port setting to match the RS-232 settings of
the console port and start your terminal software.
Factory default settings of the Console port
Baud rate : 9600, N, 8,1, 0
Flow control : disabled

4. Turn the switch unit power on.

5. Press<Enter> key several timesin your terminal softwareuntil a
login prompt comes up. It means the connection is proper.

The console port does not support modem connection. Refer to Chapter
3 for moreinformation about Console management.
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2.7.2 Setup for In-band Management

To perform an in-band management, it is necessary to connect the sys-
tem to your TCP/IP network. The steps are:

1. Configure IP and SNMP related settings to the device using direct
console management when you receiveit first timefor theinstalla-
tion.

2. Find aproper straight-through Category 5 UTP cable (maximal length
100 meters) for the connection.

3. Connect one end of the UTP cable to the UTP port of the media
converter and connect the other end to a network device, such as a
switching hub, inyour TCP/IP network.

4. Start your in-band management operations. For different manage-
ment methods, refer to:

* Chapter 3for Console and Telnet management
* Chapter 4 for SNMP management
* Chapter 5for Web management

2.7.3 Quick Guide to Configure Switch IP Address

This section provides a quick instruction to configure anew |P address
viaConsole port for the switch received for thefirst time. The stepsare:

1. Set up console connection as described in section 2.7.1.
2. Login with default username= admin and password=123.
3. Menu selections to enter | P configuration asfollows:

Main Menu
-> Switch Static Configuration
-> Administration Configuration
->| P Configuration
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3. Console and Telnet Operation

This chapter describes the detailed console operation. It can be applied
to either out-of-band console management or in-band Telnet manage-
ment. Refer to Chapter 2 for installation details.

Cold Start

When the power to the switch isturned on, the device start initialization
and self-test process. The self-test messages are displayed as follows if
a console connection is established successfully.:

Power -on Self-test Console message

$$$ Switch LOADER Checksum O.K 111!

$$$ Press any key to start Xmodem receiver:

$$$ Switch IMAGE Checksum ...... 0.K 111

$$$ Loading IMAGE - ..o oio i
$$$ Switch Power On Self Test...

$$$ CPU(arm7) Sdram Test Start..

++ Memory Test (Long) ... 0.K 111
++ Memory Test (Short) ... 0.K 11t
++ Memory Test (Byte) .... 0.K 11t

$$$ CPU(arm7) Sdram Test O0.K 111

$$$ Switch Register R/W Test ...0.K I}
$$$ Phy Register R/W Test ...0.K 11!
$$$ Embedded Sram Built In Self Test ...0.K 11!
$$$ Switch Data Area Checksum ...0.K 111
$$$ Detect Module Card... O.K II!

$$$ Switch Engine Initialize...0.K 11!
$$$ Trunk Initialize...0.K 111!

$$$ Port Initialize...0.K 11!

$$$ BwCtrl Initialize...0.K 11!

$$$ Forwarding Initialize...0.K 11!

$$$ Vlan Initialize...0.K 11!

Both console management and Tel net management are samein operation
starting from login prompt.
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Direct Console M anagement

When you can see the self-test messages shown on screen properly, you
can press <Enter> key to start console login operation. Go to Login
Prompt sectionin next pagedirectly.

Telnet Management

Use Telnet software to perform the management operation. The most
convenient solution is using the built-in Telnet function in a Windows
95/98/ or NT PC. Enter into DOSwindow and invoke Telnet command :

>telnet XXX.XXX.XXX.XXX

to connect to the device. The specified xxx.xxx.xxx.xxx isthe | P address of
the device. Factory default | Paddressis 192.168.0.2.

A welcome message and login prompt are displayed if the connectionis
established properly.

L ogin Prompt
Thefollowing figureillustratesthe login screen:
User Interface
Managed 24 + 2G Switch

login:xxxx
password : XXXX

Username: admin
Factory default Password : 123

For security reason, the device supports a function to change the pass-
word in setup menu. It is recommended to change the default password
immediately after asuccessful login.
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3.1 Main Menu
When login successfully, the main menu is shown as follows:

Main Menu

Switch Static Configuration
Protocol Related Configuration
Status and Counters

Reboot Switch

TFTP Update Firmware

Logout

Configure the switch.

Arrow/TAB/BKSPC = Move Item Enter= Select Item

Function description of the selected item:

Switch Static Configuration : Configure the switch related settings
Protocol Related Configuration : Configure the protocol parameters
Status and Counters : Show the status of the switch

Reboot Switch : Reboot the system or restore factory default configuration
TFTP Update Firmware : Use tftp to download firmware image

Logout : Exit the menu line program.
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Thefollowing operation convention iscommonly used for later configu-
ration pages:

Action menu:

<Quit> Exit configuration

<Edit> Edit each configuration value
<Save> Save all configured values
<PreviousPage>  Browse previous configuration page
<Next Page> Browse next configuration page

Control keysfor action menu:

[Tab] key Moveto next item
[Backspacel key ~ Moveto previousitem
[Enter] key Confirm selection

Control keysused for <Edit> operation:

[Tab] key Moveto nextitem

[Backspace] key Move to previousitem

[Space] key Change configuration option

[CtrlI+A] key Quit from <Edit> operation, back to action menu
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3.2 Switch Static Configuration
[Switch Static Configuration] menu is shown asfollows:

Managed 24+2G Switch : Switch Configuration

Port Configuration

Trunk Configuration

VLAN Configuration

Misc Configuration
Administration Configuration
Port Sniffer Configuration
Priority Configuration

MAC Address Configuration
Main Menu

Display or change port configuration
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3.2.1 Port Configuration
Thefollowing pageillustrates Port 1 ~ Port 8 configuration example:

Managed 24+2G Switch : Port Configuration

InRate OutRate FlowControl
Port Type (100K) (100K) Enable Auto Spd/Dpx Full Half

PORT1 100TX
PORT2 100TX
PORT3 100TX
PORT4 100TX
PORTS 100TX
PORT6 100TX
PORT7 100TX
PORT8 100TX

Yes AUTO 100 FULL On Oon
Yes AUTO 100 FULL On On
Yes AUTO 100 FULL On On
Yes AUTO 100 FULL On On
Yes AUTO 100 FULL On On
Yes AUTO 100 FULL On Oon
Yes AUTO 100 FULL On Oon
Yes AUTO 100 FULL On Oon

O O O o oo oo
O O 0O o0 o o oo

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item
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Port : Port number
Display names- PORT1 - PORT24, G1- G2

Type: Port type
Display names- 100Tx, 100FX, 1000T, 1000FX

InRate: Input (Ingress) rate control setting, 100K bytes per unit.
Options- 0=disablerate control, 1 ~ 1000 valid rate value

OutRate: Output (Egress) rate control setting, 100K bytes per unit
Options- 0= disablerate control, 1 ~ 1000 valid rate value

Enable: Port function enable/ disabled control setting
Options- Yes=Enable, No=Disable

Auto : Port auto negotiation mode control setting
Options - Auto, Nway Force, Force

Spd/Dpx : Port speed and duplex configuration control setting

Flow Control / Full : Full duplex flow control (Pause frame) setting
Options- On=Enable, Off=Disable

Flow Control / Half : Half duplex flow control (Backpressure) setting
Options- On=Enable, Off=Disable

Note:
1. Port 25 (G1 slot) and Port 26 (G2 slot) are not displayed if nomodule
isinstalled in the dot.

2. Input (Ingress) Rate control function works only when the port and
itslink partner operate with flow control enabled.
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3.3.2 Trunk Configuration
Trunk configuration example page

Managed 24+2G Switch : Trunk Configuration

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 GL R
1V VvV VvV VvV - - -
vV V VvV VvV -

~ o o s wN

TRK1 STATIC
TRK2 LACP
TRK3 DISABLE
TRK4 DISABLE
TRKS DISABLE
TRK6 DISABLE
TRK7 DISABLE

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select ltem

Select up to four member ports for each enabled trunk group.

Trunk port mode control settings for each trunk group:
DISABLE  Thegroup isdisabled.

STATIC Normal trunk

LACP Thistrunk groupis LACP enabled.

Refer to Chapter 1 for description of LACP trunking function.
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3.3.3 VLAN Configuration

Managed 24+2G Switch : VLAN Configuration

VLAN Configure

Create a VLAN Group
Edit/Delete a VLAN Group
Group Sorted Mode
Previous Menu

Configure the VLAN pvid and ingress.egress rules

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

3.3.3.1 VLAN Configure

Managed 24+2G Switch : VLAN Support Configuration

VLAN Mode : PortBased

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select Item

VLAN Mode control setting:

PortBased  Port-based VLAN isused.
802.1Q IEEE802.1Q VLAN isused
Disabled VLAN functionisdisabled.

Note: When VLAN modeischanged, the switch must be reboot to make
the change effective.
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If 802.1Q modeisselected, someadditiond settingsare required asfollows:

Managed 24+2G Switch

VLAN Mode : 802.1Q

VLAN Support Configuration

IngressFilterl IngressFilter2
Port PVID NonMember Drop Untagged Drop
PORT1 1 FORWARD DROP
PORT2 3 FORWARD FORWARD
PORT3 1 DROP FORWARD
PORT4 1 DROP FORWARD
PORT5 1 DROP FORWARD
PORT6 1 DROP FORWARD
PORT7 1 DROP FORWARD
PORT8 1 DROP FORWARD
action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Per port control settings:
PVID: PortVID
Optional values- 1~ 255

IngressFilter /NonMember Drop: Drop or forward input VLAN tagged
frames whose VID does not match PVID associated to the input port.
Thisruleis applied only when input port is not the member port of the
associated VLAN group. Setting options- DROP, FORWARD

IngressFilter / UnTagged Drop: Drop or forward input untagged frames
Options- DROP, FORWARD
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3.3.3.2 Create a VLAN Group

CreateaPort-based VLAN group

Add a VLAN Group

VLAN Name: [Vlan2 1 Grp ID:[2 ](1-~4094)
Port Member
PORT1 Member
PORT2 Member
PORT3 No
PORT4 No
PORT5 No
PORT6 No
PORT7 No
PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

New Port-based VLAN group settings:

VLAN name: Giveanametothisnew VLAN
GrpID: Givean|D number tothisnew VLAN (Vaid values 1-4094)
Member : The port specified isthe member to thisnew VLAN.

Note:
If trunk groupsexist, they arealso listed after PORT26 and labeled TRK 1,
TRK?2..and etc.. They also can be configured asVLAN member.
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Createan 802.1Q VLAN
Add a VLAN Group

VLAN Name: [Vlan2 1 VLAN ID:[2 ](1~4094)
Protocol VLAN : None

Port Member

PORT1 UnTagged
PORT2 Tagged
PORT3 UnTagged

PORT4 No
PORTS No
PORT6 No
PORT7 No
PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

New 802.1Q VLAN settings:

VLAN name: Giveanametothisnew VLAN

VLANID: GiveaVIDtothisnew VLAN (Valid values: 2-4094)

Protocol VLAN : Select protocol type.

Options- None
IP ARP, AppleTalk/NetBIOS, Novell IPX,
Banyan VinesC4/ Novell IPX (raw Ethernet)
Banyan Vines C5/ Spanning Tree Protocol BPDU
Banyan VinesAD / Null SAP, DECnet MOP 01
DECnet MOP(02, DECnet DPR, DECnet LAT
DECnet LAVC,IBM SN, X.75Internet, X.25Layer 3
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Member : Giveamember setting, Options-
UnTagged : the specified port isamember port and outgoing frames
are not tagged.
Tagged : the specified port is a member port and outgoing frames
are tagged.
No : the specified port is not amember port

Note:
If morethantwo VLAN groupsare configured with same protocol value,
make sure the member ports of those groups are not overlapping.

3.3.3.3 Edit / Delete a VLAN Group
Exampleto select one VLAN group for editing or deleting:

DEFAULT 1
Vian2 2

action-> <Quit> <Edit> <Delete> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Choosethe VLAN group that you want to edit or delete and then press enter.

Note:
TheVLAN Nameand VLAN ID cannot bemodified. Default VLAN VID=1
can not be deleted.
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Exampleto edit VVIan2 group:
Edit a VLAN Group
VLAN Name: [Vlan2 1 VLAN ID:[2 ](1~4094)
Protocol VLAN : AppleTalk/NetBI0OS

Port Member

PORT1 UnTagged
PORT2 Tagged
PORT3 UnTagged

PORT4 No
PORTS No
PORT6 No
PORT7 No
PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

3.3.3.4 Groups Sorted Mode

Set sorted modefor VLAN groupsshownin Edit/Deletea VL AN group
pageasfollowsandtheoptionsare Sorted by Nameand Sorted_by VID:

Managed 24+2G Switch : Group Sorted Selection
Group Sorted : Sorted_by Name

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select ltem
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3.3.4 Misc Configuration

Managed 24+2G Switch : Misc Configuration

MAC Age Interval

Broadcast Storm Filtering

Max bridge transmit delay bound
Port Security

Collision Retry Forever

Hash Algorithm

Previous Menu

Configure the MAC aging time

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select ltem

3.3.4.1 MAC Age Interval

Managed 24+2G Switch : MAC Aging Time

MAC Age Interval (sec) [300] : 300
(disable:0, valid value: 300-765)

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Set thetimeinterval that an inactive MAC addressremained inthe switch
MAC address table. Options - 0=Disable, 300=Default, 300 ~ 765 sec-
onds
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3.3.4.2 Broadcast Storm Filtering

Managed 24+2G Switch : Broadcast Storm Filter Mode

Broadcast Storm Filter Mode : NO

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select ltem

Broadcast storm protection control setting:
Threshold options- NO, 5%,10%,15%,20%,25%

The threshold is the percentage of the total packet buffer occupied by
gueued broadcast packets. Upon reaching the threshold, broadcast strom
filtering mechanismisactivated and further incoming broadcast packets
are dropped.
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3.3.4.3 Max Bridge Transmit Delay Bound

Managed 24+2G Switch : Max Bridge Transmit Delay Bound
Max bridge transmit delay bound : OFF
Low Queue Delay Bound : ENABLE

Low Queue Max Delay Time : 255 (2ms/unit)

action-> <Edit> <Save> <Quit>

Max bridgetransmit delay bound: Limit thepacketsqueuingtimeinswitch.
If enabled and queuing time expired, the queued packetswill be dropped.
Options- OFF (default), 1sec, 2sec, 4sec

L ow Queue Delay Bound: Limit thelow priority packetsqueuingtimein
switch. If enabled and queuing time expired, the low priority packets
gueued in switch will be sent.

L ow QueueM ax Delay Time: Themaximal timethat alow priority packet
will be queued in switch.
Options- 1~255, 255=default, (2ms/unit)

Note:
Make sure Max bridgetransit delay bound control isenabled when Low
Queue Delay Bound control issetto ENABLE.
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3.3.4.4 Port Security

Managed 24+2G Switch : Port Security

Port Enable Security
(disable MAC learning)

PORT1 Enabled
PORT2 Enabled
PORT3 Enabled
PORT4 Disabled
PORT5S Disabled
PORT6 Disabled
PORT7 Disabled
PORT8 Disabled

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

A port in security mode will be locked and disabled to perform further
MAC address learning. Only the incoming packets with source MAC
address already existing in the switch MAC address table can be for-
warded normally. Otherwise, the packets are dropped.

Options- Enabled, Disabled

For specific security application, user can disable the port from learning
any new MAC addresses, then use the static MAC addresses operation
to define alist of MAC addresses that are allowed to pass through the
secure port.
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3.3.4.5 Collision Retry Forever

Managed 24+2G Switch : Collision Retry Forever
Collision Retry Forever : Enabled

action-> <Edit> <Save> <Quit>

Collision Retry control setting for half duplex mode::

Options- Enabled = collisionretry forever
Disabled = callision retry 48 timesthen drop frames

3.3.4.6 Hash Algorithm

Managed 24+2G Switch : Hash Algorithm
Hash Algorithm : Enabled

action-> <Edit> <Save> <Quit>

Hash method for MAC address table :

Options- CRC-Hash =Use CRC hash for tableindex
DirectMap = Use direct map for tableindex

Note:
It is recommended not to change the default value.
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3.3.5 Administration Configuration

Managed 24+2G Switch : Device Configuration

Change Username
Change Password
Device Information
IP Configuration
Previous Menu

Managed 24+2G Switch : UserName Configuration
UserName : Admin
action-> <Edit> <Save> <Quit>

Theuser nameisauthorized to login into Console, Telnet, Web manage-
ment interfaces.
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3.3.5.2 Change Password

Managed 24+2G Switch : Password Configuration
Old Password : XXxX
New Password : XXxx
enter again : XXXX

action-> <Edit> <Save> <Quit>

The password is used together with UserName for login operation.

3.3.5.3 Device Information

Managed 24+2G Switch : Device Configuration
Name : KS-2260
Description : 24+2G Fast Ethernet switch
Location : Tech support
Contact : David

action-> <Edit> <Save> <Quit>

Each device unit can be configured with above information for manage-
ment purpose.
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3.3.5.4 IP Configuration

Managed 24+2G Switch : Device Configuration
DHCP : Disabled
IP Address : 192.168.0.2
Subnet Mask : 255.255.255.0
Gateway : 192.168.0.1
action-> <Edit> <Save> <Quit>

I P related parameters assigned to this switch device:

DHCP : DHCP client function setting
Enable: enable DHCP client function to get adynamic | P address
Disable: disable DHCP client function and use current | P address

P Address: Current | P address assigned to the switch unit
Subnet_Mask : Subnet mask assigned to the switch unit
Gateway : Default gateway | P address assigned to the switch unit

Note:
1. If DHCPisenabled, the displayed IP addressisthe | P address given
by DHCP server. Any modification to this IP addressisignored.

2.1f DHCPisenabled and no DHCP server isavailablein your network,
current |P address is used.

3. A modified IP addressis accepted and will be saved only when
DHCP setting isdisabled.

-63-

Download from Www.Somanuals.com. All Manuals Search And Download.



3.3.6 Port Sniffer Configuration

Managed 24+2G Switch : Port Sniffer

Sniffer Mode : Rx
Sniffer Port : PORT1
Monitored Port:

Port Member

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Control settings are:

Sniffer Mode: Specify thetraffic typefor monitoring
Options- Disable sniffer, Rx=incoming, Tx=outgoing, Both=Rx& Tx

Sniffer Port : Specify the port where performsmonitoring.

Monitored Port : Select the portswhosetraffic will be duplicated to the
sniffer port. Press Space key for selection.
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3.3.7 Priority Configuration

Managed 24+2G Switch : The Priority Configuration

Port Static Priority
802.1p Priority
Previous Menu

Two priority methods are provided:
* Port Static Priority (Port-based Priority)
e 802.1pPriority

Note:

The switch uses the following rules:

1. Applies Static Priority method first for tagged or untagged packets.
2. 1f port static priority isdisabled, applies802.1p Priority method.

3. Untagged packets are treated aslow priority.
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3.3.7.1 Static Priority

Managed 24+2G Switch : Port Priority

Port Priority
PORT1 Low
PORT2 Low
PORT3 High
PORT4 High
PORT5 Disable
PORT6 Disable
PORT7 Disable
PORT8 Disable

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Specify the static priority level for each port.

The options are:

Disable: Port priority isdisabled. 802.1p priority method isapplied.
Low: All incoming packets are treated aslow priority.

High:  Allincoming packetsaretreated as high priority.

-66-

Download from Www.Somanuals.com. All Manuals Search And Download.



3.3.7.2802.1p Priority

Managed 24+2G

Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority

QoSMode

N o o~ WN PP O

action->

Switch : 802.1p Priority Configuration

LOW
LOW
LOW
LOW
HIGH
HIGH
HIGH
HIGH

First Come First Service

<Quit> <Edit> <Save>

Priority 0~ 7: Packet priority value map to high or low level.
Options- Low =low priroity packet, High = high priority packet

QoSMode: Service policy how output ports serve the queued packets
Options- First ComeFirst Service = by queued sequence (no priority)
All High beforeL ow = high priority packetsfirst
High/L ow Queue ServiceRatio=>H[X] : L[X],wherex = 1~7
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3.3.8 MAC Address Configuration

Managed 24+2G Switch : MAC Address Configuration

Static MAC Address
Filtering MAC Address
Previous Menu

Managed 24+2G Switch : Static MAC Address Configuration

MAC Address Port Num VIlan ID MAC Address Port Num VIlan ID

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

Thisconfiguration allowsyou to <add> more than one specific and static
MAC addresses into the switch MAC address table. Those static ad-
dresseswill stay in table permanently and will not be removed even when
aging time out or the switch is powered off. <Edit> and <Delete> func-
tions are also provided to maintain those static MAC addresses.
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Add staticMAC address

Managed 24+2G Switch : Add Static MAC Address

MAC Address - 0040F6FE0005
Port Num - PORT3
Vlan ID -2
action-> <Edit> <Save> <Quit>

MAC Address: the Ethernet MAC address

Port Num : press <Space> key to select the port number

Vlan ID : If tag-based (802.1Q) VLAN is enabled on the switch, each
static address is associated with one VLAN. Type the VID to associate
with the MAC address. For port-based VLAN, this setting is not dis-

played.

Select onestaticMAC addresstoedit or delete

MAC Address Port Num Vlan ID MAC Address Port Num VIian ID

0040F6FEOO05 ~ PORT3 2
O040FGFEOAO1  PORTS 2

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

Use[Tab] or [Back Space] key to choosethetarget addressfor <Edit> or
<Delete> actions.
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3.3.8.2 Filtering MAC Address

Refer to Chapter 1 for description of MAC addressfiltering function. The
operations to Add/Edit/Delete a filter MAC address are similar to the
operations for static MAC address table. The following page shows an
exampleof filter MAC addresstable:

MAC Address VIlan ID MAC Address VIlan ID

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

Managed 24+2G Switch : Add Filter MAC Address

MAC Address : 0040F6FE0005
Vlan ID : 2

action-> <Edit> <Save> <Quit>

MAC Address: Typethe MAC addresstofilter.
Vlan D : If tag-based (802.1Q) VLAN isenabled on the switch, typethe
VID to associate with thefilter MAC address.
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3.4 Protocol Related Configuration

Managed 24+2G Switch : The Protocol Related Configuration

STP

SNMP

GVRP

1GMP

LACP

802.1x
Previous Menu

Managed 24+2G Switch : Spanning Tree Protocol

STP Enable

System Configuration
Perport Configuration
Previous Menu

Refer to Chapter 1 for description about Spanning-Tree Protocol and its
related parameters, status and settings.
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STPEnable

Managed 24+2G Switch : STP Enabled/Disabled Configuration

STP - Enabled

action-> <Edit> <Save> <Quit>

Spanning Tree function can be enabled or disabled. Press Space key to
select enable or disable.

System Configuration

Managed 24+2G Switch : STP System Configuration

Root Bridge Information Configure Spanning Tree Parameters
Priority 32768 Priority (0-65535) :32768

Mac Address :  OO40F6FE0008

Root _Path Cost : O Max Age (6-40) :20

Root Port :  Root

Max Age > 2 Hello Time (1-10) :2

Hello Time 2

Forward Delay 15 Forward Delay Time (4-30) :15

action-> <Edit> <Save> <Quit>
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Current spanning treeinformation about the Root Bridge is shown onthe
left side and new values for STP parameters are configured on theright
side.

The settings are;

Priority : The priority is assigned to the switch. The higher value is
lower priority. Range: 0- 65535

Max Age : The number of seconds a bridge waits without receiving
Spanning Tree protocol configuration messages before attempting a
reconfiguration. Valid value: 6 ~ 40.

Hello Time: The number of seconds between the transmission of Span-
ning Tree protocol configuration messages. Valid value: 1~ 10.

Forward Delay Time: Thenumber of secondsaport waitsbefore chang-
ing from its Spanning Tree Protocol learning and listening states to the
forwarding state. Valid value: 4 ~ 30.

For descriptions of STP status and parameters, refer to Chapter 1 - Span-
ning Tree Protocol section.
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Perport Configuration

Managed 24+2G Switch : STP Port Configuration

Port PortSate PathCost Priority
PORT1 Forwarding 10 128
PORT2 Forwarding 10 128
PORT3 Forwarding 10 128
PORT4 Forwarding 10 128
PORT5 Forwarding 10 128
PORT6 Forwarding 10 128
PORT7 Forwarding 10 128
PORT8 Forwarding 10 128

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

PortState : Spanning tree port state status
Possible states - Forwarding, Blocking, Listening, Learning

Control settings:

PathCost : Specifiesthe path cost for each port. The possiblerangeis 1
to 65535. The recommended path costis 1000 divided by LAN speed in
megabits per second.

Priority : Specify STP port priority for each port. The possible priority
rangeis O through 255 (decimal). Thedefault is128. If al ports havethe
same priority value, the lowest port number forwards the spanning-tree
frames.

For descriptions of STP status and parameters, refer to Chapter 1 - Span-
ning Tree Protocol section.
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3.4.2 SNMP

Managed 24+2G Switch : SNMP Protocol

System Options
Community Strings
Trap Managers
Previous Menu

Use this page to setup SNMP related parameters and SNMP trap hosts
related parameters.

3.4.2.1 System Options

Managed 24+2G Switch : System Options Configuration

System Name

action-> <Quit> <Edit> <Save>
Settings:
System Name: Specify alogical nameto the switch unit.
System Contact : Specify the name of contact person regarding the unit.
System L ocation : Typethelocation where the switch unit islocated.

These settings are used for SNMP MIB-11 objects.
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3.4.2.2 Community Strings

Managed 24+2G Switch : SNMP Community Configuration

Community Name Write Access
public Restricted
private Unrestricted

action-> <Add> <Edit> <Delete> <Save> <Quit>
This page shows current Community stringswhich are allowed to access
MIB objects of the switch unit via SNMP management interface. Up to
four communities can be configured. Action commands are:

<Add>: Createanew community string.
<Edit>: Edit settings.
<Delete> : Select astring to delete

Add/Edit aCommunity String

Managed 24+2G Switch : Add SNMP Community

Community Name : Command-1
Write Access : Restricted
action-> <Edit> <Save> <Quit>

Community Name: Specify the name of one community stringwhichis
allowed to access this switch unit.

Write Access : Specify the accessright authorized to the community name.
Options- Restricted = Read only, Unrestricted =Read/Write
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3.4.2.3 Trap Managers

A trap manager isamanagement station that allowsto receive SNMP
traps. An SNMP trap isissued by the switch when the associated trap
event occurs in the switch. A trap manager is defined by its | P address
and acommunity string. Up to three trap managers can be configured.

Managed 24+2G Switch : Trap Managers Configuration

1P Community Name

action-> <Add> <Edit> <Delete> <Save> <Quit>

Action commands:

<Add>: Createanew trap manager
<Edit>: Edit atrap manager settings
<Delete> Deleteatrap manager

Add/Edit atrap manager

Managed 24+2G Switch : Add SNMP Trap Manager

IP - 192.168.223.100
Community Name : public

action-> <Edit> <Save> <Quit>

Trap manager settings:
I P : 1P address of the trap manager.
Community Name: Community name associated to thetrap manager
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3.4.3 GVRP

This page you can enable or disablethe GVRP (GARPVLAN Registra-
tion Protocol) support.

Managed 24+2G Switch : GVRP Configuration

GVRP : Enabled

action-> <Edit> <Save> <Quit>

Options- Enabled, Disabled

3.4.41GMP
This page you can enable or disable the IGM P support.

Managed 24+2G Switch : IGMP Configuration

IGMP : Enabled

action-> <Edit> <Save> <Quit>

Options- Enabled, Disabled
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3.45LACP
Thismenu list isused to configure LACP trunk groups.

Managed 24+2G Switch : LACP Configuration

Working Ports Setting
State Activity

LACP Status

Previous Menu

Managed 24+2G Switch : LACP Group Configuration

Group LACP LACP Work Port Num
TRK1 Disabled 4
action-> <Edit> <Save> <Quit>

Group : Display thetrunk group ID.
LACP: Display thetrunk group LACP setting.

Setting:

LACP Work Port Num : Specify themaximal number of ports can be
aggregated at the sametime. A trunk group with LACP disabled must be
specified with 4. An LACP enabled trunk group can be specified upto 2.
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3.4.5.2 State Activity

Managed 24+2G Switch : LACP Port Active State Configuration

Port State Activity Port State Activity
1 Active 14 Passive
2 Active 15 Passive
3 Active 16 Passive
4 Active 17 Passive
5 Passive 18 Passive
6 Passive 19 Passive
7 Passive 20 Passive
8 Passive 21 Passive
9 Passive 2 Passive
10 Passive 23 Passive
11 Passive 24 Passive
12 Passive 25 Passive
13 Passive 26 Passive

action-> <Edit> <Save> <Quit>

Use <Edit>.command to set L ACP state activity mode for each port.

State Activity setting options -

Active: The port automatically sends LACP protocol packets. If it be-
longsto atrunk group which is set to LACP mode.

Passive : The port does not automatically send LACP protocol packets
and responds only if it receives LACP protocol packets from the oppo-
site device.

Note:
If atrunk group is set to LACP mode, all its member ports are set to
[Active] default.
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3.4.5.3 LACP Status

Managed 24+2G Switch : LACP Group Status

Group Key :© 1
Port_No 1234

action-> <Quit> <Previous Page> <Next Page>

This page shows LACP status of each trunk group.

3.4.6 802.1X

Managed 24+2G Switch : 802.1x protocol

802.1x Enable

System Configuration
PerPort Configuration
Misc Configuration
Previous Menu

This menu is used to configure 802.1X function related settings. For
moreinformation about 802.1X function, refer to Section 1.5.10 802.1X
Port-Based Network Access Control.
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3.4.6.1 Enable 802.1X Protocol

Managed 24+2G Switch : 802.1x Enabled/Disabled Configuration

802.1x : Enabled

action-> <Edit> <Save> <Quit>

This menu is used to enable 802.1X function of the switch.

3.4.6.2 802.1X System Configuration

Managed 24+2G Switch : 802.1x System Configuration

Radius Server [IP: XXX.XXX.XXX.XXX
Shared Key : 12345678

MAS, Identifier : NAS_L2_SWITCH
Server Port : 1812

Accounting Port : 1813

action-> <Edit> <Save> <Quit>

Thismenu is used to setup Radius server related parameters as follows:

Radius Server |P : IPaddress of the Radius server

Shared Key : an encryption key for use during authentication sessions
with the specified Radius server. It must match the key used on the
Radius server.

NAS I dentifier : identifier for thisRadiusclient (thisswitch)

Server Port : the UDP destination port for authentication requeststo the
specified Radius server

Accounting Port : the UDP destination port for accounting requeststo
the specified Radius server
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3.4.6.3 802.1X Per Port Configuration

Managed 24+2G Switch : 802.1x Port Status

(Force Unauth= Fu, Force Au=Fa, Auto=Au, None=No)

Port Status
PORT1 No
PORT2 No
PORT3 No
PORT4 No
PORTS5 No
PORT6 No
PORT7 No
PORT8 No

Thismenu isused to configure per-port 802.1x mode. The options are:

Au (Auto) - The port is set to the Authorized or Unauthorized state in
accordance with the outcome of an authentication exchange between the
Supplicant and the Authentication Server.

Fa (Forced Authorized) - The port isforced to bein authorized state.
Fu (For ced Unauthorized) - The port isforced to bein unauthorized state.
No (None) - The port is hot necessary authorized.
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3.4.6.4 802.1X Misc. Configuration

Managed 24+2G Switch : 802.1x Misc Configuration

Quiet-period <0..65535, default=60> : 60
Tx-period <0..65535, default=30> : 30
Supplicant-timeout <0..300, default=30> : 30
Server-timeout <0..300, default=30> : 30
ReAuthMax <1..10, default=2> : 2
Reau-period <0..9999999, default=3600> : 3600
action-> <Edit> <Save> <Quit>

Thismenuisused to setup 802.1x protocol related timersand parameters
asfollows:

Quiet Period - the period during which the port does not try to acquire a
supplicant

Tx Period - theperiod the port waitsto retransmit theNEXT EAPOL PDU
during an authentication session

Supplicant Timeout - the period of timethe switch waitsfor asupplicant
response toan EAP request

Server Timeout - the period of time the switch waits for a server re-
sponse to an authentication request

ReAuthM ax - the number of authentication attemptsthat must time-out
before authentication fails and the authentication session ends.
Reauth Period - the period of time after which the connected radius
clients must be re-authenticated

Note: The unit of the timer settingsis second.
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3.5 Status and Counters

Managed 24+2G Switch : Status and Counters

Port Status

Port Counters
System Information
Previous Menu

Menu functions:

Port Status: display the status of all switched ports and trunk groups.
Port Counters: display the statistic counters of each ports.

System Information : display system related information, cooling fan
status, and all slot module status.
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3.5.1 Port Status

Managed 24+2G Switch : Port Configuration

Link InRate OutRate Flow
Port Status (100K) (100K) Enable Auto Spd/Dpx Control

PORT1 Down 0 0 No AUTO 100 Full Oon
PORT2 Down 0 0 No AUTO 100 Full On
PORT3 Down 0 0 No AUTO 100 Full On
PORT4 Down 0 0 No AUTO 100 Full Oon
PORTS Up 0 0 Yes AUTO 100 Full Off
PORT6 Down 0 0 No AUTO 100 Full Oon
PORT7 Down 0 0 No AUTO 100 Full Oon
PORT8 Down 0 0 No AUTO 100 Full Oon

action-> <Quit> <Previous Page> <Next Page>

This page display current port status for al switched ports. The status are:

Link Status: Display port link status

InRate: Display theinput rate control (100K/unit) setting value.
OutRate: Display the output rate control (100K /unit) setting value.
Enable: Display the port function setting. (Yes=Port isenabled, No=Port
isdisabled)

Auto: Display the port Nway mode: Auto, Nway Force, Force.
Spd/Dpx : Display the port speed and duplex status.

FlowControl : Display theflow control status.

Note:
Inauto/ Nway force mode, it displaysthe flow control status after nego-
tiation. In force mode, it displaysthe flow control setting.
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3.5.2 Port Counters

Managed 24+2G Switch : Port Counters

Port TxGoodPkt TxBadPkt RxGoodPkt RxBadPkt TxAbort Collision DropPkt

PORT1 O 0 0 0 0 0 0
PORT2 O 0 0 0 0 0 0
PORT3 O 0 0 0 0 0 0
PORT4 O 0 0 0 0 0 0
PORTS 81 0 54 0 0 0 0
PORT6 O 0 0 0 0 0 0
PORT7 O 0 0 0 0 0 0
PORT8 O 0 0 0 0 0 0

action-> <Quit> <Reset AlIl> <Previous Page> <Next Page>

The page displays some port statistic counts. The counts are:

TxGoodPkt : Good Tx packet count
TxBadPkt : Bad Tx packet count
RxGoodPkt : Good Rx packet count
RxBadPkt : Bad Rx packet count
TxAbort : Aborted Tx packet count
Collision : Collision count
DropPkt : Dropped packet count

Use <Reset All> to clear the counters of the selected port.
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3.5.3 System Information

Managed 24+2G Switch : System Information

MAC Address - 0040F6FE0005
Firmware version o X.X

ASIC version I XXX

PCBA version I X.XX

G1 Module Type : N/A IN/A ]
G2 Module Type : N/A IN/A ]
F23 Module Type : N/A IN/A]

F24 Module Type : N/A INVA]
FAN-1 Status = Normal

FAN-2 Status = Normal

The system information includes:

MAC Address: Theunique MAC address assigned to this switch unit
Firmwar e Version : Display the switch firmwareversion.
ASIC Version : Display the main controller version.
PCBA Version : Display the switch Hardwareversion.
G1ModuleType: Display moduleinformationin G1 dot.
G2ModuleType: Display moduleinformationin G2 dot.
F23ModuleType: Display moduleinformationin F23 dlot.
F24 Module Type: Display moduleinformationin F24 dlot.
FAN-1 Status: Display statusof Cooling Fan1.

FAN-2 Status: Display statusof Cooling Fan2.
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3.6 Reboot Switch

Managed 24+2G Switch : Restart Configuration

Restart
Default
Previous Menu

3.6.1 Restart

This command will reboot the switch with current configuration setting
values. Confirmation prompt is:

3.6.2 Default

Thiscommand will reboot the switch with default configuration. Confir-
meation promptis:

Resetting to the default will restart the system
automatically 1111

Do you want to continue? (y/n)

Refer to Appendix A for factory default values.
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3.7 TFTP Update Firmware

Managed 24+2G Switch : TFTP Update Firmware Configuration

TFTP Update Firmware

TFTP Restore Configuration
TFTP Backup Configuration
Previous Menu

This menu supports :
TFTP UpdateFirmwar e: Updatethe switch firmwareviaTFTP

TFTP Restore Configuration : Download default configuration fileto
the switch fromthe TFTP server

TFTP Backup Configuration : Backup current configuration settings of
the switch asaimagefileto the TFTP server
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3.7.1 TFTP Update Firmware

Managed 24+2G Switch : TFTP Update Firmware

TFTP Server © 192.168.0.15
Remote File Name : image.bin
action-> <Edit> <Save> <Quit>

The stepsto use TFTP to update switch firmware are;

1. Start your TFTP server and placetheimagefile of the new firmware
onthe TFTP server.

2. Use<Edit> command to specify TFTP server IPand filename:

TFTP Server : TypethelP address of your TFTP server.
Remote FileName: Typetheimagefilename of the new firmware

5. Press[Ctrl+A] to go back to actionline.
6. Use <Save> command to start downloading theimagefile.

7. When command completed successfully, theimagefile download
finished too.
8. Restart switch to start the new firmware by the command asfollows:

Main Menu
-> Reboot Switch
-> Restart
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3.7.2 TFTP Restore Configuration

Managed 24+2G Switch :Restore Configuration File

TFTP Server : 192.168.0.15
Remote File Name : data.dat
action-> <Edit> <Save> <Quit>

The steps to use TFTP to restore switch configuration are:

1. Start your TFTP server and place theimagefile of new configuration
fileonthe TFTP server.

2. Use<Edit> command to specify TFTP server and file name:

TFTP Server : Typethel|P address of your TFTP server.
Remote File Name: Typethefile name of the new configuration

5. Press[Ctrl+A] to go back to actionline.
6. Use <Save> command to start downloading thefile.

7. When command completed successfully, theimagefile download
finished too.

8. Use Default command to reboot the switch asfollows:

Main Menu
-> Reboot Switch
-> Default
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3.7.3 TFTP Backup Configuration

Managed 24+2G Switch :Upload Configuration File

TFTP Server : 192.168.0.15
Remote File Name - newdata.dat
action-> <Edit> <Save> <Quit>

To use TFTP to upload current switch configuration and save it as a
backup imagefile onto TFTP server. The steps are:

1. Start your TFTP server.
2. Use<Edit> command to specify TFTP server and file name:

TFTP Server : TypethelP address of your TFTP server.
RemoteFileName: Typethefile nameto save current configuration

5. Press[Ctrl+A] to go back to actionline.

6. Use <Save> command to start uploading current switch configura-
tion.

7. When command completed successfully, the imagefile upload
finished too.
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4. SNMP Management

SNM P management are performed at anetwork management station run-
ning SNMP network management application manager software. The
following figureillustrates an example model:

(SNMP agent)

SNMP Manager
Station

TCP/IP network

SNMP Trap
Manager Station

The switch unit serves as an SNMP agent and provides the capabilities
that allows network administrators via SNM P protocol to set parameters
and view switch status defined in the standard MIB-I11 and private MIB.
A trap manager is a management station that allows to receive SNMP
traps. An SNMP trap is issued by the switch when the associated trap
event occurs in the switch.
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4.1 Configuring SNMP Settings via Console Operation

Before performing SNMP operation, proper SNM P settings must be con-
figured. The SNMP related settings are:

Name: Logic nameto identify the switch unit

L ocation : Location wherethe switch unitisinstalled

Contact : Contact person regarding the switch unit

Community string : SNMP communities to which the SNMP manager
belongs and access right to the switch unit ( read only or read/write)
Trap Managers : IP addresses of trap managers to which a trap is
issued and the community to which the trap manager belongs.

Up to four SNMP communities and up to three trap managers are sup-
ported by the system SNMP agent.

4.2 SNMP MIB-2 and Private MIB

Use the SNMP management application software to compilethe MIB file
first before performing any management operation. Thefollowing MIB stan-
dards are supported:

RFC1213 MIB-2

RFC1493 BridgeMIB

RFC1643  Ethernet-likeMIB

RFC1271 RMON MIB statistics, history, alarm, event group
PrivateMIB (Device Specific)
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The following MIB-2 objects are related to the switched ports and are
indexed by aport number 1 ~27 (27 = CPU port):

Port MIB-2Objects
iflndex.1~27
ifDescr.1~26
ifDescr.27
ifTypel~27
ifSpeed.1~24

if Speed.25~ 26

if Speed.27
ifAdminStatus.1 ~ 27

ifAdminStatus.1 ~ 27
if OperStatus.1 ~27

ifLastChange.1~27
ifInOctets.1~27
ifInUcastPkts.1~27
ifInNUcastPkts.1 ~ 27
ifInDiscards.1~27
ifInErrors.1~27
ifOutOctets.1~ 27
ifOutUcastPkts.1 ~ 27

ifOutNUcastPkts.1~ 27

ifOutDiscards.1~ 27
ifOutErrors.1~27
ifOutQLen.11

Set/Get
Get
Get
Get
Get
Get
Get

Get
Set

Get
Get

Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get
Get

ValueOptions
Physical port number

text - Port 1~26 on unit 1

text - ethernet switch low driver
erhernet-csmacd(6)
100000000=100M, 10000000=10M
100000000=100M, 10000000=10M
1000000000=1000M, 0=Nomodule
10000000=10M

up(1) = enable port

down(2) = disable port

up(1) = port isenabled

down(2) = port is disabled

up(1) = port statuslink up
down(2) =port statuslink down
Time of port status change

Port total bytes received

Port total unicast packet received
Port total non-unicast packet received
Port total packet dropped

Port total error packet received
Port total bytes sent

Port total unicast packet sent
Port tota non-unicast packet sent
Port total packet aborted

Port total error packet sent

Port total output queued packets
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Thefollowing aredevice-related private MIB objects:

PrivateMIB Objects  Set/Get  ValueOptions

DeviceName.0 Get KS2260

PortNumber.0 Get 2%

F23 Module0 Get N/A(0)
FX_Module(1)

F23 Module0 Get N/A(0)
FX_Module(1)

G1 Module.0 Get N/A(0)

TP_10/100/1000T(1)
FX_1000SX_SC(2)
FX_1000SX_LC(3)
FX_1000LX_SC(4)
FX_1000LX_SC(5)
FX_1000LX_SC(6)
FX_1000LX_LC(7)
FX_1000LX_LC(8)
FX_1000LX_S3 SC(9)
FX_1000LX_S5 SC(10)
FX_1000LX_S3 SC(11)
FX_1000LX_S5 SC(12)

G2_Module0 Get SameasG1 Module.0
FanStatusl.0 Get Norma (0)

Warning(1)
FanStatus2.0 Get Norma (0)

Warning(1)

Refer to MIB file, ks2260-v1.xx.mib for thedetails. Thisfile can be used
for MIB compiler.
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4.3 SNMP Traps

The switch supports the following SNMP traps. When the trap event
occurs, the SNMP agent will generate atrap notification to SNMP trap
manager stations. Up to three trap managers can be supported. Each trap
manager must be configured with : 1P address and Community string
which the trap manager belongs.

The provided traps and associated events are:
TrapName REC1157  Eventof Trap Generated

Cold Start Generic The device is powered on or reboot

remotely and completeinitialization
Authentication Generic SNMP community authentication failure
Port link change Generic Any switched port link down
Port link change Generic Any switched port link recovery
Fan1failure Specific Fan 1 failurewarning or recovery
Fan 2failure Specific Fan 2 failurewarning or recovery
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5. Web Management

The managed switch features an http server which can serve the man-
agement requests coming from any web browser software over internet
or intranet network.

Web Browser
Microsoft Internet Explorer 5.0 or later

I mportant:
The switch does not support any version of Netscape browser software.

Best Display Resolution
1024 x 768 pixelsup
High color (16 bit) up

Set [P Addressfor thedeviceunit

Before the device can be managed from aweb browser software, make
sureaunique | P addressis configured to the device. Refer to Section 2.7
for how to set | P address and related parameters for the managed switch
unit. The parametersare:

e |P address

¢ Subnet mask

¢ Default Gateway
® Username

e Password
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5.1 Start Browser Software and Making Connection

Start your browser software and enter the | P address of the device unit to
which you want to connect. The IP address is used as URL for the
browser software to search the device.

URL : Rt //XO00¢ XX XXX XX/

Factory default IP address: 192.168.0.2

Enter Network Password [2]x]

@ Please type your user name and pazsword.
Siter 1592168.02

Ream indeshtm

Uszer Mame I

Pazsword I

T Sawve this password in pour password list

Cancel

Loginthe Usernameand Passwor d to enter web management. Refer to
Appendix A for factory default values.
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5.2 Web Management Home Overview

|| Ble Edt Yew Favoiss Iocs Heb
& Back v - @ [ A | D semch GFavaies Bristoy | Eb S BT 5

Addiess [@] nip192.1680.2/ I |

Welcome to

KS-2260 Web Management ...

€] Done [ [ [ et

This page provides the following menu list. Each menu is described
individually in thefollowing sections.

* Menu

¢ Port Status

* Port Statistics

* Administrator

* TFTPUpdate Firmware
¢ Configuration Backup
* Reset System

* Reboot
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5.3 Port status

File Edt View Favories Took Help

Bk - % - D G| DSemch Gl Favorkes (BHitay | - Sb 1 (5]
Adshess [] hip192.168.02/ |

Port Status .-k \@«
Portstatus
Port statistics

The following information provides s view of the current status of the unit

Configuration Backup

Reset System

Reboot PORT1| On | On [Down| Auto |Auto| 100 | 100 | Full | Ful [On|oOn| On | off | Off |Dissble| ©
PORT2 | OR On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT3 | On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT4| On | On | Up | Auto |Auto| 100 | 10 | Full | Half [On|On| On | oOff | Off |Dissble| ©
PORTS | On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORTE | On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT7| On | On [Down| Auto |Auto| 100 | 100 | Full | Ful [On|On| On | Off | Off |Dissble| ©
PORTE | 0N On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORTS | On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT10] On | On | Up | Auto [Auto| 100 [ 100 | Full | Ful [On|On| on | off | Off [Disable| O
IPORT11| On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT12| On | On [Down| Auto [Auta| 100 | 100 | Full | Full [On|On| on | off | Off |Disable| o
PORT13| On | On [Down| Adto [Auta| 100 | 100 | Full | Ful [on|on| on | off | off [Disable| o
IPORT14| On On_|Down| Auto |Auto | 100 | 100 | Ful Full |On|On| On Of Of Disable Of -
PORT1S| on | On [Down| Auto [Auta| 100 | 100 | Full | Full [On|On| on | off | Off |Disable| o
IPORT16| On On_|Down| Auta |Auto | 100 | 100 | Ful Full |On|On| On Of Of Disable Of
IPORT17| On On_|Down| Auto |Auto | 100 | 100 | Ful Full [On|On| On Of Of Disable Of
PORT18| On | On [Down| Auto |Auta| 100 | 100 | Full | Full [On|On| on | off | Off [Disable| o B
&] Done [ i ttemet

This page shows all port statusin ascroll bar list. The status are depen-
dent on user settings and the negotiation results as follows:

State: Display port function statusincluding -
Config: function setting - On = enable, Off = disable
Atual : status- On = enabled, Off = disabled

Link Status: Down=No Link, UP=activelink isestablished
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Auto Negotiation : Display the auto negotiation mode setting and status
Config/Atual
Auto = enable auto negotiation with the specified highest capability
Force = disable auto negotiation and use forced mode
Nway-force = enabl e auto negotiation with the specified capability
Note: Specified capability means speed and duplex configuration

Speed status: Display port speed setting and status
Config: port speed capability setting
Atual : port speed isused currently
Port 1-24 : 10/100M bps
G1 port, G2 port : 10/100/1000M bps

Duplex status: Display duplex setting and status
Config: port duplex capability setting - Full, Half
Atual : port duplex modeisused currently - Full, Half

Flow Control: Display the flow control settings and status
Config/Full : On=enablefor full duplex, Off = disable
Config/Half : On=enablefor half duplex, Off = disable
Atual : current flow control status

Rate Control : Display the port rate control settings (unit=100K bytes)
Atual/lIngr : Display the port effective ingress rate setting
Atual/Egr : Display the port effective egressrate setting
Off =therate control is disabled.

Priority : Display the port port-based priority setting
High = the port is high priority port.
Low =the portislow priority port.
Disable = port-based priority isdisabled.

Port Security : Display the port security setting (SA MAC learning)
On = security on and SA MAC address learning is stopped
Off = port security off and performs normal MAC address|earning
Note: SA = Source MAC address in the received packet
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5.4 Port Statistics

File Edt View Favories Took Help

& ek - > - @ B 0| Dsech [l Favartes By | B B W &

Port Statistics

The fallaui

Port |state|Link |T:
PORTL| On_|Down
PORT2 | On [Down
PORT3 | On_[Dowm
PORT4| On | Up
PORTS | On [Down

alele

w0
]
]

PORTE | On_|Down|
PORT7 | On_|Down|
PORTE | On_|Down|
PORTZ | On_|Down|
PORT10| On | Up
PORT1L[ On [Dawn|
PORT12 On |Down|
PORT13[ On |Down|
PORT14] On_|Down|
PORT15[ On |Down|
PORT16[ On |Down
PORT17| On |Down|

alelo|o|e

o
r
I
2

slo|a|a|alala|alz|ale|a|a|a|ala]=|a
slojolo|olalo|ale|ale|a|o|a|ala|a|a
ilo|o|ololalo|alo|alela|alala|o|e|a|

HEEICICICIEIE

&]Done [ [ ttemet

This page displays the function, link status, and statistic counters of all
ports by a scroll list. The status and counters are:

State: On = port isenabled, Off = port is disabled
Link : port link status, Down = link down, Up=link up
TxGoodPkt : Good transmitted packet count
TxBadPkt : Bad transmitted packet count

RxGoodPkt : Good received packet count

RxBadPkt : Bad received packet count

TxAbort : Aborted packet count

Collision : the number of collisions

DropPkt : Dropped packet count

Press [Reset] button to reset all counters.
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Click porticons on the switch imageto also see asingle port counters as
follows:

/R Port 1 Status - Wetwork Ports Informatisiesssim [m] =1

5.5 Administrator
Administrator menu provides the following management functions:

* |P address

* Switch settings

¢ Consoleportinformation
¢ Port controls

*  Trunking

* Filter database

* VLAN configuration
* Spanning tree

* Port Sniffer

¢ SNMP

*  Security Manager
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5.5.11P Address

Set IP Addresses

DHCP: [Disable ¥

1P Address [19216802

Subnet_Mask)255.255.255.0

Gateway ([182168.0.1

Apply | Help

“
@] Done [ [ ttemet

Available settings:
DHCP : DHCPfunction setting
Enable: enable DHCP client function to get dynamic | P address
Disable: disable DHCP client function and use static | P address
IP Address: Static |P address assigned to the managed switch unit
Subnet_Mask : subnet mask setting
Gateway : Default gateway | P address

Click Buttons:
[Apply] : confirm and apply the setting changes
[Help] : description about the settings

The switch unit must be reset to use the new | P parameters.
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5.5.2 Switch Setting

This menu provides the following functions:

Basic : the basic information of the managed switch unit

M odulelnfo: theinformation of the Gigabit modulesinstalled
Advanced : someswitch related settings

5.5.2.1 Basic Information

Intelligent 24+2 Switch|
0040fefbooon

Elomme [ (@ temmt

Description : The name of switch type

MAC Address: Theunique MAC address assigned to the switch unit
FirmwareVersion : Thefirmwareversion built-in

ASIC Version : The switch controller version of the switch unit
PCBA Version : The hardware version of the switch unit

FAN-1 Status: Thestatusof cooling Fanl- NORMAL, WARNING
FAN-2 Status: Thestatusof cooling Fan2 - NORMAL, WARNING
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5.5.2.2 Module Info

s T e e
© bk - > - D ) (3] QS [l Favorer By | By B W &
Adcress [ hipi192.168 024 =l

—_—
Switch Settings o R
Basic Module Info Advanced

=

HEER

A TYPE[DESCRIPTION|
- Console PortInfo n A
- FortCon s [nja

unkin A INA

iHer Database ARl

@] Done [ [ ttemet

Moduleinformation of Port 23 F23 dlot, Port 24 F24 dot, G1 port, and G2
port :

TYPE : Thetype of themoduleinstalled in port slot
DESCRIPTION : Thedescription about theinstalled module
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5.5.2.3 Advanced

File Edt View Favoites Took Help

& Back v F - D [ A | D semch GFavaies Bristoy | Eo 5 BT 5

Addiess [@] np92.1680.2/ I |
o o 5 T = 5
- BEHEHE
0

Switch Settings ) &
Basic Module Info Advanced

Enter the settings, then click Apply the changes on this page.
¥ MAC Table Address Entry
Age-Out Time: |200 seconds (300~765, must multiple of 3)

Wax bridge transmit delay bound control: |OFF =
I” Enable Low Queue Delay Bound —- Max Delay Time: |25 (1~255, 2msfunit)

Seourity Ma
#02.1x Con figuration

tty Managsr Broadeast Storm Fitter Mode: [§% ¥

Priority Gueue Service:
Priority Outgoing Policy

@ Fisrt: Come First Service

© All High before Low

€ WRR —— High weight: |2 Low weight: |1

802.1p Policy: High Priority Levels

[ [ memet

Miscellaneous settings :

MAC Address Age-out Time : Type the number of seconds that an
inactive MAC address remains in the switch address table. The valid
rangeis 300~765 seconds (must be multiple of 3). Default is 300 seconds.

Max bridgetransmit delay bound control : Limit thepacketsquelingtime
inswitch. If enabled and queuing time expired, the queued packetswill be
dropped. Options - OFF (default), 1sec, 2sec, 4sec

-109-

Download from Www.Somanuals.com. All Manuals Search And Download.



EnablelL ow QueueDelay Bound : setting to limit thelow priority packets
gueuing time in switch. If enabled and queuing time expired, the low
priority packets queued in switch will be sent.

Note: Make sure Max bridgetransit delay bound control isenabled when
Low Queue Delay Bound control issetto ENABLE.

Max. Delay Time: max. low queuingtime, valuerange 1 ~ 255 (2ms/unit)

Broadcast Storm Filter Mode: To configure broadcast storm control,
enableit and set the upper threshold applied to all ports. Thethresholdis
the percentage of the port total bandwidth used by broadcast traffic.
When broadcast traffic for a port rises above the threshold set, broad-
cast storm protection becomes active. Thevalid threshold values are 5%,
10%, 15%, 20%, 25% and Off.

File Edt Yiew Favoites Jook Help

& Bk - = - DA & Deach ol Favartes BHitey | D- b W [

1S L ME L EIa Y L

e weay s -
Broadeast Storm Filter Mode: |5% 7

Priofity Queue Service:
Priority Outgoing Policy

@ Fisrt Come First Service

© Al High before Low

C WRR —— High weight: |2 Low weight; |1

802.1p Policy: High Priority Levels

Cievelo Mievell Mievel2 ievela Wieveld WMievels Mievels [ Level?
Collisions Retry Forever : [Enable =]

Hash Algorithm : |CRC-Hash ¥

= 802.1x Protocol : [Disable =]

4 | _>|LI Aply Default | Help =
€] Done [ [ Ttemmet
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Priority Queue Service settings (sel ect one of thefollowing three modes):
First ComeFirst Service: The sending sequence is based on the or-
der that packets arrived.

All High beforeL ow : Thehigh priority packets sent before low priority
packets.

WRR : Weighted Round Robin. Select theratio preferencefor high prior-
ity packetsvs. low priority packetsin queues.

802.1p QoS Poalicy / High Priority L evels: Define each of the possible
priority value 0 ~7 in a received tagged packet maps to high or low
priority level.

Collision Retry Forever : collisionretry modefor half duplex
Disable: retry 48 timesfor collision situation and drop frames
Enable: retry forever for collision situation

Hash Algorithm : Hash method for MAC address tablelookup
CRC-Hash : use CRC-hash method
DirectMap : use MAC address direct map method

802.1x Protocol : enable or disable 802.1X protocol for port-based net-
work access control function. Refer to Menu -> Administrator -> 802.1x
Configuration for further 802.1x settings.

Click buttons:
[Apply] : confirm and apply the settings
[Default] : usedefault valuesfor all settings
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5.5.3 Console Port Information

File Edt View Favories Took Help

& ek - > - @ B 0| Dsoch [l Favares By | B B W &

4 il

@] Done [ [ Trtemet

Console port configuration:

Baudr ate(bits/sec) : Fixed baud rate - 9600
Databits: 8

Parity Check : none

Stop Bits: 1

Flow control : none
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5.5.4 Port Controls

Fle Edi Ven Favoies Ioos Hep
& Back v F - D [ A | D semch GFavaies Bristoy | Eo 5 W 5

Addiess [&] npn92.1680.21 I |

PortComtrols A WH

Switot
Consols Part Info
FortControls
rurkin T Enatle v|[ato =] [100 =]|[run =][[Enable ¥[[Enanie ][0 o [pisabie =]~
e PORTA |

Tres
Fosnifer
snuE

Ll

 Secuity Managar
02,1 Configuration

PORTL/On _ [On_[Down|futn |futo (100 [100 |Full _[Full [On [On [On [Off  Off |Disable [off
[PORT2[On  [On |DownmjAuto |Adto (100 (100 |Full  |Full [On [Om [On  |Off [off [Disable [Off |

€] Done [ o et

This page allows to change per port configuration settings as follows:

Port : Select the ports to perform setup. More than one port can be
selected at the same time for setup.

See next page for control settings.

Note:

All default values displayed for setup are not current setting values, but
the factory default values instead. The current values for the selected
ports are displayed beneath [Apply] button.
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Control settings:
State : Disable or enable this port function.

Auto Negotiation : Set auto negotiation modefor this port, options-
Auto = enable auto negotiation with the highest capability
Nway = enable auto negotiation with the specified capability
Force = disable auto negotiation and use forced mode

Speed : Set speed for this port (the highest capability if Auto mode)
Port 1- 24 options: 100, 10
G1, G2 portsoptions: 1000, 100, 10 (depends on moduletype)

Duplex : Set duplex modefor the selected port, options -
Full = Full duplex
Half = Half duplex

Flowscontrol/Full : Enableor disableflow control functioninfull duplex
Flowscontrol/Half : Enableor disableflow control functioninhalf duplex

Rate Control/Ingress: Control ingress datarate (incoming bandwidth)
Rate Control/Egress: Control egress data rate (outgoing bandwidth)
Thevalid rangeis0~ 1000. (Unit = 100K), 0 = disablerate control

Port Priority : Port-based priority setting
Options- Disable, High, Low

Port Security : Enable or disable port security mode

Click Button:
[Apply] : confirm the changes for the selected ports.
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5.5.5 Trunking

Fie Ex
& pack v - D [ A | Qsench GlFavaries Bristoy | 55 S B

Addiess [&] np192.1680.2/ I |

it View Favoites Tools Help

—
Trunking ‘\ ﬁ"
Aggregator Setting Aggregator information State Activity
1P Address
Sutoh Sebings
Console Port Info ,1—
Fort Cortiols

 Tunking

Filter Database
= Group ID Group! ¥, =< Get
S i : leowd | [eeu]
Spanning Tree Lacp [Disable =]
Pott Sniffer
snuE work Ports 0
Security Manager — TR
02,1 Configuration
e’
Remove=»

|| Apply | Delete | Help

€] Done [ [ et

This page shows settings and status of trunking function. Refer to Chap-
ter 1 for the description of LACP trunking function.
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5.5.5.1 Aggregator settings

System Priority : A value used to identify the priority between two
active LACP link partners. The switch with the lowest value has the
highest priority and is selected as the active LACP.

Group 1D : Thereare seven trunk groups are supported to be configured.
Choose the [Group ID] and click [Get] to get current settings. Up to 7
groups are supported.

LACP : Enable or disablethe group LACP static trunking group. If dis-
abled, the group is local static trunking group and link aggregation is
formed without L ACP negotiation.

Work ports: Specify the maximal number of portsfor link aggregation at
the sametime for the trunk group. For astatic trunk group, four must be
specified. For an LACPtrunk group, the maximal valueistwo.

Member ports: Select the portsto join thetrunking group. Click [Add] to
add selected port into member list. Click [Remove] to removethe selected
member port. Up to four ports can be selected as member ports.

Click Buttons:
[Apply] : apply the changesfor the selected group ID.
[Delete] : deletethe selected Group ID
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5.5.5.2 Aggregator Information
Thefollowing pagesillustrate three examples:

No active group configured.

|| Fle Edt Yen Favoies Iocs Heb
& Back v - @ [ A | D semch GFavaies Bristoy | Eo 5 BT 5

Addiess [@] npn92.1680.21

Trunking A

Agaregator Setting Aggregator information State Activity

Surton Sattings The following infarmation pravides a visw of LACP current status

[ [@ oot
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Two Static Trunking groups are configured.

File Edit Yiew Favoites Jook Help

& Bk - = - DA & Deach ol Favaries BHitey | D- b 1 5

Port Status
Port Statistics

Agaregator Setting Aggregator

nd

istrator

Cman
 Swton Satings The fallowing infarmation pravides a view of LACP current status

e Ran il

1 L
DO40fefbonnn 0040f6fb0003

|PoRTZ [513(1 |standby|porTz [s13[1

4 |
[ [ ttemet

&10one
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One LACPtrunk group isformed. Trunking information between Actor
and Partner are shown.

Fle Edit View

Adsiess [€] hip102.168.0.2/

Trunking

Agareqator Setting Aggregator information

Swton Settings The follawing information provides a view of LACP curent status
Censols Port Info
- PomContolz

1 1
D040fefb0000 040fefb000z

. PORT1 [513[1 selected PORTS (5131
- Sesuiy Manager PORTZ [513[1 selected PORT1 (5131

B02.1x Con figuration PORT3 |513|1 standby |PORT2 [S13|1
S PoRT4 [513[1 standby [PORT4 |S131

TFTP Update Firmwal

€] Done [ [ memet
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5.5.5.3 State Activity

File Edt View Favories Took Help

& ek - > - @ B O | DSoch Gl Favares Doy | B 3 W &

Trunking X
Aggregator Settin Agaregator information State Activity
P Address
Switon Sattings
Cansols Port Info
1 [7 Active 2 ¥ active
3 Nja 4 NjA
s nj 6 /A
7 N 8 i
El nfa. 10 Nfa
11 NS 12 NJA
13 NJA 14 H/A
15 N/ 16 /&
17 A 18 Ly
19 /A 20 NjA
21 nf 22 i
23 nNjA 24 L)
25 Njo 26 Njo
= appiy | Help |
Kl | _'l_l . . .
&1 Done [ [ et

Per port LACP mode:

Active (select) : Theport can start LACP negotiation withitslink partner
by sending LACP protocol packet automatically.

Passive (not select) : The port does not send LACP protocol packets
automatically and respondsonly if it receives LACP packetsfromitslink
partner.

Click Button:
[Apply] : Apply the changes.
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5.5.6 Forwarding and Filtering Database
5.5.6.1 IGMP Snooping

& Back v = - @ [ A | QSeach GlFavaies BHisoy | By & W 5
Addhess [&] np92.1680.2/ I |

IGMP Protacol: | Disable x| Apply

&10one ; [ [ it

Control setting:
IGMP Protocol : enable|GMPfunction to collect | Pmulticast database
and perform | P multicast operation

Multicast Group Information:
This page displays the IGMP snooping information. |P multicast ad-
dressesrange from 224.0.0.0 through 239.255.255.255.

| P address: |Pmulticast address (group)
VID: itsassociated Vlan ID
Member ports: member portsof thegroup
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5.5.6.2 Static MAC Address

Forwarding and Filterin i A =

IGMP Snooping MAC Filtering

Static addresses currently defined on the switch are listed below.
Click Add t0 add 3 new static entry to the address table

MAC Address PORT VID

Mac Address
Port num PORTZ .

Vlan ID ruie,

o | X a0l Delete | Help | X |
€] Done [ [ ttemet

This page is used to maintain Static MAC address data base. Refer to
Chapter 1 for the description of Static MAC address function.

Static MAC address related settings:

Mac Address: Static Ethernet MAC address (12 digits)

Port num : The port number wherethe MAC addressis|ocated

Vlan ID : Theassociated Vlan D totheaddress, if 802.1Q VLAN isenabled.

Click Buttons:
[Add] : to add the new static MAC address
[Delete] : to delete the specified static MAC address

-122-

Download from Www.Somanuals.com. All Manuals Search And Download.



5.5.6.3 MAC Address Filtering

Specify a MAC address to filter,

Mac Address
Vian 1D A
Delete | Help

El0one ) [ [ memet

This page is used to maintain filter MAC address table. MAC address
filtering allows the switch to drop unwanted traffic. Traffic is filtered
based on the destination addresses (DAS). Refer to chapter 1 for the
function description.

Filter MAC address settings:

Mac Address: The destination MAC addressto befiltered

Vlan ID : The associated Vlan ID to this address, if 802.1Q VLAN is
enabled.

Click Buttons:
[Add] : to add the new filter MAC addressinto thefilter table
[Delete] : to delete the MAC address from thefilter table
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5.5.7 VLAN configuration

VLAN Configuration o
WLAN Operation Mode: | No YLAN i

I~ Enable GURP Protocal

VLAN NOT ENABLE

" il _ . E

@] Done el ﬁlnt&n‘l&t

The switch supports port-based, 802.1Q (tag-based) and protocol-base
VLAN inthis page. In the default configuration, VLAN support is dis-
able. Refer to Chapter 1 for more description about VLAN function.

VLAN mode selection:

NoVLAN-VLAN isdisabled

Port Based VLAN

802.1Q - 802.1Q VLAN with Protocol classification option

Note:
Change VLAN mode, you have to reboot the switch for valid value.
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5.5.7.1 Port-based VLAN

|| Fle Edt Yew Favoies Iocs Hep
& Back v - @ [ A | D semch GFavaies Bristoy | Eh 5 BT 5

Addiess [@] hpn92.1680.2/ I |

VLAN Gonfiguration a
WLAN Operation Mode: Port Based VLAN ¥

I™ Enable GURP Protocal

A
1P Adress
Switsh Settings
Gensols Part Infe

VLAN Information

snuE

Secuity Managsr

402.1x Con iguration
Close”

Ao | Edit| Deiete | PrePags | Nexraps | Help

|

D

Click:

[Add] : tocreateanew VLAN group

[Edit] : toedit anexisting VLAN group
[Delete] : todeleteaVVLAN group
[PrPage] : to browse previous group page
[NextPage] : to browse next group page
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A Port-based VLAN group contains the following settings:

R E
VLAN Configuration o A
WLAN Operation Mode: Port Based VLAN ¥

I~ Enable GURP Protocol

VLAN Name:
i

Add >»

<= Rerriave

el Ijj A | iein | Bl

€ Done [ [ Ttemmet

VLAN name: Nameof theVLAN group
Group ID : UniquelD for thegroup
Member ports: list of portsbelonging to the group ID

Click [Apply] to confirmthe changes.
Note:

If thetrunk groupsexist, you can seeit (ex: TRK1,TRK2.....) insdlect menu
of ports, and you can configure it as the member of the VLAN or not.
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5.5.7.2802.1Q VLAN

VLAN Gonfiguration Nl oy
VLAN Operation Mode: |802.1Q o

™ Enable GURP Protocal

VLAN Information
DEFAULT__1
Add| Edit| Delete | PrePage | NedPage | Heln
_<I—I_>l_I . . |
€] Done [ [ et

Thispageisusedto display current configured Tag-based VLAN, create
anew VLAN, and enable or disable GV RP protocol. Upto 256 VLANscan
be configured. When enabling 802.1Q VLAN, all ports on the switch
belong to default VIan ID 1. The default VLAN can hot be del eted.

GVRP (GARPVLAN Registration Protocol) support can be enabled for
the802.1Q VLAN mode.

Click Buttons:

[Add] : createanew VLAN

[Edit] : editanexistingVLAN

[Delete] : deleteaVLAN

[PrPage] : browse previousVLAN page
[NextPage] : browsenext VLAN page
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AddanewVLAN

Basic page settings:
VLAN Name: namefor thenew VLAN
VID: VLANID of thenew VLAN (value; 2-4094, default: 1)
Protocol Vlan : setting for protocol support asfollows:
None
IP, ARP, AppleTalk/NetBIOS
Novell_IPX, Banyan_Vines C4/Novell IPX(raw Ethernet)
Banyan Vines C5/ Spanning_Tree Protocol BPDU
Banyan_Vines AD/Null_SAP, DECnet_ MOP_01
DECnet MOP_(02, DECnet DPR
DECnet_LAT, DECnet LAVC
IBM_SNA, X.75_Internet, X.25_Layer 3
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Edit member ports: select member portsfrom available port box
[Add] - add one member port
[Remove] - remove amember port

Click [Next] : to set tag/untag mode for the member ports
Note:

If morethantwo VLAN groupsare configured with same protocol value,
make sure the member ports of those groups are not overlapping.

Fle Edi Ven Favoes Iooks Hep
& Back v = - D [A & | Qseach EFavries BHisow | 550 S W E]

Adsiess [€] hg102.168.0.2/

VLAN Operation Made; [80210 - |

I” Enable GVRP Protocal
1P Address =
DEFAULT _I
Surten Sattings
| PumCantiol:
PORT1 | [Untag =] | PORT2
PORT3 Untag ¥ PORT4 Untag ¥
PORTS | [Untag =] | PORT6 | [Untaa =
PORT7 Untag ¥ PORTS Untag ¥
PORTS | [Untag ~] | PORT10 | [Untag ~
PORT11 Untag ¥| | PORT12 | |Untag ¥|
PoRT13 | [Untag ~] | PORT14 | [Untag =
- PORT1S Untag ¥| | PORT16 | |Untag ¥| -
el | _>l_I — — =l

€] Done [ [ et

Tag : outgoing frameswith VLAN-Tagged.
Untag : outgoing frameswithout VL AN-Tagged.
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Port VID Settings

& Back + = - @ [8 A | D seach GlFavaites sty | 55 £ BT [
Adsiess [€] hip102.168.0.2/ ﬂ‘

VLAN Configuration R o
VLAN Operation Mode: 802.1Q -

I” Enable GURP Protocal

1P Addres:
Switoh Settings.
Cansals PartInfo

Pant Cantiols

Turking
Fiter Database :

Lan Configutation L Port VID

Spanning Tres Assign a Port VLAN ID (1~255) for untagged traffic on each port,
Pottsnifer then click Submit to apply the changes on this page

Security Manager
03,1 Coniguration
Close

o i [Enabie =] Disable <]

=

E0one i [ [ omet

Click [Port VI D] to set per port VID and Ingressfiltering rules. Multiple
port selection at the sametime for same settingsis allowed.

Port VID Settings:

Port VID (PVID) : theport VLAN ID that will be assigned to untagged
trafficonagiven port. Therangeis1~255, default PVID is 1.
IngressFiltering Rule 1 : Drop or forward input VLAN tagged frames
whose V1D doesnot match PVID associated to theinput port. Thisruleis
applied only when input port is not the member port of the associated
VLAN group.

IngressFiltering Rule2: Drop Untagged Frame.
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5.5.8 Spanning Tree

This page shows an example of STP Root Bridge information of the
switch.

File Edit View Favories Took Help

& ek - - @ B 0| DSoch l Favares By | B B W &

_—
Set Spanning Tree A ﬂ"
System Configuration PerPort Configuration

Configure Spanning Tree Parameters

@] Done i i FEf ﬁlnt&n‘l&t
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This page shows an example of STP port status

File Edt Yiew Favoites Jook Help

& Bk - = - DA & Deach Hl Favartes BHitey | D- b W 5

Port status
Port Statistics

Switoh Settings
 Consols Port nfo.
 FotContiols
Ty
 FilterDatabase
VLan Configuration
Spanning Tree

 Por Snifer
£

System Confiquration

Set Spanning Tree

E= 3

PerPort Configur:

Configure Spanning Tree Port Parameters

Apply | Help

STP Port Status

Reboot PORT3 10 128 FORWARDING
— FORT4 10 128 FORWARDING
PORTS 10 128 FORWARDING

PORTH 10 128 FORWARDING

= FORT?. 10 128 FORWARDING

- PORTE 10 128 FORWARDING

l |JJ PORTS 10 128 FORWARDING

€10ane

[ [ tmet

Refer to Chapter 1 for the description of Spanning Tree Protocol.
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STP parameters settings:

Set Spanning Tree

System Configuration PerPort Configuration

Configure Spanning Tree Parameters
STP State v
Priority (0-65535) 32768
Max Age (6-40) 70
Hello Time (1-10) 2
 Forward_Delay_Time(4-30) | [15

Apply

Root Bridge Information
Priority 32768

Mac Address a040fefbnang
Root_Path_Cost i
Root Port 1
Max Age 20
_Hello Time 2
Forward Delay 15

€ Done [ [ ttemmet

STP State: Enableor disable STPfunction

Priority : A value used to identify the root bridge. The bridge with the
lowest value has the highest priority and is selected as the root. Valid
values: 1 through 65535.

Max Age: The number of seconds a bridge waitswithout receiving
Spanning-Tree Protocol configuration messages before attempting a
reconfiguration. Valid values: 6 ~40

Hello Time: The number of seconds between the transmission of Span-
ning-Tree Protocol configuration messages. Valid values: 1~ 10
Forward Delay time: The number of secondsaport waits before chang-
ing from its Spanning-Tree Protocol learning and listening states to the
forwarding state. Valid values: 4~30

Refer to Chapter 1 for STP Parameter Descriptions.
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STP port parameters settings:

& Back + = - @ [ A | D seach GlFavaies sty | 5 S 0T [
Adciess [€] hip102.1680.2/ ﬂ‘

. o= A
Set Spanning Tree . & A
System Configuration PerPort Configuration

Configure Spanning Tree Port Parameters
| Ppathcost Priority
Port Number (1-65535; (0-255;
Default 10) | Default 128)

PORTI =
FORTA
FORTS 0 128
PORTE
PORTY x|
Apply | Help
STP Port Status
_PortNum | PathCost | Priority PortState
PORTS 10 128 FORWARDING
PORT4 10 128 FORWARDING
PORTS 10 128 FORWARDING
PORTE 10 128 FORWARDING
= PORT7 10 128 FORWARDING
= PORTE 10 128 FORWARDING
gl |JJ PORTS 10 128 FORWARDING |
€] Done [ [ emet

Port Priority : Priority value for becoming the root port. Therageis0-
255, default setting is 128, the lowest number has the highest priority.
Path Cost : Specifiesthe path cost of the port that switch usesto deter-
minewhich port are the forwarding ports the lowest number isforward-
ing ports, therageis 1-65535 and default value base on IEEE802.1D
10Mb/s=50-600 100Mb/s=10-60 1000Mb/s= 3-10

STP port stetus:
Port State: Forwarding, Blocking, Listening, Learning

Refer to Chapter 1 for STP Per Port Parameter and status Description.
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5.5.9 Port Sniffer

&tk - - @ O] Qv G Fetes By | B B W &

PoriSmiffer S =

sniffer Mode : [D1SABLE ~]
Sniffer Port: [Nore  =|
t:
(E0ri3 Monitor
PORT3 [
PORT4 []
PORTS [
PORTE []
PORT? []
PORTS ]
PORTY ] ||
PORT10 [
PORT11 []
PORT12 []
PORT13 []
— PORT14 B
~| PORT15 ]
Pl |_>|_I X PORT16 i [ X |
€] Done [ [ [ et

Sniffer Mode: Select one of sniffer modes, options-
DISABLE : Disablesniffer function
RX : All Rx traffic on monitored ports are copied to Analysis port
TX : All Tx traffic on monitored ports are copied to Analysis port
BOTH : Both Rx and Tx traffic are copied to Analysis port
Sniffer Port : The port can be used to see all monitored port traffic. It can
connecttoaL AN anayzer or netxray. Select Nonewhen sniffer function
isdisabled.
Monitored Ports: Select monitored ports

Refer to Chapter 1 for description of Port Sniffer function.

-135-

Download from Www.Somanuals.com. All Manuals Search And Download.



5.5.10 SNMP
SNM P Parameters

|| Fle Edt Yew Favoies Iocs Heb
& Back v+ - @ [ A | D semch GFavaies Bristoy | Eh S BT 5

Addiess [&] npn92.1680.2/ I |

B o =

B System Options

1P Address o

Switoh Gettings Location
Consols Port Info
Contact :
Apply | Help

Community Strings

Current Strings : New: Community String :
public_RO s=Add<= | tring:
private__ R

Remove FROCRW

Trap Managers
Current
Managers :

(oo [ =AdI= [ paddress: [
fRemove | Community :

_<|_|_>ll| . . El
€ 0one [ [ emet

New Manager :

This pageis used to configure SNMP related parameters as follows:
Name: Nameto be used for the switch.

L ocation : Thelocation of the switch.

Contact : A name of aperson or organization

Click [Apply] to apply the settings.
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SNMP Managers

SHMP Management ) B oy H

System Options
Name :

Location :
Contact :
Apply | Help

Community Strings
Current Strings : New Community String :

public_RO LR T ] —
private_ R
e @RO CRW

Trap Managers
Current
Managers :

(none) s<pddss | address: [
Rermove | Community :

New Manager :

€ Done [ [ Ttemmet

Community String and access control settings:
Community String : The community string servesasapassword which
allowsremote SNM P manager stationsto accessthe switch management
objects via SNMP protocol. Max. Up to 4 community strings are sup-
ported.
RO : Accessright for Read Only isassociated to the community string
RW : Accessright for Read Writeis associated to the community string

Click Buttons:
[Add] : Add the specified community string
[Remove] : Delete the selected community string
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SNMP Trap Managers

& Back + = - @ 8 G | D seach GlFavaies sty | 5 S BT 2
Adsiess [@] hig102.168.0.2/ ﬂ‘

System Options
Name :

Location :
Contact:
Apply | Help

Community Strings
Current Strings : New: Community String :

public_RO srdies | sting:[
private__RW
e RO CRW

Trap Managers
Current
Managers :

(none) <cndd<e |1 address: [
Remove | Community :

New Manager :

e

E0one i i [ [ omet

A trap manager is a management station which can receive SNMP trap
messages sent by the switch when predefined trap events occur.

SNMP Trap Manager settings:
| P address: |Paddress of the trap manager station
Community : Community string belonging to the trap manager

Click Buttons:
[Add] to add anew trap manager
[Remove] to delete atrap manager

Max. Up to 3 trap managers are supported.
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5.5.11 Security Manager

Fle Edt Yiew Favoites Took Help
& fack + - @D ) | @ seach GiFavories Bhisoy | By & W E
Addiess [&] hpn92.1680.21 =
. mENy S
Security Manager Q\ :ﬁ
Ad user Name: [aormin
P Adess | L e
e Assign/Change password:
Consale Port \nf_o Reconfirm password: wnd
- FotCantils
Trunking Apply
 Fifter Databaze
 VLan Corfiguration
i
snue
 Secuiity Managar
02 1x Coniguration
€ Done [ [ miemet

This page is used to configure the user who is allowed to access the
switch viadirect console, telnet and web management interfaces.

User name: Typethe new user name
Assign/Change password : Typethe new password
Reconfirm password : Retypethe new password

Click [Apply] to apply the changes.
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5.5.12 802.1X Configuration

Fi Edit View Favoites Tooks Help
& Bock - - @ ) | @ seach GiFavories Bhisoy | By & W1 3

Address [&] hp:ns2.1680.2/ |

802.1x Configuration RE o
System Configuration PerPort Configuration Misc Confiquration

= Comsle Portinfs Configure 802.1x Parameters
-~ FotContiols 3
gl Radiu: [192.168.221.72

 FiterDatabase T

Conflguration

i e : 1813
Crotsaifer
- snue 12345678
| SecurtyManagsr
0213 Configuraion NAS_L2_SWITCH

i s

Apply | Help

[ [ temet

Thismenu includesthree 802.1X function related settings:

System Configuration : Parameters for connection to a Radius server
PerPort Configuration : Per port 802.1X mode settings
Misc Configuration : 802.1X protocol related timersand parameters
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System Configuration

& Back v = - @ [ G| D seach GlFavoites BHistay | 55 5 BT E
Addiess [€] hy102.168.0.2/ ﬂ‘

802.1x Configuration o
System Configuration PerPort Configuration Misc Configuration

Switeh Settings
© Consols Partinfo

Configure 802.1x Parameters
- PonContils T
i E

192.168.221.72
1812
1813

 Fitter Database
 VLan Configuiati
~ Spanning Tres

[12345678

 Sequrty Managar
802.1x_Con figuration. e INAS_L2_SWITCH
i i i Clese”
Apply | Help
Ril | »
€] Done [ [ memet

Radius Server |P: IP address of the Radius server

Server Port : the UDP destination port for authentication requeststo the
specified Radius server

Accounting Port : the UDP destination port for accounting requeststo
the specified Radius server

Shared Key : an encryption key for use during authentication sessions
with the specified Radius server. It must match the key used on the
Radius server.

NAS I dentifier : identifier for thisRadiusclient (this switch)

Click [Apply] to apply the changes.
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5.5.12.1 802.1X PerPort Configuration

Fle Edt Yiew Favoites Toos Help
 Back v - @ [ A | D semch GIFavaies Bristay | Eh S B 5

Addiess [&] np192.1680.21 |

e
802.1x Confisuration R~ o
System Configuration PerPort Configuration Misc Configuration
Suitoh Sattings
- Gansals PartInfe Configure 802.1x Per Port State
i : e
 Fiftr Database PORT! =
© VLan Configuratic PORTZ
- Tre PORT2 AU >
PORTY
PORTs x|
o Appy | Help
SiiEn
Status
i [
PGRTZ No
PORT3 No
PORT4 No
PORTS No
PORTE No
PORT? o
PORTA No |

[ [ et

This page is used to set per port 802.1x authorization state mode. The
options are:

Au (Auto) - The port is set to the Authorized or Unauthorized state in
accordance with the outcome of an authentication exchange between the
Supplicant and the Authentication Server.

Fa (Forced Authorized) - The port isforced to bein authorized state.
Fu (For ced Unauthorized) - Theport isforced to bein unauthorized state.
No (None) - The port is not necessary authorized.

Click [Apply] to apply the changes.
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5.5.12.2 802.1X Misc Configuration

Apply | Help

“
@] Done [ g et

This pageis used to setup 802.1x protocol timers and parameters:

Quiet period - the period during which the port doesnot try to acquirea
supplicant (unit: second)

Tx period - the period the port waitsto retransmit the NEXT EAPOL PDU
during an authentication session (unit: second)

Supplicant timeout - the period of timethe switch waitsfor asupplicant
response toan EAP request (unit: second)

Server timeout - the period of timethe switch waitsfor aserver response
to an authentication request (unit: second)

Max requests- the number of authentication attemptsthat must time-out
before authentication fails and the authentication session ends.
Reauth period - the period of time after which the connected radius
clients must be re-authenticated (unit: second)

Click [Apply] to apply the changes.
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5.6 TFTP Update Firmware

Il File  Edit Yiew Favortes Toos Help

& Back v - @ [ A | D semch GFavaies Bristoy | Eh S BT 5

Adsiess [@] nipn92.1680.2/ =

e
TFTP Download New Image .2\ .@A .
Apply | Help

s

S il Managar

02,1 Coniguration
Eloone [ [ taternet

The steps to update the firmware of the switch are:

1. Start your TFTP server.
2. Copy thefirmwareimagefile of new versionintothe TFTP server.

3. Inthisweb page, specify the | P address of the TFTP server, in where
the new firmwareimagefileisstored.

4. Inthis page, specify Firmwar e File Name of the new imagefile.
5. Click [Apply] to start the downl oad operation.
---- continued ----
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6. Click [UpdateFirmwar €] infollowing download compl ete messageto
confirm the update.

Image download complete.
Would you make sure to update firmware?

Update Firmware

€] Done [ [ ttemmet

7. Reboot the system
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5.7 Configuration Backup
5.7.1 TFTP Restore Configuration

& Bk - = - D [ A} | Diseach Bl Favortes Bty | 5 S md 2]
Adsiess [#] hpn192.168 0.2/ ﬂ‘

[ TFTP Server IP Address. ‘|1BZ1EEDM? ‘
| Backup FileName ot oat |

Apply | Help

€] Done [ [ap ttemet

Thefunction isused to download anew default configuration filefroma
TFTP server into the switch. The steps are;

1. Start your TFTP server.
2. Copy the new default configuration fileinto the TFTP server.

3. Inthisweb page, specify the | P address of the TFTP server, in where
the new default configuration fileis stored.

4. Specify Backup File Name of the new configurationfile.
5. Click [Apply] to start the download operation.
6. Reset the system to use the new default configuration data.
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5.7.2 TFTP Backup Configuration

File Edt View Favories Took Help

S ek - > - @ B O | Dsonch Gl Favares Doy | B 3 W &

—
TFTP Configuration .l @« 2
h TETP Restore Configuration TFTP Backup Configuration
P Address i e
Switoh Settings P Ser [182.168.0.117
Cansole Port Infe ' = =
ot Cont  File . data dat
Apply | Help
o | »|‘| ) . )
@] Dane [ [ ttemmet

This function is used to backup (upload) current configuration settings
of the switch unit onto a TFTP server. The steps are:

1. Start your TFTP server.

2. Inthisweb page, specify the | P address of the TFTP server, to
where the current configuration datais saved.

3. Specify Backup File Name of the configuration fileto be saved.
4. Click [Apply] to start the upload operation.
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5.8 Reset System

|| Fle Edt Yen Favoiess Iocs Heb
& pack v - @ [ A | D semch GFavaies Bristoy | Eb S BT 2

Addiess [@] npn92.1680.2/

— —
Reset System J\ ﬁ'
Reset Switch to Default Configuration

reset

Switoh Sattings
Consols Port Info
ot

PortSniffer
snuE
Seourity Manager
#02.1x Configu

TFTP Update

T

This function is used to reset the switch with default configuration
data.

Click [Reset] to start the operation.
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5.9 Reboot

I File Edit Wiew Favortes Tool Help

& Back - = - @ D) 3| Qsearch Gl Favortes Bhivoy | - & Wl 2

Reboot Switch System
reboot | Help

St Satings

el rihn

snwr

sy Mt

021 Confgw

TFTP Update

P} | > . . -
@] Done [ [ ttemet

This function is used to reboot the switch with current configuration
settings.

Click [Reboot] to start operation.
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6. Update Firmware from Console

The switch also supports firmware update from console port. The
operation isperformed over 1K Xmodem protocol.

Casestoupdatefirmwarefrom console:
1. Power on the switch and press any key from console within 5
seconds. The switch enters 1K Xmodem receiver mode.

2. The switch enters 1K Xmodem receiver mode automatically when it
detectsfirmware checksum error while booting.

Setup 1K Xmodem on Hyper Terminal
1. Press[Disconnect] to stop Hyper Terminal.

2. 1K Xmodem only workson 57600 baudrate. Enter File-> Property
to set COM port for baudrate 57600, 8 data bit, None parity, 1 stop
bit, No flow control.

3. Press[Connect] to reconnect to the switch.

4, Enter Transfer -> Send File command.

5. Specify thefilename of thefirmwareimagefile.
6. Specify 1K Xmodem protocol .

7. Click [Send] button to start file transfer.

When finishing downloading image, the switch will update firmware au-
tomatically and reboot. Change COM port baudrate back to to 9600bps.

-150-

Download from Www.Somanuals.com. All Manuals Search And Download.



Appendix A: Factory Default Settings

IP Address Related Settings

DHCP

Static IP Address
Subnet Mask
Default Gateway

Per Port Settings

Port Function
Auto-negotiation
Speed

Duplex

Flow Control / Full
Flow Control / Half
Ingress Rate Control
Egress Rate Control
Port Security

Switch Unit Related Settings

User Name

Password

Age-out Time

Max. Bridge Transmit Delay Bound
Enable Low Queue Delay Bound
Max. Low Queue Delay Bound
Broadcast Storm Filtering
Collision Retry Forever

Hash Method

802.1x Protocol

Trunking

IGMP

Static MAC Address

Filter MAC Address

Port Sniffer Function

Disabled
192.168.0.2
255.255255.0
1921680.1

Enabled

Auto

100Mbps (Port 1-Port 24)
1000Mbps(Port G1, G2)
Full (All ports)

Enabled

Enabled

0- Off

0- Off

Off

Admin

123

300 seconds
Off

Off

255 (2mgunit)
25%

Disabled
CRC-Hash
Enabled

No trunk group
Enabled
None

None
Disabled
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QoS Priority Settings
Port Priority Disabled (All ports)
802.1p Priority Level Low priority for Level 0~3
High priority for Level 4-7
Priority Queue ServiceMode  All High beforeLow

VLAN Settings
VLAN Mode NoVLAN
Port-based VLAN No group (if enabled)
802.1QVLAN GVRPenabled

802.1QVLAN Groups  All portsinVID=1VIlan Name=Default
Tag rule= Untag for all member ports
PVID =1, Protocol type: None
IngressFiltering Rule 1 : enabled
IngressFiltering Rule 2 : disabled

Spanning Tree Protocol Settings

STPFunction Disabled

Bridge Priority 32763

BridgeMax. Age 20

HeloTime 2

Forward Delay Time 15

STP Port Priority 128 (All ports)

STP Port Path Cost 10 (All ports)
SNMP Related Settings

System Name Null

System Location Null

System Contact Null

Community String 1 String = public, Accessright = RO
Community String 2 String = private, Accessright = RW
Community String 3&,4 Not available

SNMP Trap Manager Settings

Trap Manager 1 Not available

Trap Manager 2 Not available

Trap Manager 3 Not available
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802.1X Function Settings

802.1X Protocol Disabled

Radius Server IP 192.168.0.59

Shared Key 12345678

NAS I dentifier NAS L2 SWITCH

Server Port 1812

Accounting Port 1813

Port 802.1x mode None (ho control) for al ports

Quiet Period 60 seconds

Tx Period 30 seconds

Supplicant Timeout 30 seconds

Server Timeout 30 seconds

Max Reguests 2times

ReAuth Period 3600 seconds
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