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MGE Ofice Prote

1 MGE Office Protection Systems Network Solution

1.1 General Presentation

MGE Office Protection Systems Network Solution:

provides information on events concerning the suppl
network,

carries out automatic shutdown of computer systems,

monitors and controls all the UPSs connected to the

As illustrated in the picture below, MGE Office Pro
supervision of the UPSs over the Network,
protection of the computers,

connexion of the UPS to the Network.

Supervision

y of power to the computers connected to your compu

network.

tection Systems Network Solution provides these 3 m

Liniex
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MGE

1.1.1 Connecting the UPS to the Ethernet network

This function can be performed either through netwo rk Cards inserted in the UPS (Network Management Ca  rd) or

through a software "agent" running on a nearby PC t hat is called the Network Management Proxy.

The Network Management Card or Proxy:

- manages communication with the UPS (as well aslo  cal protection of the machine on which Proxy is ins talled)

- periodically accesses the information concerning the UPS

- makes this information available to the connected applications (Network Shutdown Modules, Web Browse r, Network
Management Systems, Enterprise Power Manager)

- sends notifications on certain events.

Operation may be in standard secure mode (the defau It mode) or in SSL secure mode (Secure Socket Layer ~ SSL).

1.1.2 Protection of the computers/servers

This function is performed by the Network Shutdown Module installed on each of the servers to be prote  cted.

Note that the Shutdown Module is available on sever  al Operating Systems.
The Network Shutdown Module:

Continuously waits for information from the Network Management Card/Proxy connected to the MGE Office  Protection
Systems.

Warns administrators and users if AC power failsan  d proceeds with graceful system shutdown before the end of
battery backup

power is reached.
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1.1.3 Supervision of the UPSs over the network

Depending on your needs, you can either use:

Your Internet browser to monitor each UPS, as Manag  ement Proxy and Management Card includes a Web serv  er
Your company's standard Network Management System ( HP-Openview, CA Unicenter, HP Insight Manager, IBM  Tivoli
Netview)

To simplify integration of MGE Office Protection Sy ~ stems UPSs, you can use one of the Network Manageme  nt System
Kits for MGE devices. These kits are available ont he Management Pac 2 CD-ROM. (ref 66923)

The MGE supervisor "Enterprise Power Manager".

1.1.4 Connection

Before installing the MGE Office Protection Systems Network Solution, the UPS must be set up as indica  ted in the

steps below.

Shut down the computers to be protected by the UPS.

Connect the UPS to a wall outlet. (For UPSs above 3  kVA, please refer to the UPS installation manual).

Connect the power cord of each computer to an outle ton the UPS. (For UPSs above 3kVA, please referto  the UPS

installation manual)
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MGE

1.1.4.1 How to connect UPS / agent / network:

Insert the optional card in the UPS and connect the UPS to the computer network.
Start the MGE Office Protection Systems UPS, thent he computers.

1.1.4.2 Setting up the protection:

Set up the Network Management Card (see user manual ).

Install and configure the Network Shutdown Module o n all machines that are to be protected by the UPS.

The software components for each platform and the u ~ ser manuals are on the Solution-Pac-2 CD or are ava ilable for
download on the www.mgeops.com Web site, in the “Downloads " section.

1.2 Presentation of the Network Management Card (NMC)

1.2.1 Compatibility with UPSs

The Minislot Network Management Card is compatible with the following UPSs:

Pulsar Evolution 500/800/1100 From technical level 06

Pulsar Evolution 2200/3000 From technical level 05

Pulsar Evolution 1500 From technical level 05

EXtreme C 700/1000/1500 From technical level B2

EXtreme C 2200 - 3200 From technical level 02

Pulsar EX 700/1000/1500 RT (US9 From technical lev el 03

Pulsar EX 2200/3200 (US9 From technical level 09

Pulsar M 2200/3000 All models

Pulsar 700/1000/1500 All models

Evolution 650/850/1150/1550/2000 All models

Evolution S 1250/1750/2500/3000 All models

Pulsar MX 4/5/10 All models

Pulsar MX 15/20 All models

EX 5/7/11RT Equipped with a card minislot (Q2 08)
EX 5/7/11RT 3:1 Equipped with a card minislot (Q2 08)
Note:

If the UPS's NT is below that indicated in the tabl e above, contact MGE's Office Protection Systems te  chnical support.
The Network Management Card (66102) is not compatib  le with Pulsar EX 7/10, Pulsar EX 15/20/30, Pulsar ESV+,
8/11/14/22 ranges.

Network Management Cards acquire information on the operation status of the UPS systems and providere  mote
control of these systems

by means of an ETHERNET network from any SNMP admin istration station or Web browser.

They also supply alarms to the Network Shutdown Mod ules to trigger shutdown or other automatic actions for

protected servers.
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MGE

Network Management Cards are compatible with the "E ~ nterprise Power Management" supervision system and with the

MGE Office Protection Systems network protection sy stem.

Network Shutdown Module

Entreprise Power Manager

Management-Pac 2

1.2.2 Direct sending of E-mail

When a UPS event occurs, the Network Management Car  d can directly notify up to 4 intranet or extranet addresses

by e-mail. (see E-mail Notification and  E-mail message settings )

1.2.3 Sending text messages (SMS)

The card offers the possibility of redirecting UPS alarms to an e-mail server. The format of these e-m  ails is compatible
with mobile telephone e-mail/SMS transfer systems p ~ roposed by ISPs. The format to be used dependsont  he service
provider.

For example, sms.0660256585@votre-login.activmail.n et (text messages).

1.2.4 Compatibility with the Network Management Sys  tems (NMS) — Trap

sending

The Network Management Cards are compatible with th e major Network Management Systems (IBM Tivoli, CA
Unicenter, HP Insight Manager). The Management-Pac 2 offering includes the necessary SNMP plug-ins to allow an
easy integration in the NMS. Events are notified by SNMP trap.

NMS can subscribe on page “Notified Applications "

The trap list is given in the  appendix .
1.2.5 Environment Sensor (option)

The Environment Sensor__ (66846) solution comprises a box to be connectedt o the Card Settings port of the

Network Management Cards.
Environment Sensor enables measurement of temperatu ~ re and humidity around the UPS, consideration of ex  ternal
alarms via 2 dry contacts and notification of alarm s according to pre-programmed thresholds. (see Environmen

Status and Environment Configuration )
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MGE

1.3 Technical data

1.3.1 Hardware characteristics

Dimensions
Dimensions (L x | x H) 132 x 66 x 42 mm
Weight (gr) 7049
Storage
Storage temperature -10Cto70C
Ambient conditions
Operating temperature 0Cto40 T
Ambient humidity 90 % RH max without condensation
ROHS 100 % compatible

1.3.2 EMC Compatibility

When correctly installed and used in accordance wit h the manufacturer's instructions, the Network Mana
complies with the following standards:
Safety for ATI: IEC/EN 60950-1 2002
EMC: EN 61000-6-2 (2002), EN 61000-6-3 (2002). IEC/EN 62040-2 (2002).

As per European directives:
Low voltage: 73/23/EEC and 93/68/EEC
EMC: 89/336/EEC and 93/68/EEC.

1.3.3 Configuration

The user can configure the card with one of the fol ~ lowing means:
Web browser

Local serial link (network parameters)

BOOTP/DHCP (network parameters).
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1.3.4 Administration

Up to 50 workstations protected by Network Shutdown Modules - Central or local configuration.
Up to 5 browsers connected at the same time (3in S SL).

»  Minimum recommended browser versions: Internet Expl orer 6.x/ 7.0, Mozilla Firefox 1.5/ 2.0
E-mail sending configurable according to UPS alarms and transmission of a periodical report.
Control of UPS on/off switching via the HTML interf ~ ace.

Adjustment and control of PowerShare outlets via th e HTML interface, sequential starting of the instal  lation and
optimisation of backup time by shutting down non-pr iority systems.

Automatic data and time adjustment via NTP server.

Protection by encrypted password.

Protection by secure SSL connection.

Saving of logs in the non-volatile memory.

Languages available: English/French/Spanish/German/  ltalian.

On-line help in English available for each page.

Card firmware updated via the network.

1.3.5 Network
» Fast ETHERNET 10/100 Mbits compatibility with auto-  negotiation on the RJ45 outlet.

1.3.5.1 List of ports used

» BootP, DHCP UDP 68, 67

» HTML TCP 80

» SSL TCP 443

»  NSM in connected mode TCP 5000
»  SMTP 25

» NTP 123

» SNMP V1 161

»  TRAP SNMP 162

1.3.6 Environment sensor

»  Temperature measurement from 0 to 70 T with +/-1  <C accuracy.

»  Measurement of humidity from 0 to 100 % with +/- 6 % accuracy.

»  Min/ max time-stamped function for temperature and humidity.

»  Choice of temperature readings in Celsius or Fahren  heit.

» High and low thresholds, hysteresis and offset adju stable via Web interface.

»  Possibility of notification of status changes by e- mail, SMS or SNMP trap.

» Position detection of 2 dry contacts (maximum senso r/contact distance: 20 m).

» Name and status of each configurable contact.
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MGE

» Recording of events and measurements inthecardlo g

»  Possibility of shutting down the installation in th e event of a threshold being exceeded or on opening / closure of a
dry contact

»  Connection to the card with straight CAT5 RJ45 netw  ork cables (maximum card/sensor distance: 20 m)

» Hot installation

1.3.7 MIB (Management Information Base)

»  Compatible with MIB MGE Office Protection Systems V1.7
The list of objects managed can be found in the appendix
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1.3.8 Default parameters

MGE

Function Parameter Default value Possible value

Network IP address 172.17.16.16 Network IP address
Subnet mask 255.255.0.0 Network IP address
Gateway Address 0.0.0.0 Network IP address
BOOTP/DHCP Enabled Active / Deactivated
Firmware Upload Enabled Active / Deactivated
SMTP server smtpserver 49 characters maximum

System UPS Contact Computer Room Manager 49 characters ma  ximum

UPS Location

Computer Room

1 characters maximum

History log interval (sec.) 60 10 to 99999 sec.
Environment log interval (sec.) 3P0 1pt0 99999 se c.
Default Language English English / French / Spanis  h/
German / Italian

Manager table empty 50 maximum

Access control User name MGEUPS 10 characters maximum
Password MGEUPS 10 characters maximum
Community name read bublic 49 characters maximum
Trap port 161 Non configurable

Date and time

Date and time adjustment

Accept automatic update f
NSM or EPM

rom

Synchronise with an NTP
server

Accept automatic update from
NSM or EPM

Synchronise manually

NTP server ntpserver 19 characters maximum
Serial link Speed 0600 baud Non configurable

Data bits 8 Non configurable
Stop bits 1 Non configurable
Parity without Non configurable
Flow control without Non configurable
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IMGE Office Protection Systems

2 Installation

2.1 Unpacking and check on contents

The installation kit contents:

» A Network Management Card (66102)

» A serial communication cable for configuration (340 03918)
» Installation manual (34003905)

2.2 Indications

ETHERNET 10/100BT port
Service port (Settings/Sensor)

QOrange LED; RS232 activity

’7 MAC addre ss

Green LED: communication
with the UPS

Catalogue number

Orange LED: 10/100M

Green LED: connection +
activity
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Ethernet port

MGE

LED Colour Activity Description
ACT Green »  Off »  Card not connected to the network.
o »  Card connected to the network but
’ n
without activity
. » Portis active in receiving /
»  Flashing o
transmission
100M Orange »  Off » Port operating at 10Mbits/s.
» On »  Port operating at 100Mbits/s.
Service port
LED Colour Activity Description
UPS Green »  Off »  Card startup in progress.
o »  Communication with UPS in
’ n
Data progress
»  Normal operation.
» Flashing Communication with the UPS is
operational
RS232 | Orange »  Off »  Configuration menu is active
» On »  Normal operation. Configuration
menu is deactived
»  Flashing »  Communication with the

Environment Sensor (option).

2.3 Installation in the UPS

The Network Management Card (66102) can be "hot" in
equipped with a Minislot without having to shut it

»  Remove the protective plastic cover from the Minisl ot

» Note the card's MAC address prior to insertion
» Insert and tighten the card's retaining screws
»  Connect the ETHERNET cable

»  Wait 2 min. the card is completely operational when
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MGE O/

2.4 Sensor installation (option)

The Environment sensor is available as an option on the Network Management Card and is available from MGE Office
Protection Systems (reference 66846).

The sensor allows remote monitoring of the UPS's en  vironment through regular measurements: temperature , humidity,
status of two external contacts. It also enables no tification of alarms (e-mail, trap SNMP) according to pre-programmed
thresholds.

It is connected to the Service port (Settings/Senso ) directly on the Network Management Card withas  tandard
Ethernet cable (20 meters maximum).

Recognition is automatic. Supervision and configura tion are performed via a menu that can be accessed directly from

/

the home page.
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MGE

3 Configuration

3.1 Configure IP parameters

Once the card has started:

Connect one end of the cable (34003918) to the Serv ice port.

If the environment sensor was previously connected, the card must be restarted in order to access the
menu.

Connect the other end of the cable to the COM port (I010l) of a PC.
Launch a HyperTerminal™ type emulator with the foll owing configuration:
Speed: 9600

Data bits: 8

Parity: none

Stop bits: 1

Flow control: none

"Locally reproduce the characters entered" option: deactivated.

Enter MGEUPS or mgeups. The main menu is displayed:

MGE UPS SYSTEMS
NETWORK MANAGEMENT CARD

: Reset

: Network configuration

: Set Login Password to Default
: Return to Default Configuration
: Exit

o b~ W N BB
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MGE

3.1.1 Your network is equipped with a DHCP server

The card is configured by default with this service activated.
The card automatically collects IP parameters.

To know the IP parameters, type 2, the next menuis  displayed:

Network settings

: Read Network settings

- Modify Network settings
: Set Ethernet speed

: Exit

o W N P

Then type 1. The menu is displayed:

Network configuration :
MAC address : 00:06:23:00:1F:8F
Mode : Static IP
IP address : 172.17.21.94
Subnet mask : 255.255.248.0
Gateway : 172.17.17.1

Note the IP address.
To exit, enter 0 then 0. The card is operational.
Note: As long as the card is not connected to the n  etwork, it continuously attempts to make connection . Once the

connection has been established, the operational mo de presented in the table above becomes effective.
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MGE

3.1.2 Your network is not equipped with a DHCP serv  er

In the main menu enter 2, then 2 again. The menuis  displayed:
Follow the instructions and enter the static IP par ~ ameters.
At the end of the menu, wait for the "Done" message to be displayed indicating that the IP parameters have been

saved.

Network settings

: Read Network settings

: Modify Network settings
: Set Ethernet speed

: Exit

o W N B

For each of the following questions, you can press <Return> to select the value
shown in braces, or you can enter a new value.

Should this target obtain IP settings from the netw ork?[N] N

Static IP address [172.17.21.94]? 172.17.21.21

Static IP address is 172.17.21.21

Subnet Mask IP address [255.255.248.0]? 255.255.255 .0

Subnet Mask IP address is 255.255.255.0

Gateway address IP address [172.17.17.1]? 172.17.17 .1

Gateway address IP address is 172.17.17.1

Wait during your new configuration is saved ...

Reset the card to take into account the new configu ration.

Return to the main menu and enter 1 then 2.

The card restarts with the new IP parameters.

3.2 Test after configuration

To check that the Network Management Card is operat  ional after installation and configuration.

From a station connected to the same subnet as the card, open a web browser and enter the IP address o f the card in
the address field

Check the display of the home page.
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MGE

4 Supervision and administration by browser

»  On a computer equipped with a Web browser (Internet Explorer, FireFox or Netscape recommended), enter  the
address initialised previously in the Installation chapter (e.g. http://172.17.16.16.)
The "UPS properties" home page is displayed.

4.1 Optimising the performance of your browser

» To view status changes on the UPS in real time, the  browser must be configured so that it automaticall y refreshes
all the objects on the current page.

Example on IE 6: Tools / Internet Options / General ~ / Parameters menu, tick Every time this page isvi  sited and
validate.
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4.2 UPS

4.2.1 UPS properties page

This page is automatically refreshed every 10 secon  ds.

MGE Off rotection Sy

From this page, access to the main UPS information is available thanks to the combo box (see screen co  py below).
The different choices are the following ones:

“UPS Status”: (chosen by default) this page gives i nstant access to the essential information about yo ur UPS.
“UPS Alarms”: to view the list of current alarms.

“UPS Modules”: (available on modular UPS) to view g  eneral information on each modules.

“About your UPS”: provides information on the UPS a nd the card, in particular, the model range and sof  tware

version.

These different pages are detailed in the following

M G E

chapters.

Network Management Card

upPs ’

¥ UPS Control

¥ Weekly Schedule
¥ Shutdown Parameters

Logs and Notification

¥ Measurements

¥ Eventlog
¥ System Log
_—
¥ Email Notification UPS Status »
Active SOUrCes : 1UPS +3 UPS redundant
Settings
Power source : AL Power
¥ Network
¥ System Cutput load level : [EEmEm ] 0%
®  HNotified Applications
@ Master:  On
¥ Access Control
} T Output : @ Groupl: On
¥ Firmware Upload @ GroupZ ;. On
Battery
Battery load level : EELITTTTTT] 100%  Charging
Remaining backup tims : Sh49mn2%s
Battery status : oK

Last update : 2008/02/21 10:56:46
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MGE Office Protectic

4.2.1.1 "UPS" zone: general information on the UPS.

Indication of the picture and generic name of the U~ PS range

Computer room: Customised name of your system.

You can change this name on the

UPS status icon :

"System" page.

The various icons showing the status of the UPS are

@

Normal operation

Q@

Alarm present. This icon links directly to the

alarm page.

@

Loss of communication with the UPS

Animated synoptic: An animated synoptic gives a glo bal overview of the UPS current operating mode.

This synoptic is available on On-Line and Line-inte ractive UPS.

The synoptic drawing depends on the UPS topology. T he different drawings are described in the table be

et i ke B e ot e, e e, B o e, ot

>

P>
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MGE Offic

UPS without automatic bypass

Note: In case of loss of communication with the UPS | all the elements of the synoptic are grey.

The various elements of the synoptic are the follow  ing ones:
» AC Normal Input :

In tolerances

>
b Out of tolerances

» AC Normal Flow :

AC to DC converter powered by AC Normal

AC to DC converter not powered by AC

Normal

» AC to DC Converter:

Powered

Not powered

Internal failure

R
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Battery :

MGE Off

Remaining capacity > 50%

Remaining capacity < 50%

Battery to be checked (battery test result)

oo

Battery Output Flow :

DC to AC converter powered by battery

DC to AC converter not powered by

battery
DC to AC Converter Input flow :
—_— Energy flow
present

No energy flow

DC to AC Converter :

Powered

Not powered

Internal failure

NN N

DC to AC Converter Output :

Energy flow

present

No energy flow

AC Bypass Input :

In tolerances

B>
E) Out of tolerances
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» AC Automatic Bypass Flow :

Energy flow

present

No energy flow

» AC Automatic Bypass Status :

Powered

Not powered

Internal failure

EAIE1

» AC Manual Bypass Flow :

Energy flow

present

No energy flow

» AC Manual Bypass Status :

Closed

0 Open
=

» AC Output Flow :

— Energy flow
present
— No energy flow
» AC Output :
} Load protected
i> Load not
protected
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»  UPS measurements :

»  Boxes showing measurements appear when synoptic ele ments are hovered by the pointer. See example below

MGE

Network Management Card

e

ups
. - AC Output
+ UPS Control @ Plsar Mt Erame 108 I Vottage 2V
¥ Weekly Schedule Computer room : } Current 11A
¥ Shutdown Parameters E = Frequency 49.9Hz

|@ Load level 0%

Logs and Notification bw-

Apparent Power 0.0 KA
¥ NeScEhEE &z Active Power 0.0 kW
¥ EventLog
¥ System Log
*  Email Notification UPS Status v

Active sources : 1 UPS = 3 UP5 redundant
Settings
Fower source : AL Power
b Metwork
¥ System Output load level: [EEEEEEEEEE] 0%
®  Notified Applications
@ Master: on
¥ Access Control
§ Qutput @ oGrowpt: on
¥ Firmware Upload @ GroupZ: On
Battery
Battery load level : LTI 100%  Charging
Remaining backup time : S5h48mn29s
Battery status : oK

Last update | 2008/02/21 10:67:48

These measurements are available for AC to DC conve  rter, Battery, DC to AC converter and automatic byp  ass.

The measurements available in these boxes depend on the UPS range.
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4.2.1.2 "UPS status" zone: Essential information

»  "Active sources": (available on parallel or modular UPS)
X UPS + y UPS redundant : x indicates the minimal ~ number of UPS necessary to power the load,
y indicates the number of UPS in redundancy.
An alarm can be generated if the number of UPS inr  edundancy is less than a configurable threshold. Se e UPS
modules section.
»  "Power source": indicates whether the power comes f rom the utility or from the UPS battery
»  "Output load level": indicates the power percentage used at UPS output
»  "Output": indicates if the different UPS outputs ar e protected.
»  "Master": indicates if the UPS main output is prote cted

»  "Groupl and Group2": indicates if the controlled ou tlets (if available) are powered.

The various icons showing the status of the UPS out puts are:

@} (green outlet Outlet powered

Outlet not powered or not

ﬁ (red outlet)

protected

Battery Information :
» "Battery load level": remaining battery charge (in percent).
The information is completed with the two following labels:
»  “Charging” : if the utility power is present and th e battery charge is in progress
» “Discharging”: if the UPS operates on battery.
»  “Fault™ if the battery is faulty.
»  "Remaining backup time": Estimation of the battery' s maximum backup time remaining before UPS shutdown
»  "Battery status": Result of the last automatic batt ery test carried out by the UPS
Possible values are:
— OK: the test was completed correctly
— NOK: the battery needs to be checked
— Deactivated: the automatic battery testis notva  lidated on the UPS
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4.2.1.3 Viewing the modules

»  Click on "UPS Modules" scroll list to view the info rmation about the UPS modules.

M G E

I

Network Management Card

UPS ’
¥ UPS Properties
T Pulsar MX Frame 16U
omre TEST upload / Pulsar MX B B>
¥ Weekly Schedule Frame
¥ Shutdown Parameters P -
P
@
Logs and Notification
¥ Measurements
¥ EventLog
¥ Systemlog
¥ Email Nofification UPS Modules v_|
Active sources: 1 UPS + 3 UPS redundant
Settings —
' Network Minimum redundant UPS medules to trigger alarm : | 0w |
¥ ystem Module Nr ~ Status Technical Level | Fi Revision  Serial Nr  Output load level Battery load level
¥ Notified Applicationg
! Access Control 1 I\a 208 WTG4T011 [l 0% [T 100%
b Time i
5 [EEEEEEEERE]
b e Uiea 2 @ 20 WTB15032 0% [LEEEEEEET  100%
3 @ 0 W7GE020  EEEEEEREE 0% [IIIIIIII 100%
4 @ =0 W7G47017  EEEEEEEEEE 0% [CIIILIIEE to0%
»  Active sources:
x UPS + y UPS redundant : x indicates the minimal ~ number of UPS necessary to power the load,

y indicates the number of UPS in redundancy.

The addition of these 2 values is the total number of available UPS.

»  The "Minimum redundant UPS modules to trigger alarm can be configured from this page. The button Save makes
the card setting the parameter into the UPS. Awarn  ing message informs the user about the consequences of this
parameters modification.

The redundancy lost can generate Email notification (if set in the email notification page) and SNMP t  rap. It can

also be used by NSM for server protection criteria.

»  The Module Nr gives the location of the moduleint  he UPS.
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»  The Status can take the next forms:

L_.s or @ when the module is working properly with no alarm.

Li‘*. when the module has at least one alarm (level Warn  ing) active.
L-Q when the module has at least one alarm (level Crit ical) active.

L@ when the module has a communication fault.

When the module is working properly with no alarms, the icon is not reactive, otherwise it is reactive and clicking on it
makes the page Alarm Table appear.

»  "Output load level": Value of the percentage of loa  d at module output

» "Battery load level": Percentage of charge availabl e in the battery module
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4.2.1.4 Viewing the alarms

Click on "Alarm Table" scroll list to view the list of current alarms. The table of managed alarms is included in the
appendix .

The level of the alarms appears like below:

0 Critical
.ﬂh Warning

@ Unknown
»  Alarm table for standard UPS

==""——""

Network Management Card

URS ’

b UPS Properties
+ UPS Control @ Pulsar 1000 RT2U
b Wieekly Schedule Computer Room E‘

¥ Shutdowen Parameters

Logs and Hotification

¥ Meazurements

¥ Ewvent Log

b System Log

¥ Email Motification

Alarm Time Alarm Description Severity
Settings
ik v uPs 1970/0101 00:00:42 End of Warranty soon. Contact MGE at swww mgeups.comidcm &
J g
b System 20080222 14:47:10 Mormal AC frequency out of tolerance &
¥ Molitied Sppications JO0M2/22 14:47:10 Mormal AC voltage out of tolerance A
b Access Control
b i 20080222 14:47:11 Bypass AC frequency out of tolerance &
! Firmweare Upload 2008102422 14:47:11 Bypass AC voltage out of tolerance A
20050222 14:4712 Mormal AC MOK &
Environment
bV Status 200502022 14:4712 UPS on battery &
b Settings
b Log
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UPs
UPS Properties
UPS Control
Weekly Schedule

Shutdown Parameters

Logs and Notification

Meazurements
Event Log
System Log
Email Notification

Settings
Network
System
Notified Applications
Access Control
Time

Firmware Upload

Alarm table for modular UPS

Network Management Card

Pulsar MX Frame 16U
TEST upload / Pulsar MX

Frame

T |

UPs

Module 4

ENERGIZE YOUR ENTERPRISE
Network Management Card

— User Manual

Alarm Time

1570/01/04 00:00:00

2008/02/21 10:45:38

2008/02/21 10:45:30

Z008/02/21 10:45:36

P

Alarm Description
Perte de redondance
Défaut batterie
Pas de batterie

Défaut batterie

34003991EN/DA
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4.2.1.5 Viewing the “About your UPS” window

Click on "About your UPS" scroll list to view the i nformation about the UPS and the card.

M G E

=——1i

Network Management Card

uers ’

¥ UPS Properties

 UPS Cortrol @ Pulsar 1000 RT2U
b Weekly Schedule Computer Room

¥ Shutdowen Parameters

Logs and Hotification

b Meazuremerts

¥ Ewvent Log

b System Log

¥ Email Motification

UPS hame : Pulzar 1000 RT2U
Settings
UPS Serial Mumber 1%2F4
b Metwork
Vo oSystem UPS Technical Level : unkRoswn
b Motified Applications System Technical Lesvel f o0
' fccess Cortrol Firmweare Revision :
b Time Hetwork Management Card.
§
Fae digan Card Firmware revision Da,
2 Card Commercial Reference : BE102
Environment
' Status Card Technical Level : o1
b Settings Card Revision : A
' Leo Card Serial Number : 49H320042
Card Ethernet Mac Address 00:06: 2300 1E18
Card Ethernet Speed 100 MBit
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4.2.2 On-line help

On-line contextual help in English is available at

located on the top right corner. The navigation men

The Help page always opens a new window.

bWeekly Schedule

Logs and Hotification

MG

UPS

UPS Properties
UPS Cortrol

Shutdown Parameters

Measurements
Event Log
System Log

E

Network Management Card

UPS Properties Help

This is the page by default, displaying the fundamentals status of the UPS.
At the top of the page, the UPS is identified : image, name and location,
The alarm icon above the UPS image shows if an alarm is active when it is

ted, click on it to see the current alarm page. When there is no alarm the
green icon is displayed.

The electric diagramm of the UPS is displayed showing the electrical flow
which powers the load and also the main parts of the UPS.

Ermail Maotification

Settings

Rletwrark
System

Motified Applications

Access Contral

Time

Firmwvare upload

Environment

Status
Settings
Log

The electric diagramm is not available for Line Interactive UPS.

The second part of the page is refreshing every 10 seconds and containg
informations depending of the selection in the combo box

UPS Status selects the main status of the UPS

Active sources shows the current use of a modular UPS, the notation x
UPS +y UPS is meaning : % is the number of modules necessary to power
the load, v is the number of redundant modules.

Power source shows where the power comes from.
Output load level shows the load level.

Cutput shows the status of all UPS outputs.
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4.2.3 UPS control

Click on the "UPS Control" section in the menu
The parameters of this menu can only be modified af

proposed automatically:

MGE Ofice Prote

ter entering the "Login" and "Password". The follow

| Connect to 17217131150

EH=

ing screen is

The server 172.17.131. 150 at MGEUPS : requires a username
and password,

\Warning: This server is requesting that your username and
password be sentin an insecure manner (basic authentication

without a secure connection),

User nams: ﬁ MGELPS -
Password: T
[ Remember my password
| ok || cancel

The default login and password are: MGEUPS

Each field accepts up to 10 characters max.
After the login and password are entered, they rema

If the browser is closed, they will have to be re-e

An error in either field results in systematic reje
three unsuccessful attempts, the browser must be re
These two fields do not travel "decoded" on the IT

total confidentiality.

In the event of password loss , the user can return to the default values via the

ENERGIZE YOUR ENTERPRISE
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ction of the requested action (save, page access, ¢

in active for 5 minutes.

ntered.

booted.
network. They are encrypted with an MD5 type algori

maintenance menu.
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UPS configuration may prevent the shutdown and rest ~ art commands from being properly run. Read the UPS user

manual for more information.

MGE

Network Management Card

UPs ’
¥ UPE Propetties Pulsar 1000 RT2U Computer Room
b RS Cortral
b Weekly Schedul 5
SR TR Owutput  Status Control Off Delay Toggle Duration On Delay
¥ Shutdovwn Parameters
Master @ on IU 580

Logs and Hotification
I Measurements oot @on I Mone LI IEl e ID e ID =ec
¥ Event Log

System Loy Group2 @ an INone LI IU 1= IU ser IU z8c

¥ Email Motification

Execute w
Settings —I -

b Metvwork

¥ System

b Motified Applications
b Access Cortrol

b Time

¥ Firmwyare Upload

Environment
b Status
b Seftings
b Log

This page enables triggering of  startup and shutdown sequences _ for the UPS main output and controlled outlets.

» The status of each output is displayed by a symbol associated with the Off label (red symbol) orOn (g  reen
symbol).
»  The shutdown sequences take into account the timer  equired for the registered servers to shut down wit hout

losing data (see shutdown parameters ).

»  The main outlet has priority over the controlled ou tlets. Shutdown of the main outlet causes the contr  olled outlets

to shut down. Controlled outlets can only be starte d if the master outlet is on.

The Check column proposes six different commands, a nd a command is only actually started after clickin gon

‘Execute’:

"Safe power down": A sequence to switch off output power is launched immediately. The systems supplied are shut
down correctly while the shutdown sequence is runni ng, then the output is cut.

"Safe power down & reboot": A sequence to switch of f then restore output power is launched immediately . The

powered systems are shut down correctly during the shutdown sequence, then the output is switched off.
Finally, the restart sequence is launched atthe en  d of the time delay specified in the "Toggle durati on" parameter. The
output status is updated.
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"Immediate On": A sequence to switch on output powe ris launched immediately. The output is re-powered and the

systems supplied start up correctly.

"Delayed, safe power down": This is the same switch off sequence as for the "Safe power down" command, but

postponed by the number of seconds programmed in th e "Off Delay" parameter.

"Delayed, safe power down & reboot": Thisisthe sa  me switch off then on sequence as for the "Safe pow  er down &

reboot" command, but postponed by the number of sec onds programmed in the "Off Delay" parameter.

"Delayed On": This is the same switch on sequence a s for the "Immediate On" command, but postponed by the

number of seconds programmed in the "On Delay" para meter.

The Save button saves the Off Delay, Toggle duratio n and On Delay parameters on the card.

Security: The administrator must click on Save and enter his/her login/password to save madifications or run
commands. The default login and password by default are: MGEUPS
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4.2.4 UPS weekly schedule programming

Click on the "Weekly schedule" section of the menu.

MGE

Network Management Card

UPS
¥ UPS Properies Pulsar 1000 RT2U Computer Room
¥ UPS Control
b Weekly Schedule
b Shutdown Parameters Day sh it it Time
Sunday |- 'I I22:DD vl
Logs and Hotification
Monca |20:DD 'I |DB:3EI vl
¥ Measurements ¥
Ewent Log Tuesday | vI I - l
¥ System Log
V Email Netificatior, Wednesday [ H [ H
Thursday | = - I I = - l
Settings
b Metwork fridey: | 5 j' | = jv
! System Saturday [o5:30 =] [- -]

b MNotified Applications

¥ Access Control

b Time Save |

¥ Firmwware Upload

Environment

b Status
b Settings
b Log

UPS configuration may prevent the shutdown and rest ~ art commands from being properly run. Read the UPS user
manual for more information.

The weekly schedule enables the administrator to op  timise power consumption or program a reboot of the protected

equipment at a set time.

In a shutdown sequence, the Network Shutdown Module s connected to the card are informed and ensure tha  teach
machine is shut down correctly before the UPS outpu tis switched off. Up to 7 UPS shutdown sequences ¢ an be

programmed in one week, with a minimum shutdown del ay of 30 minutes.
The On / Off sequences are valid only if the card's  time has been properly set.

Security: The administrator clicks on "Save" and en ters his/her login / password to save any edits. Th e login and
password by default are: MGEUPS.
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4.2.5 Shutdown parameters

This page enables viewing and configuration of UPS operating parameters in battery mode and for power restoration.

Click on the "Shutdown parameters" section in the m enu to see the list of parameters.

MGCE

Network Management Card

URsS

¥ UPS Properties Pulsar 1000 RT2U Computer Room
¥ UPS Contral
b Wisekly Schedule
¥ Shutdown Parameters

|

Output On battery System Shutdown | Restart
Logs and Hotification Shutdown
¥ Measursmerts if Remaining I Shutcowen durstion (120 zeC
%) time under: 15y i If it I_

¥ Event Log apac .y s %
b System Log |Master i1 Capaciy el 120 * See alzo additional et
) ; e . . Shutdowen configuration on

Etnail Matification I after: |30 min e

Settings %) Switch Off Switch On
b Network . ; after: 963 FeC Shutdown duration: 1120 Fec after: |4 ec
| FOLIE
b System if Capacity under: I34 %
b Motified Applications
b Access Cortrol @ Switch Off Switch On
b Time after: I584 TEC Shutdowen durstion s 120 seC after: |? seC
. |Gr0up2
¥ Firmare Uplosd it Capacity under: I28 %
Environment ¥ Shaw advaniced parameters

b Status
b Seftings Save modified settings Save I
b Log

Export seftings to file Dowvnload |

Import settings from file ©

| Farcourr... | Uplozc |

When you tick the Show advanced parameters option, extra parameters are displayed. These parameters en  able, in

particular, adjustment of certain thresholds relate d to the percentage of remaining battery charge lev  el.
The Output column enables each outlet to be named (  maximum 20 characters).

Note
As priority is given to the main outlet, the card c annot supply the controlled outlets when main outle t power is off.
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For the main outlet ("Master" by default)

The first shutdown criteria initiates the restart of the shutdown sequence.

»  If remaining time is under (0 to 99999 seconds, 180 by default) is the minimum remaining backup time f rom which
the shutdown sequence is launched.

»  If battery capacity is under (0 to 100%); this valu e cannot be less than that of the UPS and is the mi  nimum
remaining battery capacity level from which the shu tdown sequence is launched.

»  Shutdown after (0 to 99999 minutes, not validated by default) is the operating time in minutes left fo r users after a
switch to backup before starting the shutdown seque nce.

»  Shutdown duration (120 seconds by default) isthet  ime required for complete shutdown of systems when a switch
to backup time is long enough to trigger the shutdo wn sequences. It is calculated automatically at the maximum of
Shutdown duration of subscribed clients but can be modified in the Advanced mode.

»  If battery capacity exceeds Minimum battery level t o reach before restarting the UPS after utility res  toration

Important: Certain UPSs do not support this option

For the controlled outlets ("group 1 or group 2" by default)

The page enables programming of operation time and level in backup mode to manage outlet load shedding in the

event of electric power failure:

»  Switch Off after (from 0 to 99999, 65535 by default ) defines the time during which the outlet is suppl ied starting
from the moment of utility failure. Caution, this t ime includes the outlet shutdown duration.

»  Switch Off if battery capacity under (0 by default) is an extra condition for outlet shutdown that can trigger the
shutdown sequence before the shutdown duration runs out.
»  Shutdown duration is the time required for complete shutdown of the systems supplied by the outlet whe nan

outlet shutdown sequence is launched.

It is calculated automatically using the maximum sh utdown durations of notified applications on the ou tlets.
»  Switch On after (from 0 to 99999, default 65535) is  the period between main output startup and startup of the

relevant programmable outlet, therefore outlet star  tup can be delayed in relation to the main output.

Important: Certain UPSs do not support this option

Export settings to file: Enables exportation ("Download" button) and saving of card configuration information.

Import settings from file: Enables selection of a configuration file ("Browse" button) and uploading ("Upload" button) of card
configuration information

Security: The administrator has to click on Save an d enter his/her login/password to save any modifica tions. The login
and password by default are: MGEUPS
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4.2.6 Measurements

Click on " Measurements " in the menu

The next window shows the measurements foramonop  hases UPS.

MGE

Network Management Card

URs

¥ UPS Propetties Pulsar 1000 RT2U Computer Room

¥ RS Cordral
Save Log | Clear Log |
b Weekly Schedule

¥ Shutdowen Parameters

Date Time AC Hormal AC Output. Battery

Logs and Hotification _ - -
Voltage Frequency Voltage Frequency Power Load level Capacity Remaining time

{(KVA) (%) (%) {mn)
* [Eventlog 20080219 163754 228 500 229 50.0 00 o 100 138
b System Log

00BM2HT 16:36:52 227 500 229 49.0 00 0 100 138
¥ Email Motification

008M2M9 163551 227 500 230 43.0 0.0 il 100 138
Settings 008M2H 16:3443 228 500 229 0.0 00 il 100 138
b Metwork 2008M2H9 16:3347 228 500 230 0.0 00 0 100 138
¥ Systen 0080219 16:3246 228 500 230 49.0 0.0 0 100 138
b Motified Spplications

2008M2H9 16:31:44 228 500 230 49.0 00 il 100 138
b Access Control
b Time 20080218 16:30:42 228 490 230 43.0 00 i 100 138
b Firmwvare Upload 00EM2HE 16204 227 5000 23 0.0 00 il 100 138

The following measurements are saved and time-stamp  ed (env. 430):

"AC Normal : Voltage": Value of the utility voltage supplying the UPS

"AC Normal : Frequency": Value of the utility frequ ency supplying the UPS

"AC Output : Voltage": Value of the output voltage of your UPS

"AC Output : Frequency": Value of the output freque ncy of your UPS

"AC Output : Power (kVA)": Value of the output powe r of your UPS

"AC Output : Load level (%)": Value of the percenta  ge of load at UPS output

"Battery : Capacity (%)": Percentage of charge avai  lable in the battery

"Battery : Remaining time (mn)": Estimation of the remaining backup time

The save frequency of these values is defined inth e "System" page (60 seconds by default). Approximately 435
time-stamps are stored permanently on the card. The oldest time-stamps are automatically deleted.
"Save Log" enables all saved values to be opened or saved in CSV format. (compatible with Excel type
spreadsheets)

"Clear Log" enables deletion of all records. Enter the login/password to validate this action.
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4.2.7 Eventlog

» Clickon "Event Log". inthe menu

M G E

ups r
¥ UPS Properties
¥ LPs Control
o Weekly Schedule

¥ Shutdowen Parameters

Pulsar 1000 RT2U

Date Time
Logs and Hotification

200802721 132813
b Messurements

= 200802421 152913

P EventLog
¥ System Log 2008/02i21 152913
Y Emalhlgiceiin 2008/02/21 15:28:13

200802721 152912
Settings

200802521 152812
B Rletweark
b System 200802121 15:29:12
b Motified Applications 200502521 152911
¥ Access Control

200802421 15:29:11

b Time

» "Save log" enables all saved values to be opened or
spreadsheets)
» "Clear log" enables deletion of all records. The ad

action.

The card can save 435 events. The table of managed
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Network Management Card

Computer Room

Clear Log |

Event Description

Bypass AC voltage out of tolerance
Bypaszs AC frequency out of tolerance
Mormal &C voltage out of tolerance
Mormal AC frequency out of tolerance
DOutlet group 2 shutdowen in 7 mn 44 =
Outlet group 1 shutdowen in 14 mn 03 =
System shutcowen in 1 h S0 mn 07 =
UPS on battery

Mormal &0C RHOK

saved in CSV format. (compatible with Excel type

ministrator must enter his/her login / password to validate this

alarms is included in the  appendix .
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4.2.8 System log

» Clickon "System log". inthe menu

MGE

Network Management Card

UPS

¥ UPS Propetties Pulsar 1000 RT2U Computer Room

* RS Cortrol
Save Log | Clear Log |
b Weekly Schedule

¥ Shutdowwn Parameters

Date Time Event Description
Logs and Hotification X _
200802522 101651 Environment sensor © Communication restored
b hMeazsurements
b Eventlod 1970001401 00:00:43 Time synchronized by NSk or EPM with 200802022 09:43:05 [17217131.185]
¥ System Log 197001 101 0c:00:18 Metwork Management Card startup
F Email Metification 200802122 09:40:39 Firmwvare upgraced

» "Save log" enables all saved values to be opened or saved in CSV format. (compatible with Excel type
spreadsheets)

» "Clear log" enables deletion of all records. The ad  ministrator must enter his/her login / password to validate this
action.

The card can save 435 events. The table of managed alarms is included in the appendix .
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4.3 Notification

4.3.1 Email Notification

The card offers the possibility of redirecting UPS

compatible with mobile telephone transfer systems u

MGE

Network Management Card

UPs
¥ UPS Propetties
* RS Cortrol
b Weekly Schedule

¥ Shutdowen Parameters

Logs and Hotification

b Messurements
¥ Event Log
b System Log

B Email Motification

Settings
b Metwork
b System
b Motified &pplications
¥ Access Control
b Time

¥ Firmware Upload

Environment
b Status
¥ Setlings
b log

Pulsar 1000 RT2U

MGE O/

alarms to an e-mail server. The format of these e-m

sing text messages (SMS).

ails is

Computer Room

Recipient list
r ent] ERdomain.com
recipient2@domain.com
recipient3@domain.com
recipient4@domain.com

Recipient : |recipient1 Ecdomain.com
I Dizabled = I

Save |

Attached = oo ements
files:
[ Evert Lo
- System Log
™ Ervironment Log
Feriodic Every |U davyis) at: I 'I
report:
day of next repoart: | VI
Test

Emzil Message Settings

Configure SMTP Server on

Petwork Settinos

Hotified events for
the selected Recipient

Battery operation

UPS on battery

UPS on normal AC

UPS Off sequence in progress
Loy battery

UPS alarms

Battery fault

Battery Ok

UPS overload

UPS returns to normal losd
UPS fault

UPS O

UPE communication failed
UPS communication restored
Charger fault

Qutput on by-pass

Return from by-pass

Software alarms

Firtreavare upgrade

Environment senzor communication failed
Environment alarms

Configured on Environment Settindgs
Environment sensar notification

ShowHide Everts |

| et | [ i [ e T |

i |

-

Set Defaultt I
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» Recipient List:
On the left side of this page, up to four recipient s can be configured to receive e-mails from the car  d. Each
addressee has its own trigger events, selected from the right side of the page, for which an e-mail is sent. The
card’s log indicates e-mail transmission errors.
Each recipient is configured with the following par ameters:
’ Recipient: (Field is limited to 49 characters) this is the e-mail address of the person or department to
receive the e-mail.

The default value is recipientx@domain.com

» Attached files: The files selected (Measurements, Event log, System log, Environment
measurements) are enclosed with each e-mail sent. The files are sent in CSV format

» Periodic report: In addition to the e-mails sent when events occur, a periodic e-mail containing the 3
log files can be sent to the recipient every x days at the time specified by the user.
To configure the first transmission, specify the day, time and frequency of the next transmission in
the "next report" box. After this date, the page will show the date and time of the next transmission.
Data are sent in CSV format.

» Save: Saves any modifications.

» Test enables an e-mail to be sent to the recipient ~ immediately. This is one way of checking e-mail tra  nsmission,
particularly access to the SMTP server configured i n "Network" settings. A transmission report is adde dto the
system log.

The event label in the subject and text of the mess  age is replaced with a test label.
If the user makes any modifications to the page, th ey must be saved before using the "Test" function.

» Notified events:

»  The right side of the page shows the events thatca  n be notified.

By default, only the main events of battery operati on and a few UPS alarms are accessible. All the eve  nts appear if
the Show/Hide Events option is actuated.
By default, two events are selected for notificatio n. The user can modify this pre-selection by tickin g other events

or can, on the contrary, restore the initial config uration by clicking Set Default.

» Email Message Settings: access to the message confi  guration page

»  Network Settings: enables the name of the SMTP serv  er to be entered. See page

»  Export settings to file: Enables exportation ("Down load" button) and saving of card parameterisation i nformation.

»  Import settings from file: Enables selection of con figuration file ("Browse" button) and uploading ("U pload" button)
of card configuration information.

»  Security: The administrator has to click on Save an d enter his/her login/password to save any modifica tions. The
default
login and password are: MGEUPS
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.3.2 E-mail Message Settings

This page enables customisation of the content of t he messages received by recipients of e-mails sent by the card.
Customisation is common to the four recipients that can be notified (see E-mail notification ).

MGE

Network Management Card

Ups
¥ UPS Propetties Pulsar 1000 RT2U Computer Room
¥ UPS Cortrol
b Wizekly Schedule These settings are common for sl the recipiznts, which can be notified by E-mail.
b Shutdowen Parameters
Sender :

Leogs and Hotification |ups@domain.com
b Measurements

Ewent Log Subject :
b System Log

|r\-1r35 UPS SYSTEMS - =Event messages=
Ermail Motification

I¥ MGE UPS S¥STEMS

bl ™ UPS Hame
Metwiork
™ UPS Location
System
Motified Applications ¥ Evert meszage
Access Control
Time Message text :
Firtmweare Uplosd
Type here your owh Lext ;I
Environment
Statuz ;I
Settings
Log Save |
Sender

(59 characters maximum) identifies the source of th e message. The default value is  ups@domain.com .

This field is free. However, depending on the type of SMTP server configuration, it is possible thatt  he server
checks that the domain name contained in the Sender address exists, and even that the user in the Send  er address
belongs to this domain.

Subject

enables the user to specify the subject of the e-ma il to be sent. By entering some free text and selec  ting from
several optional fields, if desired, the message su  bject is built:

- UPS name recalls the name of the UPS; it may or m  ay not be selected.

- UPS location recalls the geographic location oft ~ he UPS (see System Settings); it may or may not be  selected.

- Event message identifies the event generating the e-mail; it may or may not be selected.

Message text is a free zone.
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The body of the e-mail sent is composed of:

- Message text, which is free text.

- The date and time of the event, as saved inthe | og.

- URL of the card, enabling a direct link with the card to be established.

- Attachments, as configured for the e-mail recipie  nts .- duplication of the subject, as configured.

ups@domain.com A |essai@moeups . com
07I0Bf2007 13:56 co

CoC

Objet |MGE UPS SYSTEMS - Test meszage

HGE UPS ITITEMZ - Test message
Date : Z007/08/07 Time : 13:58:57
UBRL : http:/7172.17.18.129

Type here your own text LoglpsMesurecey
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4.4 Configuration

The parameters of this menu can only be modified af

proposed automatically:

s

| Connect to 17217131150

The server 172.17.131. 150 at MGEUPS : requires a username
and password,

\Warning: This server is requesting that your username and
password be sentin an insecure manner (basic authentication
without a secure connection),

User nams: ﬁ MGELPS -
Password: T
[ Remember my password

ter entering the "Login" and "Password". The follow

MGE Office

ing screen is

Lo JI

Cancel

The default login and password are: MGEUPS

Each field accepts up to 10 characters max.
After the login and password are entered, they rema

If the browser is closed, they will have to be re-e

An error in either field results in systematic reje
three unsuccessful attempts, the browser must be re
These two fields do not travel "decoded"” on the IT

total confidentiality.

In the event of password loss , the user can return to the default values via the

ENERGIZE YOUR ENTERPRISE
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ction of the requested action (save, page access, ¢

in active for 5 minutes.

ntered.

booted.
network. They are encrypted with an MD5 type algori

maintenance menu.
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4.4.1 Network settings

Click on "Network" in the menu.

This menu enables the administrator to configure th e network parameters of the card and authorisation of the remote

upgrade of the embedded system.

MG E

Network Management Card

Ups
b UPS Properties Pulsar 1000 RT2U Computer Room
v RS Control
b Weekly Schedule

IP address |1?2.1?.1 31108
¥ Shutdoven Parameters
Subnet Mask |255.255 2550

Logs and Notification
} Messurements Gateway Address |1 F2171314
} ‘Brentlng Hostname ; Iups2?
¥ System Log
¥ Email Motification Dotmain MName ; Iups.domain.com

Settings BiootP/DHCE |Enabled VI
b Network Firmsaeare Lpload |Enabled 'I
b System
V Notified Applications Primary DMNS Server |1?2.‘1?.1?.94
LY Control

Chess Lonim Secondary DNS Server | [rrza7 13120
Time

b Firmyvare Uplogad SMTF Server (for Email Notification) : Ismtpserver

Environment

Vo Status Save modified settings © Save |

b Seftings
b Log

Export zettings to file : Dowvynlosd |

Impiort settings from file

| Parcourir. . | Upload

» IP Address: The IP address of the card (e.g.: 172.1 7.22.252).

»  Subnet Mask: The mask of the sub-network of your ne  twork (e.g.: 255.255.255.0).

» Gateway Address: Indicate the IP address of the gat  eway to access the stations located outside the car  d’s subnet
(e.g.: 172.17.17.1).

» Hostname must be suited to the card. Thisisthe fi  rst part of the fully qualified domain name, used b y the DNS.
As the card does not support NetBIOS protocol, the hostname will only be sent to DNS if the DHCP serve  r sends it
the hostname with the new IP address. This mechanis  m is described in the update of the DNS protocol RF ___C 2136

»  Domain Name is the domain to which the card belongs . This is the part of the fully qualified domain na  me that
follows the hostname and is used by the DNS. The de  fault value of the two parameters comprising the fu Iy
qualified domain name: ups.domain.com

»  BOOTP/DHCP: Authorises (choose "Enabled”) configura  tion of network parameters with your BootP/DHCP ser  ver
when the card is booted.

Mode of card operation with server: After each star  tup, the card makes 5 attempts to recover the netwo  rk

ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA Page 48/120

Download from Www.Somanuals.com. All Manuals Search And Download.



MGE

parameters. If no response is received from the ser  ver, the card boots with the last saved parameters from the
previous start. These parameters are those shown on the page.
The default value for this parameter is "Enable"
Note 1:
If the hostname is not used, the IP address supplie  d by the DHCP server must be fixed to maintain conn  ection with the
clients installed on the stations to be protected.
Note 2:
During the first connection, if the DHCP queryisn ot successful, the NMC starts with the following IP configuration:
IP address:172.17.16.16
Subnet mask: 255.255.255.0
Gateway Address: 0.0.0.0

»  Firmware Upload: Authorise (chose "Enabled") remote updating of the card's embedded software.
The default value for this parameter is "Enabled".

»  Primary DNS Server: contains the IP address of the ~ main DNS server ensuring conversion of the domainn  ame to IP
address.

»  Secondary DNS Server: contains the IP address of th e secondary DNS server ensuring conversion of thed  omain
name to IP address if the primary DNS server is not available.

»  SMTP Server: contains the name or IP address of the  local server with which the card connects to send e-mails.
It may be filled in either as host + domain name (D NS resolution), or directly with the IP address.

The default value is smtpserver. The card uses the  standard port (25) for sending e-mails.

Export settings to file: Enables exportation ("Down load" button) and saving of card configuration info rmation.
Import settings from file: Enables selection of a ¢ onfiguration file ("Browse" button) and uploading ( "Upload"

button) of card configuration information.

Important note:
The card must be rebooted after any changes to thes e parameters.. See "System" page

Security: The administrator has to click on Save an d enter his/her login/password to save any modifica tions.
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4.2 System

Click on " System " in the menu.

This menu enables the customisation of the informat ion on the UPS properties pages.

MGCE

Network Management Card

UPs
UPS Propeties Pulsar 1000 RT2U Computer Room
UPS Contral
‘Weekly Schedule
UPS Cortact : IComputer Foom Manager
Shutdown Parameters
UPS Location : IComputer Room
Logs and Hotification
Defautt Language | Enlizh vl
Measuremants ch 2
Event Log Histaory log interval (sec): IBD
System Log
Etnail Motification Ervironment log interyal (sec): ISDD
Settings
Network Save modified settings Save |
System

Matified Applications:

Access Cortrol Export seftings to file : Dovwnload |

Time

Firtreavare Uplosd X §
Import seftings fram file

Environment | Parcourir... Upload
Status
Settings .
Loy Reset Communication I

v Keep TCPAP parameters Factory Reset I

UPS Contact: This text field is limited to 49 chara  cters. Enter the name of the person responsible for UPS
administration at IT network level and/or electrica | maintenance. This field does not appear on any ot her Web page.
By default, its value is "Computer Room Manager".

UPS Location: Enter a description (limited to 49 ch  aracters) of the location of the UPS in your instal  lation (e.g.
Computer room E1-C066). This text is displayed int  he home page. By default, its value is "Computer Ro  om".
Default Language: Enables initialisation of the bro ~ wser language at card connection.

Choice of one of the available languages: English, French, German, Spanish, Italian changes the langua  ge of the
html interface pages (reboot the browser after modi  fication).

History log interval: [from 5 to 99999 sec., 60 by  default]. Measurement save period.

Environment log interval: [from 60 to 99999 sec., 3 00 by default]. Temperature and humidity measuremen  t save
period. Reset Communication button: performs a remo te reboot of the card without modifying the configu ration.
This action is compulsory for consideration of any changes made on the "Network Settings" page. Securi ty of this

operation is ensured by requesting Login and Passwo rd.
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» Factory Reset button: enables restoration of the de  fault configuration of all the card’'s parameters. T CP/IP
parameters: IP address, subnet mask, gateway and Bo  otP/DHCP value are maintained if the "Keep TCP/IP
parameters" option is selected. Security of this op eration is ensured by requesting Login and Password . The
default login and password are: MGEUPS

»  Export settings to file: Enables exportation ("Down load" button) and saving of card configuration info rmation.

»  Import settings from file: Enables selection of a ¢ onfiguration file (“"Browse" button) and uploading ( "Upload"

button) of card configuration information.
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4.4.3 Notified Applications

Click on " Notified Applications " in the menu.

Security: The administrator has to enter his/her lo gin/password in order to view this information.
This menu enables:

»  The addition of the supervision stations receiving traps and configuration of the trap type.
» To list all the Notified Applications and the main parameters.
» To test the operation of notified applications

» by simulating power loss

» by sending a real shutdown sequence.

MGCE

Network Management Card

URsS ’

¥ UPE Properties
¥ UPS Control

Pulsar 1000 RT2U

Computer Room

Al Hostname or Shutdown Shutdown

b eskly Schedule IP Address Application Hame Output Configuration Hitrafiontseey SRfiertmin Connected
¥ Shutdown Parameters
17T WHFRAPCMGED4240 Shutdoven Module %310 Master CEMTRALIZED 120 Yes
Logs and Hotification [T 2  WHFRAPCMGEO396L Shutdown Module Y310 Master  CENTRSLIZED 120
¥ Measurements
¥ Event Log
System Log

Select the applications to be removed.

Remove |

Uilityr failure Test

¥ Email Motification

Select the applications to be tested. Shutddvn Test

Settings
b hetweork
st Select the Network-Management-System to be modified. ety BE: Aclel MM I
b System

b hotified Applications
b Access Control
b Time

b Firmwvare Upload

Environment
b Status
b Seftings
b Log

Up to 100 destinations can be managed by the card :

35 in TCP connected mode or

100 in UDP not connected mode or

mixed mode: 20 connected and 50 not connected.

Important note: It is not necessary to add the Netw  ork Shutdown Modules protecting your servers in thi s list. These
modules subscribe and unsubscribe themselves automa tically.
Select an entry in the list to modify the values in the edit zone at the bottom of the page. The table  displays the

following information:

»  The All button: Allows the following information to be displayed .

» Nr is the index where the application is stored int o the table.

» Hostname or Address IP: By priority, the hostname o be

f the computer is displayed when the IP address can

converted into a hostname by a DNS server or if the application has been entered as a hostname.
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»  Output: number of the UPS output from which the cli ent is powered.
»  Configuration: shows where the parameters of the Ne  twork Shutdown Module come from: Local (coming from the
application) or Central (coming from the card).

The Central shutdown configuration _is available by clicking on the Configuration link

»  Shutdown duration: the shutdown duration necessary to properly shutdown the computer.
»  Shutdown after: the time available to the user from the power failure until the launch of the shutoff sequence of the

UPS and equipment This parameter is optional.
Many actions are available on this page:

» Remove: Depending on the kind of application, the s  elected ones will definitively disappear from the t able as SNMP
applications, or they will disappear and automatica lly re-subscribe as Network Shutdown Module applica tions.

»  Utility failure Test: Two alarms, 'Utility failure' and 'Utility restored' spaced 60 seconds apart, wi |l be sent to the
applications selected, making sure that the applica  tions can be reached over the network.

»  Shutdown Test: This test simulates a UPS on battery operation. It enables an easy check to see ifthe  server
protection works correctly.
- No intervention on the UPS is required.

- The applications selected will process the simult aneous alarms and perform an actual shutdown sequen ce.

WARNING!

- This test will generate a REAL shutdown sequence of the selected servers on which the Network Shutdo ~ wn Module
application is running.

» Add NMS: allows an SNMP trap receiver to be added s  uch as a Network Management System.

»  Modify NMS: allows an SNMP trap receiver to be modi  fied.

Both buttons open a new window where it is possible to enter the Application name, the Hostname or IP Address, the

Trap community and the severity.

MGE

Network Management Card

UPs

¥ UPS Properties Pulgar 1000 RT2U

¥ UPS Control

FWeekly Schedule T 5

¥ Shutdown Parameters
Application Mame : |HP v

Logs and Hotification Hostname or [P address ; IPCname damain.com
Protacol : ShiP 371

¥ Measurements
¥ EventLog

¥ System Loy Trap Community : ipublic
¥ Email Motification Severity |1 - \Warning 'I

Settings Save |

b Metweark

¥ System

b Maotified Applications
¥ Access Control

b Time

¥ Firmwware Upload

The default severity value is 1 — Warning
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4.4.4 Central shutdown configuration

Click on "Notified Applications" in the menu, then

M G E

"Configuration”.

Network Management Card

UPs

b UPE Properties
¥ UPS Cortrol
boysekly Scheduls

Pulsar 1004 RT2U

Thiz configurstion will be used by the Metwoaork-Shutdown-Modules, on next connection.

¥ Shutdown Parameters Shivtgown; Raramaters

Shutdown

Logs and Notification - duration :

Shutdown [ .
atter: I\;D min

¥ Measurements
b Ewent Log

b Systemn Log
¥ Email Motification

Broadcast

¥ Administrators

Settings ¥ Users
¥ Metweork
b System Save |

¥ Motified Applications
¥ Access Control

o Time

¥ Firmwware Upload

This page is used to define either the "shutdown" o r the "notification" settings used by the Network S
Modules that connect to Network Management Card. Th
they are in central-configuration mode or if their configuration is not valid.
»  Shutdown duration: the shutdown duration necessary to properly shutdown the computer.
»  Shutdown after: the time available to the user from

UPS and equipment. This parameter is optional. Unch
» Broadcast : Sends network notifications to the Admi

hosting the NSM

If you wish to set up a new configuration for the N
mode", proceed as indicated below:

»  Change the Network Shutdown Module parameters in th
»  Click the "Save" button.

e "Notified Applications" page.

» In this page, select the NSMs for which you want to apply the new configuration.
»  Press the "Remove" button.

» The NSMs selected will disconnect then reconnect an  d use the new configuration.
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4.45 Access control

Click on " Access Control " in the menu.

To access this page, the login and password are sys  tematically requested if they have not already been entered.
This menu enables configuration of the different pa rameters enabling secure access to the card viaab  rowser or
SNMP.

MGE

Network Management Card

ups ’
¥ UPS Properties
¥ UPS Cortrol
b Wieekly Schedule

Pulsar 1000 RT2U

Computer Room

Erter Mew Manager Login |MGEUPS
¥ Shutdown Parameters
Erter Meww Pazsword : I“““
Logs and Notification
b\ Measurements Confirm Mew Password : |“““
¥ Event Log Current Community Read-Only is : public
b System Log
b Email Motification Change Community Resd-Cnly Ipubllc
Security mocde : % athertication for configuration
Settings
b i " Full authertication
System " =51 and full suthertication
¥ Motified Applications
Access Control
b Time Save modified settings Save |

Firmweare Uplosd

Environment
b Status
b Seftings
b Log
» Login: This text field is limited to 10 characters - Enables secure access and modification of pages. Default value
"MGEUPS"
»  Change / Confirm password: This text field is limit ed to 10 characters - Enables secure access to Conf iguration
menu pages. Default value "MGEUPS"
»  Current Community Read name: Indicates the SNMP com  munity name used for read operations
»  Change Community Read-Only: This text field is limi  ted to 49 characters - Enables the SNMP communityn  ame
used for read operations to be changed
»  Security mode: manages the various authentication m ethods for page access
»  Authentication for configuration: Only the configur ation pages are protected by login / password
»  Full authentication: All pages are protected by log in / password

»  SSL and full authentication: All pages are protecte  d by login / password and are only accessible in SS L
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» SSL Access: When selected, access to the Web interf  ace is made in secure mode (https).
Connections with Network Shutdown Modules stay in s tandard mode (secure TCP)

SSL Security Implementation:

SSL =version 3.0

TLS =»version 1.0

Method 9 TLS_RSA WITH_512_MD5
Auth =2 RSA

Key Exchange = RSA

Encryption = RC4_512

Digest = MD5

Changes take effect after a card reboot
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4.4.6 Date and time

Click on " Date and Time " in the menu.

This menu enables initialisation of the date and ti me of the card in three different ways.
The date format is always of year/month/day type

MGE

Network Management Card

ups !
¥ UPS Properties Pulsar 1000 RT2U Computer Room
¥ UPS Cortrol
Current date and time
b Wieekly Schedule
¥ Shutdown Parameters Diate vy mimiclol): 20080221
Time (hk:mm:ss): 16:27:22
Logs and Notification
¥ Measurements
Setting time
¥ Event Log
b System Log gt manually

¥ Email hotification

Drate (yyyydmmicded): I2DDS.I'D2.I‘21
Settings Time (hi:mim:s5): figzrz2

b Metwork

¥ System

¥ Motified Applications % Accept automatic update fram MSM ar EPM
¥ Access Control

P Time

¥ Firmware Upload 13 Synchronize with MTP server

- Hostrame : Intpserver
Environment

b Status Time-Zone I(GMT) Greenvvich Mean TIME : Dublin, Lishon, London ;I
b Seftings

bV Log O European Daylight Savings Time

Save modified settings Save |

»  Set manually: Enables initialisation of the date an  d time of the card, with the values entered in the Date and Time
fields. This update is made after clicking on the " Save" button .

Maximum drift is +/- 2 min./month
»  Accept automatic update from NSM or EPM: Enables in itialisation of the date and time of the card, with the values

provide by the Network Shutdown Modules or the Ente rprise Power Management.
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»  Synchronize with NTP server: Enables connection wit  h a time server, either available on the company’s internal
network or on the Web. This server communicates GMT time. The IP address or hostname of the time serve  r must
be entered, and the time zone of your geographic ar ~ ea must then be selected from the list. Connection is made with
the server and the date and time are set after clic ~ king on the "Save" button. Time is updated every fi ve hours, thus
preventing any drift in the time. After two attempt s, if the NTP server is not accessible, the card sh  ifts to manual
mode.

The card uses the NTP protocol (UDP 123 port). The  “firewall" must be set to transmit queries outside the intranet.
No error message is generated if the time server co  ntact fails.

Note 1:

The even the card is used in a UPS supporting time- ~ stamping, the card's time is automatically synchron ized with that
of the UPS.

Note 2:

After start-up, if the card is in manual mode or if no NTP server was reached, the card initializesat ~ 01/01/1970
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4.4.7 Firmware upload

Click on " Firmware Upload " in the menu.

This menu enables a new firmware version to be uplo  aded

MGE

Network Management Card

¥ UPS Properties Pulsar 1000 RT2U Computer Room
¥ UPS Cortrol

Firmware to Upload :
b Wizekly Schedule

' Shutdown Parameters I Parcourr... | Upload |

Logs and Hotification WARNING: This action takes a few minutes.

b Measurements Don’t click on any button or item during this operation.
¥ Ewent Log

b System Log

¥ Email Motification

To upload a new version of the card's firmware, sel  ect the file to be loaded using the "Browse..." butto n and click
Upload.
Do not interrupt the operation before the card disp lays the following screen:

MGE

Neitwork Management Card

¥ UPS Propetties Pulsar 1000 RT2U Computer Room
! UPS Control Firmware to Upload :
FoWeekly Schedule
¥ Shutdowwn Parameters I Parcouri... Upload
Logs and Hotification WARNING: This action takes a few minutes,
b Measurements Don't click on any button or item during this operation.
¥ Event Log
b System Log . - .
T SUCCESS : Fimware was successfully written in FLASH.
L] . . - .
Email Metification Restart in progress. Wait a few minutes and click on Refresh button.
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4.5 Environment Sensor (option)

The environment sensor (66846) is an option that en  ables temperature and humidity to be measured, and indication of
the position of two external contacts. It is connec ted with a standard network cable to the Card Setti  ngs port of the
Network Management Card.

The card automatically detects sensor presence. The main menu then displays an additional section "Env ironment"
with the following elements:

»  Status

»  Configuration

» Log

Important note: To switch the serial port to the co nfiguration mode, just disconnect the cable and reset the card .

45.1 Characteristics

»  Temperature measurement from 0 to 70 € with +/- 1°  C accuracy

»  Measurement of humidity from 0 to 100% with +/- 6%  accuracy

»  Min/ max time-stamped function for temperature and humidity

»  Choice of temperature readings in Celsius or Fahren  heit

» High and low thresholds, hysteresis and offset adju stable via Web interface

»  Possibility of notification of status changes by e- mail, SMS or SNMP trap

»  Position detection of 2 dry contacts (maximum senso r/contact distance: 20 m)

» Name and status of each configurable contact

» Recording of events and measurements inthecardlo g

»  Possibility of shutting down the installation safel y if one of the thresholds is exceeded or dry conta  ct status
change

»  Connection to the Network Management Card by CAT5 s traight RJ45 network cables (maximum card/sensor
distance: 20m)
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4.5.2 Environment Status

MGE

Network Management Card

UPSsS
¥ UPS Properties Pulsar 1000 RT2U Computer Room
b UPS Control Temperature
b Weekly Schedule
0 229°C f0°C

¥ Shutdown Parameters

ENEN NERERERER

Logs and Hotification )
Min: 21.2 recorded on 20080219 16:25:39

¥ Measurements
Ewent Log

' System Log Reset Minfa | Calibrate | Configure threshalds on
Environmert Settings

Email Matification

Meec: 23.0 recorded on 200802521 16:32:32

Settings Humidity

b Metwork 0 286 % 100 %
b System

b Motified Applications H | | | i | | | | | | | | | | | &
b Access Cortrol in: 25.0 % recorded on 20080219 16:25:39

¥ e Mex: 20.8 % recorded on 2008/02/21 15:34:35

¥ Firmwvare Upload
- " Configure thresholds on
Reset Minhdax | Calibrate | Erwironment Settings

Environment

b Status

b Seftings iUkt

' Log 1570001401 00:00:00 Input #1 open
Input 72
197000101 00:00:00 Input #2 open

For both measurements, a graduated gauge proposest  he following functions:

The cursor indicates the current value.

Two red zones to the left and right represent the h  igh and low thresholds that can be set on the Envir onment Settings
page.

When the measured value enters one of these zones,  an alarm can be notified (see Notification paramete  rin the
Environment Settings page).

Time-stamped minimum and maximum temperatures show the extreme values recorded since the last Reset Mi  n/Max,
a thin dotted line shows their positions on the gau ge.

Min and Max can be forced at any time to the curren  t value by clicking on the Reset Min/Max button.

Calibrate: The sensor is factory-calibrated, butth e user can apply an offset to adjust the measuremen  t.

Input #1 and Input #2 show the position of the two contacts acquired by the sensor.

The position is displayed with the parameters enter  ed in the Environment Settings page.

The last status change of each contact is time-stam  ped.

The Internet browser updates this page every 10 sec  onds
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4.5.3 Environment Settings

M G E

Network Management Card

ups
b UPS Properties Pulsar 1000 RT2U Computer Room
¥ UPS Control
b Wisekly Schedule
¥ Shutdown Parameters Sensor name: Ervironment sensar Hotification System Shutdown
Temperature High threshold: I4D i ||
Logs and Notification
b Measurements [-c=] Loy threshold: Is [ I
¥ Ewvent Log
' System Log Hysteresis: |2
¥ Email Matificati
MRl Humidity High threshald: S O
Settings Lo threshold: IS % [
b Metwaork
b System Hysteresis: IS %,
¥ Motified Applications
¥ tccess Control
Time Input #1: |Input #1 Iclosed when clozed =] (17]
¥ Firmeweare Upload
P IUDEH wehen open 2 i
Environment Input £2: Jnput #2 |elosed whien closed O i1
b Status
iopen wehen open C 7]
b Seftings
! Loy V¥ Show advanced parameters

Save modified settings Save |
Export seftings to file : Dowvrlosd |

Import settings from file ©

| Parcourir... | Uplozcd |

The environment sensor measures temperature, humidi ty and gives the status of the 2 contacts (used for door, alarms
or generator unit).

The temperature and humidity thresholds can be adju sted and can trigger notification and correct shutd own of the
protected system.

The Sensor name is the function name given tothe s ensor, usually it enables location of the sensor.

Temperature: Choose the temperature unit (C or F) from the selection box.

High threshold: if this value is exceeded, a notifi cation if enabled. The default value is 40 T/ 104  F.

Low threshold: If this value is exceeded, a notific  ation if enabled. The default value is 5 T /41 ¥

Hysteresis must be set to prevent multiple notifica tions if temperature fluctuates around a threshold.
The default value is 2 T /-3.6 F.
The high alarm disappears when the value drops belo  w the High threshold - Hysteresis value

The low alarm disappears when the value returns abo  ve the Low threshold + Hysteresis value

Humidity
High threshold: If this value is exceeded, a notifi ~ cation is sent if this is validated. The defaultva  lue is 90%.

Low threshold: If this value is exceeded, a notific ation is sent if this is validated. The default val ue is 5%.
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Hysteresis must be set to prevent multiple notifica tions if humidity fluctuates around a threshold. Th e default value is
5%.
The high alarm disappears when the value drops belo  w the High threshold - Hysteresis value

The low alarm disappears when the value returns abo  ve the Low threshold + Hysteresis value

Input #1 and Input #2: Enter an identifier correspo  nding to the acquired contact (e.g.: rack door, air conditioning,
generator unit, etc.). Max. length is 28 characters

when closed and when open: are the names associated to the two contact positions. (e.g.: "open" and "c losed" for a
door, "On" and "Off" for a generator).

Each status change triggers a notification if enabl ed.

When the Notification box is enabled, the following functions are activated for each event selected:

» display in the list of current alarms

» Consideration in the UPS log
»  SNMP trap generation
» notification by e-mail (if the Environment sensor n otification option is enabled in the  e-mail notification _ page)

The list of messages is given in the  appendix

System shutdown can be triggered for each notificat ion if this option is enabled. If notification is d isabled, the

Shutdown option cannot be used.

Export settings to file: Enables exportation ("Down load" button) and saving of card configuration info rmation.
Import settings from file: Enables selection of a ¢ onfiguration file ("Browse" button) and uploading ( "Upload" button)

of card configuration information.

Security: The user must be identified to access thi S page.
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45.4 Log

MGE

Network Management Card

UPS ’

¥ UPE Properties Pulsar 1000 RT2U Computer Room

¥ UPE Control
Save Log | Clear Log |
b Weekly Schedule

¥ Shutdown Parameters

Date Time Temperature {°C) Humidity {%:)
Logs and Hotification
! 200EM2/21 170042 224 a7
¥ Messuremernts
200EM02/21 17:04:34 228 285
¥ EwentLog
' System Log 200EM02/21 165025 228 286
¢ Email Motification 200EM02/21 16:54:17 228 285
200EM2/21 164008 230 285
Settings
200EM2/21 164350 230 285
b Metweork
b+ System 200EM02/21 163851 230 286
b Motified Applications 200EM2/21 163344 230 285
b Access Control
200EM2/21 16:28:34 230 285
b Time
b Firmare Lpload 200EM02/21 162325 230 285
200EM02/21 161300 230 285
Environment 200802421 16:07:51 230 267
| Stat
o 200802 4 228 258
b Setting=s
b L 200EM2/21 15:57:34 228 284
Rt |
200EM02/21 15:52:25 225 284

The two environment sensor measurements: Temperatur e and Humidity are recorded at an interval defined by the
Environment log interval in the ~ System settings  page.

By default, this period is 300 seconds.

Each measurement is dated and stored in the log of the UPS’s communication card.

The size of log files is limited by a time indexing system.

The user can Save the log on his/her workstation at any time, in a CSV format file.

The user can also Clear the files contained in the card to reset the log.
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5 Server protection

5.1 Set-up of the shutdown parameters

The Network Shutdown Module, on protected server bo  ot, subscribes itself automatically to notified applications _ list

and sends its essential data:

» IP Address or hostname of the server on which it is installed: So that the card can inform it of power events.
»  Time required to shutdown the server (Shutdown Dura tion, configurable in the "Set-up" menu of each NSM  ): The
card takes into account the longest shutdown time o f all the Network Shutdown Modules subscribed (This is the

Shutdown duration of the  Shutdown parameters ) page to manage UPS shutdowns without affectingan vy of

Shutdown Modules connected.
During normal operation, the Network Shutdown Modul e periodically checks its connection with the card.
In case of a major power event, the card sends info  rmation to the Network Shutdown Module which reacts according to

the situation. (shutdown order, programmed actions, messages to the administrator and to users via the network)

When the server shuts down, the Network Shutdown Mo dule unsubscribes itself from the notified applications

5.1.1 Shutdown criteria managed by the Network Mana  gement Card

During an extended power failure, three criteria ma  y cause the server shutdown procedure to be initiat ed. If several

criteria are selected, (See page Shutdown parameters ), the first criterion encountered will launch the shutdown

procedure.
At the end of the shutdown procedure, when all serv  ers have been shut down, the UPS may shut downtoa  void

unnecessary discharge of its batteries, depending o n its configuration.
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Utility failure Start of the shutdown sequence UPS Shut off

Shutdown after :

Battery H
capacity ’.
Delay before :

shutdown :

100% P

| Remaining autonomy |

>

[ If remaining time under ]

«

Shutdown if
remainig
capacity under

Shutdown duration ]

[ Card parameters ] | UPS parameters

5.1.1.1 Backup time before initiating the shutdown procedure
(Shutdown After — Shutdown Timer)

When the UPS switches to battery, the Network Manag  ement Card starts the Shutdown Timer countdown and launches
the system shutdown procedure at the end of the cou ntdown.

This value must be chosen so that users have timet o complete their tasks and disconnect, without exce eding battery
backup time.

Note 1:

The Network Shutdown Module can also manage its own Shutdown Timer (configurable in the Shutdown Modul e'"set-
up" menu of each Network Shutdown Module) launched when the UPS switches to battery.

Note that if this criterion is selected to initiate system shutdown, automatic system reboot when powe ris restored is

not guaranteed (e.g. power restoration if only this system was shut down).

5.1.1.2 Initiating the shutdown procedure when the battery level is lower than:

(If Capacity under)

When the card detects that the remaining backup tim e percentage is less than the configured level, the shutdown
sequence is started.
By default, this value is set at 20%.

Note:

The UPS already manages an equivalent parameter for ~ the end of backup pre-alarm.
The card does not accept values less than that prog  rammed in the UPS.

Check the UPS documentation.
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5.1.1.3 Shutdown when backup time is less than

When the Network Management Card detects thatthe p  ercentage of backup time remaining is less than the
the shutdown sequence is started.

5.1.1.4 Shutdown duration

Duration (in seconds) required for the system prote cted by the Shutdown Modules to shut down.

The Network Shutdown Modules transmit their own "Sh utdown duration" to the Network Management Card.

Based on these values (maximum Shutdown duration of all subscribed customer systems) that the card wil
the delayed shutdown order to the UPS.
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5.1.2 Controlled outlets

Certain UPS models are equipped with controlled out  lets (generally 2) which are always dependantonth e UPS's main
outlet.

Shutdown of the main outlet systematically causes s hutdown of the programmable outlets.

The following notations are used to identify these outlets:

»  Main outlet: Main
»  Controlled outlet 1 1
»  Controlled outlet 2 2
Start shutdown Start shutdown main
Utility failure outlet 1 output Utility restore

Utility J Y Y E

I-ﬁ

Shutdown duration

main output
Outlet 1
1]
Shutdown
durati tlet .
ura Iof outle Shutdown duration 1.
NSM 1 on main g
output B T 0
Shutdown
duration g' 3
NSM 2 on outlet 1
Shutdown after: Shutdown duration 3
N
NSM 3 on main Lt

output Y e

5.1.3 Protection of a server connected to a control led outlet

Network Shutdown Modules (NSM) starting with versio n 3.0 are compatible with the controlled outlets.
After connecting the server electrically to one of the controlled outlets, the NSM must be informed of the outlet number
to which it is connected.

Refer to the documentation of the NSM available on the internet site  www.mgeops.com _ section “ Downloads — Software

Download .

5.1.3.1 Load shedding or sequential shutdown

It is possible to optimise backup time by shutting down non-priority equipment or sequencing the shutd own of several
devices.

Two shutdown criteria are possible:

»  Shutdown of outlets after a set battery back-up tim e (After)

»  Shutdown of outlets at a given battery discharge le vel (if battery capacity under)

It is possible to specify values for both criteria. The first criterion reached will initiate server s hutdown.
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5.1.3.2 Sequential startup

It is possible to delay outlet power-on to reduce i nrush currents on startup or to sequence the startu p of several
devices.

Controlled outlet startup after a given time isbas  ed on startup of the main outlet.

5.2 The different server and UPS shutdown sequences

5.2.1 Extended power outage, shutdown initiated by the Shutdown Timer
(Shutdown after)

During battery backup time, the Shutdown Timer oft ~ he Network Management Card is reached: After a user  -defined

backup time period (Shutdown parameters page), the shutdown of all servers is initiated, f ~ ollowed by the UPS

shutdown (depending on its configuration). The UPS restarts when utility power is restored (depending on its

configuration)

Shutdown duration: Maximum value of shutdown times of the Network Shutdown Modules subscribed to the ¢ ard. This

value is updated each time a client subscribes/ uns  ubscribes.

Start shutdown Start shutdown main
Uitilty failure output 1 output Utility restore

- - >
Shutdown duration
; Shutdown:after : main output

NSM 1 on main :
output — /.

i

Shutdown after 1 :

Output 1

!

Shutdown
i duration output 1

NSM 2 on output 1

!

5.2.2 Extended power outage, shutdown initiated by the "Low battery power"

message

When the "Low battery power" criterion is displayed , the UPS is shut off after taking into account the shutdown

duration of the servers.

"Low battery power": The message appears if either of the two following criteria is checked:
- Low Battery Level

- Low Battery Delay
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Start shutdown Start shutdown main
Utility failure output 1 output Utility restore

Utility

Shutdown duration

Battery capacity
ungler :

NSM 1 on main ;
output I T 7

Shutdown
duration output;

]

Battery capacity
under : (output 1)

MR ...

[

5.2.3 Case of power restoration before the end oft  he "shutdown duration”

counter

If power is restored before the end of the Shutdown Duration, the UPS is shut off after the Shutdown D
time equal to the forced reboot delay (10 seconds)

. i Start shutdown Start shutdown main B
Urility failure output 1 output Utility restore
Y. _
Utility
Shutdown
duration Forced Reboot

Main output

|

Battery capacity under

NSM 1 on main :
output e |

Shutdown
duration output 1

Battery capacit
under : (output %)

O
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5.3 Shutdown management with 2 NMC boards

Certain UPS can have 2 NMC boards in order to:
» Increase the number of protected servers,
»  Protect 2 groups of server connected to different n etworks physically separated.

5.3.1 Shutdown Duration

As described in the 5.1.1.4 paragraph, The Network  Shutdown Modules transmit their own "Shutdown durat ion" to the
Network Management Card. Based on these values (max  imum Shutdown duration of all subscribed customer s ystems)
that the card will send to the delayed shutdown ord er to the UPS.

If the UPS have two NMC cards, the maximum shutdown  duration of the two groups of protected systems wi Il be used

for the delayed shutdown order.

Example: If the subscribed customers of the first N MC card have a maximum Shutdown duration of 60s and the ones

of the second NMC card of 120s, the servers shutdow  n will be launched 120s before the UPS shutoff..

5.3.2 Settings

Set-up shutdown parameters to the same values onth e 2 cards is highly recommended (for the main outpu  tand the
controlled outlets).
If the settings are not the same, the first criteri  a reached on one the 2 cards will launch the secure shutdown of all

servers

Please, note that in any case the shutdown of the p  rotected servers will be executed safely.
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6 Configuration via RS232

»  Use the cord supplied with the card.

DB9/RJ45 cable (1,8 m max)

2 LA i 3
_ il i
& Sl e
female DB9 male RJ45 frame Hframe
connector connector R = =
female DB9 11 shielded male RJ45

connector cable connector

»  Connect the card to a computer equipped with a hype  rterminal type emulator. The serial link must be se  t at 9600
baud, 8 bits, no parity, 1 stop bit, and without fl ow control.

»  Check that UPS power is on.

» Enter the MGEUPS or mgeups password (non modifiable ).

» The menu is in English only.

MGE UPS SYSTEMS
NETWORK MANAGEMENT CARD

: Reset

: Network configuration

: Set Login Password to Default
: Return to Default Configuration
: Exit

o b W N P
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6.1 Choice 1: Restart / Reset

Use this function to restart the card; two choices are possible
1: Hardware Reset: Equivalent to a restart of the  electrical power supply.

2 : Restart application: Restarts only the applicat  ion part.

Reset

1: Hardware Reset
2 : Restart application
0: Exit

6.2 Choice 2: Network Configuration

Use this function to access network settings.

Network settings

: Read Network settings

: Modify Network settings
: Set Ethernet speed

: Exit

o W N B

6.2.1 Choice 1: Read Network settings

Enables reading of the card's routine settings

Network configuration :
MAC address : 00:06:23:00:1F:8F
Mode : Static IP
IP address : 172.17.18.129
Subnet mask : 255.255.248.0
Gateway : 172.17.17.1
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6.2.2 Choice 2: Modify Network settings

Enables the modification of network parameters

shown in braces, or you can enter a new value.

Should this target obtain IP settings from the netw ork?[N]
Static IP address [172.17.18.129]?

Subnet Mask IP address [255.255.248.0]?

Gateway address IP address [172.17.17.1]?

Wait during your new configuration is saved ...

Reset the card to take into account the new configu ration.

For each of the following questions, you can press <Return> to select the value

In DHCP mode, the card can receive the following pa rameters according to the DHCP server settings

» IP address

»  Subnet Mask

» Gateway address

»  Primary DNS server

» Secondary DNS server

The card must be restarted in order for the new parameters to be taken into a

6.2.3 Choice 3: Set Ethernet speed

Enables the modification of the network speed

ccount.

Set the Ethernet speed : [1 : Automatic, 2: 10 MBi ]
1

New Ethernet speed : Automatic

Wait during the new setting is saved ...

Reset the card to take into account the new configu ration.

The card must be restarted in order for the new parameters to be taken into a
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6.3 Choice 3: Lost password / Set Login Password to Default

In the even the login or password is lost, choice 3 enables the return to the default password:

MGE UPS SYSTEMS
NETWORK MANAGEMENT CARD

: Reset

: Network configuration

: Set Login Password to Default
: Return to Default Configuration
: Exit

o b W N BB

Wait during Login Password return to default ...

Wait for the confirmation message.

Login Password are succefully been set.

The card is now accessible via the Web with the pas  sword MGEUPS.

The card must be restarted in order for the new parameters to be taken intoa  ccount.
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6.4 Choice 4: Return to Default Configuration

Enables restoration of the  default configuration _ of all the card’s parameters

MGE UPS SYSTEMS
NETWORK MANAGEMENT CARD

: Reset

: Network configuration

: Set Login Password to Default
: Return to Default Configuration
: Exit

o b W N BB

Wait during configuration returns to default ...

Wait for the confirmation message.

Configuration has been set to default one.

You must Reset the card.

The card must be restarted in order for the new parameters to be taken intoa  ccount.
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7 Industrial Network Management Card (INMC option)

7.1 Presentation

7.1.1 Overview

T ; = Jbus/modbus port
MAC address ‘A

ETHERNET 10/100BT

£02100£29000

with the UPS
Catalogue number

Orange LED: 10/100M

activity

7.1.2 Functions

The Industrial Network Management Card (INMC) provi  des the same functions than the NMC card described
previous section of this document.

port

Service port (Settings/Sensor)
Orange LED: RS232 activity

Green LED: communication

Green LED: connection +

in the

The adding function consists to provide UPS (Uninte rruptible Power Supply) data (states and measures) to be senta

computer system.

The JBUS hexadecimal (MODBUS RTU) communication pro  tocol is used in slave mode. The system provides a

communication channel with an RS485 or RS232 interf  ace.

Note:
» 2 wires or 4 wires RS485 link are available.

Warning:
» RS232 and RS485 communication ports cannot be used together.

» JBUS/MODBUS communication is operational 2 minutes after the startup of the card.
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7.1.3 Technical characteristics

MGE

Functions Parameters Default values Rossible values
JBUS/MODBUS - Baud rate - 9600 bauds - 1200, 2400, 4800, 9600
communication - Parity - without parity - Without parity, even parity

- Slave number - Slave nr 1 - 1 to FF (hexadecimal)
RS232 link - Link connection in -Rxonpinl -Rxonpinl

transmit - Tx on pin 3 - Tx on pin 3

data (Tx) or receive data

(Rx)
RS485 link - Termination - No termination -\With or  without (2 or 4

wires)
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7.2 Installation

7.2.1 RS232 link configuration and connection

Set the SA2 switches like below:

WUTW O

The next figure shows the details of the connection in RS232 mode:
Pin number Function
JBUS/232/485 ETHERNET Settings/Sensor
e ————
TR
1 Received data (input)
OV T+ T-R+R- ACT 100M  UPS Data RS232
’ 66103 2 Not connected
3 Transmitted data (output)
4 Not connected
g : g g ? 5 Signal Ground
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7.2.2 RSA485 link configuration and connection

7.2.2.1 RS485 connection

La liaison EIA RS485, en 2 fils ou en 4 fils, doit

extrémités de cette ligne pour un fonctionnement co

étre polarisée en un point unique de la ligne et ad

Normally, the master of the network sets the polari

polarisation resistor.

The two ends of the line must be terminated. Allow

equipment at the end of the line is disconnected.

The next figure gives the detail of the RS485 conne

rrect A TRADUIRE

ty of the line. The INMC card is a slave equipment

for 1 or 2 terminators to avoid mismatching the lin

ctor and the internals drivers:

MGE

aptée aux deux

and don't have

e when any

| RS485

|  RD=(B) |4
| RD=(A) |2
| =B |3
| D= |
oV 1'5

Pin number Function
R-

1 R- : Receiver - (input)
R+

2 R+ : Receiver + (input)
T-

3 T- : Transmitter - (output)
T+

4 T+ : Transmitter + (output)
ov

5 oV

Important notes:

Use twisted pair cable (cable specification 0.3mm

The transmission range will increase if a cable wit

Use shielded cable in heavy industrial environments
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The settings of the RS485 link are made through the ~ SAL switches:

SA1 description:

: reserved

: reserved

: link termination between T- to R- (2 wires confi  guration) if set to ON
: connection T- to R- (2 wires configuration) ifs  etto ON

: connection T+ to R+ (2 wires configuration) if s etto ON

: reserved

: reserved

o N o a b~ W N P

. link termination between R+ and R- if set to ON
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7.2.2.2 RS485 link configuration for 2 wires connex  ion

Set the SA2 switches like below to set the RS485 mo  de:

MGE

Set the SA1 switches to select the two wires config  uration with no termination:

o L+
C2 L
3 <
[o)
4
[o)
5
(o)
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Set the SA1 switches to select the two wires config

OQ_I O_b ()(.AJ ON Q.

The next figure gives a typical bus structure in th

uration with termination:

MGE

L+
L—

e two wires configuration:

5V
Rp
polarity , / ”
|- ! |- ' L-
connection ! ! I ! ! ” N ! !
if end ' 1 3 e termination 1 3
of the line , ( l )
Ra | Ra I Ra
connection .),) ,I.l termination
ifend l / SA1-3 / / SA1-3
of the line Le Le L+
polarity / 2 4 I 2 4
Rp
oV
e — | e — |
transmit/receive transmit/receive transmit/receive
data data data
Master unit Card of an intermediate cubicle Card of an end-of-line cubicle
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7.2.2.3 RS485 link configuration for 4 wires connex  ion

Set the SA2 switches like below:

Set the SA1 switches to select the four wires confi  guration with no termination:

| R_

—— R +

W= L)
T

il

ED

= |

T+

ol
2
o—
3
o—t—T-
4
o_
5
o
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Set the SA1 switches to select the four wires confi

guration with termination:

T-

o
02——R+
3
o
4
o_
5
o

T+

UM OO

MGE

The next figure gives a typical bus structure in th e four wires configuration:
5V master slave slave
Rp transmitt receiver receiver
olarit ” ”
poarity T R R R
,’ .' 1 ,’ " termination 1
I |ra | |ra
” ” termination
ipolarlty J} % T+ ” R+ l §2 R+ ” R+ l %2
"""" I T I I
transmit data receive data receive data
5V
slave slave slave
receiver l/ transmitt ” transmitt
R- T- T- T-
connection if ” 3 ” 3
end of the line " 1
connection if ” ”
end of the line "" ,‘;
IL A T s
T ”' bt ”' bt
receive data transmit data transmit data
Master unit Card of an intermediate cubicle Card of an end-of-line cubicle
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7.2.3 Configuration of the JBUS/MODBUS communicatio  n parameters

Tone T
.

Connect the RS232 link

to a terminal

(Microsoft Hyper

»  Use the cord supplied with the card.

DB9/RJ45 cable (1,8 m max)

2 a’.\|| i 3
i 3 ]
& 0 -
ﬂ female DB9 male RJ45 frame — Lframe
= connectar connector R = =
female DB9 11 shielded male RJ45
connector cable connector

»  Connect the card to a computer equipped with a Hype  r terminal type emulator. The serial link must be s

baud, 8 bits, no parity, 1 stop bit, and with  out flow control.
»  Check that UPS power is on.
»  Enter the MGEUPS or mgeups password (not modifiable ).

ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA

Download from Www.Somanuals.com. All Manuals Search And Download.

et at 9600

Page 86/120



MGE

» The next menu appears:

MGE UPS SYSTEMS
NETWORK MANAGEMENT CARD

. Reset

: Network configuration

: Set Login Password to Default
: Return to Default Configuration
: Jbus configuration

: Sensor configuration

: Exit

o o 0o A W N P

» Type 5 and return to display the JBUS configuration menu.

» The next menu appears:

Jbus settings

: Display Jbus settings

: Modify Jbus settings

: Display Jbus diagnostics

: Reset Jbus diagnostics

: Return to Jbus Default Configuration
: Display Jbus frames

: Exit

o o g A W N P

7.2.3.1 Choice 1: Display Jbus settings

Enables reading of the card's Jbus settings

Jbus configuration :
Slave number : 7
Speed : 9600 bds
Data : 8 bits
stop bit: 1
Parity : None

7.2.3.2 Choice 2: Modify Jbus settings

Enables the modification of Jbus settings.
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Setting Jbus configuration :
Set Slave number : 0x7
Set the Baud Rate [1: 38400, 2: 19200, 3: 9600, 4: 4800, 5: 2400, 6: 1200] :3
Set data format [1: 8 bits, 2: 7 bits] :1
Set stop bit [1: 1 bits, 2: 2 bits] :1
Set Parity [1: None, 2: Even, 3: Odd] :1
Wait during the new setting is saved ...

TLS/ Slave JBUS initialized
The Jbus configuration is now updated.

7.2.3.3 Choice 3: Display Jbus diagnostics

Enables reading of the Jbus diagnostics.

Jbus diagnostics :
Cptl - Bus Message Count:0
Cpt2 - CRC Error Count :0
Cpt3 - Slave Exception Error Count:0
Cpt4 - Slave Message Count:0
Cpt5 - Slave No Response Count:0
Cpt6 - Slave NAK Count:0
Cpt7 - Slave Busy Count:0

Cpt8 - Bus Caracter Overrun Count:0

Cpt9 - Slave Correct Response Count:0

7.2.3.4 Choice 4: Reset Jbus diagnostics
Reset the Jbus diagnostic counters.
7.2.3.5 Choice 5: Return to Jbus Default Configurat ion

Returns to the Jbus default configuration (0x01, 96 00, 8, 1, none)

Wait during Jbus configuration returns to default .

Jbus Configuration has been set to default one.
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7.2.3.6 Choice 6: Display Jbus frames

Enables the display of the Jbus frames:
Recv : 01 01 00 00 00 64 3d el
Send:018102cl191

Recv : 01 03 00 62 00 64 e5 ff
Send : 01 03 ¢8 00 00 00 00 00 00 00 00 00 00 00 00 00 ...

Recv : 01 01 00 00 00 64 3d el
Send:018102c191

Recv : 01 03 00 62 00 64 e5 ff
Send : 01 03 ¢8 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
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7.3 Additional Web pages

The INMC card Jbus parameters could be set through the next page:

e

—

Network Management Card & ModBus/JBus

UPS ’
#  UPS Propertics

¥ UPS Control

¥ Weekly Schedule

Pulsar 1000 RT2U

:

Slave Number (Hex):
¥ Shutdown Parameters
Serial =pesd ; 8600 =
Logs and Notification
Data format :
¥ Weasurements

¥ Eventlog Stop bit

¥ Systemlog

+ Email Notification Parity : Even ¥

Settings
= Save modified settings
b Network

Computer Room

P System

¥ MNofified Applications

ngm

Export 2ettings to fils: Bownload
¥ Access Control
b Tims
¥ Firmware Upload Import settings from file !
- I steliy Uplead
ModBusiiBus serial parcausr._| plozd |
b Seftings

L

Factory Reset
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7.4 JBUS table

7.4.1 Data for Pulsar 700/ 1000 / 1500

7.4.1.1 Status table

MGE

Status description Status to 0 Status to 1 Word (hex) Bit
Load protected no yes 40 0
UPS coupled no yes 40 1
Unit general alarm no yes 40 2
UPS in backup no yes 40 4
Battery low warning no yes 40
Low battery no yes 40 6
Operation on static switch no yes 40
Communication fault hbsent present 40
UPS overload no yes 40 A
Emergency stop absent present 40 B
Battery to be checked ho yes 40 D
Device ventilation fault no yes 40
Battery present absent present 42 0
Mains 1 voltage out of tolerance [o] yes 44
Mains 1 frequency out of tolerance no yes 44
Bypass status no yes 46 7
Charger general fault no yes 49 0
Battery charge notin in charge 49 1&3
charge
Converter fault no yes 4A 1
Inverter fault no yes 4C 1
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7.4.1.2 Measurements table

MGE

Description of the physical quantity Word (hex) Unit
| output 109 A
U output 124 \
U battery 12D Y,
Output active power 136 W
Output apparent power 137 VA
% output load level 139 %
Power factor (Cos PHI) 13D -
Mains 1 frequency 13E Hz
Output frequency 141 Hz
Battery backup time 149 Min
Battery charging level 14B %
U mains 1 150 \%
Nominal voltage of battery element 13 \Y
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7.4.2 Data for Pulsar M 2200 / 3000

7.4.2.1 Status table

Status description Status to 0 Status to 1 Word (hex) Bit
Load protected no yes 40 0
UPS coupled no yes 40 1
Unit general alarm no yes 40 2
UPS in backup no yes 40 4
Battery low warning no yes 40 5
Low battery no yes 40 6
Operation on static switch no yes 40 7
Communication fault absent present 40 9
UPS overload no yes 40 A
Emergency stop absent present 40 B
Battery to be checked no yes 40 D
Device ventilation fault no yes 40 E
Manual bypass switch (Q3BP) bpen closed 41 6
Battery present absent present 42 0
Mains 1 voltage out of tolerance o] yes 44

Mains 1 frequency out of tolerance no yes 44 B
Redundancy lost no yes 45 7
Maintenance position no yes 46 1
Mains 2 overload no yes 46 5
Output on bypass no yes 46 7
Mains 2 frequency out of tolerance no yes 46 9
Mains 2 voltage out of tolerance no yes 46 A
Phase M2 out of tolerance ho yes 46 B
Charger general fault no yes 49 0
Battery charge no yes 49 1&3
Converter fault no yes 4A 1
Inverter major fault no yes 4C 1
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7.4.2.2 Measurements table

MGE

Description of the physical quantity Word (hex) Unit
| mains 2 106 A

| output 109 A

U mains 2 11E \

U output 124 \%

U battery 12D \%
Output active power 136 W
Output apparent power 137 VA
% output load level 139 %
Power factor x 100 13D -
Mains 1 frequency 13E dHz
Output frequency 141 dHz
Battery backup time 149 Min
Battery charging level 14B %

U mains 1 150 \%
Nominal voltage of battery element 13 Y
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7.4.3 Data for Pulsar MX 4000 / 5000 / 10000

7.4.3.1 Status table

Status description Status to 0 Status to 1 Word (hex) Bit
Load protected no yes 40 0
UPS coupled no yes 40 1
Unit general alarm no yes 40 2
UPS in backup no yes 40 4
Battery low warning ho yes 40 5
Low battery no yes 40 6
Operation on static switch no yes 40 7
Communication fault absent present 40 9
UPS overload no yes 40
Emergency stop absent present 40 B
Battery to be checked ho yes 40 D
Device ventilation fault no yes 40 E
Manual bypass switch (Q3BP) bpen closed 41 6
UPS in “eco” mode ho yes 41 7
Battery present absent present 42 0
Mains 1 voltage out of tolerance no yes 44 8
Mains 1 fuse fault no yes 44 9
Mains 1 frequency out of tolerance no yes 44 B
Redundancy lost no yes 45 7
Maintenance position ho yes 46 1
Mains 2 overload no yes 46 5
Mains 2 thermal overload ho yes 46 6
Output on bypass no yes 46 7
Mains 2 frequency out of tolerance no yes 46 9
Mains 2 voltage out of tolerance o] yes 46 A
Phase M2 out of tolerance ho yes 46 B
Mains 2 internal fault Absent present a7 2
Charger general fault no yes 49 0
Battery charge no yes 49 1&3
Converter fault no yes 4A 1
Inverter major fault ho yes 4C 1
Inverter overload no yes 4C 2
Inverter thermal overload no yes 4C 3
Inverter limitation no yes 4C 4
UPS fuse fault absent present 4C 5
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7.4.3.2 Measurements table

MGE

Description of the physical quantity Word (hex) Unit
I mains 1 100 A
I mains 2 106 A
| output 109 A
| battery 10E A
U mains 2 11E \
U output 124 \%
U battery 12D \Y
Output active power 136 W
Output apparent power 137 VA
% output load level 139 %
Power factor (Cos PHI) 13D -
Mains 1 frequency 13E dHz
Mains 2 frequency 140 dHz
Output frequency 141 dHz
Battery backup time 1149 Min
Battery charging level 14B %

U mains 1 150 \
Nominal voltage of battery element 13 \%
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7.4.4 Data for Pulsar MX frame 15/ 20

7.4.4.1 Status table

MGE

Status description Status to 0 Status to 1 Word (hex) Bit
Load protected no yes 40 0
UPS coupled no yes 40 1
Unit general alarm no yes 40 2
UPS in backup no yes 40 4
Battery low warning ho yes 40
Low battery no yes 40 6
Operation on static switch no yes 40
Communication fault absent present 40
UPS overload no yes 40 A
Emergency stop absent present 40 B
Battery to be checked ho yes 40
Device ventilation fault no yes 40
Manual bypass switch (Q3BP) bpen closed 41
Battery present absent present 42 0
Mains 1 voltage out of tolerance o] yes 44
Mains 1 fuse fault no yes 44 9
Mains 1 frequency out of tolerance no yes 44
Redundancy lost no yes 45 7
Maintenance position ho yes 46
Mains 2 overload no yes 46 5
Mains 2 thermal overload ho yes 46
Output on bypass no yes 46 7
Mains 2 frequency out of tolerance (o] yes 46
Mains 2 voltage out of tolerance (o] yes 46
Phase M2 out of tolerance ho yes 46
Mains 2 internal fault Absent present 47
Charger general fault no yes 49
Battery charge no yes 49 1&3
Inverter major fault no yes 4C 1
Inverter overload no yes 4C 2
Inverter thermal overload no yes 4C
Inverter limitation no yes 4C 4
UPS fuse fault absent present 4C 5
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7.4.4.2 Modular fault table

MGE

Description du Status Status to 0 Status to 1 Word Bit
(hex)
Module 1 General alarm Absent Present 61
Fan failure Absent Present 61 1
Internal communication fault Absent Present 61 2
Inverter thermal overload Absent Present 61 3
Inverter fault Absent Present 61 4
Inverter fuse blown Absent Present 61 5
Load short circuit Absent Present 61 6
Module 2 General alarm Absent Present 62 0
Fan failure Absent Present 62 1
Internal communication fault Absent Present 62 2
Inverter thermal overload Absent Present 62 3
Inverter fault Absent Present 62 4
Inverter fuse blown Absent Present 62 5
Load short circuit Absent Present 62 6
Module 3 General alarm Absent Present 63 0
Fan failure Absent Present 63 1
Internal communication fault Absent Present 63 2
Inverter thermal overload Absent Present 63 3
Inverter fault Absent Present 63 4
Inverter fuse blown Absent Present 63 5
Load short circuit Absent Present 63 6
Module 4 General alarm Absent Present 64 0
Fan failure Absent Present 64 1
Internal communication fault Absent Present 64 2
Inverter thermal overload Absent Present 64 3
Inverter fault Absent Present 64 4
Inverter fuse blown Absent Present 64 5
Load short circuit Absent Present 64 6

ENERGIZE YOUR ENTERPRISE

Network Management Card

— User Manual

34003991EN/DA

Download from Www.Somanuals.com. All Manuals Search And Download.

Page 98/120



MGE

Description du Status Status to 0 Status to 1 Word Bit
(hex)
Module 5 General alarm Absent Present 65 0
Fan failure Absent Present 65 1
Internal communication fault Absent Present 65 2
Inverter thermal overload Absent Present 65 3
Inverter fault Absent Present 65 4
Inverter fuse blown Absent Present 65 5
Load short circuit Absent Present 65 6
Module 6 General alarm Absent Present 66 0
Fan failure Absent Present 66 1
Internal communication fault Absent Present 66 2
Inverter thermal overload Absent Present 66 3
Inverter fault Absent Present 66 4
Inverter fuse blown Absent Present 66 5
Load short circuit Absent Present 66 6
Module 7 General alarm Absent Present 67 0
Fan failure Absent Present 67 1
Internal communication fault Absent Present 67 2
Inverter thermal overload Absent Present 67 3
Inverter fault Absent Present 67 4
Inverter fuse blown Absent Present 67 5
Load short circuit Absent Present 67 6
Module 8 General alarm Absent Present 68 0
Fan failure Absent Present 68 1
Internal communication fault Absent Present 68 2
Inverter thermal overload Absent Present 68 3
Inverter fault Absent Present 68 4
Inverter fuse blown Absent Present 68 5
Load short circuit Absent Present 68 6
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7.4.4.3 Measurements table

MGE

Description of the physical quantity Word (hex) Unit
11 (I phase 1) mains 1 100 A
12 (I phase 2) mains 1 101 A
I3 (I phase 3) mains 1 102 A
11 (I phase 1) mains 2 106 A
12 (I phase 2) mains 2 107 A
I3 (I phase 3) mains 2 108 A
11 (I phase 1) output 109 A
12 (I phase 2) output 10A A
13 (I phase 3) output 10B A

| battery 10E A
U12 mains 1 115 \
U23 mains 1 116 \%
U31 mains 1 117 \
U mains 2 (phase 1) 11E \%
U mains 2 (phase 2) 11F \%
U mains 2 (phase 3) 120 \%
U12 mains 2 121 \
U23 mains 2 122 \%
U31 mains 2 123 \
U1N output 124 \%
U2N output 125 \Y
U3N output 126 \%
U12 output 127 \Y
U23 output 128 \%
U31 output 129 \Y
U battery 12D \%
Output active power (phase 1) 130 w
Output active power (phase 2) 131 w
Output active power (phase 3) 132 w
Output apparent power (phase 1) 133 VA
Output apparent power (phase 2) 134 VA
Output apparent power (phase 3) 135 VA
Output total active power 136 w
Output total apparent power 37 VA
% output load level 139 %
Peak factor phase 1 x 100 13A -
Peak factor phase 2 x 100 13B -
Peak factor phase 3 x 100 13C -
Power factor x 100 13D -
Mains 1 frequency 13E dHz
Mains 2 frequency 140 dHz
Output frequency 141 dHz
Battery backup time 1149 Min
Battery charging level 14B %
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Description of the physical quantity Word (hex) Unit
U mains 1 (phase 1) 150 \%

U mains 1 (phase 2) 151 \%

U mains 1 (phase 3) 152 \%
Nominal voltage of battery element 13 \%

ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA

Download from Www.Somanuals.com. All Manuals Search And Download.

Page 101/120



MGE

7.45 Sensor data

7.4.5.1 Status table

Status description Status to 0 Status to 1 Word (hex)  Bit
Input 1 alarm no yes 45 5
Input 2 alarm no yes 45 6
Alarm : humidity too low no yes 45 4
Alarm : humidity too high rno yes 45 3
Alarm : temperature too low no yes 45 2
Alarm : temperature too high no yes 45 1
Communication fault ho yes 45 0
Input 1 open close 48 0
Input 2 open close 48
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7.4.5.2 Measurements table

Description of the physical quantity Word (hex) Unit
Temperature measure 180 TIF
Maximum temperature 181 TIF
Maximum temperature date (MSB) in Unix timestamp 1 2

Maximum temperature date (LSB) in Unix timestamp 18 3

Minimum temperature (C) 184 TIF
Minimum temperature date (MSB) in Unix timestamp 18 5

Minimum temperature date (LSB) in Unix timestamp 14 6

Humidity measure (%) 187 %
Maximum humidity (%) 188 %
Maximum humidity date (MSB) in Unix timestamp 189

Maximum humidity date (LSB) in Unix timestamp 190

Minimum humidity (%) 18B %
Minimum humidity date (MSB) in Unix timestamp 192

Minimum humidity date (LSB) in Unix timestamp 193

Input 1 changing date (MSB) in Unix timestamp 194

Input 1 changing date (LSB) in Unix timestamp 195

Input 2 changing date (MSB) in Unix timestamp 196

Input 2 changing date (LSB) in Unix timestamp 197
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7.4.5.3 Read of the personalization table

Description Word (hex) Unit
High threshold temperature (C) 32C
Low threshold temperature (C) 32D
Temperature hysteresis () 32E 0
Offset temperature 32F 0
High threshold humidity (%) 330
Low threshold humidity (%) 331
Humidity hysteresis (%) B32 0
Humidity offset 333 0
Inputs call mask — input 1 close notification 334 0
Inputs call mask — input 2 close notification 334 2
Inputs call mask — low humidity notification 334 7
Inputs call mask — high humidity notification 334 6
Inputs call mask — input 1 open notification 334 1
Inputs call mask — input 2 open notification 334 3
Inputs call mask — low temperature notification 3 5
Inputs call mask — high temperature notification 33 4 4
Input 1 identification 336 0
Input 2 identification 33A 0
ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA Page 104/120

Download from Www.Somanuals.com. All Manuals Search And Download.



MGE

7.4.6 Other data

Information description Word (hex) Example

Manufacturer name 1A0 « MGE Office Protection
Systems »

Product name 1A8 « Pulsar »

UPS model 1BO « 700 »

Serial number 1B8 « AN2E49008 »
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8 Appendices

8.1 Tables of alarms and events

8.1.1 Table of alarms

List of time dated alarms

Alarm on

Battery fuse blown

No Battery

Battery temperature fault

Battery charger fault

Battery fault

MAX charger voltage fault

MIN charger voltage fault

Charger temperature fault

Rectifier fault

Chopper fault

Normal AC frequency out of tolerance
Normal AC fuses blown

Normal AC module fault

Normal AC voltage out of tolerance
Normal AC NOK

Site wiring fault

Bypass AC frequency out of tolerance
Bypass AC phase out of tolerance
Bypass AC voltage out of tolerance
Automatic Bypass fault

Automatic Bypass overload
Automatic Bypass overtemperature
Automatic Bypass thermal overload
Automatic Bypass switch (Q4S) open
Normal AC switch (Q1) open

Battery switch (QF1) open

Manual Bypass switch (Q3BP) closed
UPS on manual bypass

Output switch (Q5N) open

Single wave load fault

Negative DC bus too high

Positive DC bus too high

Negative DC bus too low

Positive DC bus too low

Inverter limitation

Inverter fuses blown

Inverter fault

ENERGIZE YOUR ENTERPRISE

Network Management Card — User Manual

MGE

Alarm off
Battery fuse OK
Battery present
Battery temperature OK
Battery charger OK
Battery OK
Charger voltage OK
Charger voltage OK
Charger temperature OK
Rectifier OK
Chopper OK
Normal AC fre@  uency OK
Normal AC fuses OK
Normal AC module OK
Normal AC voltag e OK
Normal AC OK
Site wiring OK
Bypass AC freq uency OK
Bypass AC phase OK
Bypass AC voltag e OK
Automatic Bypass OK
Automatic Bypass load OK
Automatic Bypass t emperature OK
Automatic Bypass load OK
Automatic Bypass switch (Q4S) closed
Normal AC switch (Q1) closed
Battery switch (QF1) closed
Manual Bypass sw itch (Q3BP) open

Output switch (Q5N) closed
Load OK

Negative DC bus OK
Positive DC bus OK
Negative DC bus OK
Positive DC bus OK
Inverter end of limitation
Input fuses OK

Inverter OK

34003991EN/DA
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Inverter overload

Inverter over temperature

Inverter short circuit

Inverter thermal overload

Load not protected - On Automatic Bypass

Load short circuit

Load not powered

Protection Lost

Emergency button ON

Fan fault

Redundancy Lost

Low battery

UPS communication failed

UPS data base not available

UPS on battery

UPS internal fault

UPS overload

UPS overtemperature

Imminent UPS shutoff

<Sensor name>:

Temperature is above high threshold xx C

<Sensor name>:

Humidity is above high threshold xx %

<Sensor name>:

Temperature is below low threshold xx C

<Sensor name>:

Humidity is below low threshold xx %

<Sensor hame>: <Input #1 label> <when closed label>
<Sensor name>: <Input #1 label> <when open label>
<Sensor hame>: <Input #2 label> <when closed label>

<Sensor name>: <Input #2 label> <when open label>
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Inverter load OK

Inverter temperature OK

Inverter OK

Inverter load OK

Load prote
Load OK

cted - Return from Bypass

Load powered
Protection OK

Emergency
Fan OK

button OFF

Redundancy OK

Battery OK

UPS communication restored

UPS data b

ase OK

UPS on normal AC

UPS OK

UPS returns to normal load

UPS tempe
UPS OK

<Sensor na

rature OK

me>:

La température est au dessus du seuil haut xx T

<Sensor na

me>:

L'humidité est au dessus du seuil haut xx %

<Sensor na

me>:

La température est en dessous du seuil bas xx T

<Sensor na

me>:

L'humidité est en dessous du seuil bas xx %

<Sensor na
< Sensor na
<Sensor na

< Sensor na

34003991EN/DA

me>: <Input #1 label> <when closed label >

me>: <Input #1 label> <when open label>

me>: <Input #2 label> <when closed label >

me>: <Input #2 label> <when open label>
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If the UPS is modular UPS, for each module:

Battery fuse blown

No Battery

Battery temperature fault

Battery charger fault

Low battery

Charger temperature fault

MAX charger voltage fault

MIN charger voltage fault

Chopper fault

Normal AC fuses blown

Normal AC module fault

Inverter fuses blown

Inverter fault

Inverter short circuit

Load short circuit

Rectifier fuse blown

Rectifier fault

DC bus unbalanced

Emergency button ON

Load not powered

UPS internal fault

Battery fault

Imminent UPS shutoff

Normal AC frequency out of tolerance
Normal AC voltage out of tolerance
Normal AC switch (Q1) open

Site wiring fault

Automatic Bypass switch (Q4S) open
Bypass AC frequency out of tolerance
Automatic Bypass fault

Automatic Bypass overload
Automatic Bypass overtemperature
Automatic Bypass thermal overload
Bypass AC phase out of tolerance
Bypass AC voltage out of tolerance
Load not protected - On Automatic Bypass
Battery switch (QF1) open

Manual Bypass switch (Q3BP) closed
UPS on manual bypass

Inverter limitation

Inverter overload

Inverter overtemperature

Inverter thermal overload

Negative DC bus too high

Positive DC bus too high

Negative DC bus too low
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Battery fuse OK
Battery present
Battery temperature OK
Battery charger OK
Battery OK
Charger temperature OK
Charger voltage OK
Charger voltage OK
Chopper OK
Normal AC fuses OK
Normal AC module OK
Input fuses OK
Inverter OK
Inverter OK
Load OK
Rectifier OK
Rectifier OK
Load OK
Emergency button OFF
Load powered
UPS OK
Battery OK
UPS OK
Normal AC fre@  uency OK
Normal AC voltag e OK
Normal AC switch (Q1l) ¢  losed
Site wiring OK
Automatic Bypass switch (Q4S) closed
Bypass AC freq uency OK
Automatic Bypass OK
Automatic Bypass load OK
Automatic Bypass t emperature OK
Automatic Bypass load OK
Bypass AC phase OK
Bypass AC voltag e OK
Load prote cted - Return from Bypass
Battery switch (QF1) clos ed
Manual Bypass sw itch (Q3BP) open

Inverter end of limitation

Inverter load OK
Inverter temperature OK
Inverter load OK
Negative DC bus OK
Positive DC bus OK
Negative DC bus OK
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Positive DC bus too low
Output switch (Q5N) open
Normal AC NOK

UPS on battery

UPS overload

UPS overtemperature
Fan fault

UPS communication failed

8.1.2 Table of UPS events

List of time dated informations

Alarm on

Battery fuse blown

Battery temperature fault

No Battery

Battery charger fault

Charger temperature fault

MAX charger voltage fault

MIN charger voltage fault

End of Warranty

End of battery life

End of life of the wearing parts

Outlet 1 open

Outlet 2 open

Chopper fault

Normal AC switch (Q1) open

Normal AC frequency out of tolerance
Normal AC fuses blown

Normal AC module fault

Normal AC voltage out of tolerance
Site wiring fault

Automatic Bypass switch (Q4S) open
Bypass AC frequency out of tolerance
Automatic Bypass fault

Automatic Bypass overload
Automatic Bypass overtemperature
Bypass AC phase out of tolerance
Automatic Bypass thermal overload
Load not protected - On Automatic Bypass
Bypass AC voltage out of tolerance
Battery switch (QF1) open

Manual Bypass switch (Q3BP) closed
UPS on manual bypass

Inverter limitation

Inverter fuses blown
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Positive DC bus OK

Output switch (Q5N) closed
Normal AC OK
UPS on normal AC
UPS returns to normal load
UPS temperature OK
Fan OK

UPS communication restored

Alarm off
Battery fuse OK
Battery temperature OK
Battery present
Battery charger OK
Charger temperature OK
Charger voltage OK
Charger voltage OK
LCM message OK
LCM message OK
LCM message OK
Outlet 1 closed
Outlet 2 closed
Chopper OK
Normal AC switch (Q1l) ¢ losed
Normal AC freq  uency OK
Normal AC fuses OK
Normal AC module OK
Normal AC voltag e OK
Site wiring OK
Automatic Bypass switch (Q4S) closed
Bypass AC freq uency OK
Automatic Bypass OK
Automatic Bypass load OK
Automatic Bypass t emperature OK
Bypass AC phase OK
Automatic Bypass load OK
Load prote cted - Return from Bypass
Bypass AC voltag e OK
Battery switch (QF1) clos ed
Manual Bypass sw itch (Q3BP) open

Inverter end of limitation
Input fuses OK
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Inverter fault

Inverter overload

Inverter overtemperature
Inverter short circuit
Inverter thermal overload
Output switch (Q5N) open
Load short circuit

Single wave load fault
Negative DC bus too high
Positive DC bus too high
Rectifier fault

Negative DC bus too low
Positive DC bus too low
Protection Lost
Redundancy Lost

Normal AC NOK

Low battery

UPS communication failed
UPS data base not available
UPS on battery
Emergency button ON
Fan fault

Load not powered

UPS internal fault

Battery fault

UPS overload

UPS overtemperature
Imminent UPS shutoff

MGE

Inverter OK
Inverter load OK
Inverter temperature OK
Inverter OK
Inverter load OK
Output switch (Q5N) closed
Load OK
Load OK
Negative DC bus OK
Positive DC bus OK
Rectifier OK
Negative DC bus OK
Positive DC bus OK
Protection OK
Redundancy OK
Normal AC OK
Battery OK
UPS communication restored
UPS data base OK
UPS on normal AC
Emergency button OFF
Fan OK
Load powered
UPS OK
Battery OK
UPS returns to normal load
UPS temperature OK
UPS OK

< Sensor Name> : Temperature is above high thresho Id <Sensor Name> : Temperature is in normal range
<xx> () or (F)

< Sensor Name> : Humidity is above high threshold <  xx> <Sensor Name> : Temperature is in normal range
(%)

< Sensor Name> : Temperature is below low threshold
<xx> Cor (F)

< Sensor Name> : Humidity is below high threshold < xx> <Sensor Name> : Temperature is in normal range
(%)

<Sensor name>: <Input #1 label> <when closed label>

<Sensor Name> : Temperature is in normal range

<Sensor hame>: <Input #1 label> <when open label>
<Sensor name>: <Input #2 label> <when closed label>

<Sensor hame>: <Input #2 label> <when open label>>
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8.1.3 Table of system alarms

Network Management Card startup
Send test mail SUCCESS
Send test mail ERROR

Send mail to <recipient> ERROR

<Sensor name> Communication failure

<Sensor name> Communication restored

Firmware upgraded

Connected NSM list Full, last connection refused

sendTrap()-> Unable to resolve hostname <hostname>

SNMP Send Trap # <num> failure to <hostname>

Time changed by user with yyyy/mm/dd hh:mm:ss

Time synchronized by NSM or EPM with yyyy/mm/dd hh: mm:ss
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8.2 SNMP objects

8.2.1 MGE MIB

The NMC card implement reduce MGE Office Protection
The entire MIB description is available on
Le chemin d’acces a la MIB MGE est 1.3.6.1.4.1.705. 1.

MGE

Systems MIB, with the objects bellow managed.

www.mgeops.com _ area “ Downloads — Software Download

MIB object SNMP Format Add.path
upsmgldentFamilyName $tring {1,1,0}
upsmgldentModelName Btring {L,2,0}
upsmgldentFirmwareVersion String {1,4,0}
upsmgldentSerialNumber S$tring {1,7,0}
upsmgConfigLowBatteryTime seconds {4{7,0}
upsmgConfigLowBatterylLevel 9 {4,8,0}
upsmgConfigAutoRestart 1(yes) 2(no) {4,9,0}
upsmgConfigVARating A {4,12,0}
upsmgBatteryRemainingTime seconds {5,1,0}
upsmgBatterylLevel % {5,2,0}
upsmgBatteryVoltage deciVolts {8,5,0}
upsmgBatteryCurrent deciAmps {5,6,0}
upsmgBatteryFaultBattery 1(yes) 2(no) {4,9,0}
upsmgBatteryReplacement I(yes) 2(no) {%,11,0}
upsmgBatterylL owBattery 1(yes) 2(no) {8,14,0}
upsmgBatteryChargerFault 1i(yes) 2(no) {8,15,0}
upsmgBatteryLowCondition 1(yes) 2(no) {5}16,0}
upsmglnputPhaseNum {6,1,0}
mginputVoltage 1 DeciVolts {6,2,1,2,1,0}
mginputVoltage_2 DeciVolts {6,2,1,2,2,0}
mginputVoltage_3 DeciVolts {6,2,1,2,3,0}
mginputFrequency_1 [PeciHz {6,2,1,3,1,0}
mginputFrequency_2 DeciHz {6,2,1,3,2,0}
mginputFrequency_3 [PeciHz {6,2,1,3,3,0}
mginputMinimumVoltage {6,2,1,4,0}
mginputMaximumVoltage {6,2,1,5,0}
mginputCurrent_1 DeciAmps {6,2,1,6,1,0}
mginputCurrent_2 DeciAmps {6,2,1,6,2,0}
mginputCurrent_3 DeciAmps {6,2,1,6,3,0}
upsmglnputBadStatus {6,3,0}
upsmglnputLineFailCause {6,4,0}
upsmgOutputPhaseNum {7,1,0}
mgoutputPhaselndex_1 {7,2,1,1,1,0}
mgoutputPhaselndex_2 {7,2,1,1,2,0}
mgoutputPhaselndex_3 {7,2,1,1,3,0}
mgoutputVoltage_1 eciVolts {1,2,1,2,1,0}
mgoutputVoltage_2 leciVolts {1,2,1,2,2,0}
mgoutputVoltage_3 eciVolts {1,2,1,2,3,0}
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mgoutputFrequency_1 deciHz {r,2,1,3,1,0}
mgoutputFrequency_2 deciHz {r,2,1,3,2,0}
mgoutputFrequency_3 deciHz {r,2,1,3,3,0}
mgoutputLoadPerPhase_1 % {7,2,1,4,1,0}
mgoutputLoadPerPhase_2 % {7,2,1,4,2,0}
mgoutputLoadPerPhase_3 % {7,2,1,4,3,0}
mgoutputCurrent_1 leciAmps {1,2,1,5,1,0}
mgoutputCurrent_2 deciAmps {1,2,1,5,2,0}
mgoutputCurrent_3 deciAmps {1,2,1,5,3,0}
upsmgOutputOnBattery I(yes) 2(no) {1,3,0}
upsmgOutputOnByPass 1(yes) 2(no) {1,4,0}
upsmgOutputULtilityOff 1(yes) 2(no) {1,7,0}
upsmgOutputinverterOff 1i(yes) 2(no) {1,9,0}
upsmgOutputOverLoad 1(yes) 2(no) {7,10,0}
upsmgOutputOverTemp 1(yes) 2(no) {Y,11,0}
upsmgAgentlpAddress {12,1,0}
upsmgAgentSubnetMask {12,2,0}
upsmgAgentDefGateway {12,3,0}
upsmgAgentType {12,6,0}
upsmgAgentMibVersion {12,11,0}
upsmgAgentFirmwareVersion {12,12,0}
upsmgAgentCommUPS | (yes) 2(no) {L2,13,0}
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If the Environment Sensor is detected , the followi

ng information are managed.

MGE

upsmgEnvironAmbientTemp 0/1 degré {8,1,0}
upsmgEnvironAmbientHumidity 0./l % {8,2,0}
upsmgEnvironmentNum {8,6,0}
upsmgEnvironmentindex {8,7,1,11}
upsmgEnvironmentComFailure 1(yes) 2(no) {8,7,1,2,1}
upsmgEnvironmentTemperature 0{1 degré {8,7,1,3,1}
upsmgEnvironmentTemperatureLo 1(yes) 2(no) {8,7,1,4,1}
w

upsmgEnvironmentTemperatureHi 1(yes) 2(no) {8,7,1,5,1}
gh

upsmgEnvironmentHumidity 0|1 % {8,7,1,6,1}
upsmgEnvironmentHumidityLow 1(yes) 2(no) {8{7,1,712 }
upsmgEnvironmentHumidityHigh 1(yes) 2(no) {8/7,1,8, 1}
upsmgEnvironmentinputlState closed(1), open(2) {87 ,191}
upsmgEnvironmentinput2State closed(1), open(2) {87 ,1,10,1}
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8.2.2 Table des TRAPS : (1.3.6.1.4.1.705.1.11)

SNMP traps are sent when alarms appears and desappe  ars.

Level : 1:informational , 2:major, 3:critical

MGE

MIB TRAP Trap # Level
-upsmgBatteryFault Trap 1 Level 3
-upsmgBatteryOK Trap 2 Level 1
-upsmgAtLowBattery Trap 5 Level 3
-upsmgFromLowBattery Trap 6 Level 1
-upsmgChargerFault Trap 7 Level 3
-upsmgChargerOK Trap 8 Level 1
-upsmgOnBattery Trap 11 Level 2
-upsmgReturnFromBattery Trap 12 Level 1
-upsmgOnByPass Trap 13 Level 2
-upsmgReturnFromByPass Trap 14 Level 1
-upsmgUitilityFailure Trap 17 Level 2
-upsmgUitilityRestored Trap 18 Level 1
-upsmgOverLoad Trap 21 Level 3
-upsmgLoadOK Trap 22 Level 1
-upsmgOverTemperature Trap 23 Level 3
-upsmgTemperatureOK Trap 24 Level 1
-upsmgOffToStart Trap 29 Level 2
-upsmgOffinProgress Trap 31 Level 3
-upsmgCommunicationFailure Trap 37 Level 3
-upsmgCommunicationRestored Trap 38 Level 1
-upsmgRedundancyLost Trap 65 Level 2
-upsmgRedundancyOK Trap 66 Level 2
-upsmgProtectionLost Trap 67 Level 2
-upsmgProtectionOK Trap 68 Level 2
If the Environment Sensor is detected , the followi  ng information are managed.:
- upsEnvironmentComFailure Trap 53 Level 2
- upsEnvironmentComOK Trap 54 Level 2
- upsEnvironmentTemperatureLow Trap 55 Level 2
- upsEnvironmentTemperatureHigh Trap 56 Level 2
- upsEnvironmentTemperatureOK Trap 57 Level 2
- upsEnvironmentHumidityLow Trap 58 Level 2
- upsEnvironmentHumidityHigh Trap 59 Level 2
- upsEnvironmentHumidityOK Trap 60 Level 2
- upsEnvironmentinput1Closed Trap 61 Level 2
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- upsEnvironmentinput1Open Trap 62 Level 2
- upsEnvironmentinput2Open Trap 64 Level 2
- upsEnvironmentinput2Closed Trap 63 Level 2

The level is used to select traps to be sent to the

applications” page
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9 Glossary

Bootp:
Protocol based on UDP used to allocate an IP addres s corresponding to an Ethernet card during the star tup phase.
Defined by the RCF 951

Community name:
Access key to access SNMP agent information

DHCP Dynamic Host Configuration Protocol
This IETF protocol enables remote, automatic, self-  configuration of the IP addresses of a workstation.

DNS Domain Name Sevicel

The DNS protocol ensure correspondence between the name of a machine and its IP address

E-mail

Electronic means of transmitting messages and/or fi les.

Gateway
Interconnection equipment between networks with dif ferent conventions, to enable communication between them

HTML
(HyperText Markup Language) Language used to descri  be hypertext pages on the web.

HTTPS : is the secure version of HTTP, the communic  ation protocol of the World Wide Web. It was invent  ed by
Netscape Communications Corporation to provide auth entication and encrypted communication and is used in

electronic commerce.

P

Internet Protocol. Network layer protocol inthe TC  P/IP stack offering a no-connection inter-network s ervice . The IP
protocol offers functions for addressing, service t ype specification, fragmentation and re-assembling and security.
Defined in RFC 791.

MIB MANAGEMENT INFORMATION BASE
- Group of software commands to control and adminis trate a device through the network. Each type of de  vice (server,
hub, PC, UPS, etc.) has its own MIB

NETWORK MANAGEMENT CARD
Communication cards to supervise UPS and communicat e with Network Shutdown Module to insure power prot ection

on servers

NETWORK MANAGEMENT PROXY
Communication software installed on a PC connected to the UPS to supervise it and communicate with Net ~ work

Shutdown Module to insure power protection on serve rs

ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA Page 117/120

Download from Www.Somanuals.com. All Manuals Search And Download.



MGE ¢

ENERGIZE YOUR ENTERPRISE
Network Management Card — User Manual 34003991EN/DA Page 118/120

Download from Www.Somanuals.com. All Manuals Search And Download.



MGE

NMS NETWORK MANAGEMENT STATION (SNMP)
The dedicated PC or workstation is used on the comp  any’s networks to administrate all devices connecte d to the
network. Data are transmitted using the SNMP protoc  ol. Popular NMS systems include HP OpenView, IBM Ti  voli, CA

Unicenter, etc.

NSM : NETWORK SHUTDOWN MODULE
Protection software installed on a PC or server to protect it

NTP Network Time Protocol

Protocol to position a set of machines on a network at the same time.

Programmable outlet (controlled outlet):

Outlet that can be remote-switched on or off. UM-CI  ient components enable management of such outlets.

REBOOT: To restart a system after an interruption.
— To perform an obstacle-free “reboot”, it is essen tial that the system is correctly and carefully shu t down beforehand.

— The reboot is usually automatic if the computer i s re-supplied with electricity (from the utility or from the UPS).

RFC

Request for Comments. All documents defining intern al Internet operation.

SNMP (SIMPLE NETWORK MANAGEMENT PROTOCOL)
Protocol used to remote-supervise, administrate and control devices connected to a company network.

SMTP (SIMPLE MAIL TRANSFER PROTOCOL)
Enables message transfer between e-mail servers or between the client and its server. Itis based ont  he server’s port
25. Itis described in RFC 821

SSL (Secure Sockets Layers) is a protocol developed by Netscape Communications Corporation for securin g data
transmission in commercial transactions on the Inte rnet. Using public-key cryptography, SSL provides s erver

authentication, data encryption, and data integrity for client/server communications

Subnet mask:

Mask of bits used to identify and differentiate the network address and the equipment address in an IP address.
Normally, the mask is automatically determined by t he class of address, which defines in a unigue mann  er the network
part/equipment part division of the IP address.

- Class A: internet address: 255.0.0.0.

- Class B: internet address: 255.255.0.0.

- Class C: internet address: 255.255.255.0.

TCP/IP
Transmission Control Protocol/Internet Protocol. Co mmon name of a series of protocols developed by the DOD in the
US to help build Internet networks throughout the w orld.

Trap (SNMP) : This term describes an event that aff  ects an MIB variable. Traps are sent to the manager , which is
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programmed to perform specific tasks upon reception of the traps.
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