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Description of the RF802EW RouteFinder

Congratulations on the purchase of the Multi-Tech System’s RouteFinder model
RF802EW, one of the finest broadband routers available today.

The RouteFinder RF802EW provides wireless users with seamless access to their
existing wired LAN, enabling them to share broadband access to the Internet as well as
other resources. Using the IEEE 802.11b wireless standard, the RouteFinder provides
increased speed--up to 11 Mbps--and mobility between the desktop, conference room,
or campus. It supports a DSL or cable modem connection to the Internet to provide
shared Internet access for up to 253 users. The RF802EW includes one asynchronous
port for backup Internet access or dial-in remote access.

Wireless Networking. The RouteFinder’s integrated IEEE 802.11b-compliant access
point provides mobility, enabling access to shared resources without requiring a
physical connection. The RouteFinder also communicates with other access points on
the network to provide roaming from one cell to another.

Connects up to 253 internal IP addresses to the Internet with broadband
speed. The RouteFinder can be configured as a DHCP server to handle requests for
Internet services and route to and from the ISP. Up to 253 internal IP addresses are
connected to the Internet with only one IP account. The WAN Ethernet port has a
bandwidth of 10 Mbps which is 179 times faster than a 56k modem and can support
DSL or cable speeds of up to 5 Mbps.

Network Security. The RouteFinder uses 64-bit WEP encryption for wireless LAN
security. WEP prevents intruder access to the network and prevents the capture of
wireless LAN traffic by eavesdropping. The RouteFinder uses the NAT protocol to
provide security from hackers attempting to access the office LAN without the extra cost
of a firewall. It implements firewall and gateway security for LAN-based resources.
Additionally, the RouteFinder supports Internet access restriction by IP address, client
protocols or a list of forbidden sites.

Dial Backup or Dial-in RAS Port. The RouteFinder also provides an additional
asynchronous port that, when connected to a dial-up modem or ISDN terminal adapter,
serves as a backup resource for Internet access if your cable or DSL service goes down.
It can also serve as dial-in remote access for your telecommuters or mobile users.

Virtual Server Support. In addition to providing shared Internet access, the
RouteFinder can support Web, FTP or other Internet servers. Once configured, the
RouteFinder accepts only unsolicited IP packets addressed to the Web or FTP server.

LAN Segmentation. For added LAN security, the RouteFinder can be used to segment
the LAN by connecting the corporate servers to one RouteFinder Ethernet port and the
Internet Servers to the other Ethernet port. This configuration puts the corporate
servers behind a firewall and the Internet servers outside the firewall. To continue to
provide Internet access, connect a modem, or ISDN terminal adapter to the
RouteFinder’s asynchronous port.

The RouteFinder RF802EW
Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 6
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Front Panel

RF802EW Front Panel

Front Panel Description

Link Lights when the LAN client is correctly connected to the 10/100 LAN.
ACT Blinks when transmitting or receiving packets.

LAN Lights when a successful connection to the 10/100 LAN is established.
WLS Lights when a wireless connection is established.

Serial Lights when the Serial async port is properly connected to a remote site.
WAN Lights when a successful connection to the 10Base-T WAN is established.

Status Blinks when updating flash ROM or rebooting.
Power Lights when power is being supplied to the router.

Back Panel

RF802EW Back Panel

Back Panel Description

Power 5V DC The 5V DC power socket is used to connect the device to the AC
power adapter.

10 BT WAN The WAN port is used to connect the router to a DSL or Cable
modem.

Serial The Serial async port connects the router to a standard modem
(optional).

10/100M Connects the Router to a 10/100 Base-T Ethernet LAN.

Reset Press and hold for three seconds to reset the router to factory
defaults.

Uplink/Normal Slide the switch to the Uplink position to use the LAN port to
expand your network by connecting a network cable to another
router, switch, or hub. To connect the port to a LAN client
workstation, slide the switch to the Normal position.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 7
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Typical Applications

The following examples provide information about typical applications using the
RF802EW. They describe using the RF802EW to connect a remote site via a cable
modem, using the RF802EW to segment a local area network, and using the RFS802EW
to connect a LAN to the Internet using one shared IP address.

Connecting a Remote Site via Cable Modem

In the following example the RF802EW is used to connect a LAN to the Internet via DSL
or a cable modem.

Kernal: NAT (outgoing TCP/IP connection sharing a single Internet IP address
or using multiple IP mapping)

e Virtual Server (allowing incoming specific TCP/IP service request
redirect to an internal server)

e Static Routing (Routing table setting to Internal Local Gateways)

e Firewall

External: Fixed External Port IP or DHCP client (Dynamic IP assignhed)

Internal: Device Fixed IP
DHCP Server

p

DSL/Cable

S 2 Modem =

e
¢

RouteFinder ( ¢ ﬂ

Connect Remote Site via Cable Modem

Connecting a Local Site to the Internet

In this application, the RF802EW is used to connect up to 253 Internal IP addresses to
the Internet using a single shared external IP address.

Kernal: NAT (outgoing TCP/IP connection sharing single External Port IP or using
multiple IP Mapping)
e Virtual Server (allow incoming specific TCP/IP service request redirect
to internal server)

e Firewall
External: Fixed External Port IP and mask DNS IP, Gateway IP or DHCP client
(Dynamic IP for the device, DNS and Gateway assigned.)
Internal: Device Fixed IP

DHCP Server

p

I
DSL/Cable

Modem

LL
cCccccc
(

Connect Local Site (I External IP address = 253 Internal IP addresses)

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 8
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Specifications

Hardware

LAN Port

WAN Ports

Wireless
Access Point

Protocols

Power Output
Dimensions

Weight
Memory

Operating
Environment

ARM RISC CPU

32 bit, 40MHZ

4MB DRAM and 512k Flash ROM
UART Serial port controller

Interface: 1 10Base-T/100BaseTX RJ-45 Connection
Standard: 802.3

1 x 10Base-T
1 x RS232 (\V.24)
DTE Speed: Up to 230K asynchronous

IEEE 802.11b for wireless LAN

Date Rates: 11, 5.5, 2, 1 Mbps data rate per channel

RF Frequency: 2.4-.24835 Ghz

Emission Type: Direct Sequence Spread Spectrum

Operating Range: Up to 100 meters indoors and 300 meters outdoors
Antenna: Dual Dipole with Diversity

Antenna Gain: 2 dB MAX

Security: PAP/CHAP, NAT Firewall, RADIUS, Callback, WEP
Network: TCP/IP, IPX, DHCP, PPP, PPPoE
Routing: Static, RIP 1, VPN, IPSec & PPTP Pass-Through

Filtering: Protocol, port number, and IP address
5V DC, 2000mA

7.1"x4.9"hx1.4"d
(18.1cm x 12.5cm x 2.5 cm)

3809
13 oz.

RAM: 4MB
Flash ROM: 512k

Temperature Range: 32-120 degrees F (0-50 degrees C)
Humidity: 25-85% non-condensing

Approvals FCC Part 15 Class B & ETS 300 328
Warranty 2-year warranty
Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 9
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Chapter 2 - Hardware Installation

Safety

[y

Never install telephone wiring during a lightning storm.

2. Never install telephone jacks in a wet location unless the jack is specifically designed
for wet locations.

3. This product is to be used with UL and cUL listed computers.

4. Never touch uninsulated telephone wires or terminals unless the telephone line has
been disconnected at the network interface.

5. Avoid using a telephone during an electrical storm. There may be a remote risk of
electrical shock from lightening.

7. Do not use the telephone to report a gas leak in the vicinity of the leak.
8. To reduce the risk of fire, use only No. 26 AWG or larger telecommunications line Cord.

Unpacking the RF802EW

The RF802EW shipping box contains the following items:

e System CD

e Tucows CD

e Power Supply

e The RouteFinder RF802EW

e The RF802EW RouteFinder Quick Start Guide

If any of the items is missing or damaged, please contact Multi-Tech Systems.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 11
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Cabling

Cabling your RouteFinder requires making the appropriate connections to PCs, Cable, or
DSL modem, analog modem or ISDN TA (optional), AC power and the router. Because
this device also acts as a DHCP server, after your device is properly cabled, you will
need to follow the configuration instructions provided in the Software Installation and
Configuration chapter.

( R@ UV'W\E}
== Ll eset = =
E W @ Optional
I | Uplink
(-

Power Connection

To Cable Modem Eie——
or DSL Modem
Serial Cable —>

To optional
Modem or q@%J

ISDN TA
Cabling the RouteFinder RF802EW

1. Before beginning, turn the power off on all network devices (PCs, Cable, DSL
modems, analog modems, ISDN TAs and the router).

2. Connect the Ethernet port of each PC or network device to the LAN port.
If you are using an analog modem, connect it to the Serial Async port.

4. If you are using the Uplink option to connect to another network segment, slide
the Uplink/Normal switch into the Uplink position. Connect the LAN cable to
LAN port #1. Plug the other end of the LAN cable into another hub, router, or
switch.

Note: If you are not using the Uplink feature, place the switch in the Normal
position.

5. Connect a network cable from the cable or DSL modem to the 10 BT WAN port.

6. Connect the provided power supply cable to the 5V DC power port on the back of
the router. Plug the power supply into an AC power outlet as shown above.

7. Power on your DSL or Cable modem.
8. If you are using an analog modem or ISDN TA, power on the device.

9. You are ready to configure software for your RouteFinder and network PCs.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 12

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 3
Software Installation
and Configuration

Multi lech

Systems

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 3 - Software Installation and Configuration

Chapter 3 - Software Installation and Configuration

Before beginning the installation process, ensure that your system meets all hardware
and software requirements:

e Intel 486 or higher processor.
10/100 Base-T cable to connect the RFB02EW to the network.
One DSL or Cable Modem.

A networked computer with Windows 95/98/2000, Windows NT 3.5 or higher and
TCP/IP protocol installed (or, a nhon-Windows system with TCP/IP properly installed
to enable Telnet configuration).

Any PPP supported communication application for Dial-In operation.
TCP/IP installed and configured on each workstation accessing the Internet.

Software Installation

The software installation process involves installing the RouteFinder Utilities, including
RouteFinder Setup Wizard, RouteFinder Manager and RouteFinder Monitor. A
description of each component follows:

RouteFinder Setup Wizard

The RouteFinder Setup Wizard provides a step-by-step process to assist you in entering
all the basic settings needed to configure your RF802EW for general use. All settings
that are entered in the Setup Wizard can be found in their respective menus in the
RouteFinder Manager.

RouteFinder Manager

RouteFinder Manager is the main program used to configure all settings for your
RF802EW. Complete information about options within the RouteFinder Manager can be
found in the RouteFinder Manager chapter in this User Guide.

RouteFinder Monitor

RouteFinder Monitor is a multi-purpose utility designed to let you know the status of
your RF802EW connection. The monitor offers the ability to point and click on an event
to access troubleshooting procedures. Refer to the RouteFinder Monitor chapter in this
User Guide for more information.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 14
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Using RouteFinder Setup Wizard

Note: Before beginning this procedure, ensure that your RFS802EW is properly
connected to the network and that the power is turned on.

After installing the software, you may return to the RouteFinder Setup Wizard at any
time, by clicking Start | Programs | RouteFinder Manager | RouteFinder Wizard.

Before running the Setup Wizard, it is strongly recommended that you exit all Windows
programs.

1. Insert the RF802EW System CD into your computer’s CD-ROM drive. The
RF802EW System CD window appears.

Note: If Autorun is disabled on your computer, use Windows Explorer to view
the contents of the CD. Double-click the CD icon to display the RF802EW
System CD main window.

2. Click Install Software.
Follow the on-screen instructions to install the software.

4. When the software installation completes, the Setup Wizard dialog box
displays. Click OK.

T
Welcome fo Sefup Wizard

Fply g e St Wiaansl, Sl UG 10 a ol Mo el it Ll wini
Ky i e 0] L A LA K] B el 0 @A) A e A
AR st oAl W ARLATRT AP WAL Gl P SRR BN LR PRI

srnr im SocieFoader Wasoger.

=]

5. The Setup Wizard: Device List dialog box displays. The Setup Wizard
automatically checks your network for available network devices and displays
them.

FPleare sedect the cirvioe yow wan o conlBene
Lermpe Mo

Pakarh Devce Lin D FEBIGEW B sslentad M Cod b
Doarice [nfamestion

=P Alkewio. 166 153 3 &
Crmza FAAC Addrers b @ FIEESEID AT
oo Py Wopmmon - ol Ak

Setup Wizaed 724

[vmee ] omes |

Select the device you wish to configure from the Device Name list.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 15
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Record the values presented in the Device Information panel for later
reference.

Device IP Address
Device MAC Address
Device Firmware Version
Click Next.

Note: If a message appears indicating the device is not found, or you do not see
the device you are attempting to configure listed, click Refresh Device List.

6. The Setup Wizard: Device IP Address dialog box displays.

[Sobin irasd Drvca Pt |
Flease ser the device i1 focal LAN TP addrers amd mame
Tt e o pew evrls a bl IF bt On Wisd ook

Ta hetp you eui, Wi ban dsberraaed
il o eenpier's [P addes s 190 162 1 01
o et gt e B Bes ociats B o s

Fiaicic o the bio® eche of e [P addosii
sty et chaes o [P sckdrees tha ro oder chewric o g

adweork 0wy, [ yee would e mere m
[ s & pl e pe PSR P B SR 0 O e ey

deA'e el
B dewies’y IF andidesd a8 [ | | [E]
The Lo Flae Wil be et 1a |RFGEW
Prase Haxd i conbines o~ I f—— | Carwel |

e Enter your local internal network’s IP address for this device.

The Setup Wizard will automatically detect the first three octets of your local IP
address. You must enter the last octet only.

e If you wish, you can change the network name of your RouteFinder. If your ISP
requires your device to have a name, you may use the name entered here.

e Click Next to continue. The device will search the network to ensure that the IP
address is valid. This may take several seconds.

Note: If your ISP provided you with an IP address, do not enter that address.
Enter the IP address for this device on your local network. Refer to the Glossary
for additional information on IP addressing.

7. The Wireless Function dialog box displays.

Flease sefup Wireless Access Poind fiuncilon
" Enalle Wirsleai Access Peid Buttion ool

AT

7 Enable Wirdess Sooess Prnk = Bouer fncan
(D ot wequare AFPG [P pettnipn oo DHCP sereer an e aetweak)

Whn|cﬂ|

Select the function for the wireless port function by selecting Enable Wireless

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 16
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Access Point function only, or Enable Wireless Access Point + Router
function. If you are using NAT Enabled, you may also select Enable PPPoE.

e Select Enable Wireless Access Point function only to set AP’s IP manually
or acquire an IP address from a DCHP server.

e Select IP Routing (NAT Disabled) to allow the RF802EW to function as a
router between the IP segment of the server and another IP segment. This
option is ideal for organizations needing to segment workgroups.

e Select Enable PPPoOE to use the RF802EW with a time-base, rather than
fixed-cost DSL modem connection. Enter the User Name and Password
provided by your ISP. This option is most often used when connecting via
DSL to the Internet.

Note: Enable PPPoE is valid only when IP Routing (NAT Enabled) is selected.

Click Next accessing the Internet. This option is most often used when the
RF802EW is connected to a DSL or cable modem, or when the IP segment of
the server needs firewall protection.

8. The Wireless Settings dialog box displays.

(Wavhoes Sotboogn |
Plecrre Tnpent Wirelesy Seltings

ESEID rl”'.l-r:::.'

Chaneed | * [ |

Hols. Fyeuwsok Kb g g WEF moypion mitings,
[I'.luhnrllnllh‘:th [ =11

Z=Bark | Hexg»=

Carel |

In the ESSID box, enter the wireless ID. Wireless is the default ID. From the
Channel list, select a channel. 6 is the default channel. All workstations must
have the same ESSID Make sure that the channel is correct for your network.

Click Next.
9. The Select Function dialog box displays.

[Foct et ]
Please select tie fimction of AN Btkermet

¥ I ot (AT Erabisdy

1. Leesl unern cors thare o meerrad [P sdderar oo e Iniberrar

Tl ofies 1ead whes gt ooy i) codiec g 16 a0 ATGL Tl Madea)
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[ By (HAT Darabled
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e
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Select IP Routing (NAT Disabled) to allow the RF802EW to function as a router
between IP segments. This option is ideal for organizations needing to segment
workgroups.
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Select Enable PPPoOE to use the RF802EW with a time-base, rather than fixed-cost
DSL modem connection. Enter the User Name and Password provided by your ISP.
This option is most often used when connecting via DSL to the Internet.

Note: Enable PPPoE is valid only when IP Routing (NAT Enabled) is selected.
Click Next.

10. The External IP Assignment dialog box displays.
O

Plecase selercd e Burcicur ool AN Eikwrraet

L Lecalusers con shosrs sn sl 1F sddrae b e Desarast
Bl ol wge ll wletny e e @ o conne s T i ADGT, 1o abds Bl
5 whea e [P mpacal of e peresy aoch 1o e Beinll preksdied

[P Rt AT Diuikiad

wrhon o i i betarm e IF scpuet of the jonsy i e siber
Iegrami

T Erstie FeFet i |

|

Enter the WAN Ethernet IP address information provided by your ISP or other
external network administrator.

e In the External IP Address box, enter the WAN Ethernet IP Address.

e In the External IP Netmask box, enter the Netmask of the WAN Ethernet IP
Segment. For Class C networks, the Netmask is generally set to 255.255.255.0).

e In the External Gateway IP Address box, enter the IP address of the Gateway to
the destination network.

Note: If your ISP uses dynamic IP addressing (DHCP), leave the External IP address
and the External Gateway IP address at the default values of 0.0.0.0. Set the
External IP Netmask to the default value of 255.255.255.0.

Click Next.

11. The Asynchronous port function dialog box displays. Select 1) Remote Access,
2) IP Routing (NAT Enabled) or 3) IP Routing (NAT Disabled).

Please inpur exsermal (WAN Erherner) [P Information
- b F
i ===

ST e o

ke Wi Bthoo P Addnéss 00 D Didhoobes P addreti 1k e

gk || W | Ced |

e Select Remote Access to allow remote users to dial-in to the network to access
resources as if the remote user is connected to the network locally. See the Remote
Access instructions for more information.
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e Select IP Routing (NAT Enabled) to allow all users in the two IP segments (LAN
and WAN Ethernet) to share one IP address to the Internet. You may also select this
option to use the serial async port for dial backup in the event the DSL or cable
modem becomes unavailable.

e Select IP Routing (NAT Disabled) to connect other IP segments through the serial
async port. See the IP Routing instructions continue on page 26.

Note: The IP Routing (NAT Enabled) feature of the serial async port is valid only if
the WAN port is configured as NAT Disabled.

Click Next.

Remote Access

You must define the location of your remote user account database by selecting Use Local Client
List or Use RADIUS Server.

Note: The Local Client List allows you to add a maximum of 64 users.

Use Local Client List

Use Local Client List allows you to create an authentication database consisting of user names,
passwords and dial-in options for each remote user. You must provide the following information for
each client:
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User Name
Enter the User Name to authenticate the remote dial-in user.

Password
Enter the Password to authenticate the remote dial-in user. Passwords are limited to 16 characters.

Password Verification
Re-enter the remote dial-in user’s password.

Callback Type
Select one of the following three callback options for each remote client:

¢ No Callback: Select this option to allow the remote user to immediately connect to the network
after being authenticated. This is the default setting.

¢ Fixed Callback: This option allows you to specify a fixed callback telephone number for the
user. After the PPP negotiation, the device will disconnect, then callback the telephone number
you entered. This option is best used for clients requiring callback security while dialing-in from
the same location each time.
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e Variable Callback: Select Variable Callback for remote users that travel or
dial-in from various locations and need callback security. This option allows
clients to specify the callback telephone number each time they connect to the
network.

Click Add after entering information for each Local Client.

Click Next and continue with Step 10 when all users have been added to the database.

Use RADIUS Server
Select this option if you would like your remote clients to be authenticated on a RADIUS
server. You must enter the following RADIUS Server Settings:
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RADIUS Access Server IP Address
Enter the IP address of the RADIUS Access Server.

RADIUS Accounting Server IP Address
Enter the IP address of the RADIUS Accounting Server.

Secret
Enter your Shared Secret.

Secret Verification
To confirm your Shared Secret, re-enter your Shared Secret.

Note: In most cases, the RADIUS Access Server and the RADIUS Accounting Server

are the same server, so the IP addresses will also be the same.

Click Next.
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IP Routing (NAT Enabled) and IP Routing (NAT Disabled)

Select from the Asynchronous Port Function Screen

If you select IP Routing for the asynchronous port, the Setup Wizard: IP Routing dialog
box displays.

+ it [F B Camcal |

Enter the information required to dial-up and login to your ISP’s remote server:

Telephone Number
Enter the phone number used to dial your remote server (ISP).

Note: If you must dial a number to get an outside line (for example, “9”, or *0"),
enter the required number plus a “w” (wait) or a comma in the Telephone box (for
example, 9w555-2323 or 9,,5552323). Each comma provides a 3-4 second delay.

User Name
Enter the User Name for your remote server or ISP account.

Password
Enter the Password for your remote server or ISP account.

Password Verification
Re-enter the password for your remote account.

Click Next.
12.The Setup Wizard: DNS IP Address dialog box displays.

Pleerre fnpant your JSPy ONS Server 1P address
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Enter your ISP’s DNS Server IP address. If you are not sure of the IP address,
contact your ISP. Refer to the Glossary in the User Guide for more information
about the DNS Server.

Click Next.
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13.The Setup Wizard: Modem Settings dialog box displays.
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Use this dialog box to define your modem Manufacturer, Model and the DTE

baudrate (speed) of communication between the RF802EW'’s serial async port and
your modem or ISDN TA.

Note: If you do not have a device attached to the serial async port, use the default
modem values, and click Next.

14.To select your modem, in the Asynchronous port settings box, click _I The
system loads modem information.
15. The Modem Initial Command dialog box displays.
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Select your modem manufacturer, then select the model from the list provided.

Click OK. If your modem is not listed and you have a driver disk, click Have Disk...
to install your modem.

Note: This setting configures the initial string of the RFB02EW asynchronous port so
that it will know how to communicate with your modem. If using an analog modem
and this modem is not included in the selection list, in most cases, Standard Modem
will work. If you are using an ISDN TA, refer to the ISDN TA's User Guide for

information on the initialization and hang up strings. Use RouteFinder Manager to
enter modem strings.

16.The Setup Wizard: Modem Setting dialog box re-displays. Use the
Asynchronous port settings list to select the baudrate. Select the DTE speed (the
speed of communication between the asynchronous port of the RFS02EW and the
modem). For DCE speed compression modems, this value can normally be set to

about 4 times the speed of your modem. Keep in mind that if you set the baudrate
too high, the dial-up connection may fail.

Note: You may need to set a lower baudrate since the theoretical maximum

connection speed may not be attainable due to variations in quality of phone line
and ISP connections.

Click Next to complete the basic configuration.
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17.The Check List dialog box displays summarizing your configuration selections.
Ensure that all values have been correctly entered. If you find an incorrect setting,
click Back to return to the screen containing the error and correct it. When
complete, click Next to return to the Check List dialog box.

Click Finish to complete the configuration.

18. The Note dialog box displays indicating that you have completed the Setup Wizard.

Read the IMPORTANT information contained in the dialog box. Choose Run
Monitor (recommended), Run Manager or Exit.

Testing Your Connection

When you select Run Monitor, the RouteFinder Monitor program loads.

1. To test your current settings, select Test Connection. Select Connect Port 1 to
test the WAN port. Select Connect Port 2 to test the serial async port. The
monitor activity will appear in the display window. Refer to the RouteFinder Monitor
chapter in this User Guide for additional information about the monitoring
capabilities of the RF802EW.

2. After successfully using the Test Connection option in Run Monitor, refer to the LAN
Client Settings chapter of this User Guide to continue with your installation by
configuring your LAN workstations.

Note: If a problem occurs while testing your connection, or you need to configure
more advanced options for your RouteFinder, use RouteFinder Manager by selecting
Programs | RouteFinder Manager | RouteFinder Manager.
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Chapter 4 - Web Browser Management and Configuration

Using a Web Browser to Configure Your RouteFinder

Launch your Web browser and type the device IP address (http:// 192.168.2.1) in the
browser’s address box. This IP address is the default value of your gateway. Press Enter.

Note: Please make sure your PC’s address is in the same network as the router’s. In
Windows 95/98/Me you can type WINIPCFG. In Windows 2000/NT, you can type IPCONFIG.

The main menu will appear. It displays all of the functions that you can browse, as well as
setup for the home Internet gateway.

Navigating - When you click one of the menu buttons at the top of the RouteFinder screen
(Device Information, Device Status, Setup Wizard, Advanced Settings, System
Tools, and Help), the corresponding screen displays. Each screen has a submenu accessed

by buttons on the left side of the screen.

« =2 A
Hack Farnward Stop Refresh  Home

Search Faworitez  Histom b ail Print

£} Cable/xDSL Internet Router - Microsoft Internet Explorer

QA G b B 3 Fi

| sddress [@] nip:/192. 1882110/

RouteFinder

DEVICE
INFORMATION

SOHO Internet
Gateway

Device Information
Display the device name, IF address,
firrmware version, and the WMAC
addresses for the LAMN & WWARN
connections.

Device Status

Check the status of your SOHOD
Internet Gateway. Check yaur
connection to the Internet and the
status of your SOHC internet.

Wireless Settings
Configure ESSID, channel, and
encryption for the wireless connection.

Help

Get help with commonly asked
guestions about the SOHOD Internet
Gateway.

DEVICE
STATUS

Cable/xD5SL Wireless Router

SYSTEM
TOOLS

SETUP
WIZARD

ADVANCED

SETTINGS L

SOHO INTERNET GATEWAY
RouteFinder

Setup Wizard

This is the area where the essential
device configuration settings are
enterad.

Advanced Settings

Device password, LAN DHCP and
wirtual semver settings are configured
here.

System Tools

Ferform Systern Tests, reset your
gateway, change your password and
more with the SOHO Intermet Gateway
tools.

Start the Setup Wizard ™
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Setup Wizard

Use the Setup Wizard for a step-by-step process that lets you input all of the basic

settings to configure your Router. Click the Set Wizard button. m

The Enter Network Password dialog box displays. Type admin (the default user name)
in the user name box and leave the password box empty. Click OK.

Enter Network Password |
% Please type pour uzer name and pazsword.

Sitex 132168.2110

Frealm Login az admin

Uszer Hame Iadmin

Pazsword I

[T Save this pazsword in vour password list

] I Cancel

Note: If you would like to change the password, click the Advanced Settings button and
choose Administrative Settings.

The Setup Wizard screen then displays.
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Setup Wizard Screen

RO U'l'EFind er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs i

Main menu
TIME ZONE SELECTION

TIME SETTINGS
Flease choose your local time zone:

| (GMT-04:00) Atlantic Time (Canada) =l

CABLE/xDSL
ISP SETTINGS

ISP ADDITIONAL
SETTINGS

MOTE 1. Please click ‘Next' to enter inputted data.
MOTE 20 FPlease remember to click Save & Restart after you
hawve finished the changes to the device settings.

SAVE & RESTART

Copyright © 2000

Setup Wizard - Time Settings

Choose the local time zone (see screen above). After selecting, click the Next button to
continue to the next step. You can also click the buttons on the left to continue the setup in
the order you would like.
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Setup Wizard - Device IP Settings

You must give your Internet gateway an IP address on your network. This is not the IP
address from your ISP but the local internet LAN IP address. The IP address 192.168.2.1
is the default value of your RFS02EW.

Device IP Address
The internal LAN IP address of your Internet gateway.

Device IP Subnet Mask
The subnet mask can usually be left as its default entry 255.255.255.0.

RO Ullle Finder Cable/xD5SL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVAMNCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs e

Main menu
DEVICE IP SETTINGS

TIME SETTINGS

The device IP address and subnet Mask settings

DEVICE IP
SETTINGS

IP Address: 192 J1es |2 110

CABLE/xDSL
ISP SETTINGS

IP Subnet Mask: [255 | [255 | [255 | [0

ISP ADDITIOMNAL
SETTINGS

MODEM
SETTINGS

MOTE: Please click "Next' to enter inputted data.
SAVE & RESTART
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Setup Wizard - ADSL/Cable ISP Settings

If you would like to use ADSL/Cable ISP settings, you have to enable this function by
configuring this page. Some ISPs may give you Static IP settings. If this is the case for
your ISP, then you need to:

Enter the IP address that is assigned by your ISP.
Enter the IP subnet mask.

Enter the ISP gateway address.

Enter the DNS IP address.

RO U'l'e Find er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs i

Main menu
CABLE/xDSL ISP SETTINGS

TIME SETTINGS

F Your ISP requires you to input IP settings

DEVICE IP
SETTINGS

IP assigned by your

CABLE/xDSL ISP:
ISP SETTINGS

R O R

T IP Subnet Mask: [255 | [e55 | [ess | |0

SETTINGS

ISP Gateway Address: o o oo

Domain Name Ser‘ue:l

(DNS) IP Address: © -10 -0 .0

SAVE & RESTART
< Back | |NexT >
MOTE: Flease click 'Mext' to enter inputted data.
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Setup Wizard - ISP Additional Settings (PPPoE Settings)

If you would like to use additional ISP settings, you have to enable this function and
configure this page. Some ISPs use this protocol for authentication purposes; if this is the
case, you need to enter:

User name: Enter the user name of your ISP account.
Password: Enter the password of your ISP account.
Retype password: Enter the password of your ISP account again to re-confirm.
Idle Time: Select the desired idle time: 5, 10, 15, 30, 60, 90, 120 minutes or no idle
timeout.

Some ISPs use a Host Name to authenticate the user; if this is the case, you need to enter:
Host Name: Enter the name of the gateway.

Some ISPs require you input the LAN card MAC address; if this is the case, you need to
enter:

MAC Address: Enter this LAN card’s MAC address.

Note: Some ISPs may recognize your LAN card MAC address as a legal user. In this case,
you have to copy the LAN card MAC address in the MAC address field.

For Windows 95/98, you can run winipcfg to see the LAN card MAC address.

For Windows 2000/NT, you can run ipconfig/all to see the LAN card MAC address.

ROU'E Finder Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS ToOLS kit

Main menu
ISP ADDITIOMNAL SETTIMNGS

TIME SETTINGS
I~ Your ISP requires you to input

DEVICE IP )
SETTINGS username/password (PPPoE Settings)
User Mame: |

CABLE/xDSL .
ISP SETTINGS Password: I
Retype I

ISP ADDITIOMNAL Password:
SETTINGS Idle Time: |n|:| idle timeuutj

I~ Your ISP requires you to input Host Computer
Name

Host Name: [RFB02EW-2
SAVE & RESTART

™ Your ISP requires you to input WAN Ethernet Mac

Mac Address: |00 [50 |ba [d8 |5 |42

MOTE: Flease click "Mext' to enter inputted data.
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Setup Wizard - Wireless Settings

Use the Wireless Settings screen to enter an ESSID, a channel, and an additional measure
of security through the use of encryption.

ESSID - Type a name that you would like to use to identify your secure shell. All wireless
work stations must use the same ESSID.

Channel - Select a channel. You may have to try more than one to achieve the best
reception.

No Encrytion - Selecting this will disable WEP encryption.

64-Bit and 128-Bit Encryption Keys - Enter a valid number for the encryption keys.
Valid entries can use digits 0-9 and letters A-F. An encryption key composed entirely of
zeroes is not allowed.

Note: These keys have to match the ones at the other location.

RO Uie Finder Cable/xD5SL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs HELF
Main menu  WIRELESS SETTINGS
e ESSID [ireless

25#&5‘;; Channel IE -]

~ No
T Encrption
Ke

ISP ADDITIONAL © 40(64) Bit H” oo Jo o

SETTINGS

- Key
WIRELESS Default Key: 2:|D o Jo Jo o

SETTINGS I'I 'I Ke'yln ID ID ID ID
Jaopew, <oy
s I N O R
SAVE & RESTART
& 128 Bit 35 o Jo fo o
[0 fo Jo o o
o fo o

MOTE: Please click "Mext' to enter inputted data.
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Setup Wizard - Modem Settings

The modem can be used as a dialup backup to the ADSL/Cable connection. If you would
like to use modem backup, you need to enable the modem settings function. Check the box
Dialup Modem When Cable/XDSL is not connected and input the ISP account settings.

Note: If you change the baud rate settings, please check the initial string. You can refer to
your modem manual or TA (Terminal Adapter).

ROU'E Finder Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TOOLS kit

Main menu
MODEM SETTINGS

MODEM
SETTINGS

SAVE & RESTART

I Dialup Modem When Cable /xDSL is not
DEVICE IP
ISP Phone Number: |
ISP SETTINGS
User Name: |
— Retype Password: |
SETTINGS ldle Time: [30minutes x|

MOTE 1: Please click "Mext' to enter inputted data.

MOTE 2 Most modems are compatible with standard modem
strings. But few modems or ISDM TAS may need special modem
string settings. To setup these special modem strings. Please
goto Modem Settings in the Advanced Settings.

Copyright @ 2000

Setup Wizard - Save and Restart

After you have finished making all the changes on the various pages, click Save & Restart
to save the settings and restart the device. After the restart, the device will function
according to the saved settings.

During the save and restart process, system messages will let you know that you have
successfully configured the settings for the device and saved the settings.

During the startup process, the LED of the device will blink. Please wait until the blinking
of the device stops before proceeding.
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Device Information

Click the Device Information button when you want to review the device name, IP
address, firmware version, and the MAC address for the LAN and WAN connections.

RO Uie Finder Cable/xDSL Wireless Router

SOHO Internet DEVIGE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TOOLS HELF

Main menu
SOHO INTERMNET GATEWAY INFORMATION

Device Name: RFS02EW-2
IP Address: 192 168 2110

Private LAN Mac Address: 00:01:09:08:07:06

Public WAN {(Cable /DSL) Mac
Address:

Firmware Version: Y453 (2001/09/11)

0050 hadsho a2
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Device Status

Click the Device Status button when you want to display the current connection status of
the Internet gateway.

RO UiEFind er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM HELP
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

Main menu
WAN Ethernet  DEVICE STATUS

Cable/xDSL: Mat Cable/xDSL Modem
Active n =
- . d o _ ,:'.

modem backup

RELEASE

_ReENEW
Modem
Backup:
Moderm: Mot Active

Device IP:
[P:1592.168.2.110 | |
LAk
hAAC:00:01:09:08:07:05
WA
MAAC:00:50: ba: d3: bG: 42

WIRELESS

DHCP LOG
Lan IP: 192.168.2.100 . MAC: 00:c0:6c:00:d9: fd

Modem Backup

The modem can be used as a dialup backup to the ADSL/Cable connection.
If the current connection is modem, it will indicate Modem:Active. Otherwise, it will
indicate Not Active.

Device IP
This shows the Device IP address, private LAN MAC address, and public WAN MAC address
of the home Internet gateway.

DHCP Log

When you click the DHCP Log button, the Device IP information displays at the bottom of
the screen.
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Advanced Settings

The Advanced Settings screen allows you to set the DHCP server settings,virtual server
settings, and password settings.

After clicking the Advanced Settings button, the Password dialog box opens. Type admin
in the user name box. If you left the password field blank, you do not have to type a
password.

Advanced Settings - DHCP Server Settings

The home Internet gateway’s DHCP server is enabled by default. If you would like to
disable it, uncheck the Enable DHCP Server Functions box.

RO Uie Find er Cable/xD5L Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS ToOLS S

Main menu
DHCP SERVER SETTINGS

DHCP SERVER
SETTINGS

¥ Enable DHCP Server Functions

VIRTUAL SERVER
SETTINGS

IP Address Pool Range

STATIC .
ROUTING From: 192.168 2 |2_
Tor 1921682 ,|1|Jn

DYNAMIC
ROUTING

MODEM STRING IP Address Reservation
SETTINGS 'l_ComputerName:'— IF Address: 192_153_215 1

T ———— 2.ComputerName:| P Address: 192.168.2.|D
S 3. Computer Name: | P Address: 192.168.2 .0

4 Computer Mame: | I Address: 192 1682 .|D
SusmIT)

MOTE: Please click "Submit’ to enter inputted data.

Copyright © 2000
IP Address Pool Range

The IP address pool contains the range of the IP addresses that will automatically be
assigned to the clients of your network. The default setting is 192.168.2.2 to
192.168.2.100.

IP Address Reservation
You can use the IP address reservation option to give particular computers on your network
the same static IP address every time the computer is turned on.
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Advanced Settings - Virtual Server Settings

Virtual Server Settings allow clients on the Internet to access your LAN via the Internet.
You can use the IP mapping function to access an FTP server or Telnet server, etc. on your
LAN via your ISP Internet connection. In the Service field, type the port number.

RouteFinder

Cable/xDSL Wireless Router

ADVANCED SYSTEM
SETTINGS TOOLS

SOHO Internet DEVICE

INFORMATION

DEVICE
STATUS

SETUP

WIZARD e

Gateway
Main menu

DHCP SERVER
SETTINGS

VIRTUAL SERVER
SETTINGS

STATIC
ROUTING

DYNAMIC
ROUTING

MODEM STRING
SETTINGS

ADMINISTRATION
SETTINGS

VIRTUAL SERVER SETTINGS

_Internal IP
_Internal IP
_Internal IP
_Internal IP
_Internal IP
_Internal IP
_Internal IP

e = T s B N S T O

1921682 o
1921682 o
1921682 o
1921682 o
1921682 o
1921682 o
1921682 o

Service
Service
Service
Service
Service
Service
Service

T

MOTE: Flease click "Submit' to enter inputted data.
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Advanced Settings - Static Routing

Routing is the process of moving a packet of data from source to destination. Use this
screen to create a routing table to connect your network to another or to connect subnets
within your network.

Enter the routing information, and then click the Add button. The routing information will
display on the lower portion of the screen. When you have completed the table, click the
Submit button.

RO Uie Finder Cable/xD5SL Wireless Router

SOHO Internet DEVIGE DEVICE SETUP ADVANGCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TOOLS Ry

Main menu
STATIC ROUTIMNG TABLE

MODEM STRING

SETTINGS

ADMINISTRATION
SETTINGS

SETTINGS
Destination IF-I I I I
SEUEIBESS Subnet Mask :I } I . I ) |
ETATIC Gateway IF-I I I I
ROUTING Address : . . .
DYNAMIC
ao

MOTE: Flease click "Submit' to enter inputted data.
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Advanced Settings - Dynamic Routing

Dynamic Routing is disabled when Static Routing is used. You will have to disable Static
Routing in order to choose one of the dynamic routing protocols (routing protocols that
adjust automatically to the changes in the network topology or traffic).

RO Uie Find er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM HELP
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

Main menu

DHCP SERVER DYNAMIC SETTINGS

SETTINGS

VIRTUAL SERVER e RIp1
SETTINGS SEND @ Disable © RIP1 " RIP2

Compatible
STATIC
ROUTING

i~ RIP1 " Both
DYNAMIC RECEIVE = p; r
ROUTING D'Sahleonlv RIP2 Only RIP1/2

MODEM STRING
SETTINGS

ADMINISTRATION

SETTINGS

SusmiT)
MNOTE: Please click "Submit’ to enter inputted data.
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Advanced Settings - Modem String Settings

Use the Modem String Settings screen to set the baud rate and any special commands.

RO Ullle Find er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs e’

Main menu
MODEM SETTINGS

ADMINISTRATION
SETTINGS

DHCP SERVER
VIRTUAL SERVER Baudrate
SETTINGS , 115200bps(28.5K/33/6K/56K modern or ISDN TA) =
BEEE  Summsw T
STATIC Pre-nitial String: [AT
ROUTING ” .
Initial String: |AT 0=1
DYNAMIC : _—
Dialup String: |ATDT
MODEM STRING
g

MOTE: Please click "Submit’ to enter inputted data.
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Advanced Settings - Administrative Settings

Use the Administration Settings screen to change password settings, port numbers, remote
user configuration, and system log settings.

RouteFinder

SOHO Internet
Gateway

Main menu

DHCP SERVER
SETTINGS

VIRTUAL SERVER
SETTINGS

STATIC
ROUTING

DYNAMIC
ROUTING

MODEM S5TRING
SETTINGS

ADMINISTRATION

SETTINGS

Cable/xDSL Wireless Router

ADVANMCED
SETTINGS

DEVICE
INFORMATION

DEVICE
STATUS

SETUP
WIZARD

PASSWORD SETTINGS

The new password will be used to authenticate the
user when configuring the device.

SYSTEM

TOOLS etk

New Password: |
Retype Password: |

SYSTEM ADMINISTRATION
HTTP Port No: IBIZI
Telnet Port No: |23

™ Allow remote user to configure the device
Remote administration host
IP Address: [0 . fo . Jo .o

I Allow remote user to ping the device
SYSTEM Log

I Enable System Log Function
Log server IP
address | 3 T O

MOTE 1: Please click "Submit’ to enter inputted data.
NOTE 20 This function will enable the system log dasmon to log all
the system information to the system log server.
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System Tools

Use the System Tools screen to view the Intruder Detection Log, view the Routing Table,
and run a System Diagnosis.

System Tools - Intruder Detection Log

The event messages show the possible hacker attacks that have occurred on your Internet
gateway. Up to 32 hacker attacks may be logged in this manner.

RO Uie Finder Cable/xDSL Wireless Router

SOHO Internet DEVIGE DEVICE SETUP ADVANCED SYSTEM HELP
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

Main menu
INTRUDER DETECTIOMN LOG

INTRUDER
DETECTION LOG

Dest IP
(Port)

Source IP

(Port)

Time Protocol Event

DISPLAY Index
ROUTING TABLE

SYSTEM
DIAGNOSTICS

LOAD DEFAULT

SETTINGS

UPGRADE
FIRMWARE
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System Tools - Display Routing Table

Use this screen to view the current routing information.

RO Uie Find er Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS TooLs HELF

Main menu
DISPLAY ROUTING TABLE

INTRUDER
DETECTION LOG
Destination Gateway IP Hop
DISPLAY TYPE | o0 1P Address Subnet Mask Address Count

RlALLY  INTF 192.168.2.0  255.255.255.0 192.168.2.110 1

SYSTEM
DIAGNOSTICS

LOAD DEFAULT
SETTINGS

UPGRADE
FIRMWARE
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System Tools - System Diagnosis

Use the System Diagnosis screen to view your Internet gateway’s information. This
information can help you check-up on your Internet gateway to make sure that everything
is functioning properly or, under the diagnosis section, to check the device and the link
status to see that it's working.

RouteFinder

SOHO Internet DEVICE DEVICE SETUP
Gateway INFORMATION STATUS WIZARD

Malin menu
SYSTEM DIAGNOSIS
INTRUDER
DETECTION LOG .
Configuration
DISPLAY

ROUTNGATABLE Firmware YWersion: V4 58

SYSTEM

DIAGNOSTICS ISP Settings
IF assigned method: Statically assigned
‘“ﬁrﬁffé‘é’” IF address: 0.0.00
Gateway P address: 0.0.0.0
UPGRADE DMNS Server IP address: 0.0.0.0

FIRMWARE Host Name: RES0ZEW.2

FFFoE Enable : Mo
FFPFoE Username:

Modem Settings Diagnosis

Telephone Mumber: ISP Status

Ei’a'—TLJD USet'f g‘g"”?3 | Cable /XDSL IP address:0.0.0.0
© IMecLL SU TS ONS 1P address: 0.0.0.0

Fre Initial String: AT .
Initial String: AT S0=1 Modem (async) P address: 0.0.0.0

Dialup String: ATOT

_ _ Link Status
Device Settings | CablexDSL Disconnected
Device P address as: | |LAM Connected
Device Metwork Mask: | Modem Moderm is Mot Ready

DHCF Server: Enabled

Foolfrom: 192168 2 2| Current WAN connection
Foolto: 192 168 2 100 CablefDSL Mot Connected

LAN MAC Table
LAM IP: 192.168.2.100 . MAC: 00:c0:6c 00 d9:fd

WAN MAC Table
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System Tools - Load Default Settings

Use this screen to load the original default settings of your Internet gateway.

RO Uie Finder Cable/xD5SL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM HELP
Gateway INFORMATION STATUS WIZARD SETTINGS TOOLS

Main menu
LOAD DEFAULT SETTIMNGS

DETECTION LOG
Load Default Settings will load the factory default

DISPLAY settings for the device. Please click on the START
ROUTING TABLE button to proceed.

SYSTEM
DIAGNOSTICS
Note. The Device IP Address will be reset to
T 192.168.2.1 after Load Default,

UPGRADE
FIRMWARE
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System Tools - Upgrade Firmware
Use this screen to upgrade the newest firmware to your RF802EW at MultiTech.com

ROUie Finder Cable/xDSL Wireless Router

SOHO Internet
Gateway

Main menu

INTRUDER
DETECTION LOG

DISPLAY
ROUTING TABLE

SYSTEM
DIAGHNOSTICS

LOAD DEFAULT
SETTINGS

UPGRADE

FIRMWARE

]

DEVICE DEVICE SETUP ADVAMCED SYSTEM HELP
INFORMATION STATUS WIZARD SETTINGS TOOLS

FIRMWARE UPGRADE

Enter the firmware file path into the box and click
START to proceed with the new firmware
upgrade,

Firrmware Upgrade File: | Browse.. |
a2zrne)
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System Tools - Reset Device

Use this screen to reset your RouteFinder. Reset you RouteFinder when changing settings.
Resetting the RouteFinder will restart it. Click the Start button to reset the device.

ROUte Finder Cable/xDSL Wireless Router

SOHO Internet DEVICE DEVICE SETUP ADVANCED SYSTEM

Gateway INFORMATION  STATUS WIZARD  SETTINGS ToOLS HELF

Main menu
RESET THE DEVICE

INTRUDER
DETECTION LOG _ _ _ _ .
Resetting the device will restart it. Please click on

DISPLAY the START button to proceed.
ROUTING TABLE

SYSTEM
DlAGKoRTICS _Stamr)  oance)

LOAD DEFAULT
SETTINGS

UPGRADE
FIRMWARE

RESET DEVICE
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Chapter 5 - Telnet

Chapter 5 - Using Telnet to Configure Your RouteFinder

Telnet is a telecommunications software utility which allows you to access a remote device.
The RouteFinder RF802EW has a built-in Telnet Server that enables a Telnet client to
remotely configure the device using a menu system.

Important: Non-Windows operating system users must use the Telnet menu system to
define the function of the WAN and async ports, to define how IP addresses are
administered, to configure IP addresses on your local and remote systems and to set up

any necessary virtual server, routing table and packet filtering options.

Note: To successfully configure your router using Telnet, TCP/IP must be correctly
configured on your computer. The router and computer must also be located on the same

subnet.

Starting a Telnet Session

1. Start your telnet session and connect to the RouteFinder RFB02EW using the
router’s default IP address of 192.168.2.1 and vt100 terminal emulation.

Connect
Host Name: [192.168.2.1 -
Port: Itt:lnt:t j
TermType: Ivﬂ 0o j

Connect Cancel |

If you are using a graphical interface such as the one shown above, click Connect.

2. When prompted to input the Router Password, press Enter.
3. The RF802EW Telnet Server Menu displays.

Please inpul ROUTER passwoid
Password:

ROUTER SETTIHGS
al.
bl.
cl.
dl.
e).
fi.
qb-
hh.
iy.
1.
k).
1).
m).
ni.
o).
pi.

0l

ROUTER IF ADDREES
HOUTER SWBHET HASK
HOUTER HAME

HOUTER FAassUORE

WaH ETHERHET MAC ADDA .,

WAH ETHERMET SETTIMHGS
ASYHE PORT SETTIHLGS
WIRELESS SETTIHGS
ROUTER DHME IPF ADDRESS
LAaH DHCF SERVER
UIRTUAL SERVER
ROUTIHE TABLE

CLIEMT FILTER SETTIHG
LOADr PEFAULT SETTIHG:

5

SAUE ARD RESTART SERVER

DIAGHOSTIC
quiT

Select 7 i

C169 . 250 ATH. 10
255 25D 255 . 0
CRFEBEEW

L

CAB;S0:RN:D8 RS 423
L{IHTERHET AGCESS:
LREMOTE ACCESS»

CO.BoB. A
{EHABLEX
CDISABLEX
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To use the menu, type the letter corresponding to the parameter you’d like to
change.

Depending on the parameter you are changing, you are presented with an open field
into which you may type new information, or you are presented with a list of options
from which you may select a value. Each menu item is described in the following
pages.

Note: After entering parameters for all settings that you want to change, continue
to type q to return to the previous menu until you reach the main Telnet Server
menu. Select Save and Restart Server to save your new configuration.

Server Menu Options

a). Router IP Address

Enter the IP address assigned to the RF802EW on your local network. The new address will
take effect after you have selected Save and Restart Server.

b). Router Subnet Mask
Enter the subnet mask for your local network.

c). Router Name
Enter a network name for the RF802EW. If your ISP requires your device to have a name,
you may use the value entered in this field.

d). Router Password

The default is no password. If you choose to use a password, ensure that you write the
password down and keep it in a safe place. If you forget the password, contact the Multi-
Tech Technical Support for assistance. Refer to Chapter 10 in this User Guide for contact
information.

e). WAN Ethernet MAC Addr.

Displays the current MAC address of your router. Edit this only if required by your remote
system or ISP.

f). WAN Ethernet Settings

Define the function of the WAN port by selecting Internet Access (IP Routing-NAT Enabled)
or LAN-to-LAN access (IP Routing-NAT Disabled). Refer to the WAN Ethernet Segment
section of the RouteFinder Manager chapter for more information.

£). WAN Ether SETTINGS <IMTERHET ACCESS:
FUMCTION SETTING

a). INTERMET ACCESS

b). LAN-to-LAN ACCESS

select 7 |

Internet Access
If you use the WAN port for Internet Access, you must configure the following options:

INTERHET ACCES3 PORT SETTIHG

a). WaH ETHERHET PORT IP ADDRESS <08.8.8.08>

b). WAH ETHERHET PORT IP HETHASK {25 25LC 2L B
c). WAN ETHERHET GATEWAY IP ADDRESS <@8.08.8.8>

d). PPPoE <EHABLE>

e). PPPoE USER HAME L

f). PPPoE PASSWORD L

q). PREVIOUS HMEHU

Select %

Enter the IP port information provided by your ISP or other external network administrator.
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Note: If your ISP uses dynamic IP addressing, leave the External Port IP address and
External Gateway IP address at the default values of 0.0.0.0. Set the External IP Netmask to
the default value of 255.255.255.0.

LAN-to-LAN Access
To use the WAN port to connect to another LAN, you must configure the following:

LAM to LAN PORT SETTIHNG

a). WAN ETHERHET PORT IF ADDRESS <8.8.8.8>

b)y. WAN ETHERHET PORT IF HETHASK €255 255255 8>
q)- PREVIOUS HMEHU

Select %

Enter the IP and Netmask address of the network to which you are connecting.

g). Async Port Settings
The async port may be used for IP Routing or Remote Access. For more information,
see the Async Port section of the RouteFinder Manager chapter.

IP Routing

If you will use the async port for IP Routing, enter the following information as
described:

IP ROUTIHG PORT SETTIHG

a). TELEPHOHE HUHMBER <>

by. USER HAHE <>

c). PASSWORD <>

dy. IDLE TIHEOUT <5

e). SERIAL BAUDRATE <115288>
f). MHODEHM PRE-IHITIAL STRIHG <AT>

g)- MODEM IMITIAL STRING <AT 58=1>
h). MODEM DIALUP STRIHG <ATDT>
i). MODEHM HAMGUP STRIHNG <ATHB>
j)- LOGIH SCRIPT <DISABLE>
kY. EDIT LOGIN SCRIFPT

1). EXTERHAL IF ADDRESS <f.a.8.8>
my. HAT FUHCTIOH <EHABLE>
ny. ASSIGH REHOTE 1IFP <DISABLE>
gq)- PREVIOUS HMEHU

Select 7

Telephone Number
Enter the phone number the async device must dial to connect to the remote system.

User Name
Enter the User Name that will be used for authentication on the remote system.

Password
Enter the Password associated with the User Name for the remote system.

Idle Timeout
Enter the amount of idle time allowed to pass before the connection times out. The default
value is 5 minutes.

Serial Baudrate
Use the list to select the appropriate baudrate of the modem attached to your async port.
You may need to select a lower speed to ensure a quality connection.

Modem Pre-Initial String

Consult your modem or ISDN TA User Guide for this information. The default value will work
for most analog modems.

Modem Initial String

Consult your modem or ISDN TA User Guide for this information.

Modem Dialup String
Consult your modem or ISDN TA User Guide for this information.

Modem Hangup String
Consult your modem or ISDN TA User Guide for this information.
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Login Script

Select Enable or Disable.
Edit login Script

Refer to the RouteFinder Manager chapter of this User Guide for information on editing

scripts.

External IP Address
Enter the IP address of the remote device to which you are connecting.

NAT Function
Select Enable or Disable. Refer to the Glossary in this User Guide for additional information

on NAT.

Assign Remote IP
Select Enable or Disable. If you select Enable, you will be prompted to enter an address to
be assigned to the remote system.

Remote Access
To configure the async port for Remote Access, enter values for each of the following:

REMOTE ACCESS PORT SETTIHNG

aj).
b).
c).
d).
e).
f).
q) -
hy.
i).
i)-
k).
1).
mj.
nj.
o).
p)-
al.

IP ASSIGHED HMETHOD
PROTOCOLS

IPX/SPX FRAHME TYPE
AUTHENTICATION METHOD
EDIT USER DATABASE

IDLE TIHEOUT

SERIAL BAUDRATE

HODEM PRE-IMITIAL STRIHG
MODEM IMITIAL STRIMG
MODEM DIALUP STRIMG
MODEM HAMGUP STRIMG

EDIT LOGIN SCRIPT

RADIUS SERUER

RADIUS ACCESS SERUER IP
RADIUS ACCOUNTING SERUER IP
RADIUS SECRET

PREVIOUS HEHU

IP Assigned Method
Select the method the client will use to have their IP address assigned.

Protocols
Default value is Both IP and IPX enabled. You may select to use only one protocol,
however if you are connecting to a Netware server, you must have IPX enabled.

IPX/SPX Frame Type
The default value is Autodetect. If you have problems with your network connection, you
may select Ethernet_II, Ethernet_802.3, Ethernet 802.2 or Ethernet_snap.

Authentication Method
Select either None, PAP or CHAP. Refer to the RouteFinder Manager chapter of this User
Guide for additional information.

Edit User Database
To add users to the database, select the next available letter. Enter the User Name,

Password and Callback type for each user that you add to the database. You may enter up to
64 remote clients.

Idle Timeout
The default value is 5 minutes.

Serial Baudrate
Select one of the available options. You may need to use a slower speed to ensure a quality
connection.

Modem Pre-initial string
Refer to your modem or ISDN TA User Guide for information. The default value will work for
most analog modems.

<AUTOMATICALLY>

<BOTH IP & IPX EMABLED>
<AUTODETECT>

<PAP:>

<8
<1152808>
<AT>

<AT 58=1>
<ATDT>
<ATHA>

<EHABLE>
<@.a.a.a>
<@.8.8.8>
<
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Modem Initial string
Refer to your modem or ISDN TA User Guide for information.

Modem Dialup string
Refer to your modem or ISDN TA User Guide for information.

Modem Hangup string

Refer to your modem or ISDN TA User Guide for information.

Edit login script

Select this option to edit the login script executed when the client connects to the network.
Refer to the RouteFinder Manager chapter of this User Guide for additional information about
creating and editing scripts.

RADIUS Server
Select Enable to configure remote users to authenticate on a RADIUS Server.

RADIUS Access Server IP
Enter the IP address of the RADIUS Access server.

RADIUS Accounting Server IP

Enter the IP address of the RADIUS Accounting server. In most configurations, the Access
and Accounting server are located on the same machine, so the IP address is the same for
both.

RADIUS Secret

Enter the secret code or password for the RADIUS Server.

h.) Wireless Settings
Enter an ESSID, select a channel, and set encryption keys on this screen.

ESSID
Type a name that you would like to identify your secure shell. All wireless work stations must
have the same ESSID.

Channel
Select a channel. You may have to try more than one to achieve the best reception.

Enable/Disable
Choose to enable or disable WEP encryption.

WEP Keys
If you enable WEP encryption, you enter 64-bit encryption keys and 128-bit encryption keys.
Valid entries can use digits 0-9 and letters A-F. An encryption key composed entirely of zeros
is not valid.

Note: The keys have to match at both locations.

i). Router DNS IP Address
Enter the IP address of your Internet Service Provider’s DNS server.

j)- DHCP Server

You may select Disable or Enable. If you would like the RFB02EW DHCP server function to
provide IP information to workstations as they connect to the network, select Enable.

When you enable DHCP, you will be prompted to provide the beginning and ending IP
addresses in the range of addresses administered by your RouteFinder. Refer to the LAN
DHCP section of the RouteFinder Manager chapter of this User Guide for additional
information.

k). Virtual Server

Select Disable or Enable. If you select Enable, you may enter the external and internal IP
Addresses necessary to allow remote clients to access specific devices on your network via
the Internet. Refer to the General Settings section of the RouteManager chapter in this
User Guide for more information about Enabling IP Mapping.
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1). Routing Table

The Routing Table option lets you create a routing table so your RouteFinder will route IP
packets to the proper network. For more information, refer to the Routing Table section of
the RouteFinder Manager chapter of this User Guide.

m). Client Filter Settings

The Filter Settings option allows you to define which packets are allowed to either pass
through, or be blocked from passing through the RF802EW ports. You may filter packets
for network services including Mail, WWW, FTP, Telnet and News. See the Filter Settings
section of the RouteFinder Manager chapter for more information about filtering options.

n). Load Default Settings
Use this option to return the router to the factory default settings.

o). Save and Restart Server
This option saves your RouteFinder configuration into Flash memory and restarts the device
to enable the settings to take effect. The system will pause while settings are being saved.

Note: After completing your configuration, you must select Save and Restart Server or
your settings will be lost when power is turned off for the device.

p). Diagnostic

The Diagnostic option performs basic testing of the RouteFinder, displays information about
your firmware and offers options for assigning the LAN and WAN MAC addresses as may be
required by your ISP.

B Telnet - 192.168.2.1

Connect Edit Terminal Help

0). DIAGHOSTIC -]
. Firmware Code Uersion U4.18

- DRAM TESTIMG. s c - aa - 0K

. Firmware Code Checksum...... PASS

. UM9B688 WAN ETHER. ... ........ PASS

. UM9BE8 WANM ETHER HMAC. .. ..... 22:33 4455 66-F7F

. MAC ADDR for LAM. .. .o .. FF-06:55:-44:-33:-22

D

Type ‘p° to assign WAM MAC.
'n' to assign LAM MAC.
other to Exit.
>>>

Al 2w

Type any key to return to the main menu.

q). Quit
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Chapter 6 - RouteFinder Manager

Accessing the RouteFinder Manager Software

RouteFinder manager is the main program used to configure all the settings of your
RF802EW.

1. To run RouteFinder Manager, double-click the RouteFinder Manager icon on your
desktop, or click Start | Programs | RouteFinder Manager | RouteFinder
Manager.

2. The Manager dialog box displays.

Manager 7.26 |

IRFEDEEW (IFy 192 1685 2013 (WIACY 0:3549:32201:67 WVer V4 45
Avwallable Devices:

General Settings

Fort Settings

LAN DHCE Server (DISABLED)

Fouting Settings

Refresh Dewice List

Filter Settings

: Wireless Settings
Cievice Mame and Pasgword

MAC Arccess Control

Save Settinos to File

Load Settings Routelinder Manager

Upzrade Firmware

General Diagnostic Save & Exit Cancel | Help |

3. The RF802EW automatically searches your network for devices available for
configuration and displays them in the Available Devices list box.

Select the device you are attempting to configure from the Available Devices list.
If you need to update the list, click Refresh Device List. You must exit
RouteFinder Manager before using the device.

After you have selected a device from the Available Devices list, the Status box at
the top of the screen provides the following information about your device: name, IP
address, MAC address, and firmware version number of your RouteFinder.
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Description of the RouteFinder Manager Main Screen

Buttons on the Left Side of the Screen

The buttons in the left column offer the ability to change the device’s name and password,
save and load settings, upgrade the firmware or run general diagnostics on the device.

Available Devices

The RF802EW automatically searches your network for devices available for configuration
and displays them in the Available Devices list box.

Refresh Device List

If a device does not appear in the list, click Refresh Device List again to determine if the
device will appear on the list. If the device still does not appear, ensure that all cables are
correctly connected and that the power to the RF802EW is turned on. If the device still
does not appear in the list, refer to the Troubleshooing chapter of this User Guide.

Device Name and Password

You may use the default device name or use this dialog box to change the name or add a
password for your device.

Device Hame and Password

Device Mame: [FF302EW oK

Dotnait Matne | Cancel

Drevrice Password |

Pazsword Verification I

Device Name - Displays the name of your network device. To change the name,
simply enter a new name. If you are connecting to an ISP via cable modem or DSL,
and your ISP requires you to enter a computer name, you may use the device name
that you entered here.

Domain Name - Enter your local network domain name.

Device Password -The RouteFinder manager does not come with a default password.
If you enter a password, you will be prompted to enter the password each time you
want to configure your network device. To enter a Password, type your password in the
Device Password box, then re-enter your password in the Password Verification
box.

Note: Entering a password is strongly recommended to protect your RouteFinder from
unauthorized reconfiguration. If you enter a password, ensure you have selected
something that will be easy to remember or write it down and store it in a safe location.
If you have completely forgotten your password, contact Multi-Tech Technical Support
for assistance. Refer to Chapter 10 in this User Guide for more information about our
Technical Support services.
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Save Settings to File

This option allows you to save your settings to a file. This option provides a method for
backing up your system configuration so that it can be used in the event your settings
become accidently deleted. This option can also be used if you would like to have more
than one set of settings for your RouteFinder.

1. From the main Manager dialog box, click Save Settings to File.

2. The Save Settings to File dialog box displays.

Save Settings to File

File Path IC:HPRDGR.AI‘-.-‘I FILES\MULTI-TECH SYSTEMSWROUT |

Save | Cancel | Help |

3. In the File Name box, enter the full path of the file containing the settings you

want to use or click | i then navigate to and select the file. You can save a copy

4. Click OK to save the settings to the file.

Load Settings

This option allows you to load either the default settings of your network device or to load
settings previously saved to a file.

1. From the main Manager dialog box, click Load Settings.
2. The Load Settings dialog box displays.

& Load Default Settings

¢ Load Settings from File

File Path CAPROGEAM FILESWMULTI-TECH SYSTEMSWEOUTEFINDE - .. |
0K | Cancel Help |

3. To return the RouteFinder to factory default settings, select Load Default Setting.
To load a configuration from a file, select Load Settings From File.
5. In the File Path box, enter the name of the file containing the settings you would

like to use or click |£ i then navigate to and select the file.

6. Click OK to load and apply the settings to the RouteFinder.
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Upgrade Firmware

This options allow you to upgrade your RF802EW firmware. It upgrades the firmware of
your RF802EW, not the RouteFinder Manager or Monitor software.

Warning: Upgrade the firmware of your RouteFinder RF802EW only under the advice and
direction of the Multi-Tech Technical Support Group. Improperly upgrading the RF802EW
may disable the device!

1. From the main Manager dialog box, click Upgrade Firmware.
2. The Upgrade Firmware dialog box displays.

Current Device Wersion |V4.48 | Upgrade

Firmware File Name [RF 00 | Cancel

Fittnwate File Directory I-E:‘-PRDGRMUI FILES\WULTI-TECH SYSTEMSEOUTEF ML

Firtmware File Version [V4.45 | Help

3. Download the latest firmware from the Multi-Tech System’s web site at
www.multitech.com.

4. Copy the firmware to the directory containing the RouteFinder Manager program
files. Refer to the default Firmware File Directory box to determine the location of
the files on your system.

5. Enter the location of the new firmware file in the Firmware File Directory box.
RouteFinder Manager will automatically detect the new firmware file name and
display it in the Firmware File Name box. The version number of your firmware
will display in the Firmware File Version box.

6. Click Upgrade to upgrade your firmware.
7. A message displays stating the upgrade has started.

8. After several minutes, an informational dialog box displays indicating the upgrade
was successful.

9. Click OK.
10. From the main Manager dialog box, click Save and Exit.

11.Click Yes to restart the RouteFinder using the new firmware version.
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General Diagnostic

This option displays network device information and allows you to determine if the
RF802EW is functioning properly.

1. From the main Manager dialog box, click General Diagnostic.
2. The General Diagnostic dialog box displays information about the RFS802EW.

General Diagnosztic

Testing Ethernet ... Testing OK |
/0 30

AT 00 56: 73 50: 33 103

[0 Walues 0 10 20 30 40 50 60 70

Testing E5232 ... Testing OK |
/o oan
[0 Values 0 12 24 36 48 60 72

F.eading Firmware Version ... Testing 0K |
O WersionV4 48
FLASH VersionV4 .43

Test Complete (O

3. Record the information if necessary and click OK to exit.

Buttons on the Right Side of the Screen

The buttons in the right column provide access to advanced configuration options for
General Settings, Port Settings, LAN DHCP Server Options, Router Settings, and Filter
Settings. These are described in detail on the following pages.
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General Settings Option on the Manager Main Screen

After selecting your device from the Available Devices list, click General Settings to
view or change all of the major network settings for the RF802EW including LAN and WAN
Ethernet segment settings, DNS information, IP Routing, and Remote Access settings.

Most of the settings here were entered in Setup Wizard. However, some important settings
can be entered only in RouteFinder Manager.

This Wireless Point Settings dialog box displays first.

Enable Access Point + Router function is the default option. This allows you to setup
your network connection and routing.

If Enable Access Point function only is selected, you can set the Access Point’s IP as
manual settings or acquire an IP address from a DHCP server. This allows you to setup
your network connection without routing.

Wireless Access Point Settings

{* Enable Access Pomt + Router function

Click here to Setup Router Sethings

" Enahle Access Point function only

1 Loouire AP setines frorm the [WHIEE semren on the nelvortis
(Thiz setting will disahle the AP's DHCP zerver function)

f* ! Il setun A E S TE setines

IP Address [192 JJiss [z 13
IF Subnet Mask [255 [f2s5 [J255 [fo
QK | Cancel | Help

Click Click here to Setup Router Settings to select Router settings for your RouteFinder.

The General Settings dialog box contains settings for IP information for LAN Ethernet
Segment and WAN Ethernet Segment, DNS number, IP Routing settings, and Remote
Access settings.
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General Settings

~LAN Etherriet Segmearnt
Server [P Address {192 {168 |2 [13
Server I[P Netmask | 255 | 255 255 o
— WAN Ethernet Segrment
¥ HAT (Metwork &ddress Translation)
[ PFPaE User Hame I
Password |
FExternal Fort IF Address ||:| ||:| ||:|
External Port [P Netmask |255 255 [
Gateway [P & ddress [ |0 |0
*Mote : Wan Ethernet Port IP Address : 0000 indicates assigned by remote setver
—Asyne Port
" [P Routing &+ Remaote Access
EER Eettitiss Remote &ccess Settings

[ Enable IF Mapping

1B InTapptoz ( Wartial Serser)

] 4 Cancel Help

General Settings Options

LAN Ethernet Segment

Server IP address - This IP address is the internal LAN IP address of the RFS802EW.
The address entered into the Setup Wizard is displayed here (for example,

192.168.2.1).

Server IP Netmask -The RF802EW subnet mask generally can be left at the default

value of 255.255.255.0.

WAN Ethernet Segment

Select NAT (Network Address Translation) to provide firewall protection and enable
all local LAN users to share one IP address to access the Internet. If the NAT box is not
selected, the WAN Ethernet is configured as a router to route network traffic between
the LAN Ethernet segment and the WAN Ethernet segment. The External Port IP
Addresses are provided by your ISP or remote system administrator.

PPPoOE - If your ISP uses Point-to-Point Protocol over Ethernet for authentication
purposes, select the PPPOE box and enter your ISP account User Name and Password.

External Port IP Address - Enter the IP address provided by your ISP or remote

system administrator.

External Port IP Netmask - Enter the subnet mask of the port as provided by your

ISP or remote system administrator.

Gateway IP Address - Enter your ISP or remote network’s Gateway IP address.

Note: If your ISP uses a DHCP server to automatically assign a login IP address,
subnet mask, gateway IP address or DNS IP address, enter 0.0.0.0 as your External

Port IP Address and the Gateway IP Address.
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Async Port

The Async Port can be configured to provide either IP Routing or Remote Access. IP
Routing is used to connect your network to another router through the Serial async
port. Remote Access allows remote users to dial-in to the device to access and share
network resources as if they were logged on to the network locally.

1. To configure the RF802EW for IP Routing, select IP Routing in the Async Port
section of the General Settings dialog box.

2. Click PPP Settings.
3. The IP Routing Settings dialog box displays.

IP Routing Settings

¥ IF Fouting (NAT Enabled)
TelMumnber

Uzet Matne

Pazswotd

Pazsword Verification
Exzternal{Fort)IF
[T Assign Remote Site an IP Address
Remote IP Address ID ID ID ID

¥ Allow Remote Dial-In Remote Authentication Settings
[M Callback Settings

CE Caticel Help

IP Routing (NAT Enabled) - If NAT is enabled, all local users will be firewall

protected and will share one IP address through the Async port. Enter values in the
fields as described:

Tel Number - Enter the phone number required to access your ISP.

User Name - Enter the account user name to be authenticated by your ISP.
Password - Enter the user account password to be authenticated by your ISP.
Password Verification - Re-enter the user account password for verification.

External (Port) IP - Enter the fixed IP address provided by the remote site
System Administrator. If this address is automatically assigned by the remote site
DHCP server, enter 0.0.0.0

Assign Remote Site an IP Address - Check the box if you will specify the IP
Address of the remote site.

Remote IP Address - Enter the IP address the remote site will use.
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Allow Remote Dial-In - This option allows a remote site to dial-in to this network.
1. From the IP Routing Settings dialog box, select Allow Remote Dial-In.

2. Click Remote Authentication Settings.
3. The Remote Connection Authentication dialog box displays.

Remote Connection Authentication

- Remote Authentication

Authentication Protocaol " Maone ¥ PAF i~ CHAF

" Usze Local Settings

Femote Tser Matme I

Remote Password I

Femote Pagaword Verification I

{* Usze Local Client List Local Client List
" Usze RADIUS Authentication BLATOTITE et |
O Catizel | Help

4. Select one of three methods to define the authentication protocol to be used when a
remote site is dialing in to your site:
e None - No authentication needed.
e PAP - User Name and unencrypted Password are transmitted over the network.
e CHAP - DHCP sends a key which is used to encrypt the user name and password.
Encryption provides added protection from potential interception of authentication
information.
Note: If you select PAP or CHAP, you must indicate where the authentication
process should occur, by selecting Use Local Settings, Use Local Client List, or
Use RADIUS Authentication. Refer to Remote Connection Authentication Settings
following this section.

5. Click OK when complete.

Callback Settings - From a remote site, you can trigger your RF802EW to establish a
connection with your ISP.

1. Click Callback Settings and select one of three call back options:

No Callback

Trigger (ISP) Server Connection - The RouteFinder will establish a connection

with the ISP server after a remote user dials into the asynchronous port. The

device can be triggered to automatically establish a connection with the ISP in
one of two ways:

1. The ISP server is dialed after the RF802EW receives a PPP (modem)
connection from a remote user.

2. The RF802EW makes the connection to the ISP server after receiving a
regular telephone call. The remote user calls the RF802EW async port to
trigger the connection to the ISP server.

Remote Callback - After dialing, the RFBO02EW hangs up and waits for the

remote site to callback. You must enter the callback telephone number (the

telephone number the device should call) in the Tel Number box.

2. Click OK to complete.
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Remote Authentication Settings - When you select Allow Remote Dial-in, you must
determine the method that remote users must use to be authenticated on your system. If
you choose the PAP or CHAP authentication protocol, you must select Use Local Settings,
Use Local Client List or Use RADIUS Server authentication.

Use Local Setting - You may create a Remote User Name and Remote Password to log
in to the system. All users must type the same user name and password that you
specify.

Use Local Client List - The Local Client list is a list of all User Names and Passwords
that can access your network from a remote site. When a remote user dials in to the
RF802EW, the user’s access profile information (user name, password, callback status,
etc.) is validated by checking the user information in this list. The RF802EW can
include up to 64 users in the Local Client list. Click Local Client List to add your remote
users.

Important: The RF802EW is set up with a default user of guest which requires no
password. For security reasons, either delete the user ID guest or provide it with a
password.

Client Configuration

: —Clent Information
oues i
Jane Doe Uszer Mame |.T|:|hn Dioe
Cancel
Password I"“'”'”'”'c
Password Verification R Help
Callback Type No Callback j

¥ Aszsign a specific IP for this user
N |1o0

The IP address set here will overnide the Port IP assignment

Add | Lelete

Client Information - For each new remote user added to the system, enter the
following information:

User Name - Specify a user name with a maximum of 16 characters.

Password - Specify the password corresponding to the user name. Passwords are
limited to 16 characters.

Password Verification - Verify the password by re-entering the user password in
the box provided.

Callback Type - The callback feature provides an added level of security to your
dial in system. A remote client dials in to the network and then disconnects. The
RF802EW then calls the client back. The feature can be implemented using no
callback, fixed callback, or variable callback.

No Callback - The RouteFinder does not perform a callback function. This is the
default setting.
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Fixed Callback - The RouteFinder will connect to the client by dialing the number
specified in the Your TelINumber box.

Variable Callback - This option allows the remote client to specify the phone
number the RouteFinder should callback each time a dial up connection is
established.

Assign a specific IP address for this user - Select this option if you would like to
have a specific IP address assigned to this user. Enter the IP address. This IP
address will be used each time the client logs in and will override the Assign Remote
Site an IP Address option as shown in the IP Router Setting dialog box. Click Add
to add this client to the Local Client List.

Use Radius Authentication - Choosing RADIUS Authentication allows you to use the
user information (such as user name, password, IP address) stored on a separate RADIUS
server on the network.

Note: A RADIUS Server (Remote Authentication Dial-In Service) is an accounting and
authentication system used by many large companies and Internet Service Providers
(ISPs). After a client dials into the network and enters their user name and password, the
information is passed to a RADIUS server. The RADIUS server checks that the information
is correct, and then allows access to the system.

1. From the Remote Access Settings dialog box, click Use RADIUS Authentication,
then click RADIUS Setup.

2. The RADIUS Configuration dialog box displays.

~RADIUS Server Setting
0K
| Wain RADIUS Server j
Caticel
W BADIUS Access Server [P Address |192 |168 |2 |22
: Help
¥ RADIUS Accounting Server IP Address  [192 [168 |2 |22
Secret HoA ko
Secret Confirmed EA A

3. Use the List box to select the Main or Backup RADIUS Server from which the device
will be authenticated.

4. Enter the RADIUS Access Server IP Address and the RADIUS Accounting Server IP
Address
Note: In most cases, the RADIUS Accounting Server and the Access server are the
same device. If this is true for your configuration, enter the same IP address in
both boxes.
Secret - Enter your Shared Secret.
Secret Confirmed - Re-enter your Shared Secret.

5. Click OK when complete.
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Remote Access Settings

1. From the General Settings dialog box, click the Remote Access radio button and
then click the Remote Access Settings button.

2. The Remote Access Settings dialog box displays.

Remote Access Settings

o have selected the following ports for Remote Access

—IP Assigned Method for Remote Clients
¥ it ssion an [P Address SAutomatically O Agsign an [P Address Manually
Port {192 |Hies |z |
— N etwork Protocal
Protocols ¢ TCPIP v IPE/EPE
[PE/BPE Frame Type I Antodetect j
—ERemote Client Authentication
Tser Authentication " None i+ PAP = CHAF
¢ Use Local Client List AN LocalClient st |
" Uze FADIUS Authentication RADIUS Setup I
] Catcel Help

Enter the following:

IP Assigned Method for Remote Clients - A remote client must have an IP
address to connect to the network. IP addresses may be assigned automatically
from a designated IP address pool using DHCP, or the IP address may be manually
assigned.

Assign an IP Address Automatically - The DHCP feature will issue the remote
site user an IP address automatically if the DHCP function is enabled. If DHCP is
disabled, the device will automatically search for a DHCP server and request an IP
address for the remote client.

Assign an IP address manually - Enter an IP address for the remote client.

Network Protocols - You must select the network protocols you would like to
enable for the dial-in service. The default enables both TCP/IP and IPS/SPX. If you
do not need both protocols, you may disable one of them. If you are connecting to
a Netware Server, IPX/SPX must be enabled.

IPX/SPX Frame Type - The RF802EW can automatically detect what kind of IPX/
SPX frame type you are using. You may manually select a frame type by using the
list box.
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Remote Client Authentication - Remote authentication settings allow you to
specify how you would like to authenticate remote users. You may select Use Local
Client List or Use RADIUS Authentication (refer to Remote Connection
Authentication Settings in this chapter for more information). Choosing RADIUS
configuration allows you to use the user information (such as user name, password,
and IP address) stored on a separate RADIUS server on the network.

3. Click OK when complete.

Enable IP Mapping - Virtual Server

IP Mapping is available only when NAT is enabled. If NAT is enabled for a particular port,
that port is firewall protected. The Enable IP Mapping function allows you to open a “hole
in your firewall to allow access to your LAN via the Internet. For example, you can use the
IP mapping function to access an FTP server on your LAN via the Internet. IP Mapping is
most suitable to fixed or static IP addressing.

1. To enable IP Mapping, from the General Settings dialog box, select Enable IP
Mapping, then click IP Mapping (Virtual Server).

"

2. The Virtual Server Mapping dialog box displays.

¥irtual Server Mapping

IP Mapping applies to MAT Enahled Ports only OF
—aAddress and Port MMapping
Cancel
Port Mo | WAN Ethernet Port |
Faternal B [ | | | Fxternal Part | Help
Internal IR | | | | Internal Port |
[ttt | [elete |
Mo Part | External IP | External Port | Intemal IP [ Internal Part
[1] 1 200172 4516 80 192.168. 2. 12 a0

For each service you want to set up:
1. Select either the WAN or Async (Serial) port from the Port No list.
2. Enter the External IP address supplied by your ISP. If your ISP uses dynamic IP

addressing, enter 0.0.0.0. Your device will use the dynamically assigned address
when connecting to your ISP.
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3. Enter the TCP/IP port number for the service that you will be using for IP mapping.
Common TCP/IP port numbers are listed below:
WWW Port 80
FTP  Port 20 or 21
SMTP Port 25
POP3 Port 110

If you would like to map all services for this external IP address to a computer on
your LAN, you can enter port number 0. This means that whenever anyone accesses
your external IP address, they will automatically be "mapped” to the internal
computer that you specify, regardless of what port number they are using.

4. Enter the Internal IP address of the server to which you want to map the External IP
address.

5. Enter the port number for the service that you will be using for this IP mapping.
Click Insert to include the mapping.

6. Click OK when you have completed mapping addresses.

Note: IP Mapping function allows you to have only one port service on your LAN.
For example, if you map an external IP (16.895.1.3) to an internal IP address
(192.168.2.22 - a www server), only the internal IP address in your local network
can serve as the www.server for the external IP address.
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Port Settings Option from the Manager Main Screen

The Modem Settings options are used to configure the communication between your
modem or ISDN TA and your RouteFinder serial port. You must specify the baudrate,
modem and modem string settings for your device.

1. To view or change the port settings, from the main Manager dialog box, click Port
Settings. The Port Settings dialog box displays.

Port Settings

Eetnote &ccess

Baudrate I 115200 bps (Recorrmended for 28 833 6K056 6 Ilodern or ISDH TA&) j

Edit Login Script |

~Mlodem Siring Setting

Select Modem IStandard 57600 bps Modem |

Initial String |4T 20=1

Pre-Initial String  [AT

Dialup String |ATDT

Hangup String |4THO

Escape String [+++

Dialup / Hangup Setlings

ME-EEE Setiings 0]:4 | Cancel | Help

2. Complete the following:

Baudrate - Use the list to select the Remote Access DTE speed for your device.

The absolute maximum setting for a given port on the network device is 4 x the
speed of your modem. If the baudrate is set too high, your network device may fail
to establish a dial-up connection. For example, if you have a 14.4Kbps modem, the
highest speed selected is 57.6Kbs.

If your modem does not appear in the list provided, the Standard Modem selection
will work in most cases.

Important: If you are using an ISDN Terminal Adapter, refer to the Async to Sync
PPP string in the User Manual provided with the device to determine the correct
initialization, dialup, and hang up strings.

Note: Due to variations in ISP connections and phone line quality, this theoretical
maximum speed is not attainable. You may need to set the baudrate at a lower
speed.
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Edit Login Script for Remote Access
1. From the Port Settings, click Edit Login Script.

2. The Login Script dialog box displays.

Login Script Send "Welcome 1"
Send "

Send "Username"
Fetriewe 1

Send "Password"

Retrieve 2

Verify 3

o

) | Cancel |

A sample remote access login script is shown below. If a remote access client is
configured to bring up a terminal window after dialing, this remote access login
script initiates.

For Remote Access, the device will act as the server side...

Send “"Welcome!” displays Welcome to remote site.

Send " sends an Enter (Carriage return + line feed) to the remote site.

Send “Username” prompts the remote site for a user name.

Retrieve 1 will wait for the remote site to enter the user name that will be used for
PPP authentication.

Send “Password” prompts the user for a password.

Retrieve 2 will wait for the remote site to enter a password.

Verify 3 instructs the device move to login script line 3 if PPP authentication fails.
Go means start PPP protocol.
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Writing a Login Script for IP Routing

To write an effective login script, you must obtain the correct login script information
from your ISP and become familiar with using the login script commands.

Every ISP has a unique login interface screen. Check with your ISP to determine how
your ISP requests information from you when using a PPP connection.

Note: You can create a simple dial-up connection to view your ISP interface log-in
screen using Dial-Up Networking in Windows 95, 98, NT or 2000.

Some common commands are:

Send and SH

Send “ATZ"

Send "ATDT 888-1234"
Send “JaneDoe”

SH “1234"

Send"’

Wait
Wait 5

Wait "CONNECT”

Wait "CONNECT 6"

Other
Go
Jump4
Hangup

FUNCTION

Resets the Modem

Dials the phone number “888-1234"

Types “JaneDoe” at the ISP interface

Types “"1234" at the ISP interface but displays **** on
the RouteFinder monitor to hide the password.

Sends Enter (carriage return plus line feed) to the ISP

FUNCTION

The Modem will wait for 5 seconds before moving to the
next line in the login script.

The Modem will wait for CONNECT to display before
moving to the next command.

Modem will wait for "CONNECT"” to display before
moving to the next command. If CONNECT does not
display, the modem will go to line 6 of the login script.

FUNCTION

Begins PPP

Goes back to line 4 of the login script.
Hangs up the modem.

Example 1: Script for Normal Reliable ISP

# Login Script Meaning of Each Login Script Command
1 Send"ATZ" Rests Modem

2 Send”ATS0 =1" Sends initial string "ATS0 =1" to modem

3 Send”ATDT888-1234" Dial phone number 888-1234

4 Wait"CONNECT” Waits for ISP to send reply "CONNECT”

5 Wait"username:” Waits for ISP to send reply “username”

6 Send”JaneDoe” Sends the user name "JaneDoe” to the ISP
7 Wait”password” Waits for ISP to send reply "password”

8 SH"1234" Sends password "1234" to the ISP

9 Wait"'===>" Waits for ISP to send reply "===>"

10 Send”1” Selects option 1 (PPP) for this ISP

11 Go Starts PPP mode

Example 2 : Script for Unreliable ISP (Redial until connected)

# Login Script Meaning of Each Login Script Command

1 Send"ATZ" Resets Modem

2 Send”ATS0 =1" Sends initial string "ATS0 =1" to modem

3 Send”ATDT8881234" Dials phone number 888-1234

4 Wait"CONNECT"2 Wait for ISP to send reply “"CONNECT". If no
CONNECT, returns to line 2 to re-dial.

5 Wait"username:"12 Waits for ISP to send reply "username”. If no
response, goes to line 12.
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O 00N

10
11
12

Send”JaneDoe”
Wait”password”
SH"1234"
Wait"'====>"
Send”1”

Go

Hangup

Sends the username "JaneDoe” to the ISP
Waits for ISP to send reply "password”
Sends password '1234' to ISP

Waits for ISP to send reply "===>"
Selects option 1 (PPP) for this ISP

Starts PPP mode

Hangs up Modem

Example 3 : Script for Unreliable ISP (2nd ISP backup)

A OWON = H

(631

16

17
18
19
20
21
22
23
24

Login Script
Send"ATZ"
Send”ATS0 =1"
Send”ATDT8881234”
Wait"CONNECT"” 12

Wait “username:” 12

Send”JaneDoe”
Wait"password”
SH"1234"

Wait"====>"

Send”1”

Go

Hangup

Send "AT S0=1’

Send "ATDT 8885678"”
Wait “"Connect” 23

Wait "username:” 23

Send "Stephen”
Wait "password:”
SH "5678"
Wait"'====>"
Send”1”

Go

Hangup

Jump 2

Meaning of Each Login Script Command
Resets modem

Sends initial string "ATS0 =1" to modem

Dials phone number 888-1234

Waits for ISP to send reply “CONNECT". If no reply,
goes to line 12 for ISP #2.

Waits for ISP to send reply “username”. If no
response, goes to line 12 for ISP #2.

Sends the username “JaneDoe” to ISP

Waits for ISP to send reply “password”

Sends password "1234" to ISP

Waits for ISP to send reply "===>"

Selects option 1 (PPP) for this ISP

Starts PPP mode (Rest of script ignored)
Hangs up Modem

Sends initial string "AT SO=1" to modem
Dials phone number 888-5678 (ISP #2)
Waits for ISP to send reply "CONNECT”. If no
CONNECT, goes to line 23.

Waits for ISP to send reply “username”. If no
response, goes to line 23.

Sends the username "Stephen” to ISP

Waits for the ISP to send "password:”

Sends password "5678” to ISP

Waits for ISP to send reply "===>"

Selects option 1 (PPP) for this ISP

Starts PPP mode

Hangs up Modem

Goes back to line 2 to re-dial ISP #1

Modem String Settings - The most important modem string is the initialization string
because your network device uses it to establish communications with your modem or
ISDN TA. The modem initialization string displayed is the modem or ISDN TA initialization
string entered in the Setup Wizard. For most analog modems, the Standard Modem
selection will work. For additional information, refer to the Modem Settings information
presented in the Software Installation and Configuration Chapter of this User Guide.

Important: There is no standard ISDN TA initialization string. If your ISDN TA is not
included in the modem list, check your ISDN TA User’s Guide for information for the

initialization string for an Asynchronous to Synchronous PPP connection. If you are using

only one channel of your ISDN connection, you can enter the Async to Sync PPP
initialization string. If you are bundling your connection channels, use a Multilink-PPP
initialization string. You must also enter the two phone numbers in the Telephone
Number box of the General Settings dialog box. Also verify that your ISDN TA supports
the dial-up string ATDT. Most ISDN TAs support ATDT, but some support ATD or ATDI.
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Dial-up/Hang-up Settings - The Dial-up/Hang-up settings allow you to specify your
connection time (idle timeout or auto reconnect) and the number of times to attempt to
connect if a connection cannot be established.

1. From the main Manager dialog box, click Port Settings.

2. Click Dial-up/Hang-up Settings. The Dial-up/Hang-up Settings dialog box
displays.

Dialup f Hangup Settings

ﬂs}lnc Pl:lrt Hemnte '&'CCESS" _

— Individual Port Oplions |
WA Port I | Tdle Titaes II]— trinte( sy W Lutoriatic Eeoonmest (Lliays Hecormenty
Agpnc Port v IdlE:TitnE:Dut i tinute s [T Automatic Recormect (b lways Reconmect) |
Pt 3 I~ | [dle Titneout || minute(s) | Lutormatic Heonnesh(lyays Heoormest) |
Part 4 [T Idle Titneot I— trante( 53 [T S utaratic Becormeot (L lnays Reanrect) |
Port 5 ™| Tdle Titmeout I— Tt E(s) [T EninrmaticiHeoormest | Llnays Heoorrest) |
Pt B | [diE Tirmeat I— MIME(S) [T fLutoratic Recormect (fslwratrs Heaormecty |
Port 7 [ Idle Timeowt | Tt S0 L ntoratic Hesormect (4 lrays Hesomrest) |
Port & [0 Tdle Titreot: I— rranute sy T | £ ntometic Hegormect (s Benannect) |

— Dailup Retry Oplions l

WAN Port Retry count |3_ & syne Port Retry Count |3_

Fort 3 Retry count I_ Port 4 Betry count I_

Fort 5 Retry count I_ Port 6 Betry count I_

Fort T Retry count I_ Port 2 Betry count I_
“Mote, |f retry count 0 then the port will not be triggered to dial

0K Canecel | Help |

Individual Port Options - Individual Port Options lets you set the idle-timeout
function for each serial port of the RouteFinder. You can set the number of minutes you
wish to allow a connection to stay idle before disconnection.

Note: Default idle timeout for IP Routing is 5 minutes. Default idle timeout for Remote
Access is 30 minutes.

If you un-check the idle-timeout, once a client establishes a connection, the
connection will be maintained until you turn off your modem, unplug your network
device or use the Terminate Connection function in the RouteFinder monitor program.
The Automatic Reconnect (Always connect) essentially maintains your connection (idle
time out = infinite). If the connection is disconnected for any reason, it will
automatically attempt to reconnect.

Dial-up Retry Options - The Dial-Up Retry option allows you to specify the number
of times the RouteFinder should attempt to establish a connection.

If the retry count is 0, the device will not dial-out to connect to the remote site.

Note: Automatic Reconnect overrides the Retry count setting if retry count is set to 0.
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LAN DHCP Server Option from the Manager Main Screen

Note: Refer to the Glossary at the back of this User Guide for more information
about the DHCP function.

1. From the main Manager dialog box, click LAN DHCP Server.

Note: The LAN DHCP Server option indicates if DHCP is Enabled or Disabled. By
default the DHCP function is Enabled. To Disable the function, you must open the
DHCP Configuration dialog box, select Disabled and click OK.

2. The DHCP Configuration dialog box displays.

DHCP Configuration

~DHCP Function

" Disahled 0K Cancel | Help |

_DNE IP Address
DINS IP Address | | | | Insert |

{1)200.167.20. 4 Delete |
| [tisEnt |

Mo Frar: |P Address [ Ta: IP Address
[1] 192.168.2.2 192.168.2.22 il |

—IP Address Pool
From: 192 [165 [2 ] To: [102 165 |2

— [P Address Mappitng Beserration
IF [192 Jteg |2 | mac [ [ [ [ [ Search

No. IP Address [MAC Addiess o =adl |

IDElEtE |

3. Complete the following information:

DNS IP Address - Enter the ISP’s DNS IP address. You may enter up to four ISP
DNS IP addresses. Click Insert.

IP Address Pool - The IP Address Pool contains the range of IP addresses that will
be automatically assigned to the clients of your network as they connect to the
network.

Note: By default, the IP address pool range is from 100 to 200. Ranges are listed
in the IP Address Pool table.

To change the range:

1. Select the existing range of addresses.

2. Enter a new range.

3. Press Insert.
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To delete an IP Address range:
1. Select the range of addresses.
2. Press Delete.

IP Address Mapping Reservation - You can use the IP Address Mapping
Reservation option to give a static IP address to particular computers on your
network. Each time a computer is powered on and connects to the network, it will
receive the same IP address. Static IP addresses are frequently assigned to network
resources such as printers, servers, hubs, and routers that are consistently shared
by network clients.

To assign a static IP Address:
Enter the MAC address manually or use the MAC address search tool.

To use the MAC address search tool:

1. Enter the IP address of the computer.

2. Click Search to find the MAC address.

3. Once the address has been located, click Add to reserve the address.

To delete a static IP Address:
1. Select the static address you would like to delete.
2. Click Delete.

Note: Refer to the User Guide Glossary for information about determining a
computer’s netmask address.
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Routing Settings Option from the Manager Main Screen

Routing is the process of moving a packet of data from source to destination. The
RF802EW acts as a router to enable messages to pass from one computer to another and
eventually reach the target machine. Part of this process involves analyzing a routing table
to determine the best path. Use the information below to create a routing table to connect
your network to another network, or to connect subnets within your network.

Note: A routing table is required to use the LAN-to-LAN routing function of the RF802EW.
1. From the main Manager dialog box, select Routing Settings.
2. The Routing Settings dialog box displays.

—Static Routing
— Static Routing Tahle ~ Default Gatewray
Ip | | | | Cancel
Hetmask I I I I
Cratewray I I I I Crateway I I I I Help
Inntetface I Ethetnet (Local Metwork) j Interface I Ethernet (Local Hetwot] j
Itizert | &dd Default Gateway |
Nao. |IP Address |Netmask |G&tEW&3F |Interfac|ﬂ IDElElE |
kI _*I_I
Dyrarmic Routing
HIP settings

Static Routing - For each different subnet on your LAN, enter:
IP - Enter the (network/subnet) IP address to which you want to route.
Netmask - Enter the subnet mask of your Network IP address.
Gateway - Enter the IP address of the gateway device linking your network to the
other network/subnet. The IP address should be in the same subnet as your RFS802EW.
If you are using this device with the LAN -to- LAN function, the gateway IP should be
set as the IP address of the RouteFinder.
Interface - Select the port (LAN or WAN) that the routed packet should pass
through. Select Local Network if you are using a separate router. If you are using
the RF802EW with the LAN-to-LAN function, the Interface should be set as the WAN
port that connects you to the other subnet.
Click Insert to save the information to the routing table.
To delete this information, select it from the routing table and click Delete.
Default Gateway - Default gateway is an IP address that all packets are routed to,
when the device is unable to find a route match (the destination IP address of the
packet in the routing table).

Click Add Default Gateway to save the IP address of the default gateway.
Interface - Select the port (LAN or WAN) interface where the gateway is located.
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Routing Table Example

The routing table stores the routing information so that the RF802EW knows how to route
the IP packets to the proper network.

'

WAN Ethernet 192.168.3.1

RF802EW-1

LAN Ethernet 192.168.5.1

WAN Ethernet 192.168.5.254

RF802EW-2

LAN Ethernet 172.168.2.254

PC 2

172.168.2.1
What is the purpose of the routing table?
In the diagram above, the RF802EW-1 has the routing information to route between
192.168.3.x and 192.168.5.x. The device does not have the information about how
to route to the 172.168.2.x network. If you want the RF802EW-1 to route to
172.168.2.x, you must add the following information to the routing table:

IP: 172.168.2.0

Network: 255.255.255.0

Gateway IP: 192.168.5.254
Interface: Ethernet (Local Network)

If you would like the RF802EW-2. to route to 192.168.3.x, enter the following
routing table information into the RF802EW Routing settings:

IP: 192.168.3.0
Network: 255.255.255.0
Gateway IP: 192.168.5.1
Interface: WAN Ethernet
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Filter Settings Option from the Manager Main Screen

You can use Filter Settings to choose which packets are allowed to enter the network and
which packets will be blocked. Filter Settings can be used to filter network services such as
Mail, WWW, FTP, Telnet and News.

1. From the main Manager dialog box, select your RF802EW, then Filter Settings.
2. The Filter Settings dialog box displays.

Filter Settings

Bleck 1 Pass |

[¥ Enahle Elock IF Filter Function

Packst(s) Definedby  |TCPAP =]

—Packet(s) Define by TCE/AP

IP &ddress | | | |
Metmask | | | |

TCEAF Bervice Pott I
Privilege Leswel I‘I [highest level] j Insert |

Mo IP Addiess | Metmask | Service Port | Ty = Delete |

i o

¥ Enable Client Filter Settings Client Filter Settings

OK | Concel | Help

3. Select the Block tab or the Pass tab to define your filtering.

e The Block function filters by blocking packets from going out the WAN port and
coming in through the LAN port. To enable the Block IP filter function, select
Enable Block IP Filter Function.

e The Pass function filters by defining which packets can go into your WAN port and
come on to your LAN. To enable the Pass IP filter function, click the Pass tab and
select Enable Pass IP Filter Function.
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4. To filter packets to be passed or blocked, use the Packets Defined by list to select
TCP/IP or User.

Packets Defined by TCP/IP - If you choose to define by TCP/IP, you must enter
the packet IP information.

IP Address - Enter the IP address of the packet to be Blocked or allowed to Pass.
Netmask - Enter the subnet mask for the packet.

TCP/IP Service Port - Enter the Socket Port you would like to block or allow to
pass (for example, HTTP= 80)

Privilege Level - Use the Privilege list box to select an appropriate level for this
filter. It is common to set many filter rules for a particular client. At times, the rules
you have set may conflict with one another. When a conflict occurs, the filter with
the higher privilege level will override the other filters.

Note: Level one is the highest level; level sixteen is the lowest privilege level.

Example: Let's say you configure a filter rule for IP address 192.168.100.72
with a privilege level of 16 to Pass using socket number 80. At the same time,
you set the same filter rule to block IP Address 192.168.100.72 with a privilege
level of one. The RF802EW will implement the filter to block the IP address
192.168.100.72 because the privilege level is higher.

Note: If conflicting rules have the same privilege level, then the RF802EW will
block the packet.

Click Insert to add each IP address to the list.

To remove a defined packet, select the packet you’d like to delete from the table and click
Delete.

Packets Defined by User - If you choose to define by User, you must define the
byte pattern of the packets. The RF802EW uses the defined byte patterns to block
or pass packets from the WAN or from the LAN.

1. In the Block dialog box, select Enable Block User Defined Pattern Function.
2. In the Packets defined by User list, select From LAN or From WAN.
Starting from which byte nhumber - Indicate the first byte in the packet the

RF802EW should read to determine if the byte pattern (in Hex) is one that should be
filtered. Exclude the PPP header. Start from byte 0 of the network protocol.

Byte Pattern (in Hex) - Enter the packet byte pattern that you would like the
RF802EW to recognize as a packet to be filtered. (Block/Pass from the WAN to the
LAN). The maximum pattern size is 12 bytes.

Click Insert to add each byte pattern to the table.
To delete a defined packet, select the packet in the table and click Delete.
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Enable Client Filter Settings

The Client Filter allows you to decide which services are allowed into your network and
which clients are authorized to access them.

1. From the Filter Settings dialog box, select Enable Client Filter Settings.
2. Click Client Filter Settings.
3. The Filter Settings dialog box displays.

~Filters

A1l Clients Allowed Prvileged Clents (Clck to Set) | Mo Clients Allowed

WIATL & Al Clients Allowed  © Only Privileged Clients Allowed " Mo Clients Allowed
T o Al Clients Allowed . Only Privileged Clients Alowed i~ Mo Clients Allowed
FTE & AllCHents Allowed ¢ Only Privileged Clients Allowed " Mo Clients Allowed
TELHET Al Clients Allowed O Only Privileged Clients Allowed & Mo Clients Allowed
HEWS & Al Clients Allowed ¢ Only Privileged Clients Allowed ™ Mo Clients Allowed
ICHWE (Ping) | & AlClents Allowed Only Privileged Clients Allowed " Mo Clients Allowed
Edit | & Al Clients Allowed Only Privileged Clients Allowed ¢ Hao Clients Allowed

Cancel Help

The filter works by filtering TCP/IP port numbers. The 5 most commonly used port
numbers are listed for you. They include the port humbers for Mail, WWW, FTP,
Telnet and News. If you would like to filter other services, you must know the port
number for the service.

4. Click Edit to enter new service port numbers.

5. Enter the TCP/UDP Port Number and click Add.
Note: Refer to the Glossary of the User Guide for a definition of Port.
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6. Click Privileged Clients.
7. The Privileged Client Table dialog box displays.

Privileged Chent Table
~LAM Local Chent List
Eniter IP address to search for M AT address and add to list
IP Address I | | Hearol
Mode [MAC) Address | | | | | | k]
Ho. |Hode (MAC) Address Dielete
~Retmote Clents (Applies only to Remote Access Port(s))
[0 Imchade WA Fort 1 as Privileged Glinmnts [T Itchude WAH Bort 2 a5 Erivilezed Elients
Ik

LAN Local Client List - In the Privileged Client Table, enter the clients you wish to
have privileged access to the services that you have selected in the Filter Settings
dialog box. The filter uses MAC addresses to identify the privileged clients. You can
enter the MAC address directly or you can use the MAC address search tool by
entering the IP address of the computer, then click Search to find the MAC address.

After completing the IP Address and MAC (Node) address, click Add to include the
information in the Node (MAC) address list.

Remote Clients - Applies to Remote Access Port(s). Select Include WAN
Async Clients as Privileged Clients or Include WAN Ethernet Clients as
privileged clients to filter Remote Clients by the port they are coming in through.

8. Click OK when complete.
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Wireless Settings Option from the Manager Main Screen

Click Wireless Settings in the RouteFinder Manager menu to open the Wireless
Settings dialog box. You can enter the ESSID and Channel number for your wireless
router. All wireless workstations must use the same ESSID. You may need to try different
channels to avoid interference.

ESEID [Wireless
Chaznel [ |
Excryption (WEF) | Caratind =|
WEF Key Entry
: I . |
b o W0 0 Q0
b o 0 W0
b 0 W0 0 0
b o 0 W0
I g
o | cumed | Hep |

Encryption (WEP)

The WEP is a data security measure. The RC4 algorithm encrypts the wireless portion of
data transmissions. Select an encryption option from the list: Disabled (default), 40 bits
(Must use shared with WEP), or 40 bits (WECA Compliant). When selecting either of
the 40 bits options, you can select the Create with Passphrase option, enter the words
in the Passphrase box, then click Generate Key. Select a key from the Default Tx Key
list. You can also select the Manual Entry option to enter the encryption keys manually.

EZSI0 [Wireless

Channed | =]

Encryplios (WEF] |d|1 trka [ Mt wae gheeed vtk WEP) j
WEF Kay Extry

& Creabs with Patspleas:

Pasipbaae [wrelezs AP @

 Mezual Enbry

Eeyl BN o 5N BN O

B I EN 3 I

EN I N O

N T GN N N

Dol Tx Eer |F.-t'.-| j

oK ] Cancel | Help |
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MAC Access Control Option from the Manager Main Screen

You can use the MAC Access Control dialog box to disable, grant acess, or deny access to
the network.

Disabled - If you select this, MAC Access Control cannot be set.

Grant or Deny Access Lists - Choose to create your access control list based on whether
work stations will or will not have access to the network. Choose the type of list that will
create the lesser number of entries. For example, if a majority of the work stations will
have access to the network, choose Enable Deny Access List to create the shorter list of
those who will be denied access.

Enable Grant Access List - If you select this option, you can create a list MAC addresses
that will have access to the network.

Enable Deny Access List - If you select this option, you can create a list MAC addresses
that will not have access to the network.

Client Access List - Type the IP Address and the Node ((MAC) Address for the work
station that will be granted or denied access to the network. Click the Add button. The
address will display in the Node (MAC) Address box. An address can be deleted from this
list by highlighting it and clicking the Delete button.

Access Control

& Dizabled " Enable Grant Access List " Enable Deny Access List
—Grant Access [Hat
Enter [P address to search for MAC address and add to hist
IP Address | L3 eeare
Node [MAC] Address | | | | | | £dd
No.  |Mode (MAC) Address Delete |
Help
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Chapter 7 - RouteFinder Monitor

RouteFinder Monitor is a utility that provides both monitoring and troubleshooting
functions.

Accessing the RouteFinder Monitor

1. Click on the RouteFinder Monitor icon, or select Start | Programs | RouteFinder
Manager | RouteFinder Monitor.

2. The RouteFinder Monitor dialog box displays.

i i AouteFinder Monitor 7.26 [v4.48]

169, 254. 1758, 10 TCPMP |  Time | Stahs | Statisties [Monitoring

Availahle Devices * Portl " Port2  Eot s " Eort 4
] Pt 5 ] Bt ] Eort ] ] Eort @
Date/Time |Part [ Type [Lacal IP |Part Ha. |Remate IP |Part Ha.
Refresh Device List |

Test Contiection

Tertninate Connection |

Save to File |
[F Addressz f Name |
Date Time Fort |Ewvent Meszage ;l
52301 10:54:4 11 Test Connection mmitiated

525101 10:54:5
525101 10:55:0
525101 10:55:0
5£25101 10:55:1
5£25101 10:55:1
5£25101 10:55:1

Test Connection nutiated

Test Connection nutiated

Test Connection nutiated

Test Connection nutiated

Test Connection nutiated

P Y I I P

Test Connection nutiated

Note: If you receive a message stating "Device is not found”, refer to the
Troubleshooting chapter in this User Guide.

Screen Options

Refresh Device List

Click Refresh Device List from the main RouteFinder Monitor dialog box to display a list
of network devices in the Available Devices window.
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Test Connection

This option tests your connection settings and assist you in determining if problems are due
to the modem, the RouteFinder, or an incorrect setting. Test Connection uses the attached
modems to dial-up the remote server (ISP) and establish a connection.

1. From the main RouteMonitor dialog box, click Test Connection to begin testing.

2. The Test Connection dialog box displays.

Test Connection |

The FouterFinder IMonitor will use your configuration settings to test Exit
if a connection can be established between the device and remote site
Select which port wou want to test from the buttons below

Motel

You can monitor the actions of the test in the monitor display window

Connect Poxtl 1 Connect Poxt]l 2 Connect Fortll = Copnect Fortll 4

Gorment Fort]l & Sorment Fort]l & onnest Fortlh ¥, Conmest Fortl o

3. Select Connect Port 1 to test the WAN connection, or Connect Port 2 to test the
Async connection.

4. The monitor display window displays the actions of the test.

5. To terminate the connection, refer to the Terminate Connection instructions which
follow.

6. Click Exit to close the Test Connection dialog box.

Terminate Connection

The Terminate Connection option is designed to allow the Network Administrator to
terminate an RF802EW connection instantly.

1. From the main RouteFinder Monitor dialog box, select Terminate Connection.

2. The Terminate Connection dialog box displays.

Terminate Connechion

ote!
The Disconnect Buttons Below will Immediately Termminate The
Connection to It's Fespective Port

Disconmect Port]l 1 Disconnect Portl 2 iEconmect Bortl S soommect Bort] 4

Dsconnect Bort] 5 lisoommect Fortl & sconnect Bortl 7 sconmect Pox] 2

3. Select Disconnect Port 1 or Disconnect Port 2.
4. Click Terminate Connection.

5. Click Exit to return to the RouteFinder Monitor dialog box.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 86

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 7 - RouteFinder Monitor

Save to File

Click Save to a File to save a monitoring session to a file. This feature can be used to

create an event log to send to our Technical Support group for evaluation.
1. From the main RouteFinder Monitor dialog box, select Save to File.

2. The Save Log Files dialog box displays.

Save Log Files

—aave MNow
¥ TCPE/IP zessions
File Marne [TCPSess log
File Darectory IC:'I.PRDGR_AM FILESBULTI-TECH SVSTEMSEOUTERFINDER T
¥ Ewvent Message
File Marne [Diallless log
File Darectory IC:'LPROGR.AI‘-.-‘I FILESWIULTI-TECH SVSTERMSIROUTERFINDER I
Save
— AutoSawe
v Wycrwmite datalizee file
! Append datatiase file (sl veset displasy after antoeave)
Perform autosave database file (access format) every IM_;, hour(s)
Including | TCPAP sessions +IP statistics =
Dratabase Directory IC:'I.PRDGR_EI'-.-'I FILESMWULTI-TECH 3¥VSTERSEOUTERFIMDEE.
Datahase Mame Jruonitor radh

oK I Cancel

—

Save Now - If you want to save the monitor display at any point in time, select the
monitor you want to save to a file (TCP/IP, Event Message). Select the File Name

and File Directory to which you’d like to save the file and click Save.

Autosave - If you wish to automatically save the information displayed on the
monitor to a database file, enable the AutoSave function. Options for this function

include:

Overwrite database file - This option saves the information collected by the
monitor to a database file based on the time interval that you specify, overwriting
the last saved database file.

Append Database file - This option saves the information collected by the
monitor to a database file based on the time interval that you specify, updating
and appending to the file.

Note: The Append Database file option will reset the monitor and clear the
screens after the autosave has appended the information to the file.

Warning: The database size limit is equal to the amount of available disk space.
Use this option with caution!

3. Click OK when complete.
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IP Address/Name

The IP Address/Name function allows you to associate a name with a particular IP address
and name on your network. This information will appear in the relevant monitor displays.
The IP Address/Name option is used to assist the Network Administrator in determining
which users are transmitting and receiving data without having to remember their specific
IP addresses.

Each computer listed must have a fixed IP address for your network. You may configure a
fixed IP address on the individual computer or use the RF802EW's DHCP server IP
reservation system. Refer to the LAN DHCP section of RouteFinder Manager chapter of this
User Guide.

1. From the main RouteFinder Monitor dialog box, click IP Address/Name.

2. The IP User Mapping dialog box displays.

IP User Mapping

IF Address: 192 | Jiee | 2 ] TR

Uzer Name | [ElEte |

No. IP Address: |Name =
(1| 192, 168 2. 22 A Colling

oK Cancel

3. Enter each computer’s IP Address and associated User Name in the provided fields.
4. Click Add after each IP address and name have been added to the list.
5. When all addresses have been added, click OK.

Event Messages

Event Messages are displayed in the lower half of the RouteFinder Monitor display.
Event Messages provide information about the communication occurring between your
network device, ISDN TA/modem and the remote server (ISP).

To assist you in troubleshooting, you may point and click on any event message to bring up
a help screen.
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TCP/IP Tab

The TCP/IP tab displays all TCP/IP requests made by your network device. You may select
to view TCP/IP sessions for the WAN Ethernet or the Async Port.

1. The TCP/IP tab is the default tab displayed in the RouteFinder Monitor dialog
box. If it is not displayed, click the TCP/IP tab.

TCPIP Time | Status | Statistins Wﬂmtﬂﬂﬂg
v WAN Ethernet " hayne Port
192 1a8. 2. 100
{ Eart s £ ot ¢ Eart { Fort s
Date/T1me Port | Type [Local IP Port Ho. |Eemote [P Port Ho.
1004752000 2:02:35 AN 1 UODF 192192192101 | 123 1531.107.1.10 125
100452000 2:02:33 AN |1 UODP 192192 192,101 | 123 129 6. 15 29 123
100472000 2:02:35 AM 1 UDP 192,192,192, 101 | 123 125, 1358, 140. 44 | 123
100452000 2:02:35 AN 1 UDP | 192,192, 1%2.101 | 123 2090 727 125
100452000 2:02:33 AN 1 UODP 192192 192,101 | 123 207 126,103,202 123
100452000 2:02:32 AN |1 UODP 192192 192,101 | 123 192,43 244 18 123

Note: The TCP/IP sessions displays the history of the TCP/IP session through the
selected port. The TCP/IP information presented does not represent the current
status of the TCP/IP session.

The TCP/IP tab displays the following information:

Date/Time:
Port:

Type:

Local IP:
Remote IP:

2. To exit RouteFinder Monitor, close the window.

Indicates the date the request was made.

Indicates the port you are viewing.

Displays the type of request being made.

Indicates which IP address you have requested information from.
Indicates which IP address was requested.
Port Number: Indicates which TCP/IP port was requested.
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Time Tab

The Time Tab provides information about the amount of time the device has been powered
on, the total connection time, the current connection time and the amount of data
transferred and received.

1. From the main RouteFinder Monitor dialog box, click the Time tab.

2. The Time tab displays information for each port.

TCRAP | 1 Stats | Statistios I
Dewvice power turned on IWed Jul 05 16:08:29 2000
Fart | Power-On Time Total Connection | Cunrent Connection [ T= Butes R Bytes
1 17:54:20 00:00-00 00:00.00 18557 2493
2 17:54:20 00:00-00 00:00.00 0 ]

Device Power Turned On - Displays the time and date that your RF802EW was
powered on.

Power-On-Time - Displays the total time that has elapsed since your RouteFinder
was started.

Total Connection Time - Displays the total connection time for each port that has
been logged on since the RouteFinder was started.

Current Connection - Displays the time that has elapsed since the current
connection was established for the port.

TX Bytes - Displays the total number of bytes transmitted for each port since your
RouteFinder was last started.

RX Bytes - Displays the total number of bytes received for each port since your
RouteFinder was last started.

3. To exit RouteFinder Monitor, close the window.
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Status Tab

The Status tab provides information about the status of the WAN Ethernet and Async
ports.

1. From the RouteFinder Monitor dialog box, click the Status tab.

2. The Status tab information displays:

TCRAF | Time |  Statws | Statitis |
WAN Ethetnet
- IP Routing ™ IP Fouting (MAT Disabled)
&ayne Port

™ Modem Povrer ™ Modem Ready I~ Modem Conmected ™ PPP Connected

WAN Ethernet - This indicator light shows that either the IP Routing or the
Remote Access function is in use.

Async Port:
Modem Power - The indicator light is lit when the modem power is turned on.

Modem Ready - The Network Device sends a pre-initialization and initialization
command to the modem or ISDN TA. If this communication is successful, the
indicator light will be lit, indicating your modem is ready to make a connection.

Modem Connected - If the Network Device has detected that your modem has
successfully dialed up a connection to a remote site, the indicator light will be lit.

PPP Connected - After a connection is established, if the RouteFinder has detected
that the PPP connection is successful, this indicator light will be lit.

3. To exit RouteFinder Monitor, close the window.
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Statistics Tab

The Statistics tab indicates, by port, how many bytes of data have come in and out through
the RouteFinder..

1. From the RouteFinder Monitor dialog box, click the Statistics tab.

2. The Statistics tab dialog box displays.

3. You may view the following information:
IP Address - The IP address of the network device.

Name - The Name as entered in the IP/Address name option of the Main
RouteFinder Monitor dialog box.

Tx Bytes - Displays the number of bytes transmitted from the computer with this IP
address.

Rx Bytes
Displays the number of bytes received from the computer with this IP address.

Total Bytes
Displays the total number of bytes received and transmitted from the computer with
this IP address.

4. Click Reset to set the IP statistics to zero.

5. To exit RouteFinder Monitor, close the window.
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Chapter 8 - LAN Client Settings

Introduction

In order for a computer to access the Internet, the TCP/IP protocol must be installed on the
computer. Computers on your local LAN as well as computers dialing in to your network
may use dynamic or static IP addresses. Dynamic IP addresses may be automatically
assigned by the DHCP function of the RF802EW or another DHCP server. Static IP addresses
can either be reserved from the DHCP server or manually configured on the individual
workstation.

To install or verify that TCP/IP is installed on your workstations, click Start | Settings |
Control Panel, click Network, then view the Protocol information. If the TCP/IP protocol
is not installed on your workstations, you must add it. Refer to the Adding TCP/IP section
in the following pages, or your Windows documentation for assistance in adding the
protocol.

The default setting in Windows is to have IP information (IP Address, DNS Server IP
address and Gateway IP address) automatically assigned by a DHCP server such as the one
built-in to your RouteFinder.

If you'd like to manually configure the IP addresses on your workstation, you will need to
provide an IP address and subnet mask (the local LAN IP address and subnet you want to
assign to the individual computer), a Gateway address (the local LAN IP address of your
RouteFinder) and a DNS Server address (the DNS IP address provided by your ISP).

Warning: As a general rule, you should have only one DHCP server working on your
network. If you decide to use a DHCP server other than that provided with your
RouteFinder, you should use RouteFinder Manager to disable the DHCP LAN Server function.
You should also set your RouteFinder’s IP address as the gateway to the other DHCP server.

Setting Up Remote Access Clients

Dial-in connections to Windows NT, Novell and Unix servers require slightly different
configurations. This section discusses the settings necessary to connect a Windows 95/98/

Note: The Windows 200 operating system has a Network Connection Wizard for making
new connections. It is shown on the last page of the section.

The basic process consists of installing a dial-up adapter and a network protocol. Then,
depending on the server to which you are connecting, you will likely need to install client
software and specify the particular services you would like to use.

Accessing a Windows NT Server

Windows NT Server combines the best aspects of an application server, a file and printer
server, a communications server, and a Web server, and its interoperability and
management features make it an excellent network operating system (NOS) for
organizations, whether they have mixed computing environments or operate entirely on
Windows NT Server. Perform the following procedures when you need to connect your PC
workstation to a remote Windows NT Server.
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Adding the Dial-Up Adapter (NT Server Connection):

Windows 95/98:

1. Click Start | Settings | Control Panel.

2. Double-click the Network icon to open the Network dialog box.

Win95 Win98
Cordipaaun | Corsiguastion | | dariie ki | ez Corie |
The |olosssng medwait. oomporens o retaled Thes Iolosng Delwik, oomponents o rtaleid
Al Thl'-'l Fmaradey [ Hrarasd dicd mpbonr sl et For Mceo ol Flsivaod:;
[EL SR L) [ELSHET Ly
¥ PR - Al D PCRIET iy  tosrest Bujmpias T T
¥ TR - [usblip Sadapis
sad. | | | aad. | | |
Prarowy Mok Logon Prevesy blsand: Logon
[E—— =| [ Chart It Micazasi M stwork s =]
| Eie arel P Shawe |
Dhsaiviption [

e

Carcel |

3. Click Add. The Select Network Component Type dialog box opens.
HE|

Select Hetwork Component Type

Click the type of netwaork. componhent you want to install

| Client Add.. |

4 Protocal Cancel |
Service

& network. adapter iz a hardware device that phpsically
cohnects your compLter o a netwark.
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4. Select Adapter, then click Add. The Select Network adapters dialog box opens.
Win95/98

Select Hetwork adapters Ed |

Click the Metwaork, adapter that matches wour hardware, and then click OF. If
waw have an installation disk far this device, click Have Digk.

Metwork, Adapters:

Hawve Disk... |

] I Cancel |

5. In the Manufacturers list, select Microsoft. In the Network Adapters list select
Dial-up adapter.

6. Click OK (twice) to return to, and then close, the Network dialog box.

Windows NT:
Dial-up Networking adds PPP and SLIP protocol support, enabling your workstation to gain
access to a remote computer or network, even if your computer is not on a network.

1. Double-click My Computer, then double-click Dial-Up Networking. The following
screen is displayed:

Dial-Up Hetworking |
Q’* Dial-ldp Metwaorking connects vou b remaoke
"9&-"..}. network s uzing, for example, pour modem ar

SO adapter. Once connected, your netwark,
applications work. az if you were directly
connected to the remate network.

Dial-Up Metworking provides ‘wWindows MT's
PPP and 5LIP protocaol support,

Dial-Up Metworking iz currently uninztalled.
Prezs Install' ta ingtall and configure.

Cancel |

2. Click Install, then follow the on-screen instructions to configure your connection.
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Adding TCP/IP (NT Server Connection)

Windows 95/98/NT:
1. In the Network dialog box, Configuration tab, click Add.
2. Select Protocol and click Add.

3. The Select Network Protocol dialog box is displayed. In the Manufacturers list

[Win95 only], select Microsoft. In the Network Protocols list, select TCP/IP
[Win95/98] or TCP/IP Protocol [WinNT only].

Note: Windows NT workstation has no Manufacturers list.

Win95/98 WinNT

Dk, i Hpiemork Mool sl s e i il g ik OF. W omm Prem Clerck, B Mivareh. Pacoeed Sl o meged b mvtgll, Faom chek [, 1
T s iratalacs d bt desc, cick Hiss [k g o e s i il s ek Pt oo, chcke Hws Dk
e rggmares P pimural brmicereiy Ot Fraaa
T T— T T p———rrer—— T sl L Poncd a]
:'.'.,--.-H”-.. r—y ] T ULt 1P P Db T
T M T Py T Pt Tosrsing P
_ T s F o v
¥ b ]
II.- il -
Mo ek |
i | [ ] e |

Click OK twice to return to, and then close, the Network dialog box.

Adding Client for Microsoft Networks (NT Server Connection)
Windows 95/98:

1. In the Network dialog box, Configuration tab, click Add.

2. Select Network Client and click Add.

3. The Select Network Client dialog box displays. In the Manufacturer’s list, select
Microsoft. In the Network Clients list, select Client for Microsoft Networks.

]|

Select Metwork Client

E[ Click the Metwark, Client that you want to install, then clhick OF. [F pou have
— inztallation dizk for thiz device, click Have Dizgk.

M anufacturers; M etwork, Clients:

Braran & Client for Microsoft M etworks
FTF Software, Inc.
E. hicrosoft

Client for Metw'are Metworks

Hawe Disk... |

] 4 I Cancel |

Click OK to add this Client and return to the Network dialog box.

4.
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Adding File/Print Sharing for Microsoft Networks (NT Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Services and click Add.

3. The Select Network Service dialog box displays. In the Manufacturers list, select
Microsoft. Select File and Printer sharing for Microsoft Networks.

Note: Windows 98 has no Manufacturers list.

Win95 Win98
- Diick, s Faissca. Samrvic ol e ol o il Wy i, O D s vl ik i Mo i il s ot s ikl sl il (. O oo Farvw
bl s ek e etk Have Dk .g 0 s . ol B e ik, Miss [k

How it | 1 et Do
"5 ] _cew | e N

4. Click OK twice to return to, and then close, the Network dialog box.

Set Your Primary Network Logon (NT Server Connection)

Windows 95/98:
1. In the Primary Network Logon list on the Configuration tab of the Network
dialog box, select (the previously installed) Client for Microsoft Networks.

Metwork |

Configuration | |dentification I Access Cantral I

The following network. components are ingtalled:

&L Client for Microzoft Metworks

=2 AMD PCMET Family Ethernet Adapher S+

S5 Dial-p Adapter

T TCPAP -» AMD PCHET Family Ethemet &dapter!|Sas
& TCPAP -» Dial-Up Adapter

Add... I Bemove | FProperties

File and Pnnt Sharing... |

Dezcription
The primary network: logan iz the client that is uzed to validate
wour wger name and paseword, process any login soripts, and
perfarmm ather startup tasks.

k. Cancel

2. Click OK to close the Network dialog box.
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Set Up Properties of Components (NT Server Connection)
Dial-up Adapter

Windows 95/98:
1. In the Network dialog box, Configuration tab, select the TCP/IP - Dial-up
adapter.

2. Click Properties. The TCP/IP Properties dialog box opens with the IP Address
tab selected.

3. Ensure that Obtain an IP Address Automatically is selected. (It's the default.)

TCFP/IP Properties
Bindingz I Advanced I DS Configuration |
G ateway I W5 Configuration IF Address

An IP addresz can be autamatically azsigned ko this compter.
[f wour netwark. does not automatically aszign P addreszes, azk
wour network, administrator for an addresz, and then type it in
the zpace below.

' Obtain an |P address automaticalle

—{" Specify an IP address:

R ddress: | . . . |

Subret i asks | . . . |

k. I Cancel

4. Click OK to close the TCP/IP Properties dialog box.
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Network Client
Windows 95/98:
1. In the Network dialog box, Configuration tab, select Client for Microsoft

Networks.
2. Click Properties. The Client for Microsoft Networks Properties dialog box
opens.
3. On the General tab, select the Log on to Windows NT domain check box.
4. Enter the name of your Windows NT domain, as provided by your Network

Administrator in the Windows NT domain box.

Client for Microzoft Metworks Properties |

General |

— Logaon vvalidation

[+ Log on to Windows NT domairg

Wwhen you log on, your pazsword will be wverified
oh a *Windows NT domain.

whindowe MT domain:

— Mebwork logon options
= Quick logon

Windows logs vou onta the nebwaork, but netwark
drives are not reconnected until pou uze them.

' Logon and restore network, connections

W'hen you log onto the network, ‘Windows
verifies that each network: drive is ready for uze.

| k. I Cancel

5. Click OK to return to the Network dialog box.
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Identification

Windows 95/98:
1. In the Network dialog box, select the Identification tab.
2. In the Workgroup box, enter the name of your NT domain or the name of your
workgroup as provided by your Network Administrator.
3. Enter a name and description for your computer.
4. Click OK.
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Access
Windows 95/98:
1. In the Network dialog box, click the Access Control tab.

2. Select Share-Level access control.

Metwork

I = et e = o o e

I

3. Click OK twice to return to, and then close, the Network dialog box.
Note: You must restart your system for the new settings to take effect.
Once your machine has restarted, you may continue the configuration process.
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Make Your New Connection (NT Server Connection)

Windows 95/98:
1. Double-click My Computer.

2. Double-click the Dial-Up Networking folder.
3. Double-click Make New Connection (or Add New Connection, Win98).

4. Follow the on-screen instructions to configure your connection.

Windows NT:
1. Double-click My Computer.

2. Double-click Dial-Up Networking.
3. When the Dial-Up Networking dialog box opens, click Install.
4

Follow the on-screen instructions to configure your connection.

Set Dial-up type (NT Server Connection)

Windows 95/98:
1. Right-click the newly created connection icon, then click Properties; the My
Connection dialog box opens.

2. On the General tab, click Server Type. The Server Types dialog box opens.
Select PPP: Windows 95, Windows NT 3.5, Internet.

3. Select only the following check boxes: Log on to network, Enable software
compression, and TCP/IP. Do not change any other check boxes that are already
selected.

Dial into Your Network (NT Server Connection)

Windows 95/98:
1. You are ready to dial in to your network.

2. Double-click the new connection icon. The Connect To dialog box opens.

3. Enter the user name (if necessary) and password configured for you on the
RF802EW.

Note: If your particular situation permits, select the Save password check box.
4. Click Connect.

After connecting to the RF802EW, you can access the same services and resources
as if you were connected to the network locally.

Note: From this point forward in this section, screen shots will not be included.
They would only repeat the ones on the preceding pages.
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Accessing a Novell Server

Novell NetWare products are used on up to 70 percent of PC-based local area networks (LANSs).
Perform the following procedures when you need to connect your PC workstation to a remote Novell
Server.

Adding the dial-up adapter (Novell Server Connection)

Windows 95/98:
1. Click Start | Settings | Control Panel.

2. Double-click the Network icon to open the Network dialog box.

3. Click Add. The Select Network Component Type dialog box opens.

4. Select Adapter, then click Add. The Select Network adapters dialog box opens.
5

In the Manufacturers list, select Microsoft. In the Network Adapters list select
Dial-up adapter.

6. Click OK twice to return to, and then close, the Network dialog box.
Windows NT:

Dial-up Networking adds PPP and SLIP protocol support, enabling your workstation to gain access to
a remote computer or network, even if your computer is not on a network.

1. Double-click My Computer, then double-click Dial-Up Networking. The following
screen is displays:

2. Click Install, then follow the on-screen instructions to configure your connection.

Adding IPX/SPX (Novell Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add. The Select Network
Component Type dialog box opens.

2. Select Protocol and click Add. The Select Network Protocol dialog box opens.

3. In the Manufacturers list, select Microsoft. In the Network Protocols list, select
IPX/SPX-compatible Protocol.

4. Click OK twice to return to, and then close, the Network dialog box.

Windows NT:
Note: NWLink IPX/SPX Compatible Transport is probably already installed, along
with NWLink NetBIOS and TCP/IP Protocol. However, if NWLink IPX/SPX Compatible
Transport does not appear on the Protocols tab of the Network dialog box,
perform the following steps:

1. In the Network dialog box, Protocol tab, click Add. The Select Network Protocol
dialog box opens.

2. Select NWLink IPX/SPX Compatible Transport, then click OK to return to the
Network dialog box.

3. Click Close to close the Network dialog box and return to the Desktop.
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Adding Client for NetWare Networks (Novell Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Network Client and click Add.

3. The Select Network Client dialog box displays. In the Manufacturer’s list, select
Microsoft. In the Network Clients list, select Client for NetWare Networks.

4. Click OK to add this Client and return to the Network dialog box.

Set Up Properties of Components (Novell Server Connection)

Network Client

Windows 95/98:
1. In the Network dialog box, Configuration tab, select Client for Microsoft
Networks.

2. Click Properties. The Client for Microsoft Networks Properties dialog box
opens.

On the General tab, select the Log on to Windows NT domain check box.

4. Enter the name of your Windows NT domain, as provided by your Network
Administrator in the Windows NT domain box.

5. Click OK to return to the Network dialog box.

6. In the Network dialog box, Configuration tab, select Client for NetWare
Networks.

Click Properties.

8. On the General tab, in the Preferred server box, enter the name of your Novell
Server Domain. If necessary, select the First Network Drive, then verify that the
Enable logon script processing check box is selected. (It's the default.)

9. Click OK to return to the Network dialog box.

Set Your Primary Network Logon

Windows 95/98:
1. In the Network dialog box, Configuration tab, select Client for NetWare
Networks

as the Primary Network Logon.

2. Click OK. You are returned to the Desktop.
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Set Your Access Control (Novell Server Connection)

Windows 95/98:
1. In the Network dialog box, select the Access Control tab.

2. In the Control Access to shared resources using list, select Share-Level
Access Control.

Note: You must restart your system for the new settings to take effect.

Make Your New Connection (Novell Server Connection)

Windows 95/98:
1. Double-click My Computer.

2. Double-click the Dial-Up Networking folder.

3. Double-click Make New Connection (or Add New Connection, Win98).
4. Follow the on-screen instructions to configure your connection.

Windows NT:

1. Double-click My Computer.

Double-click Dial-Up Networking.

When the Dial-Up Networking dialog box opens, click Install.

nal SN

Follow the on-screen instructions to configure your connection.

Set Dial-up type (Novell Server Connection)
Windows 95/98:

1. Right-click the newly created connection icon, then click Properties; the My
Connection dialog box opens.

2. On the General tab, click Server Type. The Server Types dialog box opens.
Select PPP: Windows 95, Windows NT 3.5, Internet.

3. Select only the Log on to network, Enable software compression, and TCP/IP
check boxes. Do not change any other check boxes that are already selected.

Dial into your network (Novell Server Connection)

Windows 95/98:
1. You are ready to dial in to your network.

2. Double-click the new connection icon. The Connect To dialog box opens.

3. Enter the user name (if necessary) and password configured for you on the
RF802EW.

Note: If your particular situation permits, select the Save password check box.
4. Click Connect.

After connecting to the RF802EW, you can access the same services and resources
as if you were connected to the network locally.
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Accessing a Windows NT Server and a Novell NetWare Server

Note: Before configuring your remote site, ensure TCP/IP has been installed on your NT
Server.

Perform the following procedures if your PC workstation needs to access both a Windows NT Server
and a Novel NetWare Server.
Adding the dial-up adapter (Novell/NT Server Connection)

Windows 95/98/NT:
1. Click Start | Settings | Control Panel.

2. Double-click the Network icon to open the Network dialog box.

3. Click Add. The Select Network Component Type dialog box opens.

4. Select Adapter, then click Add. The Select Network adapters dialog box opens.
5

(Win95/98 only) In the Manufacturers list, select Microsoft. In the Network
Adapters list select Dial-up adapter.

Note: In Windows NT workstation there is no Manufacturers list.

6. Click OK twice to return to, and then close, the Network dialog box.

Adding TCP/IP (Novell/NT Server Connection)

Windows 95/98/NT:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Protocol and click Add.

3. The Select Network Protocol dialog box is displayed. In the Manufacturers list
[Win95 only], select Microsoft. In the Network Protocols list, select TCP/IP
[Win95/98] or TCP/IP Protocol [WinNT only].

Note: Windows NT workstation has no Manufacturers list.

4. Click OK twice to return to, and then close, the Network dialog box.

Adding Client for Microsoft Networks (Novell/NT Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Network Client and click Add.

3. The Select Network Client dialog box displays. In the Manufacturer’s list, select
Microsoft. In the Network Clients list, select Client for Microsoft Networks.

4. Click OK to add this Client and return to the Network dialog box.
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Adding File and Print Sharing for Microsoft Networks
(Novell/NT Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Services and click Add.

3. The Select Network Service dialog box displays. In the Manufacturers list, select
Microsoft. Select File and Printer sharing for Microsoft Networks.

Note: Windows 98 has no Manufacturers list.

4. Click OK twice to return to, and then close, the Network dialog box.

Adding IPX/SPX (Novell/NT Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add. The Select Network
Component Type dialog box opens.

2. Select Protocol and click Add. The Select Network Protocol dialog box opens.

3. In the Manufacturers list, select Microsoft. In the Network Protocols list, select
IPX/SPX-compatible Protocol.

4. Click OK twice to return to, and then close, the Network dialog box.
Windows NT:
Note: NWLink IPX/SPX Compatible Transport is probably already installed, along
with NWLink NetBIOS and TCP/IP Protocol. However, if NWLink IPX/SPX Compatible

Transport does not appear on the Protocols tab of the Network dialog box, perform
the following steps:

1. In the Network dialog box, Protocol tab, click Add. The Select Network Protocol
dialog box opens.

2. Select NWLink IPX/SPX Compatible Transport, then click OK to return to the
Network dialog box.

3. Click Close to close the Network dialog box and return to the Desktop.

Adding Client for NetWare Networks (Novell/NT Server Connection)

Windows 95/98:
1. In the Network dialog box, Configuration tab, click Add.

2. Select Network Client and click Add.

3. The Select Network Client dialog box displays. In the Manufacturer’s list, select
Microsoft. In the Network Clients list, select Client for NetWare Networks.

4. Click OK to add this Client and return to the Network dialog box.
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Set Your Primary Network Logon (Novell/NT Server Connection)

Windows 95/98:
1. In the Primary Network Logon list on the Configuration tab of the Network
dialog box, select (the previously installed) Client for Microsoft Networks.

2. Click OK to close the Network dialog box.

Set Up Properties of Components (Novell/NT Server Connection)
Dial-up Adapter

Windows 95/98
1. In the Network dialog box, Configuration tab, select the TCP/IP - Dial-up
adapter.

2. Click Properties. The TCP/IP Properties dialog box opens with the IP Address
tab selected.

Ensure that Obtain an IP Address Automatically is selected. (It's the default.)
4. Click OK to close the TCP/IP Properties dialog box.

Network Client

Windows 95/98:
1. In the Network dialog box, Configuration tab, select Client for Microsoft
Networks.

2. Click Properties. The Client for Microsoft Networks Properties dialog box
opens.

On the General tab, select the Log on to Windows NT domain check box.

4. Enter the name of your Windows NT domain, as provided by your Network
Administrator in the Windows NT domain box.

5. Click OK to return to the Network dialog box.

6. In the Network dialog box, Configuration tab, select Client for NetWare
Networks.

Click Properties.

8. On the General tab, in the Preferred server box, enter the name of your Novell
Server Domain. Select the First Network Drive and Enable Logon Script

processing.
9. Click OK.
Network Protocol
Windows 95/98:
1. In the Network dialog box, Configuration tab, select IPX/SPX Compatible
Protocol.

2. Click Properties.

3. Disable Client for Microsoft Networks and File and Printer Sharing for
Microsoft Networks. This will ensure that when you log into your NT server,
Windows will use the TCP/IP protocol. Next, you must enable Client for Microsoft
Networks.
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Set Your Identification

Windows 95/98:
1. In the Network dialog box, click the Identification tab.
2. In the Workgroup box, enter the name of your NT domain or the name of your
workgroup as provided by your Network Administrator.
Enter a name and description for your computer.
4. Click OK.

Set Your Access Control
Windows 95/98:

1.
2.
3.

In the Network dialog box, select the Access Control tab.
Select the Share-Level access control option.

Click OK twice to return to, and then close, the Network dialog box.

Note: You must restart your system for the new settings to take effect.

Once your machine has restarted, you may continue the configuration process.

Make Your New Connection (NT/Novell Server Connection)

Windows 95/98:

1. Double-click My Computer.
2. Double-click the Dial-Up Networking folder.
3. Double-click Make New Connection (or Add New Connection, Win98).
4. Follow the on-screen instructions to configure your connection.
Windows NT:
1. Double-click My Computer.
2. Double-click Dial-Up Networking.
3. When the Dial-Up Networking dialog box opens, click Install.
4. Follow the on-screen instructions to configure your connection.
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Set Dial-up type (NT/Novell Server Connection)

Windows 95/98:
1. Right-click the newly created connection icon, then click Properties; the My
Connection dialog box opens.

2. On the General tab, click Server Type. The Server Types dialog box opens. Select
PPP: Windows 95, Windows NT 3.5, Internet.

3. Select only the Log on to network, Enable software compression, and TCP/IP
check boxes. Note: do not disturb any other items that are already checked.

Dial into your network (NT/Novell Server Connection)

Windows 95/98:
1. You are ready to dial in to your network.

2. Double-click the new connection icon. The Connect To dialog box opens.

3. Enter the user name (if necessary) and password configured for you on the
RF802EW.

Note: If your particular situation permits, select the Save password check box.
4. Click Connect.

After connecting to the RF802EW, you can access the same services and resources
as if you were connected to the network locally.
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Accessing a Unix Server

Perform the following procedures to prepare your PC workstation to access a remote Unix

Server.

Adding the dial-up adapter (Unix Server Connection)

Windows 95/98/NT:

1. Click Start | Settings | Control Panel.
2. Double-click the Network icon to open the Network dialog box.
3. Click Add. The Select Network Component Type dialog box opens.
4. Select Adapter, then click Add. The Select Network adapters dialog box opens.
5. In the Manufacturers list, select Microsoft. In the Network Adapters list, select
Dial-up adapter.
6. Click OK twice to return to, and then close, the Network dialog box.
Windows NT:

Dial-up Networking adds PPP and SLIP protocol support, enabling your workstation to gain access to
a remote computer or network, even if your computer is not on a network.

1.

2.

Double-click My Computer, then double-click Dial-Up Networking. The following
message displays:

Click Install, then follow the on-screen instructions to configure your connection.

Adding TCP/IP (Unix Server Connection)
Windows 95/98/NT:

1.
2.
3.

4,

In the Network dialog box, Configuration tab, click Add.
Select Protocol and click Add.

The Select Network Protocol dialog box is displayed. In the Manufacturers list
[Win95 only], select Microsoft. In the Network Protocols list, select TCP/IP
[Win95/98] or TCP/IP Protocol [WinNT only].

[Note: Windows NT workstation has no Manufacturers list.]

Click OK twice to return to, and then close, the Network dialog box.

Set Up Properties of Components (Unix Server Connection)

Dial-up Adapter
Windows 95/98:

1.

2.
3.

In the Network dialog box, Configuration tab, select the TCP/IP - Dial-up
adapter.

Click Properties. The TCP/IP Properties dialog box opens.
Ensure that Obtain an IP Address Automatically is selected. (It's the default.)

4. Click OK to close the TCP/IP Properties dialog box.

Note: You must restart your machines to enable the new settings.
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Make Your New Connection (Unix Server Connection)
Windows 95/98:

1. Double-click My Computer.
2. Double-click the Dial-Up Networking folder.
3. Double-click Make New Connection (or Add New Connection, Win98).
4. Follow the on-screen instructions to configure your connection.
Windows NT:
1. Double-click My Computer.
2. Double-click Dial-Up Networking.
3. When the Dial-Up Networking dialog box opens, click Install.
4. Follow the on-screen instructions to configure your connection.

Set Dial-up type (Unix Server Connection)

Windows 95/98:
1. Right-click the newly created connection icon, then click Properties; the My
Connection dialog box opens.
2. On the General tab, click Server Type. The Server Types dialog box opens. Select
PPP: Windows 95, Windows NT 3.5, Internet.
3. Select only the Log on to network, Enable software compression, and TCP/IP

check boxes. Note: do not change any other items that are already selected.

Dial into your network (Unix Server Connection)

Windows 95/98:
1. You are ready to dial in to your network.
2. Double-click the new connection icon. The Connect To dialog box opens.
3. Enter the user name (if necessary) and password configured for you on the

RF802EW.

Note: If your particular situation permits, select the Save password check box.

4. Click Connect.
5. After connecting to the RF802EW, you can access the same services and resources
as if you were connected to the network locally.
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Make New Connection (Windows 2000 only)

Perform the following procedures to prepare your Windows 2000 PC workstation to access any of the
remote Servers and enable applications such as email, Web browsing, file sharing, and printing.

1. Double-click My Computer.

2. Double-click the Network and Dial-up Connections folder.
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3. Double-click Make New Connection.

Welcome to the Network
Connection Wizard

Idzing this wizard you can create a connection to ather
computers and netwaorks, enabling applications such as
e-mail, “Web browszing, file sharing, and printing.

To continue, click Mext.

¢ Back I et » I Cancel

4. Click Next, then follow the on-screen instructions to configure your connection.
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Chapter 9 - LAN-to-LAN Settings

Setting up LAN-to-LAN Routing

The majority of settings for LAN-to-LAN Routing are set up through RouteFinder Wizard or
RouteFinder Manager when IP routing (NAT disabled) is configured. This section provides an
overview of LAN -to- LAN Routing and shows you some of the benefits and limitations of LAN-to-
LAN Routing.

Setting up a Windows machine to share files

If you would like to share files over your network but don’t want to install a Windows NT server, you
can enable the file sharing feature of Windows. To set up file sharing:

Note: Each computer that you wish to share files among must be within the same workgroup. Use
the Identification tab of the Network Dialog box to define a workgroup name.

1. Select Start | Settings | Control Panel.

2. Click Network.

3. Click File and Printer Sharing.

4. To enable file sharing, select the I want to be able to give others access to my
files check box.

5. If you haven’t already done so, ensure that this computer has a fixed IP address on
your local network. Refer to the LAN Client Settings chapter for information on
configuring a fixed IP address.

6. After configuring and activating the fixed IP address, using My Computer or
Windows Explorer, right click the file or drive on the computer that you would
like to share.

Select Sharing.

8. Enable sharing by selecting Shared As. Enter the name by which you would like
this file or drive to be known on your network.

9. You may now share the files on this computer.
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Using the Find Computer Command

If your clients are in different subnets or separated by a router, you will not be able to use the Find
Computer function within Windows by selecting Start | Find | Computer.

E Find: Computer
File Edit “iew Help

Computer Mame |

Hamed: I j

Find Mo

Stam

il

Mew Search

In the Find Computer dialog box, type the IP address of the computer you would like to find in the
Named box. If you choose a computer on a remote network, the network device will attempt to
establish a dial-up connection to the remote LAN based on settings entered in RouteFinder manager.
If you have entered the computer’s IP address and host name into your LMHosts file, you may enter
the computer’s host name, rather than the IP address in the Named box (refer to the following
LMHosts section of this User Guide).

Note: If the computer you are attempting to access is on a remote LAN, you may need to press Find
Now more than once while you wait for your network device to establish a dial-up connection to your
remote LAN.

Using LMHosts

Important: Each computer on the LAN must have a copy of this lookup table. Once you have
mapped the necessary computer or host names and IP addresses in the LMHosts file, copy this file
to the appropriate folder on each computer on the LAN. This file is located in your x:\Windows folder,
where x: is the drive letter associated with the location of your windows operating system. Use
Windows Explorer, Tools | Find | Files or Folders option to search for LMHosts.

The LMHosts file can be edited using a text editor such as Notepad. At the end of the file, enter the
IP address, followed by a space, then the host or computer name. Add all necessary IP addresses
and computer names to the LMHosts file and save the file.

Once the LMHost file has been copied to each computer, the user will be able to enter the name of
the computer they want to access on the LAN without having to remember the IP address.

When using Find Computer, you may enter either an IP address or the computer’s host name if you
have entered the name and IP address in your LMHosts lookup table.

Note: Since the computers you will add to the LMHosts file are generally servers, only computers
with fixed IP addresses should be added to this file.
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Chapter 10 - Troubleshooting

This chapter provides a list of common problems encountered while installing, configuring or
administering the RF802EW. In the event you are unable to resolve your problem, refer to the
Service, Warranty and Technical Support chapter of this User Guide for information about contacting
our Technical Support representatives.

Problem #1

My computer can’t detect my RouteFinder on the LAN when I start one of
the RouteFinder Utilities (Device Not Found).

e Try clicking Refresh Device List.
e Unplug your network device and plug it back in, then press Refresh Device List.

e Ensure your computer has TCP/IP properly configured. You can check this by
trying to “ping” the computer you are using. If you can successfully ping the
computer from itself, the computer has TCP/IP correctly installed. Once you
determine that you are able to ping the computer, try to ping another computer in
the same segment of your network. If this ping is successful, your computer is
properly connected to the network.

e Remove the TCP/IP Dial-up Adapter from your computer. For instructions, see
Problem #2 in this section.

e Ensure your network device is properly connected to your Ethernet hub by
pressing Refresh Device List in either RouteFinder Manager or RouteFinder
Monitor. If your RouteFinder is correctly connected, the WAN indicator light on
your RouteFinder will flash. If no flash occurs, it is not properly connected to the
network. Reconnect your network device to the hub and try again. If there is still
no flash, it is possible the Ethernet cable or hub has a problem.

Problem #2
Other computers can connect to the network device, but my computer can’t.

Whenever I click on Internet Explorer or Netscape, I see the Windows Dial-up utility
popping up on my screen asking for my phone number and password to dial-up my
ISP.

e Remove the TCP/IP dial-up adapter from all computers that will be using your
RouteFinder to access the Internet. TCP/IP dial-up adapter is not needed to use the
RF802EW to connect to the Internet.

1. To remove the Dial-up Adapter, click Start | Settings | Control Panel.

2. Double-click the Network icon.

3. Click the Dial-up Adapter and press Remove. Restart the computer and try
again.

e Ensure you have a correct IP address. From a DOS window in Windows 95/98,
type winipcfg. From Windows NT, type ipconfig. If the address is listed as
0.0.0.0, the computer does not have an IP address and you must ensure the
automatic DHCP configuration has been correctly set up for this computer.

e Ensure that the Web browser is properly configured to connect to the Internet via
the LAN.
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Problem #3

The RouteFinder is connected to the Cable/DSL, but has problems accessing
the Internet.

e Ensure the workstation has TCP/IP properly configured.
e Attempt to ping the IP address of the RF802EW.

e Use RouteFinder Monitor to see if the WAN Ethernet port has successfully
acquired a dynamic IP address from the ISP, or if the static IP address is valid.

e Use Winipcfg (Windows 95/98) or ipconfig (Windows NT/ 2000) to check to see if
the computer’s IP settings are correct.

e Ensure the DNS settings are correct.

e Ensure the Gateway IP address is the device’s LAN Ethernet IP address (Server IP
address).

e Ensure the IP address netmask is correct.

Problem #4

When I install the RouteFinder Utilities, I get the error message "missed export
file oleaut32.dll”

If you are using Windows 95/98, your computer has an old version of oleaut32.dll.

e Download the newest version of oleaut32.dll from the Microsoft web site (http://
www.microsoft.com).

e Create a backup of the file c:\windows\system\oleaut32.dIl.
e Copy the new file to c:\windows\system\oleaut32.dIl.
e After you have successfully copied the file, reinstall the RouteFinder Utilities.

e If you have problems with the new oleaut.dll file, use the backup file.

Problem #5
I configured my RouteFinder but I can’t get it to communicate with my modem.

e Check your initialization string. If you are using an ISDN TA and your ISDN TA was
not listed as a choice in Setup Wizard, refer to the ISDN TA User Guide for the
appropriate initialization string.

e After ensuring that the initialization string is correct, use the on-line help in
RouteFinder Monitor.

Problem #6
My RouteFinder dials-up a connection, but can’t seem to communication with the ISP.

e Verify that your baudrate is not set too high for your modem or ISDN TA. The
maximum baudrate that your modem or ISDN claims it can achieve may not be
attainable due to poor line or connection quality. Use RouteFinder Manager’s Modem
settings menu to correct set the baudrate to a lower rate and retry the connection.

o After lowering the baudrate, you are still not able to establish a connection, use the
RouteFinder Monitor’s on-line help. If your connection still doesn’t work, contact
your ISP.
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Problem #7

Sometimes when | try and use the Internet or get my mail, the application can’t connect to the
Internet immediately.

e The most common reason for this is not due to a problem or error. If you are the
first person to make a connection to the Internet through the RF802EW, there will be
a delay when the Dial-On-Demand function automatically makes the connection and
logs on to your ISP. Subsequent users will be able to use the connection you've
established without a delay.

e If the scenario described above does not fit your situation, use RouteFinder monitor
to view all events that are taking place between the modem and your ISP as you
attempt to make a connection (a busy signal).

Problem #8
After installing my RF802EW, my modem connection seems to be slower.

e The RouteFinder device should have no effect on the modem speed. However, if
more than one client is using the same modem through the RouteFinder, the speed
will be reduced.

e Run RouteFinder Monitor to view the number of concurrent client connections to
your ISP.

Problem #9

While the Serial async port is in use, my RF802EW keeps dialing a connection to the Internet,
but no one is using the Internet.

e The RF802EW will only dial the connection if there is a request from one of the
computers on the LAN for an IP address on the Internet. Keep in mind that certain
applications can be configured to request information from the Internet. For
example, Microsoft Outlook can be set up to “check for new mail every x minutes”. If
this feature is enabled, Outlook will send a request for your Internet POP3 server
which will cause your RF802EW to dial-up your ISP. To determine which computer
on your network is processing a request for an Internet connection, use the
RouteFinder Monitor. The event messages will provide information about which
computer is causing the RF802EW to dial and which service (port#) the computer is
requesting.

Problem #10

The “Please set the Device IP” screen displays when configuring the RF802EW.

e This system detects that the RouteFinder’s LAN Ethernet IP address is not in the
same subnet as the PCs. Use RouteFinder Manager to set the RouteFinders’ IP
address to the same network as your PC's.

Problem #11

A message appears indicating the IP address you have inputted is either not valid on your
network or is in conflict with another IP address.

e The manager has detected the IP address of the RF802EW you are configuring is in
conflict with another device. Power off the conflicting device and configure the
RF802EW using a different Ethernet LAN IP address.
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Chapter 11- Service, Warranty, and Technical Support

This chapter begins with the terms of your RouteFinder’s warranty. In the Software User License
Agreement section, you will find details about your software license agreement with Multi-Tech
Systems. The Technical Support section offers information about on-line registration as well as
phone numbers for contacting our Technical Support group. Also included in this chapter is
information about accessing our Internet site, and information about ordering accessories for your
RouteFinder.

Limited Warranty

Multi-Tech Systems, Inc., (hereafter “MTS”) warrants that the RouteFinder will be free from defects in
material or workmanship for a period of two years from date of purchase, or if proof of purchase is
not provided, two years from date of shipment.

MTS MAKES NO OTHER WARRANTY, EXPRESS OR IMPLIED, AND ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE HEREBY
DISCLAIMED.

This warranty does not apply to any products which have been damaged by lightning storms, water,
or power surges or which have been neglected, altered, abused, used for a purpose other than the
one for which they were manufactured, repaired by Customer or any party without MTS’s written
authorization, or used in any manner inconsistent with MTS’s instructions.

MTS’s entire obligation under this warranty shall be limited (at MTS’s option) to repair or replacement
of any products which prove to be defective within the warranty period or, at MTS’s option, issuance
of a refund of the purchase price. Defective products must be returned by Customer to MTS’s factory
— transportation prepaid.

MTS WILL NOT BE LIABLE FOR CONSEQUENTIAL DAMAGES, AND UNDER NO
CIRCUMSTANCES WILL ITS LIABILITY EXCEED THE PRICE FOR DEFECTIVE PRODUCTS.

Addendum for North American Products

In the event that service is required, products may be shipped, freight prepaid, to our Mounds View,
Minnesota, factory (Multi-Tech Systems, Inc., 2205 Woodale Drive, Mounds View, MN 55112,
Attn: Repairs, Serial # ). A Returned Materials Authorization (RMA) is not required. Return
shipping charges (surface) will be paid by MTS. Please include, inside the shipping box, a description
of the problem, a return shipping address (must have street address, not P.O. Box), a telephone
number, and if the product is out of warranty, a check or purchase order for repair charges.

Extended two-year overnight replacement agreements are available for selected products. Please
refer to our Overnight Replacement Agreement on our web site for details on rates and coverages.
Please direct your questions regarding technical matters, product configuration, verification that the
product is defective, etc., to our Technical Support department at 1-800-972-2439.

Please direct your questions regarding repair expediting, receiving, shipping, billing, etc., to our
Repair Accounting department at (800) 328-9717 or (763) 785-3500.

Repairs for damages caused by lightning storms, water, power surges, incorrect installation, physical
abuse, or user-caused damages are billed on a time-plus-materials basis.
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Addendum for International Products
Distributors should contact Amex, Inc., for information about the repairs for your Multi-Tech product.

Amex, Inc.

2724 Summer Street NE Minneapolis, MN 55413
U.S.A. Tel: +(612) 331-3251

Fax: +(612) 331-3180

Please direct your questions regarding technical matters, product configuration, verification that the
product is defective, etc., to our Technical Support department nearest you. When calling the U.S.,
please direct your questions regarding repair expediting, receiving, shipping, billing, etc., to our
Repair Accounting department at +(763) 785-3500 in the U.S.A., or a nearby Multi-Tech office which
is listed on the “Multi-Tech Corporate Offices” sheet in this International Distributor Resource Kit.

Repairs for damages caused by lightning storms, water, power surges, incorrect installation, physical
abuse, or user-caused damages are billed on a time-plus-materials basis.

Out of Warranty Repair Costs

Refer to Multi-Tech System's web site at http://www.multitech.com for information about out of
warranty repair costs.
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Software User License Agreement
IMPORTANT - READ BEFORE OPENING THE SOFTWARE PACKAGE

This license agreement is a legal agreement between you (either an individual or a single entity) and
Multi-Tech Systems, Inc. for the Multi-Tech software product enclosed, which includes computer
software and may include associated media, printed materials, and “online” or electronic
documentation (“SOFTWARE PRODUCT”). The SOFTWARE PRODUCT also includes any updates
and supplements to the original SOFTWARE PRODUCT provided to you by Microsoft. Any software
provided along with the SOFTWARE PRODUCT that is associated with a separate end-user license
agreement is licensed to you under the terms of that license agreement.

By installing, copying, downloading, accessing, or otherwise using the SOFTWARE PRODUCT, you
agree to be bound by the terms of this End User License Agreement (EULA). If you do not agree to
the terms of this EULA, do not install or use the SOFTWARE PRODUCT; you may, however, return it
to your place of purchase for a full refund.

SINGLE-USER SOFTWARE LICENSE AGREEMENT

This copy of Multi-Tech software is provided only on the condition that you, Customer, agree to the
following license. READ THIS LICENSE CAREFULLY. If you do not agree to the terms contained in
this license, return the packaged program UNOPENED to the place you obtained it. If you agree to
the terms contained in this license, fill out the enclosed Software Registration Card, date, sign and
return the card by mail. Opening the packaged program constitutes agreement to be bound by the
terms and conditions of this Software License Agreement. Your right to use the software terminates
automatically if you violate any part of this software license agreement.

MULTI-TECH SOFTWARE LICENSE AGREEMENT

Multi-Tech Systems, Inc. (MTS) agrees to grant and Customer agrees to accept on the following
terms and conditions, a non-transferable and non-exclusive license to use the software program(s)
delivered with this Agreement.

1. GRANT OF LICENSE. MTS grants Customer the right to use one copy of the software on a
single computer (the Licensed System). You may not network the software or otherwise use
it on more than one computer or computer terminal at the same time.

2. COPYRIGHT. The software is owned by MTS and is protected by United States copyright laws
and international treaty provisions. Therefore, Customer must treat the software like any
copyrighted material. Customer may install the software to a single hard disk and keep the
original for backup or archival purposes. Customer shall NOT copy, or translate into any
language, in whole or in part, any documentation which is provided by MTS in printed form
under this Agreement.

3. OTHER RESTRICTIONS. The software may not be assigned, sublicensed, translated or
otherwise transferred by Customer without prior written consent from MTS. Customer may
not reverse engineer, decompile, or disassemble the software. Any updates shall be used only
on the Licensed System, and shall remain subject to all other terms of this Agreement.
Customer agrees not to provide or otherwise make available the software including, but not
limited to documentation, programs listings, object code, or source code, in any form, to any
person other than Customer and his employees and /or agents, without prior written consent
from MTS. Customer acknowledges that the techniques, algorithms, and processes contained
in the software are proprietary to MTS and Customer agrees not to use or disclose such
information except as necessary to use the software.

Customer shall take reasonable steps consistent with steps taken to protect its own propri-
etary information to prevent the unauthorized copying or use by third parties of the software
or any of the other materials provided under this Agreement. Any previous version of the
software must be destroyed or returned to Multi-Tech Systems, Inc. within 90 days of receipt
of the software upgrade or update.

Multi-Tech Systems, Inc. RouteFinder RF802EW User Guide 126

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 11 - Service, Warranty and Technical Support

4, WARRANTY. MTS warrants that the software will perform substantially in accordance to the
product specifications in effect at the time of receipt by Customer. If it fails to perform
accordingly, MTS will optionally repair any defect, or replace it. This warranty is void if the
failure has resulted from accident, abuse, or misapplication. A signed Software Registration
Card must be on file at MTS for this warranty to be in effect.

THE FOREGOING WARRANTY IS IN LIEU ALL OTHER WARRANTIES, EXPRESSED OR IM-
PLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE. IN NO EVENT WILL MTS BE LIABLE FOR
CONSEQUENTIAL DAMAGES RESULTING FROM USE OF THE LICENSED PROGRAM, WHETHER
AS A RESULT OF MTS NEGLIGENCE OR NOT, EVEN IF MTS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

5. INDEMNIFICATION. MTS will indemnify and defend Customer from any claim that the soft-
ware infringes on any copyright, trademark, or patent. Customer will indemnify and defend
MTS against all other proceedings arising out of Customers use of the software.

6. GENERAL. If any of the provisions, or portions thereof, of this Agreement are invalid under
any applicable statute or rule of law, they are to that extent deemed to be omitted.

This is the complete and exclusive statement of the Agreement between the parties, which
supersedes all proposals, oral, written and all other communications between the parties
relating to the subject matter of this Agreement. This Agreement may only be amended or
modified in writing, signed by authorized representatives of both parties.

This Agreement shall be governed by the laws of the State of Minnesota.

The waiver of one breach or default hereunder shall not constitute the waiver of any subse-
quent breach or default.
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Chapter 11 - Service, Warranty and Technical Support

Technical Support

Multi-Tech provides free technical support for as long as your product remains in service. Before
calling Technical Support, please read through the Troubleshooting chapter of this User Guide. Also,
ensure you have completed the Recording RouteFinder Information section below.

To contact our Technical Support group, use one of the following contact options, keeping in mind
that phone calls are handled with first priority:

Contacting Technical Support

...Using email ...By phone
France support@multitech.fr +(33) 1-64 61 09 81
India support@multitechindia.com  +(91) 124-340778
U.K. support@ multitech.co.uk +(44) 118 959 7774
Rest of World support@multitech.com 800-972-2439 (U.S. & Canada)

or +763-785-3500

Recording RouteFinder Information

Before placing a call to our Technical Support staff, record the following information about your Multi-
Tech RouteFinder.

Model no.:
Serial no.:

Firmware version:
Software version:

Note the status of your RouteFinder in the space provided before calling tech support. Make certain
to include error messages, diagnostic test results, problems with a specific application, etc.

Online Warranty Registration

If you have access to the World Wide Web, you can register your Multi-Tech product online at the
following URL:

http://www.multitech.com/register
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About the Internet

Multi-Tech System’s is a commercial provider on the Internet.

The Multi-Tech web site is located at http://www.multitech.com
The Multi-Tech FTP site is located at ftp://ftp.multitech.com

Ordering Accessories

SupplyNet, Inc. can provide you with replacement transformers, cables and connectors for select
Multi-Tech products. You can place an order with SupplyNet via mail, phone, fax or the Internet at:

Mail: SupplyNet, Inc.
614 Corporate Way
Valley Cottage, NY 10989

Phone: (800) 826-0279
Fax: (914) 267-2420
Email: info @thesupplynet.com

Internet:  http://www.thesupplynet.com
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Appendix A

Appendix A - Regulatory Compliance Information

Class B Statement
FCC Part 15

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.
This device complies with Part 15 of the FCC rules.
Operation is subject to the following two conditions:
(1) This device may not cause harmful interference.
(2) This device must accept any interference that may cause undesired operation.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

Industry Canada

This Class B digital apparatus meets all requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numerique de la classe B respecte toutes les exigences du Reglement Canadien sur le
materiel brouilleur.

C€

EMC and Safety Directive Compliance

The CE mark is affixed to this Multi-Tech product to confirm compliance with the following European
Community Directives:

Council Directive 89/336/EEC of 3 May 1989 on the approximation of the laws of Member States
relating to electromagnetic compatibility.

and

Council Directive 73/23/EEC of 19 February 1973 on the harmonization of the laws of Member
States relating to electrical equipment designed for use within certain voltage limits:

each amended by Council Directive 93/68/EEC of 22 July 1993 on the harmonization of CE marking
requirements.
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Appendix B - Tools for your RF802EW

RouteFinder Monitor

If you are having problems, the RouteFinder Monitor can be a valuable tool to assist in
troubleshooting. Additional troubleshooting information is available through the on-line help screens.
Refer to Chapter 6 for more information about using the RouteFinder monitor.

PING

Ping is an acronym for Packet Internet Groper. The PING utility is used as a diagnostic tool to
determine if a communication path exists between two devices on the network. The utility sends a
packet to the specified address and then waits for a reply. PING is used primarily to troubleshoot
Internet connections, but it can be used to test the connection between any devices using the TCP/IP
protocol.

C:s>ping
Pinging 2002101 with 32 bytes of data:
Reply from 2002101: hytes=32 time<18ms TTL=128

Reply from 2002101: bytes=32 time<18ms TTL=128%
Reply from 2002101: bytes=32 time<18ms TTL=128%
Reply from 2002101: bytes=32 time<{1Bms TTL=128

Cosz

WINIPCFG and IPCONFIG

There are two tools which are helpful in finding a computer’s IP configuration, MAC address and
default gateway.

WINIPCFG (for Windows 95/98)
1. Select Start | Run and type winipcfg.

2. The IP address, default gateway (the RF802EW IP address), and the MAC (adapter
address) display.
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IPCONFIG (for Window NT/2000)
1. From a DOS Prompt, type IPCONFIG and press Enter.

2. The IP address, default gateway (the RF802EW IP address), and the MAC (adapter
address) display.

Microzof t(R> Windows NTC(TMD
CC» Copyright 1?285-1996 Microsoft

C:sipconfig

Windows NT IP Configuration

Ethernet adapter r[100b7 =

IP Address. . . .
Subnet Mask . . .
Default Gateway .

TRACERT

TRACERT is an extensive PING utility that allows you to trace the route of an IP address. The utility
reports the number of router hops, the time for each hop, and any failed attempts to cross a hop. The
information provided by this utility assists you to locate the specific site of a failed PING. You can run
TRACERT at the DOS prompt (e.g., c:\tracert www.yahoo.com). The utility will provide information
about the route and number of hops required to reach the destination IP address associated with the
network address or URL.
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Appendix C - Cabling Diagrams

WAN/LAN Cables

L/

WAN LAN

Pin Circuit Signal Name

1 TD+ Data Transmit Positive
2 TD- Data Transmit Negative
3 RD+ Data Receive Positive
6 RD- Data Receive Negative

Serial Cable

O

Nale 8in Mele
i B

To RFB02EW To Modem

TransmitData

1
1
3
4
§
§
1
§

Gnd

Receive Dafa
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The following is a glossary of terms used in this manual:

B

Baudrate

Baudrate refers to the number of bits per second (Bps) that are transmitted between your
network device and modem or ISDN TA.

D

DHCP (Dynamic Host Configuration Protocol)

A protocol that was made to lessen the administrative burden of having to manually configure
TCP/IP Hosts on a network. DHCP makes it possible for every computer on a network to extract
its IP information from a DHCP server instead of having to be manually configured on each
network computer. The DHCP server built-in to your RouteFinder allows every computer on your
network to automatically extract IP information from the RouteFinder.

Why is it called Dynamic?

Each time a network client turns on their computer your RouteFinder DHCP server will
automatically give them an IP address from the IP address pool configured in the DHCP
Configuration dialog box in RouteFinder Manager. It is called Dynamic because the address that
is issued could be different each time a computer connects to the network.

DNS (DomainNameSystem)

A DNS Server can be thought of as the computer at your ISP whose job is to take all the URLs
that you type into your web browser and translate them to their corresponding IP address. To
use this the DNS translator, you need to know the IP address of your ISP’s DNS Server.

E

Ethernet

A LAN (Local Area Network) protocol developed by Xerox and DEC. It is a very commonly used
type of LAN.

F

Firewall

A system designed to prevent unauthorized access to or from a private network. Firewalls are
typically installed to give users access to the Internet while protecting their Internal Information.
Your RouteFinder uses a firewall technology known as NAT (see NAT). Each message entering
or leaving the intranet passes through the firewall. The firewall examines each message and
blocks those that do not meet the specified security criteria.

Firmware

Software that has been has been permanently or semi-permanently written to the RouteFinder’s
memory. Your RouteFinder supports flash ROM which means you can upgrade the fimware in
your network device very easily by downloading a copy of the new firmware from the Multi-Tech
web site and using the RouteFinder Manager Upgrade Firmware function.

FTP (File Transfer Protocol)
A protocol which allows a user on one host to access,and transfer files to and from another host
over a network.

I

IP (Internet Protocol)

The Internet Protocol is the network layer for the TCP/IP Protocol Suite. It is a connectionless,
best-effort packet switching protocol.

Intranet
An Intranet is the use of Internet technologies within a company. Intranets are private networks
that exist only within organizations, while the Internet is a global network open to all.
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IP Addresses

A computer on the Internet is identified by an IP Address. A computer’s IP address is like a telephone
number. It identifies one address or in this case one computing device. Every computer or device on
the network must have a different IP address.

An IP address consists of four groups of numbers called octets, which are separated by periods. For
example, 213.0.0.1 is an IP address. An IP address consists of a network portion and a host
portion. The network portion identifies the subnet that the computer belongs to. The host portion
identifies the particular computer or node on that network.

IP addresses can either be dynamic (temporary) or static (permanent or fixed). A dynamic IP
address is a temporary IP address that is assigned to you by a server (usually a DHCP server) when
the computer is powered on. A static IP address is a permanent |IP address that is set up on each
individual computer. When your RouteFinder dials-up your ISP, your ISP can give it a fixed or
dynamic IP address. Likewise when you power on your computer, the RF802EW can give your
computer a dynamic or fixed IP address.

ISDN TA

(Integrated Services Digital Network Terminal Adapter) ISDN is a high speed digital telephone
connection involving the digitization of the telephone network using existing wiring. An ISDN Terminal
Adapter can be thought of as an ISDN Modem.

ISP (Internet Service Provider)

An organization that provides Internet services. An ISP is the company that provides the connection
from your computer to the Internet. An ISP can offer a range of services, such as dial-up accounts,
e-mail, web hosting or News.

L

LAN (Local Area Network)

A data network intended to serve an area of only a few square kilometers or less. This often means
a small private network in companies.

M

ML-PPP (Also called MP or MPPP)

Stands for Multilink Point to Point Protocol and is an advancement of the PPP protocol that allows for
the bridging or bundling of two ISDN or analog channels for faster connections.

MAC address
The hardware address of a Device connected to a shared media. To find out the MAC address of
your computer please see Troubleshooting.

N

NAT Technology

NAT is short for Network Address Translation. NAT is an Internet standard that enables a local-area
network to use one set of IP addresses for internal traffic and a second set of IP addresses for
external traffic. The RF802EW provides the necessary IP address translations. NAT is sometimes
referred to as “IP Address Masquerading”. This technology provides a type of firewall by hiding the
internal IP addresses.

How does it work?

Every IP address on the Internet is a Registered or legal IP address. Therefore, no two IP addresses
on the Internet are the same. For you to use your network device to access the Internet you need a
registered IP address from your ISP (Internet Service Provider). Using a registered IP address on
your Intranet or LAN is not necessary. When clients on your network start surfing the Internet, your
RouteFinder will receive all the requests for information. The RouteFinder will dial-up your ISP and
your ISP will give your RouteFinder a registered legal IP address. Your RouteFinder uses this IP
address to request information saying ,”send all information back to me at this IP address”. In
essence it appears as though all your clients requests are coming from that one IP address (hence
the name IP masquerading). When all the information comes back through the RouteFinder, it sorts
the data using an Address Translation Table and returns the data to the computer on your network
that requested it.
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If someone on the Internet tries to access your network, the firewall function of the RouteFinder stops
the request. The device will not reverse translate network addresses unless you have specifically
allowed this feature using the Virtual Server function (IP Mapping).

NetworkAddress

The network portion of an IP address. For a class A network, the network address is the first byte of
the IP address. For a class B network, the network address is the first two bytes of the IP address.
For a class C network, the network address is the first three bytes of the IP address. In each case,
the remainder is the host address. In the Internet, assigned network addresses are globally unique.

P

Packet

A packet is a piece of a message transmitted over a packet-switching network. A packet contains the
destination address of the message as well as the data. In IP networks, packets are often called
datagrams.

Port Number

The term port can mean the connector on your computer or it can be thought of as a server number.
Every service that travels over phone lines and modems has a standard port number. For example,
the World Wide Web service uses the standard port number, 80 and the standard telnet port is 23.

Port numbers are controlled and assigned by the IANA (Internet Assigned Numbers Authority). Most
computers have a table in their systems containing a list of ports that have been assigned to specific
services. You can alos find lists of standard port numbers on the World Wide Web.

Protocol

A formal description of message formats and the rules two computers must follow to exchange those
messages. You can think of protocols like languages. If two computers or devices aren’t speaking
the same language to each other, they won’t be able to communicate.

PPP (Point -to- Point Protocol)

PPP enables dial-up connections to the Internet and is the method that your network device connects
to the Internet. PPP is more stable than the older SLIP protocol and provides error checking
features.

R

Router

A device which forwards traffic between networks. If you request information from a location on your
network or the Internet, the router will route the request to the appropriate destination. The router’s
job is to listen for requests for IP addresses that are not part of your LAN and then route them to the
appropriate network which may either be the Internet or another sub-network on your LAN.

S

Server

A provider of resources (e.g.,file servers and name servers). For example your RouteFinder provides
Internet Access and can be thought of as an Internet Access Server.

Subnet

A portion of a network that shares a common address component. On TCP/IP networks, subnets are
defined as all devices whose IP Addresses have the same prefix. For example, all devices with IP
addresses that start with 213 .0 .0 .would be part of the same subnet.

SubnetMask /IPAddressMask

Subnet mask is what is used to determine what subnet an IP address belongs to. Subnetting
enables the network administrator to further divide the host part of the address into two or more
subnets.
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T
TCP/IP (Transmission Control Protocol/Internet Protocol)

A suite of communication protocols used to connect hosts on the Internet. Every computer that
wants to communicate with another computer on the Internet must use the TCP/IP protocol to
transmit and route data packets. The format of an IP address is a 32-bit numeric address written as
four octets separated by periods. Each number can be zero to 255. Within an isolated network, you
can assign |IP addresses at random as long as each one is unique. However, connecting a private
network to the Internet requires using registered |IP addresses to avoid duplication.

The four groups of numbers (octets) are used to identify a particular network and host on that
network. The InterNIC assigns Internet addresses as Class A, Class B, or Class C. Class A
supports 16 million hosts on each of 127 networks. Class B supports 65,000 hosts on each of
16,000 networks. Class C supports 254 hosts on each of 2 million networks. Due to the large
increase in access to the Internet, new classless schemes are gradually replacing the system based
on classes.

U

UDP (User Datagram Protocol)

An Internet Standard transport layer protocol. It is a connectionless protocol that adds a level of
reliability and multiplexing to IP.
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