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NMS300 Network Management System Application

Support

Thank you for purchasing this NETGEAR product.

After installing your device, locate the serial number on the label of your product and use it to register your product
at https://my.netgear.com. You must register your product before you can use NETGEAR telephone support.
NETGEAR recommends registering your product through the NETGEAR website. For product updates, additional
documentation, and support, visit http://support.netgear.com.

Phone (US & Canada only): 1-888-NETGEAR.

Phone (Other Countries): Check the list of phone numbers at
http://support.netgear.com/general/contact/default.aspx.

Trademarks

NETGEAR, the NETGEAR logo, and Connect with Innovation are trademarks and/or registered trademarks of
NETGEAR, Inc. and/or its subsidiaries in the United States and/or other countries. Information is subject to change
without notice. © NETGEAR, Inc. All rights reserved.

Revision History

Publication Part Number |Publish Date Comments

202-11289-02 October 2013 * Revised many procedures for more clarity.
* Added support for wireless devices.
* Added support for firewalls.

202-11289-01 June 2013 First publication
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Install the NMS300 Application

Install the application and prepare your
network

The NETGEAR Network Management System 300 (NMS300) is a centralized and
comprehensive management application that enables you to discover, monitor, configure, and
report on enterprise-class networks with NETGEAR and third-party network devices.

This Quick Start Guide is intended for network administrators and describes how to install the
software and get up and running quickly. For a complete description of the features and
capabilities of the NMS300, see the NMS300 Network Management System Application User
Manual, which is available at downloadcenter.netgear.com.

This chapter covers the following topics:

e Computer Requirements

e Compatible Devices

e Download, Install, and Run the Application
* Prepare the Network Devices for Discovery

Note: In this guide, the NMS300 application is referred to as the application.
The server on which the application is installed is referred to as the
NMS300 server.

For more information about the topics covered in this manual, visit the
support website at support.netgear.com.

For more information about this NMS300 release, see the NMS300
Release Notes, which are available on downloadcenter.netgear.com.

Firmware updates with new features and bug fixes are made
available from time to time on downloadcenter.netgear.com. Some
products can regularly check the site and download new firmware, or
you can check for and download new firmware manually. If the
features or behavior of your product does not match what is
described in this guide, you might need to update your firmware.

5
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NMS300 Network Management System Application

Computer Requirements

For this release of the application, the computer that functions as the NMS300 server must
meet the following requirements:

* 2.8 GHz dual-core CPU

* 4 G RAM (32-bit OS) or 8 G RAM (64-bit OS)

e 20 G storage

» Static IP address

This release of the application supports the following operating systems:

* Windows Server 2003 (Standard, Enterprise, and Web), 32-bit and 64-bit

e Windows Server 2008 (Enterprise) 32-bit and 64-bit

* Microsoft Windows XP (Professional), 32-bit and 64-bit with SP3 or later

« Microsoft Windows 7 (Professional, Enterprise, and Ultimate), 32-bit and 64-bit
This release of the application supports the following browsers:

e Internet Explorer 9 or a later version
« Firefox 20.0.1 or a later version
e Chrome 26.0.1410.64 m or a later version

Compatible Devices

This release of the application supports the following features:

e Support for NETGEAR managed and smart switches

e Support for NETGEAR wireless devices

e Support for the NETGEAR FVS318G wired firewall

e Support for discovery and node status monitoring of third-party devices

Support for NETGEAR storage devices and additional NETGEAR security devices will be
available in a future release.

NETGEAR Managed Switches

This release supports the following NETGEAR managed switches:
FSM726-300

« GSM5212P
» GSM7212F
« GSM7212P

«  GSM7224-200

Install the NMS300 Application
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NMS300 Network Management System Application

. GSM7224P

- GSM7228PS

«  GSM7248-200

- GSM7252PS

- GSM7328FS

- GSM73285-200

«  GSM73525-200

- JGSM7224

«  M4100-12G-POE+
«  M4100-12GF

«  M4100-24G-POE+
«  M4100-26-POE+

- M4100-26G

.«  M4100-26G-POE
«  M4100-50-POE

«  M4100-50G

«  M4100-50G-POE+
«  M4100-D10-POE

«  M4100-D12G

«  M4100-D12G-POE+
«  M5300-28G

«  M5300-28G-POE+
.« M5300-28G3

.+ M5300-28GF

- M5300-52G

«  M5300-52G-POE+
- M5300-52G3

«  M7100 (XSM7224)
. XSM7224S

NETGEAR Smart Switches

This release supports the following NETGEAR smart switches:

«  FS728TP-200
- FS752TP

+  GS108T-200
- GS110TP

Install the NMS300 Application
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GS510TP
GS716T-200
GS724T-300
GS724TP
GS724TPS
GS724TS
GS728TP
GS728TPP
GS728TPS
GS728TS
GS728TXS
GS748T-400
GS748TP
GS748TPS
GS748TS
GS752TP
GS752TPS
GS752TS
GS752TXS
XS712T

NMS300 Network Management System Application

NETGEAR Firewalls

This release supports the NETGEAR FVS318G wired firewall.

NETGEAR Wireless Access Points

This release supports the following NETGEAR wireless access points:

WG103
WNAP210
WNAP320
WNDAP350
WNDAP360
WNDAPG620
WNDAPG660

Install the NMS300 Application
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NMS300 Network Management System Application

NETGEAR Wireless Management Systems and Controllers

This release supports the following NETGEAR wireless management systems and wireless
controllers:

WMS5316

WC7520
WC9500

Download, Install, and Run the Application

The application must reside on a server at a static IP address on the local area network.

To download, install, and run the application:
1.

Review the supported Windows computer operating systems (see Computer
Requirements on page 6).

Visit downloadcenter.netgear.com and download the application zip file that corresponds to
your Windows computer operating system.

Make sure that the Windows computer on which you intend to install the application has a
static IP address assigned to it.

The application binds itself to the static IP address of the host computer, which is the
NMS300 server.

Unzip the file you downloaded to obtain the executable installer file.
Launch the installer wizard by double-clicking the executable file.
Follow the installer wizard prompts.

The installer wizard guides you through the default settings and allows you to customize
them.

e If another application is already using port number 8080 on the Windows computer,
modify this default setting to a different port number.

e Other settings can be customized as well.

» If you have multiple network interface cards (NICs) on your Windows computer, select
the appropriate NIC in the NIC selection screen of the wizard.

Once the installer finishes executing, you are prompted to reboot the computer.
Reboot your computer.
NETGEAR recommends that you reboot your computer.

After the reboot, for Windows 7 and Windows XP operating systems, the application is
already running as a service.

Install the NMS300 Application
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NMS300 Network Management System Application

8. For Windows 2008 and Windows 2003 operating systems, use either of the following
methods to start the application manually.

e Select NMS300 > Service > Start Server.

* Navigate to the directory that you selected for the application installation and under
that directory, navigate to the NMS300\StartService.bat folder.

You do not need to enter a license key for the application.

Prepare the Network Devices for Discovery

To manage the devices on your network, you must prepare them for the application. By
default, the application lets you manage up to 200 devices. For information about managing
more than 200 devices, contact your NETGEAR sales contact.

> To prepare the devices on your network:
1. Upgrade your devices to their latest released firmware.
To upgrade the firmware, use the web management interface of the device.

Each device must run the latest firmware before the application can discover and manage
the device. Once you perform this one-time upgrade, the application can centrally
manage future device firmware upgrades.

2. Create the credentials for your devices.

The application uses a combination of SNMP, HTTP, and Telnet protocols to interact with
the devices on your network. You must configure the application with the device
credentials to authenticate with the devices over the following protocols:

e Telnet and HTTP protocols. If the devices do not have the default password for the
admin user, create two new credentials in the application.

Create one credential for the Telnet protocol and another credential for the HTTP
protocol that contain either the admin user credential or the credential of another user
of the device with administrative privileges.

*  SNMP community strings. If the devices do not have the default SNMP community
strings, create a credential in the application for the SNMP protocol that contains the
matching community strings.

For more information, see Add a Device Credential on page 25.

3. Make sure that each device on your network is configured to send SNMPv1 or SNMPv2
traps to the IP address of the NMS300 server.

The application listens for SNMPv1 and SNMPvV2 traps.

Install the NMS300 Application
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Get Started

Log in and perform basic configuration tasks

After you have logged in to the application, you can change your password and account
information and configure the email server.

This chapter covers the following topics:

* Log In to the Application

e Change Your Password and Account Information

e Add a User Profile to the User Base

e Configure the Email Server for Alerts and Alarm Notifications

11
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NMS300 Network Management System Application

Log In to the Application

The application uses a browser server architecture. Administrators and other types of users
can access the application from any supported browser. Before you log in to the application,
check the following items:

e Make sure that the application is installed on a server with a static IP address.
» Clear your browser cache before you use the application.

& CAUTION:

The application supports multiple concurrent users. NETGEAR
recommends that different user coordinate their application activities so
that modifications to a screen made by one user are not inadvertently
changed by another user.

» To select your language and log in to the application:

1. Open a browser and connect to the application through the static IP address of the
NMS300 server.

e To connect to the application from the same NMS300 server on which you installed
the application, enter the URL http://localhost:8080.

If you entered a different port number for the NMS300 server during the application
installation, replace 8080 in this URL with the port number that you provided during
installation.

e To connect to the application from a remote computer, replace localhost with the IP
address of the NMS300 server. For example, enter http://203.0.113.56:8080, in
which 203.0.113.56 is the IP address of the NMS300 server and 8080 is the port
number for the NMS300 server.

After you connect to the application, the User Login screen displays.
Q

Language [ English ﬂ

User Name |

Password | |

™ Remember User Name

Forgot Password

2. From the Language menu, select your language.
The default language is English. You can also select Chinese.

3. Enter your user name and password.

Get Started
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NMS300 Network Management System Application

When the application is initially installed, the default administrator user name is admin
and the default administrator password is admin.

You must be an administrator (admin user, that is, a user with a security profile that is set
to Admin) to be able to create user names and passwords for other types of users.

Click the Sign In button.
The Network Summary screen displays.
NETGEAR
Welcome rotand | | J v’ # O
v ot | st N ot | et | e N o e [ B e |

NETWORM SUMMARY
Network Summary
Device Tree View Q Enterprise Network Map 9

Group By | Location
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@ @ lest
@ mass

4 @ shanghal CN
o sanjose
& @ Nelgear sanjose
@ nelgear
o @ JuneB-lacation-215
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o @ Jung-location-M5300

o germany

«
M-Ia-i 64

o @ beliing . i Tl
Uninow L“
B S - Vel
T m Mtgeamﬁs swin:ﬁmhs
Device Inventory Status/Device Type (7] (7]
' Dinvice Type CPU Uilzation
Dewice Status Device Type & switch [t —
B ue [0 standaione ap Switch T
O ocown [ Firewall & standatone ap =TT
B switch & standaions AP [ EEoRL
[ Reouter & standalone AP o
0 contralier Manage & standalone AP UL —
O wms & standalone ap TR
[0 wireless Contralle @ switeh -
& standaione AP . —
& switch o
Top 10 Devices by Avarage Memory (Today) (7] Latest 10 Alams (7]
Device Name Device Type Memaory Litilization Rlarm Name Device Name Severity Alarm Time
3 & standalone ap — Max station Hmitation reached nieti ] Ma 005201317331
Switeh [ — Desice Mamory uliization (s v, nelg [ winor EEIVERESIE
Swileh (R
Switeh [m— . —
@ notg 318 & standalons AP [ . —
@ 192 1681061 & switeh [ 4 —
@ 19: 10217 & switch [lm— % . —
55 Swilch [i—
Swilth [— - —
4722472 Swilch [F—r —

For more information about the Network Summary screen, see View the Default Network
Summary on page 48.

Get Started
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Change Your Password and Account Information

NETGEAR recommends that you change your password to a more secure password. This
recommendation applies to admin users only because nonadministrative users such as users
with a security profile set to Operator or Observer cannot change their password.

As an admin user, you can also change your account information. Items that you can change
include your email address, real name, and telephone number. You cannot change your user
name but you can add a second admin account with a different user name. For more
information, see the NMS300 Network Management System Application User Manual.

Change Your Password

When the application is initially installed, the default administrator user name is admin and
the default administrator password is admin. As an admin user, you can create user names
and passwords for other types of users.

» To change your password:
1. Log in to the application.
For more information, see Log In to the Application on page 12.

2. .Select ADMIN > SETTINGS.

‘ HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS JoBs m“

System and Website Settings

Getting Started with NMS % System Settings ¢ Customize

Discover yaur nebaork and add the devices you want to
manage

Set global seflings for the system and website. dde Cuystornize the navigation and look of your web portal.

etting

Customize Network Dashboard

View Device lnventory Manage Alarms E_] Maonitor

L view network devices irventory. Wiew currendly configured alarms and create new alams. =L Wiew or modify currently configured monior and parameters.

» View Device Inventory » Alarm Configuration Maonitor Configuration

Account Information @ License And Version Information

& Wiew or modify users, or creale new users. “iew MMS300 license, supported device and varsion
information.

Get Started
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NMS300 Network Management System Application

3. Under Account Information, click the Change Password link.

Change My Password
New Password ’—| r
Re-type New Password ’:l x

m | cancel

4. Enter your old and new passwords
5. Click the Submit button.

Your password is updated.

Change Your Account Information

You can change your general account settings such as your email address and telephone
number.

» To change your account information:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select ADMIN > SETTINGS.

HOME WIRELESS RESOURCES BAONITOR CONFIG ALARMS

SETTINGS

System and Website Settings

TOPOLOGY REPORTS JoBS USERS ADMIN

Getting Started with NMS

Discover your network and add the devices you want to
manage

System Settings
Setglobal setlings forthe system and website.

Customize
Customize the navigation and laok of yourweh portal.

%

Devices + Data Retention Period

p,

> Email Server Setings > Inveniory Polling

s Idle Time Out

eaktime Chart

Customize Network Dashboard

View Device Inventory
L vigw network devices inventory.

» Vigw Device Inventary

. Account Information
Wiew or modify users, or create new users.

hange Passvard

Manage Alarms

“iew currently configured alarms and create new alams.

» Alarm Configuratio

License And Version Information

iew NMS300 license, supported device and version
information,

5]

» License Wanagemen

» NMS300 Version

5]

Maniter
Wiew or modify currently configured monitor and parameters.

» Monitor Gonfiguration

Get Started
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NMS300 Network Management System Application

3. Under Account Information, click the Edit Account link.

My Account Information

User Name roger_admin

E-mail roger_admin@netgear.com ¥

Last Hame

First Name

Telephone
| o

4. Modify the information as needed.
5. Click the Submit button.

Your account information is updated.

Add a User Profile to the User Base

The application provides the following default user security profiles:

e Admin. A user who can perform all functions of the application, including management of
users and security profiles.

e Operator. A user who can manage the network functions, but cannot manage users or
security profiles, or perform administrative tasks.

e Observer. A user who can only monitor and view network functions.

As an admin user, you can modify and delete these security profiles and you can define new
security profiles. For example, you can add a security profile for someone who can only run
and view network reports but is not authorized to perform any other tasks. For more
information, see the NMS300 Network Management System Application User Manual.

> To add a user profile:
1. Log in to the application.

For more information, see Log In to the Application on page 12.

Get Started
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2. Select USERS > USER MANAGEMENT.

HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS 10BS m ADMIN
User Management o
[ aca || ean |} petcte | Rows perpage| 10 4 < [ 1 |1 > [ Totats
[ stams % LUserName - Security Profile % E-mail # LastName # FirstName % Telephone 2
O @ Active & admin Admin sdming@email com
O @ Active A Justooking Observer justiooking@email.com
O @ Active & Justoperating Cperator Justoperating@email com
0| @ actve & roland Adrin rolandi@email.com

The Status column displays whether the user is active and the user can log in.
3. Click the Add button.
The Add User screen displays.

1. Add User x

User Basic Information

User Name E-mail |:| z
Password ’:l L4 Check Password ’—| £ 4
Last Name ’:l First Name L—|
User Satus

status T |

Security Profile Observer

Tl | Cancel
|

4. Specify the following information:

* Inthe User Basic Information section, enter the user name, password, and email
address for the user. The first and last name and telephone number are optional.

e In the User Status section, select whether the user profile is active and select the
security profile that applies to the user.

5. Click the Submit button.

The screen closes and the new user is added to the User Management table.

Configure the Email Server for Alerts and Alarm
Notifications

Before the application can send email updates and alarm notifications, you must configure
the email server settings. Only an admin user can configure the email server settings.

Get Started
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NMS300 Network Management System Application

Configure the General Email Server Settings

The following procedure describes how to configure the general email server Settings.

» To configure the email server:

1.

Log in to the application.
For more information, see Log In to the Application on page 12.
Select ADMIN > SETTINGS.

HOME WIRELESS RESOURCES MONITOR COWFIG ALARMS TOPOLOGY REPORTS JoBS USERS ADMIN

SETTINGS

System and Website Settings

Getting Started with NMS System Seitings ¢ Customize
Discover your network and add the devices you want to % Set global setlings for the system and website. .d-/ Custormize the navigation and look of your web portal.
manage
» Discover Device: » Data Retention Period » Customize N
» Device Groups » ldle Time Out

» Reakime Chart » Auto Refresh Settin

» Customize Neteark Dashboard
View Device lnventory Manage Alarms E_j Monitor
L yiew netwark devices inventory. ‘iew currantly configured alarms and creats new alarms. < Wiew or modify currently configured monitar and parameters.
» View Device Invantory » Alarm Configuration » Monitor Configuration
. Account Information @ License And Version Information

iew o modify users, or create new Users. Wiew NMS300 license, supported device and version

information.
» User Management » License Management

» NMS300 Version

Under Getting Started with NMS, click the Email Server Settings link.

B SMTP configuration x

SMTP Configuration
SMTP Server Host =
SMTP Server Port h‘_ 4
[T Authentication Enabled
[ usessL

=) =

Enter your SMTP configuration settings.
If your SMTP server requires authentication, select the Authentication Enabled check box.

Get Started
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6. Configure the user name and password.
7. Click the Test button.

Your SMTP configuration settings are verified.
8. Click the Submit button.

Your changes are saved.

Configure Email Server Settings for a Gmail Account

The following procedure describes how to configure the email server for a Gmail account.
» To configure the email server for a Gmail account:
1. Log in to the application.
For more information, see Log In to the Application on page 12.

2. Select ADMIN > SETTINGS.

HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS JoBs USERS ADMIN

SETTINGS

System and Website Settings

Getting Started with NMS System Seftings ¢ Customize
Discover your neteork and add the devices you want to % Set glabal setings for the system and website. 4 Customize the navigation and look of your web portal.
manage
» Discover Devices » Data Retention Perod
» Device Groups » idle Time Out
» Reaktime Chart
» Customize Network Dashboard
View Device Inventory Manage Alarms E—j Maonitor
L iew network devices inventory. View currently configured alarms and create new alams. < View or modify currently configured monitor and parameters.
¥ View Device Inventory » Alarm Configuration » Monitor Configuration
. Account Information e License And Version Information
iew or modifyusers, of create new Users. Wiew NMS300 license, supported device and version

information.

rense Management

» NMS300 Version

Get Started
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NMS300 Network Management System Application

Under Getting Started with NMS, click the Email Server Settings link.

B SMTP Configuration X

SMTP Configuration

SMTP Server Host smtp gmail.com z
: 4

SMTP Server Port F3 ]
Authentication Enabled

User Hame

Password

Use SSL

m Cmell Test

Enter the following settings and select the following check boxes:

e Inthe SMTP Server Host field, enter smtp.gmail.com.

* Inthe SMPT Server Port field, enter 25.

e Select the Authentication Enabled check box.

e Inthe User Name field, enter the user name for your Gmail account.
e Inthe Password field, enter the password for your Gmail account.

» Select the Use SSL check box.

Click the Test button.

Your SMTP configuration settings are verified.

Click the Submit button.

Your changes are saved.

Get Started
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Discover Resources

Discover your devices and add device groups

Before you can manage your network, you must let the application find the devices that are on
your network and perform other setup tasks that could simplify the management of your network.

This chapter covers the following topics:
e Discovery Concepts
» Use Quick Discovery to Discover Devices on Your Network
» Use a Discovery Profile to Discover Devices on Your Network

e Add Device Groups

Note: For more information about the topics that are described in this
chapter, see the NMS300 Network Management System Application
User Manual.

21
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NMS300 Network Management System Application

Discovery Concepts

You can discover devices on your network by using the following methods:

Quick discovery. Discovers devices without using a discovery profile. This method is a
quick and easy discovery method but gives you limited control over the discovery
process.

Regular discovery. Filters the devices on your network through a discovery profile that
you must configure first. This method gives you more control than the quick discovery
method but is a bit more complicated.

With both methods, the application can discover wired devices, wireless devices, NETGEAR
devices, and third-party devices that support standard SNMP MIBs.

The application can discover and monitor NETGEAR firewalls over the WAN. Firewalls can
have either a static WAN IP address, dynamic WAN IP address, or WAN host name. If a
firewall uses a WAN host name, the firewall must have DNS enabled.

Note: By default, the application lets you discover up to 200 devices. For
information about discovering more than 200 devices, contact your
NETGEAR sales contact.

For wireless access points (APs), the nature of the AP determines whether the application
can discover the AP:

Standalone AP. An AP that is not controlled by another device and that operates in
standalone mode. This type of AP is also referred to as a Fat AP. The application can
discover and manage standalone APs just like any other network device that the
application supports.

Controller-managed AP. An AP that a NETGEAR WC7520 or WC9500 wireless
controller manages. This type of AP is also referred to as a Fit AP. After the application
discovers a wireless controller, it displays the controller-managed APs in the device table.
In this indirect way, the application can discover the controller-managed APs but cannot
manage them. You cannot back up or restore the configuration, upgrade the firmware, or
delete the access points from the application. Controller-managed APs are not subtracted
from the number of devices that the license of the application supports. The license of the
application ignores the controller-managed APs.

Use Quick Discovery to Discover Devices on Your
Network

Quick Discovery is a quick and easy discovery method but gives you limited control over the
discovery process.

Discover Resources
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» To discover the devices on your network:

1. Log in to the application.
For more information, see Log In to the Application on page 12.

2. Select RESOURCES > DISCOVERY.

HOME WIRELESS MONITOR CONFIG ALARMS TOPOLOGY REPORTS J0BS USERS ADMIN
Metwork Discovery (7]
[ naapromie || o proie [] ovickdiscovery | IIEERS Fowsperpage 0 18 < [ 1 i1 > [N Tour3
[ name =~ Scheduled % Recurrent Type % Last Execution Time % Last Execution Status # Mexd Exgcution Time %
O dise-ts-147.250 B Mot Recurrent
O  dise-tvs-hostname B Mot Recurrant QEF2972013 11:1500 0 Succeaded
O  disc-waneip B Mot Recurrent 091052013 14:15:00 @ succeaded

3. Click the Quick Discovery button.

“ Quick Discovery X

Discovery Settings

Quick discovery will discover all Hetgear and third-party network devices.

Select Network Type and Addresses

[P Range O o s Y s X o o
Select Credentials m
[ name 4 Profocol 4 Port 4 Timeout(sec) 4 Retries ¢
[ petaut SNmP SNMP V2C 161 10 1
[ Defaut HTTP HTTP 80 3 1
[ Defaut Telnet Telnet 23 10 1
[ pefaut HTTPS HITPS 443 1
[[] Defaut Fvs HTTPS HTTPS 8080 1

4. From the menu on the upper left of the screen, select one of the following network types and
enter the applicable address information in the fields to the right of the menu:

e [P Range
* Subnet
e Single IP

* IP Address(es)
¢ Hostname

Discover Resources
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5. Specify the credentials that pertain to the devices on your network by select one of the
following types of credentials:

Default SNMP
Default HTTP
Default Telnet
Default HTTPS
Default FVS HTTPS

6. If the credential that you need is not listed in the table, do the following:

a.

C.

Click the Add button.

The Select Credentials screen displays. In addition to the default credentials, the
screen displays the device credentials that you have added. For more information,
see Add a Device Credential on page 25.

Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials screen closes and the selected credentials are added to the
credentials table.

Select the credential or credentials that you added.

7. Click the Execute button.

When the quick discovery process completes, the Quick Discovery screen displays the
results.

™ Quick Discovery X

Result «

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished,

Rowsperpage[ 50 B < [1 11 > [N ot 1t

Status 4 Device Name % |P Address + Vendor + Device Type + Model e

& Aready Discovered 192.168.10.208 Bl netoear & switch W4100-26G-POE o]

@ Already Discovered FSTSZTR-NMS300 192.168.10.202 B vetgear Switch FS752TP ﬂ

& Aready Discovered 192.168.10.209 B vetgear Switch M5300-52G-POE+

{8 Aready Discovared 192.168.10.208 B netgear &) switch GSMTI52EV2

@ Already Discovered GS746Tv2-SmartSw...  192.168.10.204 m Netgear Switch GST48Tvé

{® Aready Discovered 1B3MT224 192.168.10.207 B vetgear Switch 1BSMT224

& nready Discovered 192.168.10.203 B netoear &Y switch GSTS2TPS

& Already Discovered 192.168.10.206 B vietgear Switch GSTS2TXS

e Unreachable 182.168.10.200

@ unreachale 192.168.10.210 vl
Close
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Note: If a credential failure occurs, a common reason is that the device login
information changed from its default. When a credential failure occurs, add or
modify the credential and run the discovery job again. For more information,
see Add a Device Credential on page 25.

8. Click the Close button.

The Quick Discovery screen closes.

Use a Discovery Profile to Discover Devices on Your
Network

A discovery profile gives you more control over the discovery process than the quick
discovery method but is a bit more complicated. The following sections describe how you can
use a discovery profile to discover devices:

1. Add a Device Credential

2. Add a Discovery Profile
3. Execute a Discovery Job

Add a Device Credential

During the discovery process, the application must log in to devices to obtain the information
to discover and manage the devices. A device credential includes the user name, password,
and SNMP community string that allows the application to log in to the device. The user
name and password are the same user information that you use to log in to the device to
perform system configuration. The application provides default device credentials for
discovery over HTTP, HTTPS, SNMP, and Telnet, and for discovery of the NETGEAR
FVS318G firewall over HTTPS.

You must configure the correct device credentials for any device that you want the application
to manage. If a device does not have its default credentials, do the following:

< If a device does not have its default admin user password, create two new credentials in
the application, one for Telnet and another for the HTTP protocol. These credentials
contain either the admin user credential or the credential of another user with
administrative privileges.

* If a device does not have its default SNMP community strings, create a credential in the
application for the SNMP protocol that contains the matching community strings.

» To add a device credential:
1. Log in to the application.
For more information, see Log In to the Application on page 12.

Discover Resources
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2. Select RESOURCES > DEVICE CREDENTIALS.

6.

HOME WIRELESS m MONITOR CONFIG ALARMS TOPOLOGY REPORTS JOBS USERS ADMIN

[Loce onio oamramemais oo oo e st o |
Device Credentials [7]
| nda | eat || etete | Rowsperpage| 10 [ < | 1 |12 > Total: 12
[ Name - Protocol ¢ Porl 4 Timeout(sec) 4 Refries 4
O Default Fvs HTTPS HTTPS 8080 [ 1

O Cefaut HTTP HTTP &0 6 1

[ | Default HTTPS HTTPS 443 [ 1

O Default SNMP SNMP V2C 161 10 1

[ Default Telnet Telnet 3 10 1

[ | non-def-215-tel-passworl Telnet 23 10 1

O non-def-tel- 209-password3 Telnet k) 10 1

O non-default-215-telnet Telnet 23 10 1

[ | non-derauim5300 Telnet 3 10 1

O telnet-217-non-default Telnet 23 10 1

Click the Add button.

& Add Credential X
Authentication > Management Interface Associated Devices

Credential General Info

Name

Protocol SNWP V1 u

Authentication Info

Read Community

Write Community

[ Previous | [ next | I | cancel |

In the Credential General Info section, enter the name for the credential.
From the Protocol menu, select one of the following protocols:

e SNMP V1
« SNMP V2C
e SNMP V3
e Telnet

e SSH

e HTTP

e HTTPS

Depending on your protocol selection, the screen might adjust to display other fields and
menus.

In the Authentication Info section, enter the information for the selected protocol.
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Click the Management Interface tab.

& Add Credential X
Authentication Management Interface >

form.caption.credentialinterface

Port 181 *
Timeout{sec) 3 i4
Retries 7 k4

| Previous || Next ‘| Cancel |

Enter the port number, time-out period in seconds, and the number of retries.
Click the Associated Devices tab.

& Add Credential X

Authentication Management Interface Associated Devices
Rssociated Devces I

[T Status 4 Device Name % [P Address % Vendor 4 Device Type 4 Device Model ¥

Mo dsta to display!

previous | [ next | IS | cance: |
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10. Click the Add button.

7 Select Devices X

Filter: None Show Filter
Rowis per Dagem < e > ER woaas

T status # Device Name 4 |P Address % Mendor + Device Type % Device Mode! # Firmware Version -
M| @up 192.168.10.102 192.168.10.102 B netgear &y switcn GSNT7224v2 80.1.26

@ up 192.168.10.104 192.168.10.104 B netgear Switch FS726TP

M| @up 192.168.10.114 192.168.10.114 B netgear &) switcn | GST28TPS 53.017

| @ up 19216810120 192.168.10.120 Netgear & switen MS300-28G3 100018

M@ up 192.168.10.121 192.168.10.121 B nietgear & switen GSNT3285v2 803.20

| up 192.168.10.124 192.168.10.124 B netgear Switch BSM7252PS 803.25

| @up 192.168.10.125 192.168.10.125 B netgear Switch GSNT248v2 80122

| @ up 192.168.10.131 192.168.10.131 B netgear ey switcn GSM7252PS 80338

| @up 192.168.10.140 192168 10.140 B netgear Switch GSNT7224v2 80129

r @up 192.168.10.202 192.168.10.202 B nstgear k&) switcn FST52TP 50233
| Aad seiection || Add All || Close |

11. Select one or more devices and click the Add Selection button.
To add all devices to the device credential, click the Add All button.

The Select Devices screen closes and the selected devices are added to the Associated
Devices table.

12. Click the Save button.

The screen closes and the new or modified device credential displays in the Device
Credentials table.

Add a Discovery Profile

A discovery profile filters the network device information that the application can detect. The
application can discover devices through an IP address range, IP subnet address, a single IP
address, a list of IP addresses, or device host name.

» To add adiscovery profile:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select RESOURCES > DISCOVERY.

HOME WIRELESS MONITOR CONFIG ALARMS TOPOLOGY REPORTS JoBs USERS ADMIN
Metwork Discovery (7]
AddProfile  [I|  EditProfie | uickDiscovery [T Rows perpage| 10 [ < [ 1 11 > [JE Tomr3
[ Mame « Scheduled ¢ RecurentType ¢ LastExecution Time # Last Execution Status 4 Next Exacution Time ¢
[ | disc-fes-147.250 B Mot Recument
[ disc-tvs-hosiname Bro Mot Recumant ORVZEr2013 111500 qucceeued
O  disc-waneip B Mot Recurrent 0910572013 14:15:00 @ Succeaded
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The screen displays the existing discovery profiles.
Click the Add Profile button.

™ Add Profile X
[ oo | owon | nonn |

General Info

Hame z Description Erter & string between 1 to 100

Discovery Options
D Resolve Host Hames(Attempt to resolve host name to IP Address)

D ICMP Ping Devices{Ping devices before authentication)
Discovery Filters

D Vendor D Location D Device Type Switc ﬂ
Discovery Includes

D ICMP Only Devices(Discover devices that only respond to Ping)

D Unclassified Devices(Discover devices that from unknown vendors)

LLDP Option

Enable LLDP Link Discovery{Automatically discover LLDP links)

DRIl addschedute | save | Execute JGTED

Enter the information in the following sections:
e General Info. Enter the name and description of the profile.
e Discovery Options:

- Resolve Host Names. To attempt to resolve a host name to an IP address, select
the Resolve Host Names (Attempt to resolve host name to IP address) check
box.

- ICMP Ping Devices. To monitor the node status of third-party non-SNMP devices,
select the ICMP Ping Devices (Ping devices before authentication) check box.

» Discovery Filters. Select the discovery filters you want by vendor, location, and
device type.

* Discovery Includes. Select whether to include ICMP-only devices or unclassified
devices.

e LLDP Option. To monitor the node status of third-party non-SNMP devices, select
the Enable LLDP Link Discovery (Automatically discover LLDP links) check box.

Discover Resources
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5. Click the Network tab.

 Add Profile x

Select Network Type and Addresses

Select Credentials [ Add |
[ wame 4 Protocol 4 Port & Timeout(sec) & Refries ¢
[[] Default ShP SHMP V2C 161 10 1
[[] Detaut HTTR HTTP 80 6 1
[[] Defaut Teinet Telnet 23 10 1
[[] Detaut HTTPS HTTPS 443 6 1
[[] Detaut Fvs HTTPS HTTPS 8080 6 1

6. From the menu on the upper left of the screen, select one of the following network types and
enter the applicable address information in the fields to the right of the menu:

« IP Range
e Subnet
e SinglelIP

e |IP Address(es)
e Hostname

7. Specify the credentials that pertain to the devices on your network by selecting one of the
following types of credentials:

e Default SNMP

e Default HTTP

e Default Telnet

e Default HTTPS

e Default FVS HTTPS

Discover Resources
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8. If the credential that you need is not listed in the table, do the following:
a. Click the Add button.

B Select Credentials x

fowsperpope| 10 [ < [ 1 [r2 > JEEN tota: 12
] nMame ~ Protocal %+ Port 4 Timeout(sec) 4 Retries &
[[] Defaut FYS HTTPS HTTPS 2080 B 1
[[] Defaut HTTP HTTP a0 6 1
D Defaut HTTPS HTTPS 443 B 1
[[] Defaut Shmp SNMP VaC 161 10 1
[] Default Teinet Telnet 23 10 1
[[] non-def-215-tel-passwort Telnet 23 10 1
[ non-def.tel-208-passwords Telnet 23 10 1
[[] non-defaut-215-teinet Telnet 23 10 1
[[] non-default-M5300 Telnet 23 o 1
[ telnet-217-non-default Telnet 23 10 1
Add Selection || Addan || Ciose |

In addition to the default credentials, the screen displays the device credentials that
you have added. For more information, see Add a Device Credential on page 25.

b. Select one or more credentials and click the Add Selection button.
To add all credentials, click the Add All button.

The Select Credentials screen closes and the credentials are added to the Select
Credentials table on the Network subscreen (the figure that is shown in Step 5).

c. On the Network subscreen, select the credential or credentials that you added.
9. Click the Save button.

The screen closes and the new or modified discovery profile displays in the Network
Discovery table.

Execute a Discovery Job

You can execute a one-time discovery job immediately. For information about scheduling a
one-time or recurring discovery job, see the NMS300 Network Management System
Application User Manual.

> To execute a discovery job:
1. Log in to the application.

For more information, see Log In to the Application on page 12.
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2. Select RESOURCES > DISCOVERY.

HOME WIRELESS

RESOURCES MONITOR CONFIG

ALARMS

TOPOLOGY

REPORTS

JoBs USERS ADMIN

Network Discovery

[ Mame

[ disc-vs-147.250
[ | dise-frs-hostname
O | dise-wanip

haaprone J| carpone | ouckosconr IS

=~ Scheduled # Recurrent Type
@ro Mot Recurrent
Bro Mot Recument
Bro Mot Recurrent

% Last Execution Time

0872972013 11:15:00
08052013 141500

(7]
Rows perpage| 10 B9 < [ 1 11 > [ Totar3

% Last Execution Status % MNext Exgcution Time *

@ Succeaded
@ succeaded

3. Select the discovery profile.
4. From the More menu, select Execute.

When discovery completes, the Execution Results screen displays the discovered devices

that the application adds to its inventory database.

P Execution Result X

Execution Result

Note: The discovery may take a while to complete, please be patient.

Status Discovery finished.

Rowsperpage| 10 [ < [ /26 > [ votat 254

[ cose

Status. « Device Name # [P Address % Vendor 4 Device Type % Model *
@ successful 192.168.10.28 Bl vetgear Switch GSM73285v2
(& niready Discoversd o5 110tp-dema-unit 192.168.10.101 B vetgsar Switch GS10TP

@ arready Discovered 192.168.10,102 B vetgear Switch GSM7224v2
(@ Aready Discovered osT28ts-name.192.1...  192.168.10.139 Bl vetoear Switch G5728TS
{8 riready Discoversd 192.168.10.140 Bl 1etgear Switch GSWTZZAVZ
@) Already Discovered 192.168.10.131 B vetgear Switch GSM7252PS
(& Aready Discovered 192.168.10.125 B vetgear Switch GSM7248v2
(& aready Discovered 192.168.10.124 Bl vetoear Switch GSWT252P5
@ Already Discovered 182.168.10.121 m Wetgear Switch GSWT3285v2
(@) Already Discovered mass 192.168.10.112 B vetgear Switch GS752TPS

5. Click the Close button.

The screen closes.

Note: Output files from completed resource discovery jobs are saved for
the data retention period. For more information, see the NMS300
Network Management System Application User Manual.

Discover Resources
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Add Device Groups

To simplify the management of networks with many devices, you can create device groups.
Once they are discovered, you can group the devices on your network by location, device
type, and other criteria.

You can create static and dynamic device groups:

e Static device group. A fixed group of specific devices that you add manually. For more
information, see Add a Static Device Group on page 33.

* Dynamic device group. A dynamic list of devices that are selected automatically based
on your filter selection criteria. For more information, see Add a Dynamic Device Group
on page 35.

Add a Static Device Group

A static group is a fixed list of specific devices. You must add devices manually.
> To add a static device group:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select RESOURCES > DEVICE GROUPS.

HOME WIRELESS MOMITOR CONFIG ALARMS TOPOLOGY REPORTS JOBS USERS ADMIN
Device Groups (7]
Add Static Group || AddDynamic Group [ Edit Group |  Detete Group Rows perpage| 0 B4 < [ 1 |11 > Total: §
[] Group Mame ~ Group Type # Davice Count & Created By & Create Time £
[ Al Metgear Devices ﬁ Dynamic Group 40 admin 0472212013 11:58:52
O &P By Static Group [1] admin 09032013 18.06:06
O #anaged-swiich By Static Group admin [Tk 318:04:54

3180423

]
[ smart-swicth By Static Group 0 admin 0803
1] adrmin 0902013 180516

0 we By Static Group

3. Click the Add Static Group button.
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'% Add Static Device Group X

Basic Information
Group Hame
Description
Assocated Devices [ s | Remore |
[~ status % Device Name & [P Address + Vendor + Device Type + Device Model *
No data to display!
[ canee |

4. Enter a group name.
5. Enter a description.
6. Click the Add button.

B Sclect Devices b 4

Filter: Hone Show Filter
Rows perpage| 10 g < [ > B oo
[T Status 4 Device Name 4 |P Address % Vendor % Device Type 4+ Device Model # Firmware Version -

No data o display!

| Add selection || Add Al || Close |

7. To filter the devices that display on the screen, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
location, device model, and status.

To hide the device filter, click the Hide Filter button.

8. On the Select Devices screen, select devices for the group.
9. Click the Add Selection button.

To add all devices, click the Add All button.
10. Click the Submit button.
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The screen closes. The devices are added to the static device group, and the group is
displayed in the Device Groups table.

Add a Dynamic Device Group

A dynamic group is a dynamic list of devices that are selected automatically based on your
filter selection criteria. The list changes automatically as devices that meet the filter criteria
are added to and removed from the network.

» To add a dynamic device group:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select RESOURCES > DEVICE GROUPS.

HOME WIRELESS m MOMITOR CONFIG ALARMS TOPOLOGY REPORTS JOBS USERS ADMIN

Device Groups (7]

Ao siicGrow | AddDmamcGow J| EotGrow ]| Dowts Grow | Rovsserpage T 14 < [ 1 1 > JE Tous
[] Group Mame ~ Group Type 4 Device Count 4 Created By 4 Create Time B
[ Al Metgear Devices ﬁ Dynamic Group 40 admin 0472212013 11:58:52
O ap Ny Static Group [1] admin 09032013 18.06:06
O sanaged-switch Sy Static Group 0 admin 091032013 18:04:54
[0 smart-swicth Sy Static Group 0 agmin 0903/2013 18:04:23
0 we By Static Group o admin 0902013 180516

3. Click the Add Dynamic Group button.

' Add Dynamic Device Group xX

Basic Information

‘Group Name

Description

Device Selection Filter

I~ vendor

T Location

I™ Device Type Switc M
[ Device Model

™ Contact

| View Devices || Cancel |

4. Enter a group name.
5. Enter a description.
6. Enter the criteria for the device selection filter.
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You can filter by device vendor, device location, device type, device model, and device
contact. You can select more than one filter. To filter by device type, make a selection
from the Device Type menu.

To view the devices in the group before you save the group, select the View Devices button.
The devices that meet the selection criteria are displayed.
Click the Submit button.

The screen closes. The devices are added to the dynamic device group, and the group is
displayed in the Device Groups table.
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Monitor Your Network

Monitor devices and alarms

You can view summary and detailed information about the network, devices, and interfaces,

including real-time and historical information and performance statistics. You can also enable
and disable the configuration monitors and manage alarms.

This chapter covers the following topics:
¢ Monitor Device and Network Information

* Manage the Configuration Monitors
* Manage Device Alarms and Alerts

Note: For more information about the topics that are described in this

chapter, see the NMS300 Network Management System Application
User Manual.

37

Download from Www.Somanuals.com. All Manuals Search And Download.



NMS300 Network Management System Application

Monitor Device and Network Information

The network monitor lets you view device and interface information, network summary
information, performance statistics, real-time information, and historical information.

The application provides the following types of views:

e Inventory and interface view. View the devices that the application discovered and the
interfaces that are associated with the devices. For more information, see View and
Export the Inventory Table and Interface List Table on page 38.

« Device view. View and manage the information for devices that the application
discovered. For more information, see View Device Information and Device Details on
page 40.

* Wireless device view. View and manage the information for wireless devices that the
application discovered. For more information, see View Wireless Device Information Only
on page 43.

* Wireless client view. View and manage the information for wireless clients of wireless
devices that the application discovered. For more information, see View Wireless Client
Information on page 45

* Network summary view. Display a network overview with a device tree, an enterprise
network map, and the status of and statistics for the devices that the application
discovered. For more information, see View the Default Network Summary on page 48.

The application provides several more views that you first must configure before they display
useful information: the topology map view, network topology view, and dashboard views that
you can display on the network dashboard. For information about these views and
dashboards, see the NMS300 Network Management System Application User Manual.

The following sections describe the tasks that you can perform:

* View and Export the Inventory Table and Interface List Table
e View Device Information and Device Details

¢ View Wireless Device Information Only

* View Wireless Client Information

e View the Default Network Summary

View and Export the Inventory Table and Interface List Table

You can view the table of wired and wireless devices and interfaces that the application
manages, and export this table to an Excel or PDF file.

> To view and export the Inventory table and Interface List table:
1. Log in to the application.

For more information, see Log In to the Application on page 12.

Monitor Your Network
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Select RESOURCES > INVENTORY.

HOME WIRELESS MONITOR CONFIG TOPOLOGY REPORTS
I
Inventory (7]
| Exporttobxcel [l BxporttoPOF | Rows perpage| 10 [ < [ 1 5 > [N Totat4n
Status ® Device Narme = IP Address & MAC Address # Hostname ® Managed By # Location # Device Type & Device Model L]
e un 192.168.10.102-mine  192.168.10.230 THAKD1 900072 1P Address shanghai CN Swilch GEMT224v2
e up 192.168.10.104 192.168.10.104 00:22:392:95:37 1P Address Swilch GSM73285v2
@ up 011 192.168.10.114 20:4e:7E91 5k IP Address san jose Switch G5728TPS
e up 192,168.10.120 4c:B0:dedbc 7768 IP Address san jose Switch M5300-28G3
e up : 1132 19216810125 c0:3f De:7hebics 1P Address veling Switch GEMT248v2
e up 192.168.10.201 192.168.10.201 10:08:7 b 30608 1P Address Switch GST44TPS
© Up 192.168.10.216 192.168.10.216 28:¢6:8:01:90:2h 1P Address Swilch GST24Tv3
e up 192.168.10.217 192.168.10.217 20:4e7ETbdT 95 IP Address Jung-locatioon-217 Switch GSMT212F
e up 3 192,168.10.226 00-Be:f25adale IP Address Switch GSTSITHS
e up 192.168.10.237 192.168.10.237 30:46:9a:1 b 20T IP Address Switch GSMT252PS
Interface List (]
Rowsperpage| 10 B9 < | 1 |3z > Total: 311
Index = Name # Infertace Type # Admin Stalus# Operation Stalus & Speed{Mbps) + MTU *
1 1fg1 ethemnetCsmacd oup @ Down 1000 1500
2 1ig2 sthemetCsmacd e up @ Down 1000 1500
3 1hg ethemetCsmacd @ up @ Down 1000 1500
4 14 ethemetCsmacd eun @ Down 1000 1500
5 15 ethemelzsmacd @ up @ up 1000 1500
B 1798 ethemetCsmacd o up @ Down 1000 1500
7 157 ethemetCemacd @ up @ Down 1000 1500
8 g ethemetCsmacd eun @ Down 1000 1500
a 1109 ethemetssmacd eup @ Down 1000 1500
10 110 ethemetCsmacd & up @ Down 1000 1500

To add columns to or remove them from the Inventory table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address, MAC
Address, Hosthame, Managed By, Location, Device Type, Device Model, Vendor, Last
Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, Discover Time, and Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as device type, device name and IP address,
location, device model, and status.

To hide the filter, click the Hide Filter button.

To view interfaces for a specific device, click the table row for a device anywhere but in the
Device Name column.

To view details about an individual device or interface, in the Device Name column, click a
device name (or IP address), or, in the Name column, click an interface name.

For information about viewing device details, see View Device Information and Device
Details on page 40.

Click the Export to Excel button or the Export to PDF button.
To save the device information on your computer, follow the directions of your browser.
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View Device Information and Device Details

You can see a table of devices that the application discovered in your network.
To view the Devices table:

1. Log in to the application.

For more information, see Log In to the Application on page 12.
2. Select RESOURCES > DEVICES.

WIRELESS MONITOR CONFIG ¥ TOPOLOGY REPORTS

| Eat || oewte || Resync [INITTCIRG Rows perpage| 10 4 < | 1 /5 > [N Totat a1
[ status ~ # Devica Name « |P Address 4 MACAddress ¢ Hostname 4 Managed By 4 Location 4 Device Type 4 Device Model ¢
D @ up 192.168.10.102-mine 19216810230 74:44:01:9000.72 P Address shanghal CN Switch GEMT224v2

0 eu 192.168.10.104 192.168.10.104 00:22:39e:95:37 1P Address Switch GEMT3288v2
0eu 192.168.10.114 19216210114 20:4e781:5bcE IP Address san jose Swilth GST28TPS

0O eve 192.168.10.120 192.168.10.120 4¢60dedb 7T 88 1P Addrass san jose Switch M5300-28G3

O eu 19216810125 19216810125 03 0e T ches 1P Address beijing Switch GEMT 248v2

0O eup 192.168.10.201 192.168.10.201 10:00:7163:06:08 IP Address Switch GET49TPS

0Oeuw 192.168.10.216 192.168.10.216 2Ec6:3e01:80:20 1P Address Switch GET24Tv3

O euv 19216810217 19216810217 20:4e:7ETb:d7 93 IP Address Jung-locatioon-217 Switch GEMT213F

O eup 19216810226 19216810226 00:8ef2 Sadaie 1P Address Switch GET5ITHS

0O @up 192.168.10,237 192.168.10.237 30:46:9a1 b2 b7 IP Address Switch GEM7252PS

The screen displays the devices that the application discovered.

3. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, Associated Controller,
IP Address, Hostname, Managed By, MAC Address, Location, Device Type, Device
Model, Vendor, Device Type, Last Update Time, Hardware Version, Firmware Version,
Configuration Version, Serial Number, Contact, Discover Time, and Description.

4. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, location, vendor,
model, and status.

To hide the filter, click the Hide Filter button.
5. To view details about a device, click the device name (or IP address) for the device.

The following figure shows the screen that displays when the device that you select is a
switch.
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MONITOR CONFIG

[ 192.168.10.61 = Device Detail View
General Information Q Average Response Time and Packet Loss (Today) (7]
@ Detail
Lo Response Time Packet Loss
- Interface List Status @up
« Traffic Monitor Denice Nama 182.162.10.61 p—
+ Bandwidth Monitor Denice Group(s) ¥ All Netgear Devices <100 1500
+ Config Flles 1P Adr 65 192.168.10.61 m//
 Cradangal Hostname
Managéd By IP Address
MAC Address 20:4e76Tb.d8. 70
Location
Contact
. on ——
Device Type 3 Switch Average CPU and Memory Utilization (Today) 7]
Duration From Start 6 days, 22 hrg, 56 ming, 48 secs
Discover Time 02N Q2013 13:47:00 CPU Urilization Memary Utilization
Last Update Thne
Last Backup Time
System Object ID 1.361.414526100119
Tatperature (1) 30
o " GSM7712F ProSale 1 2-port Gigabit L2+
escription
i Managed Switch with PoE+, 10.0.1.23,
Inventory Information (7] Min/Max/average Response Time (7]
Type | Colmn | Time [LastHour s
Vendor B retgear
Device Model GEMT212P e
Handware Version 40
Fitnmwan & Vier sion 1004.23
20
Configuration Version Jl Jl JL JL
Sarial Mumber 2TH11 951 D016 o AN s e ) . B . B e e, s B
14139 14:48 14537 15:06 13033 1%:24 1533
B tin (e [l Max (me) [l Average ime)
Latest 10 Alams © cRrU )
Alarm Name Severity Alarm Time vwe [Toe ] e [LostFlor 9]
12
10 h——._,w—"ﬂ/\‘"“-\_h___,_._——
]
&
Mo data to displat +
H
[
1440 14:50 135:00 15110 1520 15:30
W cPU Utilizstion (%)
Top 10 Interface by Traffic (Today) (7] Memory (7]
Index Interface Mame Rx T« Total Trve [Lne | Tne [Last Howr |9
10 @010 019ME  B19MB 28.37 MB o :
[ @ o 7.80 WB 1875M8 | 2654 MB -
0
a0
0
o
14040 14:50 15:00 15120 15:20 15:30
B Hemory Utilization (%)
Latest 10 Config Backups (7]
File Mame File Type Craate Time Siza(HB)
Mo dta to displayt

REPORTS
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The following figure shows the Dashboard menu for a switch.

Dashboard

= Device Details

= Interface List

= Traffic Monitor

= Bandwidth Manitor
= Config Files

= Credential

6. From the Dashboard menu, select a menu option.
The screen adjusts to display information that corresponds to your menu option.

For switches, wireless controllers, wireless management systems, and routers, you can
display interface details.

7. To display interface details:
a. Select Interface List.

A screen similar to the following displays.

WIRELESS MOMITOR TOPOLOGY REPORTS

© 192.168,10.61 = 6 = Interface Detail View

General Information (7] Traffic Infarmation (7]
= Interface Details
« Monilor Data Status. eup Received Packets 5,652,230
« Nebwork Datalls Operation Status @ un Transmitted Packets 48592271
Inabes B Received Blles 62462 MB
Name 0 Transmitted Bytes 17968
Interface Type etnemetCsmacd Inbound Errors 0
Mac Address 20:4e: 7 T8 70 Outhand Errors
W 1518 ot Discatis 0
Speed(Mbps) 1000 Outhaund Discards 0
Device Hame 192.168.1061
Description Slot: 0 Port: & Gigabit- Level
Latest 10 Alarms (7]
Alarm Narma Savanty Alamm Time

Vo dst3 to displsy?

The following figure shows the Dashboard menu for an interface:

Dashboard

* Interface Details

= Monitor Data

= Metwork Details

b. From the Dashboard menu, select a menu option.

The screen adjusts to display information that corresponds to your menu option.
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View Wireless Device Information Only

You can easily monitor your wireless network by displaying wireless controllers, wireless
access point (APs), wireless management systems, and active wireless clients.

Because of the nature of controller-managed APs, the application can provide only limited
information for controller-managed APs, compared to standalone APs.

Note: Forinformation about viewing wireless clients of wireless controllers,
APs, and management systems, see View Wireless Client
Information on page 45.

View Wireless Controller Information Only
You can display only the wireless controllers that the application manages.
» To view wireless controller information:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select WIRELESS > CONTROLLERS.

RESOURCES MOMITOR CONFIG TOPOLOGY

CONTROLLERS

‘Wireless Controllers 2]
| Detete || Resync || webcui [T Rows perpage| 0 B9 < [ 1 |11 > [ Totar3
[ Status  + Device Name = Paddress % Hostname + Managed By & MACAddress ¢ Location + Device Model +

O e up 3500-161-5ept1 0 192.166.10.161 1P Address 2906 Be20e5  Metgear sanjose WCIS00
O eup we-7520-164 192.168.10.164 1P Address a0:01:M5:1180e5 WCT520
O/ @un WETS20-160 192.166.10.160 1P Address e0:81015:97:71:59 WCT520

3. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Location, Device Model, Vendor, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial
Number, Contact, and Discover Time.

4. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, location, vendor,
model, and status.

To hide the filter, click the Hide Filter button.
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To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Information and Device Details on page 40.

View Wireless Access Point Information Only

You can display only the standalone APs and controller-managed APs. The application
manages the standalone APs. The controller-managed APs are managed by their wireless
controllers and display for information only.

To view wireless access point information:

1.

Log in to the application.
For more information, see Log In to the Application on page 12.
Select WIRELESS > AP.

[ o | v | o | vowsn | comc | mawe | wooor | wom | om | mm |
e copsme e on e . |
Access Points (7]
| Deiete || Resync || webcu [T Rows perpage 10 [ < [ 1 111 > [EEI Totat10
[ sams ¢ Device Name - Associated Controllers 1P Address ¢ Hosiname  $ Managed By  $ MAC Address ¢ Locaton ¢ Device Type % Device Mod
O e 150-157 192.168.10.157 IP Address 30:46:9a1adb:ab & Standalone &P WHNDAP3S(|
O e ue B20-162 192.168.10.162 IP Address B4:1b5e:50:58:80 & standalone AP WHDAPE2C
O eue BEO-167 19216810167 1P Address EERIER LR ER T & standalone AP WHDAPEEC
0 e ue i 192.166.10.168 1P Address 84:1bi5e5¢50:a8 & standalone AP WHDAPEIT
O @ Down 192.168.10.108 1P Address 81524 8240 B} controller Managed 4P WNAP3Z0
O eupe 192.166.10.163 1P Addrass 84:1b:5e:5dfa & standalone AP WINDAPEST
O @ Down 192.168.10.138 IP Address 20-4e 7158 4ae0 Confroller Managed AP WNDAP 36|
Ojeus 192.168.10.240 1P Address 2ch0-5d:88:29°60 Controller Managed AP WNDAPI6(
0O eue 192166.10.103 1P Address & 9115:a4:80°20 Controller Managed AP WHAP320
0 e ue 192.168.10.150 IP Address a0:91:15:a6:2318 & standalone AP WNAPZ10
< >

To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, Associated Controller,
IP Address, Hostname, Managed By, MAC Address, Location, Device Type, Device
Model, Vendor, Last Update Time, Hardware Version, Firmware Version, Configuration
Version, Serial Number, Contact, Discover Time, and Description.

To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, location, vendor,
model, and status.

To hide the filter, click the Hide Filter button.
To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Information and Device Details on page 40.

Monitor Your Network
44

Download from Www.Somanuals.com. All Manuals Search And Download.



NMS300 Network Management System Application

View Wireless Management System Information Only
You can display only the wireless management systems that the application manages.
» To view wireless management system information:

1. Log in to the application.

For more information, see Log In to the Application on page 12.

2. Select WIRELESS > WMS.

RESOURCES MONITOR CONFIG TOPOLOGY REPORTS

WMS List (7]
[ petete [ Resyne [ wencu [T Rowsperpage| 10 [ < [ 1 |11 > [ Tatai
[ status # Device Name ~ |PAddress # Hostname # Managed 8y ® MACAddress @ Device Model ®
Oeuw 41 192.168.10.41 P Address c0:3r0e:3d.Teb0 WMS5316

3. To add columns to or remove them from the Devices table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Status, Device Name, IP Address,
Hostname, Managed By, MAC Address, Device Model, Vendor, Location, Device Type,
Last Update Time, Hardware Version, Firmware Version, Configuration Version, Serial,
Number, Contact, and Discover Time.

4. To filter the devices that are listed, click the Show Filter button.

You can filter the devices by criteria such as type, name, IP address, location, vendor,
model, and status.

To hide the filter, click the Hide Filter button.
5. To view details about a device, click the device name (or IP address) for the device.

For more information, see View Device Information and Device Details on page 40.

View Wireless Client Information

The application lets you monitor the active wireless clients by wireless controller, standalone
AP, controller-managed AP, or SSID.

You can display various wireless details for each client.
» To monitor wireless clients and view details for a single client:
1. Log in to the application.

For more information, see Log In to the Application on page 12.
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2. Select WIRELESS > ACTIVE CLIENTS.

HOME WIRELESS RESOURCES MONITOR CONAG ALARMS TOPOLOGY REPORTS JOBS USERS ADMIN

1, Note: Please select wireless device or SSID filter first,

Active Client List (7]

Device Type /S50 Wireless Controller . s
[ ireless Cortrolier . 3 | clear | | Hide Fitter

Rowsperpage| 10 [ < | 1 i1 > [N Towio

[ Client MAC Address = ClientIF Address % Location % APMName % Associated Controller # S8ID  # BSSID & FProtocol % Authentication Mode % Duratior

Wo data bo display!

< >

By default, the filter is active because the Active Client List table can display many
wireless clients.

3. To hide the filter for active clients, click the Hide Filter button and go to Step 10.

4. From the Device Type / SSID menu, select Wireless Controller, Standalone AP,
Controller Managed AP, or SSID.

The name of the field to the right of the Device Type / SSID menu adjusts according to
your selection from the menu.

5. Click the dots next to the field to the right of the Device Type / SSID menu.
A screen similar to the following displays.

[ Select Device X

Filter:one Show Filter
Rowsperpags[ 10 [ < [ 1 |11 > JEEY totats

Status # Device Name A endor % P Address % MAC Address + Device Type % Device Model *

0O 8w 350157 B nstgear 19216810157 4ESatadbas Gl Standslone AP WNDAF3S0

QO ew £20-162 B netgear 19216810162 84:1b;5e:50:56:a8 & standsione ap WHNDAPE20

O 8w 660-167 B nstgesr 19216810167 gibSesdisis [ Stsndslone 4P WNDAREED

O 8w Jimmy-520-188 B vietgear 19216810168 84:1b; 55,5k a8 & standalone aF WNDAPE20

O ew July1 7-660-163 B netgesr 192.168.10.163 84:1 b Ser el B Standslone AP WNDABEED

O @ pown netgearB48318 B vietocar 19216810185 002462648218 [l Stendakone AP We103

O @ Dbown netgearAt 0265 B netgesr 19216810156 c43dcT el 0288 Standalone AP WHNDARIED

O ew nelgear 862378 B vietgear 192168.10.150 91 15.86:23 18 Standalone 4P VWINAPZ1D

Cancel

6. To filter the devices or SSIDs that are listed, click the Show Filter button.

You can filter the devices by criteria such as hame, IP address, location, and model. You
can filter the SSIDs by criteria such as SSID name, device hame, and device IP address.

To hide the filter for devices or SSIDs, click the Hide Filter button.
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The following figure shows a sample of a screen that displays when you filter by device IP
address:

B Select Device X
Device Name AP Location Device Model
19216810163 | (T8 | Clear | Hide Fitter
Rows per page | 10 u‘- < rl_l.'l > E Tota 1
Status 4 Device Name ~ endar ¢ IP Address % MAC Address 4 Device Type 4 Device Model ®
O @u Juty1 7-660-163 Bretgesr 19216810163 8410 Se S ta 18 & stardsione ap WHNDAPGEN

Canct |

Select the device or SSID.
Click the Select button.

The screen closes and the empty Active Client List table displays.
Click the Apply button.

The application populates the Active Client List table with the wireless clients of the
selected device or SSID.

HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS JOBS USERS ADMIN ‘

/0, Mote: Please select wireless device or SSID filter first.

Active Client List [7]
Device /1SS0 Standalone AP
Stanchalons AP July1 7-660-163 =] I | clear | vide Finer
Rows perpage| 0 4 < | 1 |11 > [N otz
[ Client MAC Address  clientIP Address # Location 4 AP Name $ Associated Controller ¢ s8iD ¢ BSSID ¢ Prowocol & Al
0| 00:1 455¢:focd-28 0000 111-660-163-2.4 841 bise:Sd T 802110y o
0| 00:1 222 0.0.0.0 July17-660-163 111-666-163-5.0 B4:1 ise:5dTa0D 802.11na o

<

10. To add columns to or remove them from the Active Client List table, right-click the table

heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Client MAC Address, Client IP Address,
Location, AP Name, Associated Controller, SSID, BSSID, Protocol, Authentication Mode,
Duration, Channel, RSSI, SNR, Transmit Power, Transmitted, Rate (Mbps), Received

Rate (Mbps), Transmitted Bytes, Received Bytes, Transmitted Packets, Received
Packets, and Status.

Monitor Your Network
47

Download from Www.Somanuals.com. All Manuals Search And Download.



NMS300 Network Management System Application

11. To view details for an individual wireless client, in the Client MAC Address column, click a
MAC address. A screen similar to the following displays.

HOME WIRELESS RESOURCES MONITOR CONFIG ALARMS TOPOLOGY REPORTS J0BS USERS ADMIN
@ July17 660163 > 00:14:6e:fhrcd:28 > Client Detail View
Dashboard Client RS51 (7] Client SNR (7]
= Client Detalls Type | Colmn v Tire |[Realtme v [10Seconds ¥ Type | Conmn v Time [Resttime v | [10Seconss (v
¥ Client Monitor &0 120
50 100
- Signal Monitar an 20
= Traflic Manitor a0 &0
20 40
10 20
o [
224155 2242015 224235 22042155 2243115 22043:35 2241155 22:42:20 22:42:40 22143100 2243120 22143040
B rss! B sur

12. From the Dashboard menu, select a menu option.

By default, the screen displays the Signal Monitor menu option. If you select the Traffic
Monitor menu option, the screen adjusts.

View the Default Network Summary

The Network Summary screen displays a device tree, an enterprise network map, a physical
representation of the status and device type of the inventory, and various top 10 widgets.

» To view the default network summary:
1. Log in to the application.

For more information, see Log In to the Application on page 12.
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2. Select HOME > NETWORK SUMMARY.

NETGEAR’
Welcome ratand | 0 @ ea | O
e e | s 7% O N o | s O | | i

NETWORK SUMMARY
Network Summary
Device Tree View Q Enterpnise Network Map (7]

Group By

«
M-?a-i B4

@ 8 test

® mass
. @ shanghal CN
o sanjose
w8 Nelgear sanjose
8@ netgear
@ @ JuneB-locabon-215
w @ Jung-locatioon-217
w8 Jung-location-M3300
o @ germany

S @ veling T [ gy UTHIS0
& 1 Unknown L“
A A r
7
5 rw(geﬂmﬁa swiu:ﬁhdhs
Device Inventory Status/Device Type (7] Top 10 Devices by Average CPU (Today) (7]
' Device Nam Dvice Type CPUUblization
Dance Status Device Type @ 19216810125 & switch T —
0w [ standaiene ap e Switch i
B cown [ Firewall L & sandalons AP ST
[ switch -] & standatona AP [ R —
[ Router (-] & standaione aF L
[0 coniratier Manage a & standalone AP -
@ wms @ & standaione aF - T
[ wireless Controlle | g i & switch L L T —
] 3 & standaione AP [ —
@ im & switch T
Top 10 Devices by Average Memory (Today) (7] Latest 10 Alams: Q
Davice Nama Davice Type Memory Liilzation Alarm Name Dievice Name Severity Alarm Time
@ net &8 Stancalone AP — gl Max s1anon Hmitation reached ne 3 Ma 0205201317330
@ Juns &3 switen P . Device Mamory ulilization s ov. T 01 7 2001
@ jimmy Swilch [l 15 . gl
@ 192 16810120 Switth [— e —]
: 1 & standalone AP fo— 7 . ——]
Swilch [ -5 —
Switch [m— - —
Swilch [i—
Swilch [p— . —
Swilch [F— > —

By default, the following widgets display onscreen.

Widget Description Information

Device Tree View A tree of all discovered and Group devices by:

managed devices in the network. |« | gcation (the default setting)
You can expand the tree. «  Vendor
e Device Type

e Device Group
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3. To view details about a device, click the device name.

Manage the Configuration Monitors

NMS300 Network Management System Application

connections to other devices

Widget Description Information
Enterprise Network Map | A world map that displays the e Manual link
location of each device and its e LLDP link

< 1.5 Mbps link

>= 1.5 Mbps < 10 Mbps link
>= 10 Mbps < 100 Mbps link
>= 100 Mbps < 1 Gbps link
>= 1 Gbps < 10 Gbps link
>= 10 Gbps link

Link of unknown speed

Device Inventory
Status/Device Type

A slice graph displaying the device status (Up or Down) and a slice graph
displaying the network breakdown per device type.

Top 10 Devices by
Average CPU (Today)

Top 10 devices by average CPU
utilization for today

Device status

Device name

Device type

CPU utilization in percentage

Top 10 Devices by
Average Memory (Today)

Top 10 devices by average
memory utilization for today

Device status

Device name

Device type

Memory utilization in percentage

Latest 10 Alarms

Alarm Name
Device Name
Severity
Alarm Time

For more information, see View Device Information and Device Details on page 40.

The application provides monitors for the following device metrics:

L]

Status

ICMP ping
CPU
Memory
Temperature
IP traffic
ICMP traffic
TCP traffic
UDP traffic
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e SNMP traffic

* Interface traffic

In addition, the application provides monitors for the following server and wireless metrics:
*  NMS300 server

* Radio statistics

*  WLAN utilization

* VAP statistics (wireless performance statistics of the WLAN network based on SSID)

e Wired Ethernet statistics (wired performance statistics of standalone APS)

By default, all monitors are enabled. You can disable or reenable individual monitors and
specify the information and devices that are monitored.

For each individual monitor, you can modify the information and devices that are monitored.
To configure an individual monitor:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select MONITOR > MONITOR CONFIGURATION.

HOME WIRELESS RESOURCES MOMITOR CONFIG ALARMS TOPOLOGY REPORTS JoBS USERS ADMIN
MONITOR CONFIGURATION
Ienitor Configuration (7]
[ _ean_J| enabie ] oisabie J| view threshou ] Fows perpage[ 0 [ < [ 1 1 > [N Totat 16
[ Enable # Monitor Name # Monitor Type # Polling Interval{minutes) & Description *
O @ves Dewite Status ICMP 3 Device up and down status
O & ves Device [CMP Ping ICMP 3 Device ICMP Ping results
O es Device CPU Device Key Metrics 10 CPU ublization of the device
| Yes Drvice Mermnary Device Key Metrics 10 Memory Utilization of the device
O B ves Device Temperature (2 Device Kay Metrics 10 Device Temperature (1)
| Wes Drewice P Traffic Device Key Matrics 10 Device traffic statistics per IP prolocol
O & ves Drewice [CMP Traffic Dievice Key Metrics 10 Device trafiic statistics per ICMP protocol
O & ves Device TCF Traffic Device Key Metrics 10 Device trafiic statistics per TGP protocol
(] Wes Device UDP Traffic Device Key Metrics 10 Device traflc statistics per UDP protocol
O & ves Dievice SNMP Traffc Dievice Key Matrics 10 Device traflic statistics per SNMP protocol
O Wes Deevice Interface Traflic Interface 10 Device inlerface perfarmance statistics
=1 Yes MNMS Systern Server Device Key Matrics 5 NMS System Server Monitor
O &@ves Radio Statistics Wireless 10 Wireless performance of WLAN network based on radio
O & ves WLAN Utilization Wireless 10 WLAN utilization of wireless Device
(] T@s VAP Statistics Wireless 10 Wireless pamormance statistics of WLAN network based on ssid
O Yes ‘Wired Ethernel Stalistics Wireless 10 Wired perfarmance statistics of Standalone AP.

3. Select the monitor.
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4. Click the Edit button.

General Inforamtion > Menitor Devices Monitor Parameters

General Info

Monitor Name Device P Traffic
Enable Yes

Polling Interval(minutes) 10 Minutes. u

Device traffic statistics per IP protocol
Description
[ctese |

5. (Optional) In the General Information screen, modify the following settings:
« From the Polling Interval menu, select a polling interval.
e Enter a description.

6. Click the Monitor Devices tab.

- Monitor Configuration (Device IP Traffic) X
General Inforamtion Monitor Devices > Monitor Parameters
Monitor Target Devices
& All Devices
" Select Devices or Device Groups
cione |

7. (Optional) In the Monitor Devices screen, select one of the following radio buttons:
e All Devices. Monitors all devices.

Select Devices or Device Groups. The screen adjusts to let you select devices,
device groups, or both to monitor:

a. Click the Add Device button.

b. Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device or devices are added to the table on the Monitor Devices screen.
c. Click the Add Group button.
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d. Either select individual devices and click the click Add Selection button, or click
the Add All button.

The device groups or groups are added to the table on the Monitor Devices screen.

8. Click the Monitor Parameters tab.

T- Monitor Configuration (Device IP Traffic)

General Inforamtion Monitor Devices Monitor Parameters
Monitor Parameters
Available Selected
Error Packets Received
Inbound Discards
Inbound Header Errors
Outbound Discards
[> Outbound No Route Discards
b
H
EX | cose

9. (Optional) In the Monitor Devices screen, move parameters between the Available Fields
table and Selected Fields table by using the >, <, >>, and << buttons.

a. Inthe Available Fields table, select a parameter.
b. Click the > button.
The parameter moves to the Selected Fields table.

c. To move another parameter, repeat Step a and Step b.
10. Click the Save button.

Your changes are saved.

Manage Device Alarms and Alerts

The application provides many default alarms, including status alarms, monitor alarms, and
trap alarms. If an upper or lower threshold is exceeded, an alarm configuration generates an
alarm.

The application provides the following four severity levels for alarms:

e Critical (by default, red color indication)

e Major (by default, yellow color indication)

e Minor (by default, blue color indication)

* Info (by default, no color indication)

You can view and manage the current alarms and use optional alarm notification profiles to

specify criteria that enable the application to generate and send a notification email message
if an alarm occurs.
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For more about how to view and manage the alarm history and how to add custom alarm
configurations that are based on existing configuration monitors, see the NMS300 Network
Management System Application User Manual.

View and Manage Current Alarms

The Current Alarms table shows the active alarms for the entire network. You can
acknowledge alarms, display details about alarms, clear alarms, and export alarms.

To view and manage the current alarms:

1. Log in to the application.
For more information, see Log In to the Application on page 12.

2. Select ALARMS > CURRENT ALARMS.
WIRELESS RESOURCES MONITOR CONAG m TOPOLOGY REPORTS

Current Alams [7)
Filter[Alarm Time Range: Today] Show Filter
[ Detail | acknowiege | ciear [T Rowsperpage| 10 [ < [ 1 |11 > [ Toure

[J Acknowledged & Alarm Name & Device Name # Alarm Source & Severty # Alaim Time ~ Occurrence Counter ']

0O 8no Device Memory utlization is over 90% netgeardB2IFs apnewgearsszars [ o012 17000 s

O Bno linkDown 192.168.10.226 Interface Index31 0902013 16:34:06 |1

O 8o linkDiown 19216810226 nterface Index21 0971 2013 16:33:51

O 8ro failedUserLoginTrap 1921681017 Device 192 16810, 091002013 16:31:21 1

O 8o falledUserLoginTrap 192.168.10.226 Device:192.166.10 081 02013 16:3017

O Bro linkhown 192.168.10.226 Interface Index 36 09N 02013 1601:36 |1

3. To add columns to or remove them from the Current Alarms table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Acknowledged, Alarm Name, Device Name,
Alarm Source, Severity, Alarm Time, Occurrence Counter, Alarm Type, Device IP,
Acknowledge By, Acknowledge Time, and Notification OID.

4. To filter the alarm entries that are listed, click the Show Filter button.

You can filter the alarm entries by criteria such as time range, device IP address, and
severity level. By default, the alarm entries are filtered to display today’s entries.

To hide the filter, click the Hide Filter button.
5. Take one of the following actions:
e View details for an alarm:

a. Select the alarm.
b. Click the Detail button.
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Acknowledged No Alarm Name Node is down

Device Name FSTSZTP-HMS300 Device IP 192.168.10.202

Alarm Source Device:FSTS2TP-NMS300 Severity Critical

Alarm Type Status Alarm Notification 01D

Alarm Time 04/08/2013 02:06:10 Acknowledge By

Acknowledge Time Occurrence Counter 1
Close

c. To close the Alarm Detail screen, click the Close button.
Acknowledge an alarm:

a. Select the alarm.
b. Click the Acknowledge button.
Acknowledging an alarm means that you take ownership of the issue.

Clear an alarm:
a. Select the alarm.
b. Click the Clear button.

Clearing an alarm means that the fault that the alarm indicates no longer exists.

Acknowledge a batch of alarms:
a. Select multiple alarms.

b. From the More menu, select Batch Acknowledge.
Clear a batch of alarms:

a. Select multiple alarms.

b. From the More menu, select Batch Clear.

Export the entire Current Alarms table to an Excel spreadsheet:
a. From the More menu, select Export to Excel.

b. To save the alarms on your computer, follow the directions of your browser.
Export the entire Current Alarms table to a PDF:

a. From the More menu, select Export to PDF.
b. To save the alarms on your computer, follow the directions of your browser.

Add an Alarm Notification Profile

By default, the application does not include any alarm notification profiles. To be notified if an
alarm occurs, you need to add an alarm notification profile.

Before the application can generate email messages, you must provide email server settings.
For more information, see Configure the Email Server for Alerts and Alarm Notifications on
page 17.
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» To add an alarm notification profile:
1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select ALARMS > NOTIFICATION PROFILES.

HOME WIRELESS RESOURCES MONITOR. CONFIG m TOPOLOGY REPORTS J0BS USERS ADMIN
Alarm Matification [7]
[ Add J] eat J| oeiete [ITTRS Rows perpage 10 [ < [ 1l > [ Tomald
[] Enable % Profile Name = Device Group # Selected Alarms % Alarm Time +
0O 8w Jrnpr-email-notife Major and above All Day

3. Click the Add button.

¥ Add Alarm Notification X

Basic Information

Profile Hame [Enteras = 110 50 |* Device Group Al

Description ‘ | Enable Yes

Select Alarm

& Select Alarms by Severity Criical ]

7 Select one or more Alarms

Previous | | Next Cancel

4. In the Basic Information section, specify the following information:
e Profile Name. Enter the name for the profile.

e Description. Enter the description for the profile.

e Device Groups. Select whether to apply the profile to all device groups or to a
particular device group.

* Enable. Select whether to enable the alarm notification profile.
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5. In the Select Alarm section, select one of the following radio buttons:

» Select Alarms by Severity. Select the alarms by severity by selecting a severity level
from the menu.

» Select one or more Alarms. The appearance of the screen changes, enabling you to
add alarms:

a. Click the Add button.

& Select one or more Alarms X

Rowsperpage| 10 [ < [ 1 |8 > Total: 74

[] Enable £ Alarm Name A Alarm Type 4 Severtty *+
O @ ves linkDawwn Trap &larm

O @ves autertcarF shee Trap Al T
E Yes agentinvertoryCardiismatch Trap Alarm
IE] Yes agentinventoryCardUnsupported Trap Alarm

O Yes agentinventoryStackPartLinkDown Trap Alarm
D Yes linkFailreTrap Trap Alarm
O Yes wianRegquestFailureTragp Trap Alarm
[F] Yes ianDetautClgF alure Trap Trap &larm
D Yes vianRestoreFailureTrap Trap Alarm
D Yes tanFailureTrap Trap Alarm

Add Selection || Add Al || close |

b. Select the alarms that you want to include in the alarm notification profile.
c. Click the Add Selection button.

To add all alarms, click the Add All button.

The alarms are added to the Add Alarm Notification screen.

6. Click the Trigger tab.

' Add Alarm Notification

‘

Alarm Generation Time
% All Day Alarm notification applies to alarms that occur in any time of day.
" Time From 9:0:00% To 18: 0 : 005 Alarm notification applies to alarms that occur in the specified time of day.
Trigger Action
el admin@email.com System will send emails to th | )
- P when the alarm notification profile condition is triggered.

Previous Next Cancel |
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Specify the following information:
e Alarm Generation Time. Select one of the following radio buttons:
- All Day. The alarm notification applies to alarms that occur in any time of the day.

- Time Frame. From the menus, select a time frame. The alarm notification applies
only to alarms that occur in the specified time frame.

» Trigger Action. Enter the email address to send the notification to if the alarm
notification condition is triggered.

Click the Save button.

The Add Alarm Notification screen closes. The alarm profile notification displays in the
Alarm Notification table.
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Keep your device firmware current

You can back up and restore device configurations. You can also upgrade device firmware.

This chapter covers the following topics:
* Add a Backup Profile and Execute a Backup Job
* Restore the Configuration of a Single Device
e Upgrade Firmware for One or More Devices

Note: For more information about the topics that are described in this
chapter, see the NMS300 Network Management System Application

User Manual.
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Add a Backup Profile and Execute a Backup Job

A backup profile defines the devices that are included in a backup job, and as an option, the
schedule with which the backup job occurs. For information about scheduling a backup job,
see the NMS300 Network Management System Application User Manual.

You must create a backup profile before you can back up the configuration of one or more
devices. After you have executed a backup job, you can use the backup file to restore device
configurations for the devices on your network. For more information, see Restore the
Configuration of a Single Device on page 63.

To a single backup profile, you can add devices, device groups, or both.
> To add a backup profile and execute a backup job:
1. Log in to the application.
For more information, see Log In to the Application on page 12.

2. Select CONFIG > BACKUP.

‘ HOME WIRELESS RESOURCES mm ALARMS TOPOLOGY REPORTS JoBs USERS ADMIN

Backup (7]
nddprofile | Edt |l  Executeprome [T Rowsperpage| 10 [ < | 1 |11 > [ Totar3

[ Name = Scheduled 4 Recurrent Type 4 LastExecution Time 4 LastExeculion Status 4 Next Execution Time ¢

O |fFvsaiec 8o Mot Recurmrent 09052013 11:49:45 ¥ Succesded

O cemraze & o Mot Recument 091052013 11:45:28 & Partially Succeeded

O | standaloneaPs_Backup Yes Weekly 09NME203 115200

The Backup screen displays the existing backup profiles.

3. To add columns to or remove them from the Backup table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: Name, Scheduled, Recurrent Type, Last
Execution Time, Last Execution Status, Next Execution Time, Description, Created By,
and Created Time.
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4. Click the Add Profile button.

&4 Add Profile X
Select Devices View Result

General Info

Hame

Description

Backup File Setting

File Name

Version

prevous | et | o |

5. Enter the following information:
e General Info. Enter a name and description for the new profile.
* Backup File Setting. Enter a file name and version for the backup file.
6. Click the Select Devices tab.

Select Target Network Devices or Groups Add Device Add Group
[T Status % Entity Name % Entity Type % P Address % Vendor 4 Device Model 4
No dats to display!

“prevons | et | o |
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7. Add devices, device groups, or both:
a. Click the Add Device button.

B Select Devices X

Fitte fone | Show Filter |
Rowsperpsge[ 10 B < | 1 Jia > [EEN votarao

[ Statue & Device Name ~ P Address 4 Hostame & Vendor & DeviceType & DeviceModel & FimwareVersion

O @ue 182 16310 102-mine 19216810 230 B netgear Switch GSMT224v2 80126

O @&uw 18246810104 19216810004 Blnetgear & switch GSMI3205v2 50342

0O éuw 18218310414 19218810114 B netgear Switch GS728TPS 53047

O @uw 19216810120 19216810120 Bl netgear Switch MS300-2663 10003

0O ew 19246310125 192,168.10.025 Bl retgear & switch GSMT248v2 801.22

0O @uw 18216310201 192168.10.201 [~ e Switch GST4BTPS V5208

[0 @ pown 1926810216 192168.10.216 Bl netgesr Switch GST2TV3 627130

[0 & 18216810 217 19218810217 B netoear Switch GSMT212F 100123

O ®uw 18216810221 19216610221 Bnetgear Switch HSMP224S 90130

0O ow 19216810226 19216810226 B retoear Switch GSTE2TXS 64,041

¢

Add Selection | | addan | [ Close |

b. Select devices to add and click the Add Selection button.
To add all the devices in the table, click the Add All button.
c. Click the Add Group button.

B sclect Groups X

Filter: None Show Filter

Rnwsperpage|1_ﬂ—q < [ > EER ot
T Name - Type + Device Count =
[T AllNetgear Devices Dynamic Group 35

| Add Selection || Add All | | Close |

d. Select device groups to add and click the Add Selection button.
To add all the device groups in the table, click the Add All button.

The selected devices, groups, or both, display in the Select Target Network Devices or
Groups table.

8. Click the Save button.
The new or modified backup profile is saved and displays in the Backup screen.
9. Click the Execute button.

Your backup profile is executed immediately.

Manage Configurations and Firmware
62

Download from Www.Somanuals.com. All Manuals Search And Download.



NMS300 Network Management System Application

A screen similar to the following displays.

£4 Execute Profile X

Execution Result
Note: The Config Backup task may take a while to complete. Please be patient
Status a Succeeded
Rowsperpage[ 10 9 < [T 11 > [N votar 1
Device Name 4 P Address 4 Start Time 4 End Time 4 Status - Detail +
KSMT2245_221 192.168.10.221 05/02/2013 16:11:53 05/02/2013 16:12:03 a Succeeded
1| 1
Close

The Status field displays the progress of the backup job. After the job completes
successfully, the Status field displays Succeeded.

10. Click the Close button.

The screen closes.

Restore the Configuration of a Single Device

You can restore the configurations of the devices that the application manages on your
network, as follows:

* Single device. You can restore the configuration of a single device on your network. This
procedure is described in this section.

e Several identical devices. You can use the configuration of one of the devices on your
network to create a configuration template for several identical devices on your network.
For more information, see the NMS300 Network Management System Application User
Manual.

The Restore table (which you access by selecting CONFIG > RESTORE) displays the
backup configuration files that the application adds after it has backed up a configuration.

The application saves backup configuration files for the data retention period. For more
information, see the NMS300 Network Management System Application User Manual.

If the configuration file that you need does not display in the Restore table, you can import the
file into the application. For more information, see the NMS300 Network Management
System Application User Manual.
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& CAUTION:

When you restore the configuration of a device, you must provide the
correct configuration file. Make sure that you select both the correct device
type and correct device model for the configuration file that you upload to
the application. If you provide the wrong configuration file, the application
pushes the incorrect configuration file when it executes the configuration
restore job and you can damage the device.

» To restore a configuration to a single device:

1. Log in to the application.

For more information, see Log In to the Application on page 12.
2. Select CONFIG > RESTORE.

WIRELESS RESOURCES MONITOR TOPOLOGY REPORTS

Restore (7]
| importfile || Edit J| Restore Configuration [T NRS Rowsperpage| 10 4 < [ 1 |11 > [ Tomars
] File Mame % Device Name & File Type % Create Time - Device Type # Size(kE) # Promoted L]
0| zs Junes-21 S-limmy-GSMT 224v2 F Ten 080013131514 Switch 211 B ro

[ backup-pror-1 192.168.10.61 ] Tent 091042013 12:24:08 & switch 1.3 B o

O | backup-prof-1 192.168.10.55 B Tent 091012013 12:23:41 @ switch 1.08 B o

O backup-prof-1 19216810120 B Ted 09M0f2013 12:23:41 & switch 281 B o

3. To add columns to or remove them from the Restore table, right-click the table heading
anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Device Name, File Type, Create
Time, Device Type, Size (KB), Promoted, Description, Device IP, Device Model, Version,
Vendor, and Created By.

4. To filter the configuration files that are listed, click the Show Filter button.

You can filter the configuration files by criteria such as device type, device model, device
name, and device IP address.

To hide the filter, click the Hide Filter button.

5. Select the configuration file.
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6. Click the Restore Configuration button.

s Restore Configuration X
Select Devices > m

Config File Info

File Name 215

Device Type Swite Device Model GSMT224v2
Select Target Network Devices of Groups addDevice [ Add Group
[ status 4 Entity Mame ¢ Entity Type & [P Address ¢ Hostname ¢ Wendor ¢ Device Model L]

o data to display!

[Scroase | coecus ST

7. Click the Add Device button.

B Select Devices X

Fitter:(Device Modek: GSMT224v2] ' Show Fitter |
Rowsperpege[ 10 [ < [ 1 Jin > [ tass

U Status: : Device Hame « [P Address G Hostname: % Vendor : ngir.aTm G  Device Morel arFimwua Version

D @ u 192.168.10.102-mine 19216810230 uh&h}w Switch GEMT224v2 80126

0O &ue JureeB-215-gmmy -GSMT 224v2 19216810215 nNemew m Switch GSMT224v2 801 .44

O|@up JuneS-21Sgmmy-GSMT22dv2 19216810140 B etgear Switch GEMT224v2 80128
£ il >
Add Selection | | Add All | | Close |

8. Select the device.
9. Click the Add Selection button.
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The screen closes and the selected device is listed on the Restore Configuration screen.

s Restore Configuration X

Select Devices > m

Config File Info

File Hame 215

Device Type c Device Model GEM7224v2

Select Target Network Devices of Groups addDevice [l Add Group
I:I Status ¢ Entity Mame ¢ Entity Type ¢ IP Address $ Hostname @ Vendor 4 Device Model L]
O ®euw JuneB-215-jimmy-GSMT224v2  Device 19216810215 Netgear GSM7224v2
& X

Make sure that you select the correct device. Selecting the wrong device
for the selected configuration file can damage the device.

10. Specify whether to restore the configuration file immediately or later by clicking one of the
following buttons:
e Execute. Restores the configuration file immediately.

When the job completes, a screen similar to the following displays.

%4 Restore Configuration X

Execution Result

Hote: The Config Restors task may take a whils to complete. Please be patient

Status a Succeeded

Rows per page| 10 g < > Y vt

Device Name # IP Address # Start Time # End Time 4 Status « Detai L4
JGSMT224_207 1982 168.10.207 05/21/2013 17:03:54 05/21/2013 17:04:18 g Succeeded

4 |+l

Close
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e Schedule. Lets you set up a schedule to restore the configuration file later.

A screen similar to the following displays.

Execution Type & Status

Execution Type

Starting On 05/21/2013 13:58:00

m Cancel

a. Specify the time that you want the procedure to start.
b. Click the Submit button.

The restore procedure is executed once at the specified time.

Upgrade Firmware for One or More Devices

NETGEAR posts the latest firmware for each NETGEAR device on support.netgear.com.
NETGEAR recommends that you visit this site regularly to see if new firmware is available.

& CAUTION:

When you update the firmware of a device, you must provide the correct
firmware file. Make sure that you select both the correct device type and
correct device model for the firmware file that you upload to the
application. If you provide the wrong firmware file, the application pushes
out the incorrect firmware file while it executes the firmware upgrade and
you can damage the device.

& CAUTION:

When you update the firmware of stacked switches, make sure that all of

the switches in the stack support the firmware that you select to update on
the stack master.

The following sections describe the tasks that are related to firmware upgrades:

e Import a Firmware File
e Execute or Schedule a Firmware Upgrade
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Import a Firmware File

After you download device firmware (an image) from the NETGEAR website at
support.netgear.com to your computer, you can load the firmware file onto the NMS300
server.

If you want to use an MD?5 file for error checking during the import process, first use an MD5
tool to generate an MD?5 file that is based on the firmware file that you want to import.

» To load a firmware file onto the NMS300 server:

1. Log in to the application.
For more information, see Log In to the Application on page 12.
2. Select CONFIG > IMAGE MANAGEMENT.

Image Management [7]
Filter:ione Show Filter

Loadimage [| Edgit || upgrade Firmware |G Rowsperpage[ 0 1 < [1 11 > [N votai 1
I FileName 4 Creale Time ~ Device Type & Version ¢ CrealedBy s

[ |ams-9.1.0.20 051212013 18:52:38 B switch 20120 & jimmy

3. Click the Load Image button.

4 Load Image

‘

Image File Information
Select Your File [ select.. | ¥
™ Enable MDS Check | s |
File Name r
Vendor Netgear [+]
Devie Tpe
Device Model F5726T [+]
Version r
Description
[[cancer

4. Specify the following information:
» Select Your File. Click the Select button.

To select the firmware from your computer, follow the directions of your browser.

Enable MD5 Check. To enable file validation with the Message Digest 5 algorithm,
select this check box and click the Select button.
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To select the MD5 file from your computer, follow the directions of your browser.

e File Name. Enter the name of the firmware file.
* Vendor. Select the vendor of the device.
* Device Type. Select the device type.
* Device Model. Select the device model.
e Version. Enter the version of the firmware file.
e Description. Enter a description for the firmware file.
5. Click the Submit button.
The firmware file is transferred from your computer to the NMS300 server.

The imported firmware file is saved for the data retention period. For more information,
see the NMS300 Network Management System Application User Manual.

Execute or Schedule a Firmware Upgrade

After you import a firmware file into the NMS300 server (see Import a Firmware File on
page 68), you can execute a firmware upgrade immediately or schedule the application to
execute a firmware upgrade later.

» To execute or schedule a firmware upgrade:
1. Log in to the application.

For more information, see Log In to the Application on page 12.

2. Select CONFIG > IMAGE MANAGEMENT.

WIRELESS RESOURCES MONITOR TOPOLOGY REPORTS

Image Management 7]
Show Filter

Loadimage || Edit [| upgrade Firmware IR Rows perpage| 10 [ < [ 1 i1 > [ Tours
O File Mamea # Creata Time = Device Type & Version ¢ Created By ®

O |ts_31.1.11 091 372013 09:28:19 3 Firewan 3111 R jiran
[ m5300_10.0.0.31 081302013 09:27:27 Swilch 10.0.0.31 & jiran
0| 7520_25.05 081372013 09:26:27 BB wireless Contraller 2505 & jitran

3. To add columns to or remove them from the Image Management table, right-click the table
heading anywhere, and specify the columns by selecting the corresponding check boxes.

You can choose from the following columns: File Name, Create Time, Device Type,
Version, Created By, Vendor, Device Model, Size (MB), and Description.

4. To filter the firmware files that are listed, click the Show Filter button.

You can filter the firmware files by criteria such as time range, device type, device model,
and file name.
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To hide the filter, click the Hide Filter button.

5. Select the firmware file.
6. Click the Upgrade Firmware button.

4 Upgrade Firmware X

Select Devices >

Note

The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this firmware file is to

Image File Info

File Hame 75202505 File Version 2505

Device Type n Device Model WCT520

Select Target Network Devices of Groups RadDevice || Add Group
D Status % Entity Name $ Entty Type % P Address # Hostname ¢ Vendor % Device Maodel *

No data ta display!

Device Option

Image Slot Image! i v
| scheaue | xecue ST

7. Select the target network devices or groups:

A CAUTION:

Make sure that you select the correct devices or device groups. Selecting
the wrong devices or device groups for the selected firmware file can

damage the devices.

* To specify individual devices:
a. Click the Add Device button.

B Select Devices X

<

Add Selection | | Add All || Close

Filter:levice Madel: WC7520]

Rows per page| 10 u < 1 >
[ status 4 Device Name “ P Addess 4 Hostname & Vendor 4 Device Type 4 Device Modsl
0O ew we-7520-164 19216810164 Bl vistozar Wireless Controlier WCT520
0O ®ew we7520-160 182168.10.160 [~ R B viirsless Controter WCT520

_Shnw Fifter

[l Totar 2

4 Firmware \

b. Select devices and click the Add Selection button.

To add all devices, click the Add All button.
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The screen closes and the selected device or devices are listed on the Upgrade
Firmware screen.

&4 Upgrade Firmware X

Select Devices > m

Note

The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this firmware file is to all

Image File Info

File Name 7520_2505 File Version 2505

Device Type v E Device Model WC7520

Select Target Network Devices or Groups AddDevice | Add Group
D Status & Entity Name % Entity Type & [P Address % Hostname & Vendor & Device Modsl &
O O up we-7520-184 Device 192.168.10.164 Netgear WICT520
|:| e Up we7520-160 Device 192.166.10.160 Metgear WCT 520

Device Option

Image Slot Imaget n7
[Screane | ocecne JRE

To specify device groups:
a. Click the Add Group button.

B select Groups X

Filter:None Show Filter
rowsperpage| 10 B < [ 71 > [EEH Totat 1

4 Device Count +

[ Name ~ Type
[T | All Netgear Devicss Dynamic Group 32

| Add Selection | | Add All || Closs |

b. Select groups and click the Add Selection button.
To add all groups, click the Add All button.
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The screen closes and the selected group or groups are listed on the Upgrade

Firmware screen.

Select Devices >

Hote
The firmware upgrade will apply to all stack members for Stacked Switch. Please make sure this firmware file is to all

Image File Info
File Hame xms-9.1.0.28 File Version 9.0.1.29
Device Type E Device Model KEMT2245
Select Target Network Devices or Groups Add Device | Add Group
[ Status & Entity Name 4 Entity Type & P Address + Vendor 4 Device Model =
| m| All Netgear Devices Group

Device Option
Image Slot Image1 u_

Close |
8. Specify whether to execute the firmware upgrade immediately or later by clicking one of the

following buttons:
Execute. Upgrades the firmware immediately.

When the job completes, a Result screen similar to the following displays.

Execution Result
Hote: The Image Upgrade task takes a while to complete. Please be patient
Status ¥ Succeeded
Rows per page| 10 E < |1 i1 > KSR totar 1
Device Name 4 [P Address 4 Start Time # EndTime 4 Status «  Detail %
xsmsiack_238 192.168.10.238 05/23/2013 11:38:42 052372013 11:44:31 a Succeeded
| f i
Close
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Schedule. Lets you set up a schedule to upgrade the firmware later
A screen similar to the following displays.

Execution Type & Status

Execution Type

Starting On

0542372013 10,30:00

Cancel

a. Specify the time that you want the upgrade to occur.
b. Click the Submit button.

The upgrade procedure is executed once at the specified time.
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