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1. Before You Start

Preface

This manual is for Hotspot owners or network administrators to set up a network environment using the HS1100

system. It contains step-by-step procedures and graphic examples to guide MIS staff or individuals with slight

network system knowledge to complete the installation. It also contains a Quick Start Guide for the NetComm
AG400 Thermal Ticket Printer.

Document Conventions

&

Represents essential steps, actions, or messages that should not be ignored.

» Note:

Contains related information that corresponds to a topic.

Indicates that clicking this button will return to the homepage of this section.

Indicates that clicking this button will return to the previous page.

Indicates that clicking this button will apply all of your settings.

Indicates that clicking this button will clear what you have set before these settings are applied.
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2.System Overview

Introduction of HS1100

HS1100 is an all-in-one product specially designed for small wireless/wired network environments. It integrates
“secure access control”, “visitor account provisioning”, and “high-speed secure wireless connection” into
one system to fulfill the needs in Hotspot locations. HS1100 supports 802.11b and 802.11g dual wireless
transmission modes, and at the same time, incorporates convenience, efficiency, and friendliness for network

services.

System Concept

HS1100 is specially designed for user authentication, authorization and accounting management. The user account
information is stored in the local database or a specified external databases server. The user authentication is
processed via the SSL encrypted web interface. This interface is compatible to most desktop devices and palm

computers. HS1100 manages network services for both wired and wireless network users.

The users located at the managed network will be unable to access network resources without permission. When a
user attempts to connect to the Internet by opening a web browser on his computer, HS1100 will redirect the
browser to the user login webpage of HS1100. The user must enter a username and password for authentication.

After the identity is authenticated successfully, the user will gain proper access right defined on HS1100.

RADIUS

LDAP WISP
POP3

NT Domain Authentication

Server

Internet

/

/xDSL / Cable Modem
* I uUsCc1310

I
w SRR &

S

ire ients % CJ}/
Wired Client g/;gc\; g g

Isolation
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3. Installation

Hardware Installation

System Requirements

* Standard 10/100BaseT including five network cables with RJ-45 connectors
* All PCs need to install the TCP/IP network protocol

Package Contents

The standard package of HS1100 includes:
e HS1100x 1

e CD-ROMx1

* Power Adaptor (DC 12V) x 1

* Ethernet Cable x 1

* Console Cable x 1

e 2dbi Omni-antenna x 2

& It is highly recommended to use all the supplies in the package instead of substituting any components by
other suppliers to guarantee best performance.

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual

Panel Function Descriptions

Front Panel
[ret LAMI LAMI LANT WAN wLAN FOWER |
LAN3 / LANS : LAN1 / LANZ : WAN : ) WLAN: POWER :
:LEL: ON indicates LED ON indicates LED ON indicates LED ON indicates a LED ON indicates
| comnection to the LAN port connection to the LAN port connection to the WAN port proper connaction DOWWER OiN
Rear Panel
DC-IN : RESET : | CONSOLE :
Attach the power Restart the system Configure the system
adapter here | | via Hyper Terminal

| o/l HNEE B |

Dl W-II.N LAMI LAMD LAKY L AN Conanis
WAN : | [LANL / LAN2: ' | [LAN3 [ LAN4 :
Connect to the Connect to the PUBLIC LAN, It Connect to the PRIVATE LAN.
Internet / Intranet can be chosen o reguire an Authentication is not reguired to

authentication to access network access network resources from here
resources and the Internet

e DC IN: The power adaptor plugs here.

* RESET: Press this button to restart/reboot the system (NOT reset back to factory default).

*  WAN: The WAN port is used to connect to a network which is not managed by HS1100, and this port can be
used to connect an xDSL/cable modem, or a switch/hub on a LAN of a company/organization.

* LANI/LAN2: These two default authentication-demanding Public LAN ports are connected to the managed
network or WLAN. They may be configured as authentication-demanding Public LAN or authentication-free
Private LAN ports.

* LANB3/LAN4: These two default authentication-free Private LAN ports are connected to a trustful network, where
the users can always access network resources without authentication. These ports may be connected to an
external server such as a File Server or Database Server.

* Console: The system can be configured via HyperTerminal. For example, if you need to set the Administrator’s
Password, you can connect a PC to this port as a Console Serial Port via a terminal connection program (such
as the super terminal with the parameters of 9600, 8, N, 1, None flow control) to change the Administrator’s

Password.
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Installation Steps

Please follow the steps below to install HS1100:

1 2

3 4
[1 : DC Power Adop’rer] ' | | | [ 2, 3, 4 : Ethernet Cable ]

1. Connect the power adapter to the power socket on the rear panel. If the power supply and connection are

normal, the Power LED will light up.

2. Connect an Ethernet cable to the WAN Port on the rear panel. Connect the other end of the Ethernet cable to
an xDSL/cable modem, or a switch/hub on the LAN of a company/organization. The LED of this port should be

on to indicate a proper connection.

3. Connect an Ethernet cable to the LAN1/LAN2 Port on the rear panel. Per your needs, connect the other end of
the Ethernet cable to an AP for extending wireless coverage, a switch for connecting more wired clients, or a PC.

The LED of LAN1/LANZ2 should be on to indicate a proper connection.

Authentication is required for the clients to access the network via LAN1/LAN2 Port. The LAN port
with authentication function is referred to as Public LAN.

4. Connect an Ethernet cable to the LAN3/LAN4 Port on the rear panel. Connect the other end of the Ethernet
cable to a PC for configuring the HS1100 system. The LED of LAN3/LAN4 should be on to indicate a proper

connection.

Authentication is NOT required for the clients to access the network via the LAN3/LAN4 Port. The
LAN port WITHOUT authentication function is referred to as Private LAN.

HS1100 supports Auto Sensing MDI/MDIX. You may use either a straight-through or a cross-over

» Note:
Ethernet cable to connect the Ethernet port.

After the hardware of HS1100 properly installed, follow the steps below to set up the HS1100 system.
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Quick Software Configuration

There are two ways to configure the HS1100 system: using the online Configuration Wizard or changing the
settings by commands manually. The Configuration Wizard comprises of seven basic steps as follows. Follow the
instructions of Configuration Wizard to enter the required information step by step, save your settings, and restart

HS1100. The seven steps of Configuration Wizard are listed below:

Step 1. Change Admin’s Password

Step 2. Choose System’s Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Set Wireless — Access Point Connection
Step 7. Save and Restart HS1100

Please follow the following steps to complete the quick configuration:

1. Use the network cable of the 10/100BaseT to connect a PC to the LAN3/LAN4 port, and then start a browser
(such as Microsoft IE). Next, enter the gateway address for that port, the default is http://192.168.111.1. In the

opened webpage, a login screen will appear. Enter “admin”, the default username, and “admin”, the default

password, in the User Name and Password fields. Click Enter to log in.

—

@'\'_‘__/' - |g http:ff 192,168,111, 1f

ll/fﬂﬂll : HS1100 - Wireless HotSpot
WA, HELECORITLCOM.EU

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

If you cannot get the login screen, your PC may have been set in DHCP to obtain an IP address

& automatically from another existing authentication LAN port, or the IP address used does not have the
same subnet as the default URL of HS1100. Please use default IP address such as 192.168.111.XXX (XXX:
2~254) in your network and then try it again.

You can log in as admin, manager or operator. The default usernames and passwords show as follows:
8

Download from Www.Somanuals.com. All Manuals Search And Download.


http://192.168.111.1/

HS1100 Wireless Hotspot Gateway User Manual

Admin: The administrator can access all configuration pages of HS1100.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but without the permission to change the settings of the profiles of Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create new
on-demand user accounts and print out the on-demand user account receipts.
User Name: operator

Password: operator

2. After successfully logging into HS1100, a web management interface with a welcome message will appear.

There is a Logout button on the upper right corner to log out the system when finished.

NELLOIT: 51100 - wireless Hotspot

WWW.ReLoomm.com.aly

System Uzer Network

Configuration Authentication Configuration — S

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 5 main categories:
System Configuration , User Authentication , Network Configuration , Utilities and Status.

HS1100 - Wireless HotSpot #ffﬂéﬁﬂ{ﬂﬂ ’

3. To quickly configure HS1100 by using the Configuration Wizard, click System Configuration to go to the

System Configuration homepage.
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WH. AELCOTITL.COMm.SL

User

Wetwork Utilities Status

Authentication Configuration

4.

| Configuration Wizard

| System Information

| VAN Configuration

M System Configuration

Configuration Wizard

| LAN1 & LANZ Configuration

| LAN3 & LAN4 Configuration

| Wireless Configuration

System Information

VWAN Configuration

LAN1 & LAN2
Configuration

LAN3 & LAN4
Configuration

Wireless Configuration

System Configuration

This wizard will guide you through basic system setup.

Configure system and network related parameters: system name,
administrator information, SMMP, and time zone.

Clients will be directed to URL entered in the '"Home Fage’ field after
successful login.

Administrator may limit remote administration access to a specific
IP address or network segments. When enabled, only devices with
such IP address or fram this network segment may enter system’s
administration web interface remuotely.

Metwork Time Protocol (MTP) Server setting allows the system to
synchronize its timel/date with external time server.

Configure static IP, DHCP or PPFoE client on WAN port.

Clients from LAMT & LAMZ must login before accessing network,
except those devices listed on the IP/IMAC Privilege List. The LAM1T &
LAMZ operates in NAT mode or Router mode.

Available options include DHCP Server and DHCF Relay.

Clients from LAM3 & LAM4 will not be authenticated. The LAN3 &
LAM4 operates in NAT mode or Router mode.
Available options include DHCP Server and DHCF Relay.

Clients from wireless must login before accessing network, except
those devices listed on the IP/MAC Privilege List. The wireless
operates in MAT mode or Router mode.

Awailable options include DHCP Server and DHCF Relay.

00

Then, select Configuration Wizard and click the Run Wizard button to start the wizard.

™ Configuration Wizard

Configuration Wizard

H51100 is an Ethernet Broadband Router with access control features ideal for hotspot,
small business and enterprise networking. The wizard will guide you through the process
of creating a baseline strategy. Please follow the wizard step by step to configure HS1100,

. Run Wizard

10
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5. Configuration Wizard

A welcome screen that briefly introduces the 7 steps ®
_ , , NEILOIMT 11100 - wireless Horspot
will appear. Click Next to begin. N RELCOMI. 0V B

Configuration Wizard

Welcome to the Setup Wizard. The wizard will guide you through these
7 quick steps. Begin by clicking on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for WAN Port
Step 5. Set Authentication Methods

Step 6. Set Wireless Access Point Connection

Step 7. Save and Restart HS1100

Next ' Exit

11
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* Step 1. Change Admin’s Password Step 1. Change Admin's Password

Enter a new password for the admin account and retype it in

the verify password field (maximum number of characters up You may change the Admin's account password by entering in a
new password. Click Next to continue.

to 20 and no spaces allowed).

Click Next to continue.

New Password: |ssesse

Verify Password : |sssss

Back Next Exit

] Step 2. Choose System's Time Zone
e Step 2. Choose System’s Time Zone

Select a proper time zone from the drop-down list box.
prop P Select the appropriate time zone for the system. Click Next to

Click Next to continue. continue.
(GMT+10:00)Canberra,Melbourne, Sydney -
Back I Hext I Exit
e Step 3. Set System Information Step 3. Set System Information

» Home Page: Enter the URL to where the users

should be directed when they are successfully Enter System Information. Click Next to continue.

authenticated.

> NTP Server: Enter the URL of the external time Home Page: | hitp:/www.netcomm.com.au
server for HS1100 time synchronization or use the = e gsegls e
default setting. NTP Server: |ntp1.cs.muOZAU

Click Next to continue. =.g. tock.uzna.navy.mil

Back Hext Exit

12

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual

* Step 4. Select the Connection Type for WAN Port Step 4. Select the Connection Type for WAN Port
Three are three types of WAN port to select from:
Static IP Address, Dynamic IP Address and Select the connection type for WAN port. Click Next to continue.
PPPoE Client.

Select a proper Internet connection type and click _ _
) static IP Address Choose itto set static IP address.

Next to continue. Choose itto obtain an IP address

> Dynamic IP Address ® Dynamic IP Address autormatically. (For most cable modem
users.)
If this option is selected, an appropriate IP Choose itto setthe PPPoE Clients
0 PPPoE Client Username and Password. (For moast
address and related information will DSL users.)

automatically be assigned.
Click Next to continue.

Back Next Exit

) i Step 4 (Cont). Set WAN Port's Static IP Address
» Static IP Address: Set WAN Port’s Static IP

Address

Enter the “IP Address”, “Subnet Mask”, “Default Click Next to continue.
Gateway” and “DNS Server” provided by your

Internet Service Provider. IP Address: [172.17.1.254

Click Next to continue. Subnet Mask: | 255.255.255.0
Default Gateway: | 172.17.1.1

DHS Server: [172.17.1.1|

Back _ _ Next _ _ Exit

Step 4 (Cont). Set PPPoE Client's Information
» PPPoE Client: Set PPPoE Client’s Information

Enter the “Username” and “Password” provided
Choose it to set the PPPoE Client's Username and Password. (For

by your ISP. most DSL users.)

Click Next to continue.

Username: |myaccount@isp.cor|-

Password: (eesese

Back Next Exit

13
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Step 5. Set Authentication Methods

e Step 5. Set Authentication Methods
» Setthe user's information in advance. Enter an Select a default User Authentication Method. Click Next to continue.
easily identified name as the postfix name in

the “Postfix” field (e.g. test@Postfix1), select Postfix; [I/etcemm
Itz postfix nams

a “Policy” (or use the default value), and o

Policy | Policy A w

choose one authentication method from the 5

options appearing in this window. ® LocalUser © LDAR

Click Next to continue. O POP3 ) NT Domain
) RADIUS
Back _ Mext _ Exit
> Local User: Add User Step 5 (Cont). Add User

A new user can be added to the local user data
base. To add a user here, enter the "Username” Click "ADD" button to add Local User. Click Next to continue.
(e.g. test), “Password” (e.g. test), “MAC”

(optional) and assign it a policy (or use the default). Username: |test

Upon completing adding a user, more users can be Password: [test
added to this authentication method by clicking the

ADD button.

MAC:
Policy | Mone w

Click Next to continue.
ADD

Back Next Exit

> POP3 User: POP3 Step 5 (Cont). POP3
Enter POP3 Server’s “Domain Name/IP” and
“Server Port”, and then choose “Enable SSL” or Configure POP3 Server information. Click Next to continue.
not.

Click Next to continue.

POP3 Server: * {Domain Name/|P)
Server Port: * {Default: 110}
Enable S5L |
Back HNext Exit

14
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» RADIUS User: RADIUS

. Step 5 (Cont). RADIUS
Enter RADIUS Server’s “Domain Name/IP”,

“Accounting Port” and “Secret Key”. Then

choose to enable or disable “Accounting Configure RADIUS Server information. Click Next to continue.
Service”, and select the desired
“ Authentication Method”. RADIUS Server: “(Domain Name/IP)
Click Next to continue. Authentication Port: “[Default: 1812)
Accounting Port: *[Default: 1813}
Secret Key:

Accounting Service Disahle w -

Authentication Method PAP  |» |-

Back Next Exit

» LDAP User: LDAP

Add a new user to the LDAP user data base if Step 5 (Cont). LDAP

desired. Enter the LDAP Server’s “Domain
Name/IP”, “Server Port”, and “Base DN". Configure LDAP Server information. Click Next to continue.

Click Next to continue.

LDAP Server: * (Domain Hame/lP)
Server Port: * (Default: 289)
Base DN: * {CN=,de=dc=)
Account Attribute: * (Default: uid)
Back : _ Next : _ Exit
» NT Domain User: NT Domain Step 5 (Cont). NT Domain

When NT Domain User is selected, enter the
information for “ Server IP Address”, and

. . Configure NT Domain Server information. Click Next to continue
choose to enable/disable “ Transparent Login”.
If “Transparent Login” is enabled, users are
logged in HS1100’s NT Domain active directory Server IP Address:
and authenticated automatically when they log Transparent Login []
into their Windows OS domain.

Click Next to continue.

15
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e Step 6. Set Wireless — Access Point Connection

>

» Note:

Band: HS1100 supports two transmission modes,

Disabled, 802.11b, 802.11g and 802.11 (b+g).
Select the appropriate transmission mode to work
with the wireless clients in the network.

Channel: If the default channel has been used by
many other access points, it is necessary to
select another channel from the drop-down list
box for a better performance.

ESSID: Enter a SSID (up to 32 characters) for
the system. The default is HS1100. ESSID is a
unique identifier used for the wireless users’

devices to associate with HS1100.

Click Next to continue.

Step 6. Set Wireless Access Point Connection

Enter the 55ID name and channel number to be used for the

Wireless Access Point. Click Next to continue.

Band: | 802.11b+g »
Channel: | 1 w

ESSID: |MetComm_HS1100

Back Next Exit

Available channels depend upon the region you are located. For instance, Channel 1~11
is available in North America, and Channel 1-13 in Europe.

e Step 7. Save and Restart HS1100

Click Restart to save current settings and restart

HS1100. The Setup Wizard is now completed.

e Setup Wizard. During HS1100 restart, a “Restarting now.

Please wait for a while.” message will appear on the

screen. Please do not interrupt HS1100 restarting process

until the message has disappeared. This indicates

that the entire restart process has been completed

successfully.

Step 7. Save and Restart HS1100

The Setup Wizard has completed. Click on Back to modify changes
or mistakes. Click Restart to save the current settings and reboot.

Back . Restart _ Exit

Setup Wizard

Restarting now. Please wait for a moment...

M Configuration Wizard

Configuration Wizard

H51100 is an Ethernet Broadband Router with access control features ideal for hotspot,

small business and enterprise networking. The wizard will guide you through the process
of creating a baseline strategy. Please follow the wizard step by step to configure HS1100.

16
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During every step of the wizard, if you wish to go back to modify the settings, please click the Back button
to go back to the previous step.

4.Web Interface Configuration

This chapter will guide you through further detailed settings. The following table shows all the functions of HS1100.

NELLOIT: 151100 - Wireiess Hotsot

W, IELConNTLCOM.8Y

System
Configuration

User

Authentication

Network

Configuration

Utilities

Welcome to System Administration

(X) Logout
(7) Help

Status

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to menitor user status.

Functions are separated into 5 main categories:

System Configuration , User Authentication , Network Configuration , Utilities and Status.

HS1100 - Wireless HotSpot Aflfﬂgﬂﬂ )

System User Network o
OPTION ] ) o ) ) Utilities Status
Configuration Authentication Configuration
Configuration Authentication Network Address .
FUNCTION Network Utilities System Status
Wizard Configuration Translation
System Black List o ] Change
Privilege List Interface Status
Information Configuration Password
WAN Policy ) ) Backup/Restore
] ] ] ] Monitor IP List ) Current Users
Configuration Configuration Settings
LAN1 & LAN2 Guest User Walled Garden Firmware o
) ) ) ) ) Traffic History
Configuration Configuration List Upgrade
LAN3 & LAN4 Additional Walled Garden Notify
- - - - - ReStart - -
Configuration Configuration AD List Configuration

17
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Wireless

Configuration

Proxy Server

Properties

Dynamic DNS

After finishing the configuration of the settings, please click Apply and pay attention to see if a RESTART
message appears on the screen. If such message appears, the system must be restarted to allow the new
settings to take effect. All on-line users will be disconnected during restart.

18
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System Configuration

This section includes the following functions: Configuration Wizard, System Information, WAN Configuration,
LAN1 & LAN2 Configuration, LAN3 & LAN4 Configuration and Wireless Configuration.

M System Configuration

System Configuration

Configuration Wizard  This wizard will guide you through basic system setup.

Configure system and network related parameters: system name,
administrator information, SMMP, and time zone.

Clients will be directed to URL entered inthe ‘Home Page' field after
successful login.

Administrator may limit remote administration access to a specific
IF address or network segments. When enabled, only devices with
such IP address or from this network segment may enter system’s
administration web interface remotely.

Metwark Time Protocol (MTP) Server setting allows the system to
synchronize its timef/date with external time server.

System Information

WAN Configuration Caonfigure static IP, DHCFP or PPPoE client an WAN port.

Clients from LAMNT & LAMNZ must login before accessing netwaork,
LANT & LANZ except those devices listed an the IPIMAC Privilege List. The LAMT &
Configuration LAMZ operates in MAT mode or Router made.

Available options include DHCP Server and DHCP Relay.

Clients from LANZ & LAN4 will not be authenticated. The LANI &
LAM4 operates in NAT mode or Router mode.
Ayailable options include DHCP Server and DHCF Relay.

Clients from wireless must login before accessing network, except
those devices listed on the IP/MAC Privilege List. The wireless
aperates in MAT mode or Router mode.

Available options include DHCP Server and DHCF Relay.

LAN3 & LAN4
Configuration

Wireless Configuration
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Configuration Wizard

There are two ways to configure the HS1100 system: using the online Configuration Wizard or changing the
settings by commands manually. The Configuration Wizard comprises of seven basic steps, providing a simple

and easy way to go through the basic setups of HS1100 and is served as Quick Configuration.

M Configuration Wizard

Configuration Wizard

H51100 is an Ethernet Broadband Router with access control features ideal for hotspot,
small business and enterprise networking. The wizard will guide you through the process
of creating a baseline strategy. Please follow the wizard step by step to configure H51100.

Run Wizard
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System Information

Main information about HS1100 is shown as follows:

M System Information

System Information

System Name  |HS1100 |

Administrator Info |Snrr§.r! The semvice is temporarily unavailable. |

{It'll appear when Internet connection fails.)

Device Name | (FQOM for this devios)

® Enable O Disable

Home Page |http:.waw.netcnmm.cum.au
{(e.g. hitp:/fwww.google.com)
Access History IP | |je.g. 192.168.2.1)
Remote Management )
P (O Enable @ Disable
SNMP (O Enable (¥ Disable

User Logon S5L (O Enable ® Disable

Device Time : 2008M11/20 10:40:03

Time Zone:
| (GMT+10:00)Canberra, Melbourne, Sydney w
(%) NTP Enahle
MTP Server 1: |ntp‘l.cs.mu.OE.AU | *i=.g. tock. uzna.nave.mil)

Time

MTP Server 3 |tnck.usnn.naw.mil |

MTP Server 3 |ntp1.fau.de |

MTP Server 4 |clnck.cuhk.edu.hk |

MTP Server 5 |ntps1.pad5.ufrj.br |

(") Set Device Date and Time

tip)  |amCancel o)

* System Name: Set the system’s name or use the default.

* Administrator Info: Enter the administrator’s information here, such as the administrator’s name, telephone
21
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number, e-mail address, etc. If a user encounters problems while connecting to HS1100’s WAN and can’t get
online, this information will appear on the user’s login screen.

Home Page: Enter the URL of a Web server as the homepage. Once logged in successfully, the users will be
directed to this homepage, such as http://www.netcomm.com.au, regardless of the original homepage set in
their computers.

» Homepage Redirect is the system’s special feature that would redirect client to your configured

homepage right after the successful login. Your homepage appears after a successful login no matter

what their browser’s homepages are.

uccessfully - Microsoft Internet Explorer provided by NetComm.

Links >

= »
fjHome = [ Feecs (1 dmaPrink v sk Page - (F Tooks -

—
6\:} | & httpsfjwww.natcomm.com.auf
File Edit Wiew Favorites Tools Help
Hello, test esingevoiss O — —
AR w | /& NetComm Australia: Broadband Solutions, Products ... I | i Home = [ Feeds (1) e Print -+
\ 1)
< Aellaamme
Please click this button to ) o
‘ Logout
Thank you.

Login time: 2008-11-20 11:5:51

Start Browsing

Click on a product for

more information

Broadband Solutions For Homes, Businesses And ISP":

Access History IP: Specify an IP address of the administrator’'s computer or a billing system to get billing

history information of HS1100. An example is provided as follows (“10.2.3.213" is the WAN IP of HS1100).

Traffic History : https://10.2.3.213/status/history/2005-02-17

3 hittps://10.2.3.2 13/ status, history/2005-02-17 - Microsoft Internet Explorer

Hle Edt Vew Favortes Toos Help ar
(QBack » ) -« [x] 2] (»|, Search - Favorkes & Meda £ | v L [

Ac_ldress@ thps: ) j Gn |ers »
#ate TYPE Name 1P MAC Packets In Bytes In Packets Out Bries Out

2005-02-17 18:09:03 +0800 LOGIN aaabwl 300, tw 192,168,320, 189 00:0C:F1:28:BF:D& 0 0 i] 0

On-demand History : https://10.2.3.213/status/ondemand_history/2005-02-17
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-02-17 - Microsolt Internet Explorer

Fe E Favortes  Tools  elp i
Qsm LS lﬂ_@___:;_l_/_ Search _ Favorites gm & | - = 5
Address [ ] hitps://10.2,3,213/status/ondemand _history[2005-02-17 = B |Lhks »
#hate Svs tem Name Type Name 1P AT Packets In Bytes In Packets Out Bytes OutExplretime Valld
2005-02-17 16:44:19 +0800 QA-W1300-Casper-213 Create_0D_User NTEY 0.0.0.0 00:00-00:00:00-00 O 0 1] 0
2005-02-17 16:44:57 +0800 Qa-Wwi3D0-Casper-213 0D_User_Login NTE9 192, 168,30, 1389 00:0C:F1:28:BF:D8 O 0 0
2005-02-17 16:45:22 +0800 QA-WI300-Casper-213 OD_User_Logont NTED 192, 168,30, 130 00:0C:F1:28:BF:D8 32 14499 20
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Remote Manage IP: Set the IP range where the web management interface of HS1100 can be connected via

the authenticated port (WAN or Public LAN). For example, 10.2.3.0/24 means that as long as you are within the

IP range of 10.2.3.0/24, you can reach the management interface.

SNMP: HS1100 supports SNMPV2. If this function is enabled, the administrator can assign the Manager IP

address and the SNMP community name used to access the Management Information Base (MIB) of the

system.

User logon SSL: Enable to activate https (encryption) or disable to activate http (non encryption) login page.

Time: HS1100 supports NTP (Network Time Protocol) communication protocol to synchronize the network time.

Please specify the IP address of a NTP server to adjust the time automatically (Universal Time is Greenwich

Mean Time, GMT). The time can also be set manually by selecting “ Set Device Date and Time” and then

entering the date and time in these fields.

Device Time : 2008M11/20 11:16:14

Time fone:

(GMT+10:00)Canberra, Melbourne, Sydney

{#) MTP Enable
MTP Server
Time
MTP Server
MTP Server
MTP Server

MTP Server

4

5

- ntpt.cs.muQZ.AL

tock.usno.navy.mil
ntp1.fau.de
clock.cuhk.edu.hk

- |ntps1.pads.uffj.br

"y Set Device Date and Time
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WAN Configuration

There are 4 methods of obtaining IP address for the WAN Port: Static IP Address, Dynamic IP Address, PPPoE
and PPTP Client.

VAN Configuration

() Static IP Address
IP Address:
Subnet Mask:
Default Gateway:
WAN Port

Preferred DMNS Server:

Alternate DNS Server:

) Dynamic IF Address
) PPPGE Client
) PPTP Client

7 ooy Jl X Concol

e Static IP Address: Manually specifying the IP address of the WAN Port is applicable for the network

environment where the DHCP server is unavailable. The fields with red asterisks are required to be filled in.
IP Address: The IP address of the WAN port.

Subnet Mask: The subnet mask of the WAN port.

Default Gateway: The gateway of the WAN port.

Preferred DNS Server: The primary DNS Server of the WAN port.

Alternate DNS Server: The substitute DNS Server of the WAN port. This is not required.

* Dynamic IP Address: It is only applicable for the network environment where the DHCP server is available on
the network. Click the Renew button to get an IP address automatically.

WAN Configuration

O Static IP Address

WAN Port & Dynamic IP Address

O PPPOE Client
O PPTP Client

* PPPoE Client: When selecting PPPoE to connect to the network, please set the “User Name”, “Password”,
“MTU” and “CLAMPMSS”. There is a Dial on demand function under PPPoE. If this function is enabled, a

Maximum Idle Time can be set. When the idle time is reached, the system will automatically disconnect itself.
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WAN Configur ation

O Static IF Address
O Dynarnic IP Address
& PPPOE Client

Usernarme: admin b

Fasswoard: LLLT L) i
WAN Port

MTL: 1492 | ptes (Ranoe:1000~1492)

CLAMPMES: 1400 |mytes (Ranoge:880~1400)

Dial on Demand: () Enable & Disable
O PPTP Client

PPTP Client: Select STATIC to specify the IP address of the PPTP Client manually or select DHCP to get the IP
address automatically. The fields with red asterisks are required to be filled in. There is a Dial on demand
function under PPPoE. If this function is enabled, a Maximum Idle Time can be set. When the idle time is
reached, the system will automatically disconnect itself.

WAN Configuration

O Static IP Address
O Dynamic IP Address
O PPPOE Clignt

® PPTF Client
Type O Static & DHCF
FFTF Server IP: I
WAN Port
Uszername: =
Fassword: =

FRTF Connection IDfMame:

Dial on Demand: O Enable & Disable
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LAN1 & LAN2 Configuration

In this section, set the configuration for LAN1/LANZ2 port and DHCP server. User authentication for LAN1/LANZ2 port
can be enabled or disabled.

2 LAN1 & LAN2 Configuration

LAN1 & LANZ Configuration

I PNP (® Enable O Disable

User Authentication (®) Enable O Disable
LANT & LANZ Qperation Mode MAT  |»

IP Address: |'192.'1EE.'1'1EI.'1 *

Subnet Mask: |255.255.255.D *

O Disable DHCP Server
(® Enable DHCP Server

OHCF Scope
Start IP Address: |192.1EE.11D.2 *
End IP Address: |192.1EB.11D.254 *
Preferred DMNS Server: |192.1EE.11D.1 *
DHCP Server
Configuration Alternate DNS Server: | |
Domain Mame: |dnmain *

WINS Server IP: | |

Lease Time

Feserved IP Address List

O Enable DHCP Relay
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* LAN1 & LAN2 Port

LAN1 & LANZ Configuration

IP PNP ® Enable O Disable

User Authentication ® Enable O Disable
LANT & LANZ Cperation Mode MNAT w

IP Address: 192.168.110.1 *

Subnet Mask: 2552552550 *

IP PNP: Choose to enable or disable this function. If “IP PnP” is enabled, no matter what the IP address of the
client device is — static or dynamic IP, users can access the network without changing the client IP address after
being authenticated by HS1100.

User Authentication: Choose to enable or disable this function. If “User Authentication” is disabled, users
can access the Internet without being authenticated.

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.

IP Address: Enter the desired IP address for the LAN1 & LAN2 port.

Subnet Mask: Enter the desired subnet mask for the LAN1 & LAN2 port.

* DHCP Server Configuration
There are three methods to set the DHCP Server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function.
& Disable DHCP Server

O Enable DHCF Server
O Enable DHCF Relay

DHCP Servel
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisks are required to be filled in.
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O Disable DHCF Server
(® Enable DHCP Server

DHCP Server
Configuration

DOHCP Scope

Start IP Address:

End IP Address:
Preferred DMS Server:
Alternate DNS Server:
Domain Mame:

WIMNS Server IP:

Lease Time

Fesemved IP Address List

O Enable DHCP Relay
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DHCP Scope: Enter the “ Start IP Address” and the “End IP Address” of this DHCP block. These fields

define the IP address range that will be assigned to the Public LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time interval to update DHCP IP addresses automatically.

Reserved IP Address List: To reserve an IP address for a specific client device via MAC, click the hyperlink
of Reserved IP Address. Then, the setup screen of the Reserved IP Address List as shown in the following
figure will appear. Enter the related “Reserved IP Address”, “MAC”, and Description (not mandatory).

Click Apply to save the settings.

Reserved IP Address List - LAN1 & LAN2

Item Reserved IP Address MAC Description

1

2

|
|
|
|
|
|
|
|
|
|
irst

{Total:40) E Prewv Next Last

3. Enable DHCP Relay: If enabling this function is desired, the other DHCP Server IP address must be

specified. See the following figure.

O Disable DHCP Server
DHCP Server ) Enable DHCF Server
Configuration @ Enable DHCF Relay
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LAN3 & LAN4 Configuration

In this section, set the configuration for LAN3/LAN4 port and DHCP server.
M LAN3 & LAN4 Configuration

LANI & LAN4 Configuration

Cperation Mode MAT »

LANS & LAN4 IP Address: |192.1EE.1‘1‘1.1

Subnet Mask: |255.255.255.D

) Disable DHCP Server
® Enable DHCP Server

OHCF Scope
Start IP Address: |192.1EB.111.2 #
End IF Address: |192.1EB.111.25¢ #

Freferred DMNS Server: |192.1EB.111.1

DHCP Server
Configuration Alternate DNS Server: | |

Comain Mame: |dnmain

WINS Server IP: | |

Lease Time

Feserved IP Address List

O Enable DHCF Relay

Ay | Cancel

LAN3 & LAN4 Port
LANI & LAN4 Configuration

Qperation Mode MAT  |»

LANS & LAN4 IP Address: |'192.'1EE.'1'1'1.'1

Subnet Mask: |255.255.255.D

Operation Mode: Choose one of the two modes, NAT mode and Router mode, by the requirements.
IP Address: Enter the desired IP address for the LAN3 & LAN4 port.
Subnet Mask: Enter the desired subnet mask for the LAN3 & LAN4 port.
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DHCP Server Configuration

There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function.

(¥ Dizable DHCP Server

> Enable DHCP Server
3 Enable DHCF Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisks are required to be filled in.

) Disable DHCP Server
(&) Enable DHCP Server

DHCF Scope
Start IP Address: 192.168.111.2 *
End IP Address: 192.168.111.254  |=
FPreferred DMNS Server: |[1892.168.111.1 %
DHCP Server
Configuration Alternate DNS Server;
Domain Mame: domain %

WIS Server IP:
Lease Time 1Day |w

Feserved I[P Address List

) Enable DHCF Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address” of this DHCP block. These fields
define the IP address range that will be assigned to the Private LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time interval to update DHCP IP addresses automatically.

Reserved IP Address List: To reserve an IP address for a specific client device via MAC, click the hyperlink
of Reserved IP Address. Then, the setup screen of the Reserved IP Address List as shown in the following
figure will appear. Enter the related “Reserved IP Address”, “MAC”, and Description (not mandatory).

Click Apply to save the settings.
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Reserved IP Address List - LAN3 & LAN4

kem Reserved IP Adidress MAC Description

1

2

| |
| |
| |
| |
| |
: | |
| |
| |
| |
| |

|
|
|
|
|
|
|
|
|
|
{Total:40) First Prev Next Last

Enable DHCP Relay: If enabling this function is desired, the other DHCP Server IP address must be

specified. See the following figure.

) Disable DHCP Server
DHCP Server O Enable DHCP Server
Configuration (& Enable DHCP Relay
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Wireless Configuration

In this section, set the configuration for the wireless port.

Wireless Configuration

Band 302.11b+g =
Channel
General Configuration | Max Transmit Rate

ESSID |NEtCUmm_HS‘1‘IDD .

Security / Advanced ! WDS Seftings

IP PNP ® Enable O Disable

User Authentication ® Enable O Dizable
Wireless Port Operation Mode MAT  w

IP Address: |192.1EE.1‘12.1 *

Subnet Mask: |255.255.255.D *

(O Disable DHCP Server
® Enable DHCP Server

DHCF Scope
Start IF Address: |192.1EB.112.2 *
End IF Address: |192.1EB.112.254 *

FPreferred DMNS Server: |192.1EB.112.1

DHCP Server _

Configuration Alternate DMNS Server: | |
Damain Mame: |dnmain *
WINS Server IP: | |

Lease Time

Reserved IP Address List

O Enable DHCF Relay
! Apply ! Cancel
* Wireless Configuration

Band: There are 4 modes to select from, 802.11b (2.4G, 1~11Mbps) and 802.11 (b+g) (2.4G, 1~11Mbps and
2.4G, 54Mbps).
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Channel: Select the appropriate channel from the list to correspond to the network settings; for example,

Channel 1~11 is available in the North America area. All access points on the same wireless network must use
the same channel to ensure correct connection.

Max Transmit Rate: The default value is Auto. The range is from 1 to 54Mbps. The rate of data transmission
should be set depending on the speed of this particular wireless network.

ESSID: The SSID is a uniqgue name shared among all devices in a wireless network. The SSID must be the
same for all devices in the wireless network. The SSID must not exceed 32 characters and may be any
character on the keyboard. The administrator can give a new name in this field or use the default name.

»  Security: Configure wireless encryption methods. For security settings in detail, please click the

hyperlink of Security to go into the Security page. Choose Security to configure the settings.

Security
Security Type WEP W
Detail Settings
80211 Authentication : @ Open System O Shared Key
WEFP Key Length : G4 bits |
WEF Key Format : ASCI »
WEP Key Index : Keyl w
Key1:
Key?
keyd .
Keyd
WEP Type
Security
Security Type v
Detail Settings
Dynamic WEP : ® Enable O Disable
WEP Key Lenagth : G4 bits |«
Rekeying Period : 300 second(s)
802.1X Type
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Security
Security Type WPA-PSK A"
Detail Settings
Cipher Suite : TKIP (WFA) |w
Fass-phrase :
Group Key Update Period : G600 second(s)

WPA-PSK Type

Security
Security Type v
Detail Settings
Cipher Suite : TKIF (WFPA) |+
Group Key Update Period : G600 second(s)

WPA-RADIUS Type
1. Security Type: There are disabled and 4 other security types to choose from, WEP (Wired
Equivalent Privacy), 802.1X, WPA-PSK and WPA-RADIUS.
2. Detail Settings
o] 802.11 Authentication: Choose either Open System or encryption with static Shared Key.

o

WEP Key Length/Format/Index: This is a data privacy mechanism based on a 64 bit or 128 bits
shared key algorithm. There are types of encryption, HEX or ASCII.

Re-keying Period: The default is 300 seconds.

Cipher Suite: Choose among WPA, WPA2 or Mixed.

Pass-phrase: Type the pass phrase for administrators.

o O o o

Group Key Update Period: The default is 600 seconds. Time for updated period.

» Advanced: Configure wireless transmission data packet format (for advanced users only, default

recommended). Please click the hyperlink Advanced to go into the Advanced configuration page.
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Advanced

Super G ) Enable & Disable

Short Preamble ® Enable O Disable

Transmit Power Auto w

Beacon Interval 100 *{Range: 25-500; Default: 100 ms)

RTS Threshold 2346 *|Ranga: 1-2248; Dafayult: 2248
Fragment Threshold 2346 *|Range: 288-2248; Default 2248)

Broadcast SSID ® Enable O Disable
Station Isolation (® Enable ) Disable
wWMM (© Enable & Disable
IAPP (© Enable & Disable

Super G: Choose Enable or Disable this function.

Short Preamble: Choose Enable or Disable this function.

Transmit Power: The default value is Auto. Select a range of transmission speeds or use the
default setting, Auto, to allow the access point to automatically use the fastest possible data rate.
Beacon Interval: The default value is 100 milliseconds. The specified value represents the
amount of time between access point beacon signal transmissions.

RTS Threshold: Ready To Send threshold. The range is from 256 to 2346 and the default is OFF.
The administrator can set the value which is the amount of time between packet transmissions. It is
recommended that the value remains in the range of 256 to 2346.

Fragment Threshold: The range is from 256 to 2346 and the default is OFF. The value specifies
the maximum size of a packet allowed before data is fragmented into multiple packets. It should be
remained in the range of 256 to 2346. A smaller value results in smaller packets but allows a larger
number of packets in transmission.

Broadcast SSID: Enable or disable SSID broadcast. When disabled, clients cannot detect Access
Point by its SSID broadcast, they must manually connect to Access Point by entering SSID on their
devices.

Station Isolation: When enabled, wireless client stations are isolated from each other. In other
words, one PC on the wireless network is not able to see other PCs on the same wireless network.
WMM: WMM (Wi-Fi Multimedia) provides basic Quality of service (QoS) features to Wi-Fi networks.
When enabled, it prioritizes traffic according to four Access Categories (AC) - voice, video, best
effort, and background. However, it does not provide guaranteed throughput.

IAPP: IAPP (Inter-Access Point Protocol) is to support smooth users’ hand-over (roaming) from
one access point to another. When enabled, it provides a better capability for wireless client

stations to roam among APs with the same SSID.
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»  WDS Settings:

Choose WDS Setting to configure the settings. This function can extend the range of accessing the
network. When this function is enabled, please enter the MAC address of the repeater in the blank and

choose Security Type.

WDS1 Settings
WDS Status O Enable & Disable
Basic
Remaote MAC Address :
Security Security Type : Mane |w
WD 5| wWEP
WDS Status ) Enable ® Disable
Basic
Remaote MAC Address :
Security Security Type : Mane w
WDS3 Settings
WDs Status ) Enable ® Disable
Basic
Remaote MAC Address :
Security Security Type : Mone
* Wireless Configuration
IF PNF ® Enable O Disable
User Authentication (*) Enable ) Disable
Wireless Port Operation Mode MAT  w
P Address: 192 168.112.1 *
Subnet Mask: 255.255.255.0 *

IP PNP: Choose to enable or disable this function. If “IP PnP” is enabled, no matter what the IP address of the
client device is — static or dynamic IP, users can access the network without changing the client IP address after
being authenticated by HS1100.

User Authentication: If “User Authentication” is disabled, “ Specific Route Profile” needs to be specified for
users to access the Internet.

Operation Mode: Select one from the two modes, NAT mode and Router mode, by the requirements.

IP Address: Enter desired IP address for the wireless port.

Subnet Mask: Enter desired subnet mask for the wireless port.

38

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual
DHCP Server configuration

There are three methods to set the DHCP server: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable the DHCP Server function.

& Disable DHCP Server

) Enable DHCF Server
O Enable DHCF Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose “Enable DHCP Sever” function and set the appropriate configuration for

the DHCP server. The fields with red asterisks are required to be filled in.

(O Disable DHCP Server
® Enable DHCP Server

DHCF Scope
Start IF Address: 192 168 1122 *
End IF Address: 192 168112254 |+

e

FPreferred DMS Server:  [192.168.1121

DHCP Server

Configuration Alternate DMNS Server:

Damain Mame: domain *
WINS Server IP:
Lease Time 1Day |»

Reserved IP Address List

() Enable DHCP Relay

DHCP Scope: Enter “ Start IP Address” and “End IP Address” of this DHCP block. These fields define
the IP address range that will be assigned to the Wireless LAN clients.

Preferred DNS Server: The primary DNS server for the DHCP.

Alternate DNS Server: The substitute DNS server for the DHCP.

Domain Name: Enter the domain name.

WINS IP Address: Enter the IP address of WINS.

Lease Time: Choose the time interval to update DHCP IP addresses automatically.

Reserved IP Address List: To reserve an IP address for a specific client device via MAC, click the hyperlink
of Reserved IP Address. Then, the setup screen of the Reserved IP Address List as shown in the following
figure will appear. Enter the related “Reserved IP Address”, “MAC”, and Description (not mandatory).

Click Apply to save the settings.
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Reserved IP Address List - Wireless

Item Reserved IP Address MAC Description

1

2

| |
| |
| |
| |
5 | |
| |
| |
| |
| |
| |

|
|
|
|
|
|
|
|
|
|
irst

(Total:40) F Prev Next Last

3. Enable DHCP Relay: If enabling this function is desired, the other DHCP Server IP address must be
specified. See the following figure.
O Disable DHCP Server

DHCP Server O Enable DHCP Server
Configuration (& Enable DHCP Relay
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User Authentication

This section includes the following functions: Authentication Configuration, Black List Configuration, Policy

Configuration, Guest User Configuration and Additional Configuration.

(M User Authentication

User Authentication

Systemn provides 3 authentication servers. Each server allows anly
one type of authentication method and one Black List Profile. An
authentication policy may be assigned to any policy. System
supports the following external authentication servers: POP3(3),

Authentication RADIUS, LDAP and MT Domain.

Configuration Systemn also has embedded user database storing 2500 user
accounts for local user group (500) and On-demand user group
(2000). Systern may print out On-demand user accounts
infarmation using an external printer. By default, the On-demand
user database is empty.

Systemn supports 5 Black List profiles for used within the
Black List Configuration authentication server. On-demand users are NOT bounded by the
Black List.

Systemn provides 3 policies, each policy can apply independent
firewall profile, specific route profile,  login schedule
profile bandwidth policy and maxinum concurrent session for
User.

Policy Configuration

Guest User Configuration  System provides up to 10 guest accounts.

Lzsers will be logged out automatically after being idle for a
specified period of time. Multiple login of the same user account
could be enabled or disabled (not available to On-demand users).
Systemn provides Friendly Logout options, Login Page and Logout
Fage customization, and lagin notification email to client.

When MAC Access Control is enabled, systemn will only provide
login page to those devices listed. SMTP Redirect can be enabled
to redirect outgoing emails to the selected SMTP server.

Additional Configuration
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Authentication Configuration

In this section, set the configuration for authentication servers, and on-demand user authentication. The
On-demand User authentication is designed to create on-demand user accounts to provide temporary users with

free or paid wireless Internet access.

M Authentication Configuration

Authentication Server Configuration

Server Mame Auth Method Postfix Policy Default Enabled
Local User LOCAL MetComm Policy A &
POP3 User POP3 Postfix2 Policy A [ &) ]

Sener 3 RADILUS Fostfix3 Policy A & ]
On-demand User OMDEMAMND ondemand | Policy A [ )
Apply . Cancel

00

e Authentication Server Configuration
HS1100 provides three authentication servers and one on-demand server that the administrator can apply with
different policy. Click on the server name to set the configuration for that particular server. After completing and
clicking Apply to save the settings, go back to the previous page to select a server to be the default server and
enable or disable any server on the list. Users can log into the default server without the postfix to allow faster

login process.

Server 1~3: There are 5 authentication methods, Local User, POP3, RADIUS, LDAP and NTDomain, to

select from.
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M Authentication Server Configuration

Authentication Server - Local User

Server Hame |Lm::a| ser |-;|L5 sarver nams)
Server Status Enabled
Postiix |NetCﬂmm |-;|L5 oostix nams)
Black List | None v|

Authentication Method Local User Setting
Policy Folicy A |»

Allow username without postfix

| Apply | Cancel
Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline () and dot (.) with a maximum of 40 characters, all other letters are not allowed.
Sever Status: The status shows that the server is enabled or disabled.
Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets

(atoz or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not

allowed.

The Policy Name cannot contain these words: MAC and IP.

Black List: There are 5 sets of the black lists. Select from one of them or choose “None”. Please refer to
4.2.2 Black List Configuration

Authentication Methods: There are 5 authentication methods, Local, POP3, RADIUS, LDAP and NT
Domain to select from for further configuration. Select the desired method and click the link besides the
pull-down menu for the advanced configuration. For more details, please refer to 4.2.1.1~6 Authentication
Method.

Enabling two or more servers of the same authentication method is NOT allowed.

Policy: Select one from the 3 policies and apply it to this server.

43

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual
Authentication Method — Local User Setting

Choose “Local User” from the Authentication Method field, the hyperlink besides the pull-down menu will

become “Local User Setting”.

(M Authentication Server Configuration

Authentication Server - Local User

Server Name |Lnt:a| ser |—;“5 srver nams)
Server Status Enabled
Postfix |NetCnmm |-;|l5 oostfix name)
Black List | None v|

Authentication Method Local User Setting
Policy FPolicy A |»

Allow username without postfix

A. Local User Setting

Click the hyperlink of Local User Setting for further configuration.
M Local User Setting

Local User Setting
EditlLocal User List

Radius Roaming Out {0 Enable ® Disable
802 1x Authentication ) Enable ® Disable

e R S—— g
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M Local User List

[ Add User ] [ Upload User ] [ Download User ] [ Fefresh

| |[ Search ]
.|
MAC Policy
Username Password
Expiration Time Remark
Mone
test test Delete
(Total:1)y Eirst Prev Mext Last
M Local User Configuration
Edit User
Username |test *
Password |test *
MAC | |
Policy
Remark | |
Expiration Time | | Select
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Edit Local User List: Click this to enter the “Local User List” screen.

Add User: Click the hyperlink of Add User to enter the Add User interface. Fill in the necessary information
such as “Username”, “Password”, “MAC” (optional) and “Remark” (optional). Then, select a desired Policy

and click Apply to complete adding the user(s).

(M Add User
Add User
o Username o BC Policy
Password Expiration Time Remark
N | |
| || | Select [ ]
N | |
| |l | Select [ ]
Rl | |
| |l | Select [ ]
Rl | |
| |l | Select [ ]
N | |
| || | Select [ ]
Add the user(s) and enter the necessary information.
(M Add User
Add User
o Username P, Policy
Password Expiration Time Remark
[Tony || |
1 ltony | |[12192008 | select [ ]
Lamy | [o0:0DBO77TEBCFE |
© | lew B soes | [ ]
Gomen | |
© e | soes [
= B |
Y e B ses [
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After adding the user(s) and all necessary information, click Apply.

(M Add User

LUser'Tony' has been added!
LUzer'Larry' has been added!
Llser'Carmen’ has been added!
Llser 'Ken' has been added!

Add User

Username “A{: Policy

Password Expiration Time Remark
N | |
| ||l | selec [ ]
N ] |
| ||l | selec [ ]
N | |
| ||l | Select [ ]

Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text file for the

user account upload. Then click Submit to complete the upload process.

M Upload User

MHote: The format of each line is "1D, Password, MAC, Policy,Expiration Time{MM DD ¥YYYY),
Remark" without the gquotes. There must be no space between the fields and commas. The
MAC and expiration-time fields could be omitted but the trailing commas corresponding to
them must be retained. When adding user accounts by uploading a file, existing accounts in
the embedded database that are also defined in the data file will not be replaced by the new
ones,

Upload User Account

File Name | [ Browse...

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark"
without the quotes. There must be no spaces between the fields and commas. The MAC field could be omitted
but the trailing comma must be retained. When adding user accounts by uploading a file, the existing accounts in

the embedded database will not be replaced by new ones.
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password Policy

1D MAC remark

( ca('ion,cat:.ion,[][}:l)[l:UU':UU:OO:OO,i,the admin ]

( te;st,te:st,,E,testing'account]

1D Policy

password remark
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Download User: Click this to enter the Users List page and the system will show a list of all created user

accounts. Click Download to create a .txt file and then save it on disk.

MAC Policy
Username Password Del All
Expiration Time Remark
Mane
Tony tony Delete

1219 2008

00:0D:60:77:BC:FB Mane

Larry larry Delete
Mane

Carmen carmen Delete
Mane

Ken ken Delete

(Total:4) First Prev Mext Last

Refresh: Click Refresh to renew the user list.
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M Local User List

[ Add User ] [ LUpload User ] [ Download User ] [ Refresh

| |[ Search ]
MAC Policy
Username Password Del All
Expiration Time Remark
Mone
Tony tony Delete
1219 2008
00:00:60:77.BCFB Mone
Larry larry Delete
Mone
carmen carmen Delete
Mane
ken ken Delete

(Total:4) Eirst Prev Mext Last
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Search: Enter a keyword of a username to be searched in the text field and click the Search button to perform

the search. All usernames matching the keyword will be listed.

[® Local User List

[ Add User ][ Upload User ][ Download User ][ Refresh

|Iarr5.f |[ Search ]

MAC Policy

Username Password Ciel All
Expiration Time Remark

00:0D:60:77.BC.FB Maone
Larry larry Delete

(Taotal:1) Eirst Prev Mext Last

Del All: This will delete all the users at once.

Delete: This will delete the user(s) one by one.

Edit User: If editing the content of any individual user account is desired, click the username of that desired user
account to enter its Edit User Interface, and then modify or add any desired information such as “Username”,

“Password”, “MAC” (optional) and “Remark” (optional). Then, click Apply to complete the modification.

(M Local User Configuration

Edit User

Username |Larr§.r

Password |Iarr§.r

MAC (00:0D:60.77:BC:FB |

Remark |F'ermanent| |

Expiration Time | | Select

L- Apply ) L Clear

B. Radius Client Setting
Click the hyperlink of Radius Client Setting for further configuration.
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% Local User Setting

Local User Setting

Edit Local Llser List

Radius Roaming Out ® Enable © Disable
802 1x Authentication ® Enable © Disable

Radius Client List

G ) (ocancal 0
Ho. Type IP Address Segment Secret

1 | Disable v|| || 255.255.255.255 (132) v | | |

2 || Disable v | | | 255.255.255.255 (132) v | | |

3 | Disable v/ | || 255.255.255.255 (132) » | | |

802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the
hyperlink of Radius Client List to get into the RADIUS Client Configuration list for further configuration. In the
Radius Client Configuration table, depending on the Type to be selected (either Roaming Out or 802.1x), the
client’s IP address will be either another NAC's IP address (Roaming Out) or wireless AP/802.1x switch’s IP

addess (802.1x). The system will handle the authentication request from these clients accordingly.

Authentication Method — POP3

Choose “POP3” from the Authentication Method field, the hyperlink beside the pull-down menu will become
“POP3 Setting”.

Authentication Server - POP3 User

Server Name |F'OF'3 Lser |-:|1_=,3;--.-a--3«.-a:
Server Status Dizabled
Postfix |F'CISTFIX2 |‘j|15 postfix name)

Black List  None v|

Authentication Method FOP3 W POP3 Setting
Policy FPolicy A |»

Click the hyperlink of POP3 Setting for further configuration. Enter the information for the primary server and/or the

secondary server (the secondary server is not required). The fields with red asterisk are necessary information.
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These settings will become effective immediately after clicking the Apply button.

Primary POP3 Server

Semer [P F(Damain Name/IF)
Port F(Default: 110)
S5l Setting [] Enable SSL Connection

Secondary POP3 Server
Server IP
Port

S5l Setting [] Enable SSL Connection

e Server IP: Enter the IP address/domain name given by your ISP.
e Port: Enter the Port. The default value is 100.

* Enable SSL Connection: If this option is enabled, the POP3 protocol will perform the authentication.
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Choose “RADIUS” from the Authentication Method field, the hyperlink beside the pull-down menu will become

“Radius Setting”.

Server Name
Server Status
Postfix
Black List
Authentication Method

Policy

Authentication Server - Server 3

Server 3 Filts server name)
Disahled

FPostiixd Filts postfi=z name)
Mone v

Radius w Radius Setting
Folicy & »

Click the hyperlink of Radius Setting for further configuration. The RADIUS server sets the external authentication

for user accounts. Enter the information for the primary server and/or the secondary server (the secondary server is

not required). The fields with red asterisk are necessary information. These settings will become effective

immediately after clicking the Apply button.

802 1% Authentication
Trans Full Mame
MNASID

Servar IP
Authentication Port
Accounting Port
Secret Key
Accounting Service

Authentication Protocaol

Servar IP
Authentication Port
Accounting Port
Secret Key
Accounting Service

Authentication Protocaol

Radius Setting

) Enable @& Disable
) Enable @& Disable

Primary RADIUS Server
FrDetault: 1812)

FiDefault; 1513

& Enable O Disable
FAP |

Secondary RADIUS Server

& Enable O Disable
CHAR
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802.1X Authentication: Enable this function and the hyperlink of Radius Client List will appear. Click the

hyperlink of Radius Client List to get into the RADIUS Client Configuration list for further configuration. In the
Radius Client Configuration table, depending on the Type to be selected (either Roaming Out or 802.1x), the
client’s IP address will be either another NAC's IP address (Roaming Out) or wireless AP/802.1x switch’s IP

addess (802.1x). The system will handle the authentication request from these clients accordingly.

Radius Setting

(& Enable O Disable

802 1x Authentication Radius Client List

M Radius Client Configuration

Ho. Type IP Address Segment Secret

1 |802.1x v||192168.1100 | [255.255.255.255 (32) | |12345673] |
2 |Disable v | | | 255.255.255.255 (132) v | |
3 || Disable || | | 255.255.255.255 (132) v | | |
4 | Disable v | | | 255.255.255.255 (132) v | | |
5 | Disable v | | | 255.255.255.255 (132) v | |

Trans Full Name: When enabled, the ID and postfix will be transferred to the RADIUS server for authentication.
When disabled, only the ID will be transferred to the RADIUS server for authentication.

NASID: Enter the NASID of HS1100 for the external RADIUS authentication server.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port for the RADIUS server and the default value is 1812,
Accounting Port: Enter the accounting port for the RADIUS server and the default value is 1813.

Secret Key: Enter the key for encryption and decryption.

Accounting Service: Select this to enable or disable the “Accounting Service” for accounting capabilities.

Authentication Protocol: There are two methods, CHAP and PAP for selection.
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Choose “LDAP” from the Authentication Method field, the hyperlink beside the pull-down menu will become

“LDAP Setting”.

Server Name
Server Status
Postfix
Black List
Authentication Method

Paolicy

Awuthentication Server - Server 3

Server 3 Filts server name)
Disabled

Fostixd Filts postfix name)
Mone b

LDAP v LOAP Setting
Paolicy A

Click the hyperlink of LDAP Setting for further configuration. Enter the information for the primary server and/or the

secondary server (the secondary server is not required). The blanks with red asterisk are necessary information

which should be filled in. These settings will become effective immediately after clicking the Apply button.

Server [P
Port
Base DN

Account Attribute

Server [P
Port
Base DN

Account Attribute

Primary LDAP Server
FeDomain Hame/IF)
FrDefault: 389)
FLCH=,de=,de=)

[Default: uid)

Secondary LDAP Server

e Server IP: Enter the IP address or domain name of the LDAP server.

e Port: Enter the Port for the LDAP server, and the default value is 389.

* Base DN: Enter the distinguished name for the LDAP server.

e Account Attribute: Enter the account attribute of the LDAP server.
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Authentication Method — NTDomain

Choose “NTDomain” from the Authentication Method field, the hyperlink beside the pull-down menu will become
“NT Domain Setting”.

Authentication Server - Server 3

Server Hame Server 3 F(lts servar name)
Server Status Disahled
Postfix Fostiid F(lts postfix name)
Black List Mone w
Authentication Method MTDomain MT Domain Setting
Policy Folicy & »

Click the hyperlink of NT Domain Setting for further configuration. Enter the server IP address and enable/disable

the transparent login function. These settings will become effective immediately after clicking the Apply button.

Domain Controller

Server [P address *

Transparent Login O Enable ® Disahle

e Server IP address: Enter the server IP address of the domain controller.

Transparent Login: If the function is enabled, users will log into HS1100 automatically when they log into the
Windows domain.
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Authentication Method — On-demand User

On-demand User Server Configuration: The administrator can enable and configure this authentication method to
create on-demand user accounts. This function is designed for hotspot owners to provide temporary users with free
or paid wireless Internet access in the hotspot environment. Major functions include accounts creation, users

monitoring list, billing plan, billing report statistics, and external payment gateway support.

® On-demand User Server Configuration

On-demand User Server Configuration

Server Status Enabled
Postfix ondemand “i=.g. ondemand. Max 40 char)
Receipt Header 1 Welcome to NetComr| iz 5. waizoma
Receipt Header 2 Haotspot Internet Senvi
Receipt Header 3
Receipt Footer 1 Thank You! =.g. Thank You!

Receipt Footer 2

Receipt Footer 3

Serial Port Baud Rate 9600 W

Monetary Unit O none © $usp © £cer O €EUR

® [AUD lIncut other desired manstary unit, =.g. AU
WLAN ESSID NetComm_HS1100 | iz.g. andemand
Wireless Key
Remark for custorner)

Billing Notice Interval ® 10mins O 15mins O 20mins

Twin Ticket (O Enable & Disable

Terminal Server Configuration

Users List Billing Configuration Create On-demand User Billing Report Payment

* Server Status: The status shows that the server is enabled or disabled.

* Postfix: Set a postfix that is easy to distinguish (e.g. Local) for the server using numbers (0 to 9), alphabets (a to
z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.

* Receipt Header 1~3: Enter the receipt header message or use the default. When the administrator creates an
On-demand User account, he/she can print out a receipt containing this On-demand User’s information such as
Username and Password.

* Receipt Footer 1~3: Enter the receipt footer message or use the default.

* Serial Port Baud Rate: Select the desired transmission baud rate. The default value is 9600.

* Monetary Unit: Select the desired monetary unit.

* WLAN ESSID: Enter the ESSID of the access point. The administrator can supply a new name or use the
58

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual
default

Wireless Key: Enter the Wireless key of the access point such as WEP or WPA.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While the on-demand user is still logged in, the system will update the billing notice of
the login successful page by the time interval defined here.

Twin Ticket: Enable this function to print duplicate receipts.

Terminal Server

Terminal Configuration is a list of serial devices that communicate with the system only; never get online and no
need to go through authentication.

For customers making purchase at the front desk in a hotel, a receptionist uses an account generator
(192.168.111.2) to create a guest account and print out receipts with account information. A client in the other
floor can print the same receipt without going to the front desk on the lobby by using the second floor account

generator (192.168.111.3). Both account generators work for the system on LAN side.

M Terminal Configuration

Terminal Server Configuration

Itermn Server IP Port Location Remark
1 192.168.111.2 100 15t_fl_info_desk Tom EXT359
2 192.168.111.3 100 2nd_fl Jerrﬂ

Server IP: IP address of serial or converter devices.
Server Port: Port number of serial or converter devices.

Location: It will be displayed in on-demand users’ log.

YV V V VY

Remark: it will be shown only here.
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e Users List: Click to enter the On-demand Users List page. In the On-demand Users List, detailed information

will be documented here. By default, the on-demand user database is empty.

YV V V V

(M On-demand Users List

[ Upload User H Download User ]
| |[ Search ]
Username Password “R“?;“;';uﬁe
Status Expiration Time Delete All
Reference
waed rfdmstag 1 hour
- 2008M1121-
Mormal 12-49°53 Delete

(Total:1)y Eirst Prev Mext Last

Search: Enter a keyword of a username which needs to be searched in the text field and click the
Search button to perform the search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remaining Time/Volume: The total time/volume that the user can use currently.

Status: The status of the account. “Normal” indicates that the account is not in-use and not overdue.
“Online” indicates that the account is in-use and not overdue. “Expire” indicates that the account is
overdue and cannot be used.

Expiration Time: The expiration time of the account.

Del All: Delete all the users at once.

Delete: Delete the users one by one.
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» Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text

file for the user account upload. Then click Submit to complete the upload process.

Mote1:The format of each line is "ID {Username), Password, Type, Status, Available Data
transfer or Session length, Activation deadline (Date), Expired Date, Validity duration, Plan,
Price, Toltal Data transfer or Session length when bought, Generated Date, First Login Date,
Last Logout Date, Logowut Cause™ without the quotes, The separator between two columns
in aline is a comma. When uploading a file, any format error or duplcated username will
terminate the uploading process, No account will be uploaded, Please correct the format in
the uploading file or delete the duplicated user account in the database, then try again.
Note2:The unit of data transfer is byte. The unit of session length is second. ID {Username)
and Password must be given in upper case.

Upload On-demand User Account

File Name

The uploading file should be a text file and the format of each line is " ID (USERNAME), PASSWORD,
Type, Status, Available Data Transfer or Session Length, Activation Deadline (Date), Expired
Date, Validity Duration, Plan, Price, Total Data Transfer or Session Length when bought,
Generated Date, First Login Date, Last Logout Date, Logout Cause” without the quotes. The
separator between two columns in a line is a comma. When uploading a file, any format error or
duplicated username will terminate the uploading process and no account will be uploaded. Please
correct the format in the uploading file or delete the duplicated user account in the database, and then,

try again. The unit of data transfer is byte. The unit of session length is second. |ID (Username) and

Password must be given in upper case.

>> Example 1: For Session Length type

Type must be written as “TIME,” and Status must be set as “0”. Set Session Length in seconds.
Activation Deadline must be in the format of “yyyy/mm/dd hh:mm:ss”. Set Validity Duration as “1”,
and give a Plan that's already been generated and enabled from Billing Configuration page. Provide
a price in any monetary unit defined in On-demand User Server Configuration page. Finally, set

Session Length when bought the same as Session Length. Leave other fields blank.

Tser Name
Type wession Length Validity Duration. Price

UISER 1|BASSWORD @ @ 006/00/13 11:35: 43 , 2 1
USER?.,I&SSWORD m , , Uosmgm 11:35: 43,, 13 2 1

Pagswond Status Activation Dead]ine Flan iﬁﬂg@ﬁm

>> Example 2: For Total Data Transfer type

Type must be written as “DATA,” and Status must be set as “0”. Set Total Data Transfer in bytes.
Activation Deadline must be in the format of “yyyy/mm/dd hh:mm:ss”. Set Validity Duration as “1”,
and give a Plan that’s already been generated and enabled from Billing Configuration page. Provide
a price in any monetary unit defined in On-demand User Server Configuration page. Finally, set

Total Data Transfer when bought the same as Session Length. Leave other fields blank.

Tser Name Type  Total Daia Transfer Validity Dusstion pjce
SERI PALSSTORD . 209?152 006.-"09.-" 1311 1 209?15 Jsas
SER2 PﬂSSWORD , ,209? 006."'09.'" 3 11 , , 09?15 -
Passwai Rtatos Letivatinn Dead]me iﬂeﬁgﬁg}{?ﬁer
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» Download User: Click this to create a .txt file and then save it on disk.

File Download [EJ
Do you want to open or save this file?

Mame: ondemanduserz0051120,kxt
Type: Text Dacument, 253 bykes
From: 192.168.111.1

Open ] [ Save ] [ Cancel

harm your computer. If you do not trugt the source, do not open or

l@ YWhile files from the [ntermet can be uzeful, zome files can potentially
gave thiz file. What's the rigk?

* Billing Configuration: The administrator can configure up to 10 billing plans.

Billing Configuration

Expiration Valid
Time  Duration

O Dat -
Oenatie | e
1 hrS EI |NDnE Vl |5 |

O Disable | @ Time
Elmins hours

O Dat -3
©Enabie | "7 e
2 6 Jnes o [Nore | |2 |

O Disable | @ Time EI _
MiNs hours

O ot ]
| @enae " e
12 |hrs o | [wone v [12 |

O Disable | @ Time
Elmins hours

O Dat ]
, @eme =
[+ Jhes o ] |Mone | »| |FREE |

O Disable | @ Time EI . days
mins hours

Oopsta | Imoye |

£ ) Enable I:I days I:l |N0ne vl | |

@ Disable | O Time hrs I:I days
I:Imins hours

» Status: Select to enable or disable this billing plan.

Plan Status Type Policy Name Price

» Type: Set the billing plan by “Data” (the maximum volume allowed is 9,999,999 Mbyte) or “Time” (the
maximum days allowed is 999 days).

» Expiration time: This is the duration of time that the account must be activated after generating the
account. After this duration, the account will self-expire

» Valid Duration: This is the duration of time that the user can use the Internet after activating the
account. After this duration, the account will self-expire.

» Policy Name: Select policy to be applied upon login when user purchases this billing plan.

» Price: The price charged for this billing plan.
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Create On-demand User: The administrator can create on-demand user accounts.

(B Create On-demand User

Plan

1

Type
2 hrs 0 mins
10 Mbyte

MiA
MiA
MiA
MiA
MiA
MiA
MiA

M4

Price

10

10

MNIA

MNIA

MNIA

MNIA

MNIA

MNIA

MNIA

MNIA

Status

Enabled

Enabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Function

Create

Create

Create

Create

Create

Create

Create

Create

Create

Create

Manual

Click the Create button for the desired plan, an On-demand User account will be created. Then, click

Printout to print a receipt containing this On-demand User’s information.
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Welcome to NetComm HS1100
Hotspot Internet Service

Username fTug@ondemand

Password ¥ZTkuens
Price AUD 10
Usage 2 hrs 0 mins

ESSID: NetComm_HS1100
Wireless Key :
You first time login must be done before 20081 1/21 12:53:13

The account is valid within 1 days after your first login.

Thank You!

! Printout J ! Close J
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* Billing Report: The administrator can get a complete report or a report for a particular period.

From: |- ¥ Year|= |™ | Month = ™ Day
To: |- ¥ Year|— ™ Month|— E'm.-

» Report All: Click to get a complete report including all the on-demand records. This report shows the

total income as well as the individual accounting record of each plan for all plans available.

» Search: Select a time period to get a period report. This report shows the total income as well as the

individual accounting record of each plan for all plans available for that period of time.

Plan Type Ticket Authorize.Net PayPal SecurePay
Plan1 0
Plan2
Plan3
Pland
Plan5
PlanG
Plan7¥
Plang
Plang
Plan10 0

Total income 30

o TR e R e R e R e R o R R Y i
o o o o o o o o o o O
o o|lololo|lololalalo
Lo A o L e Y o Y s [ B R o [ R s R ]

Report from 2000/01/01 ~ 20081 1/20

Accounts Sold by Ticket 3
Accounts Sold by Authorize.Net ]
Accounts Sold by PayPal 0
Accounts Sold by SecurePay 0
Income from tickets sold for time users 20
Income from tickets sold for volume users 10
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Payment: This section is for hotspot owners to set up an external payment gateway to accept payments when

providing wireless access service to end customers who wish to pay for the service on-line.

M On-demand User Server Configuration

On-demand User Server Configuration

Server Status Enabled
Postfix |nndemand | “i=.g. ondemand. Max: 40 char)
Receipt Header 1 |We|cnme to NetCﬂmr| je.g. Weloome!)
Receipt Header 2 |Hntspnt Internet Seru'i|
Receipt Header 3 | |
Receipt Footer 1 |Thank‘1"uu! =.g. Thank Youl)

I
Receipt Footer 2 | |
|

Receipt Footer 3 |

Serial Port Baud Rate 9600 w
_ O none O $usD © £cBP O €EUR
Monetary Unit
@ {Ingut ather desired maonatary unit, 2.g. ALY

WLAN ESSID INetComm_HS1100 | g andemang)
Wireless Key | |
Remark | {for customar)
Billing Notice Interval & 10mins O 15mins O 20mins
Twin Ticket (O Enable ® Disable
Terminal Server Configuration

Users List Billing Configuration Create On-demand User Billing Report | Payment

Three payment selections include Authorize.Net, PayPal, Secure Pay and Disable. The default is Disable.

External Payment Gateway

O Autharize Met O PayPal ) SecurePay & Disable
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Authorize.Net
Before setting up “Authorize.Net”, it is required that hotspot owners have a valid Authorize.Net account.
Please see Appendix B. Accepting Payments via Authorize.Net for more information about opening an

Authorize.Net account and its related maintenance functions.

» External Payment Gateway / Authorize.Net Payment Page Configuration

External Payment Gateway

() Autharize Met O PayPal O securePay O Disable

Authorize.Net Payment Page Configuration

Merchant Login ID | | .

lMerchant Transaction Key | | .

Payment Gateway URL |http5:.-'.-'seu:ure.auth-:rize.net-'gateway'.-‘transad.dll

® Enable ' Disable

Verify 55L Certificate

[ Trusted CA Management ]
Test Mode O Enable @ Disable -
MDS Hash (2 Enable @ Disable

Merchant ID: The “Login ID” that comes with the Authorize.Net account

Merchant Transaction Key: The merchant transaction key is similar to a password and is used by
Authorize.Net to authenticate transactions.

Payment Gateway URL: The default website address to post all transaction data.

Verify SSL Certificate: This is to help protect the system from accessing a website other than
Authorize.Net.

. Trusted CA Management: Select the version of Trusted Certificate for the system.

O Usa Default C& (& Upload C&

Upload Trusted CA

File Name [ ET.-'\I';'E . ]

Test Mode: In this mode, hotspot owners can post test transactions for free to check if the payment
function works properly.

MD5 Hash: If transaction responses need to be encrypted by the Payment Gateway, enter and
confirm a MD5 Hash value and select a reactive mode. The MD5 Hash security feature enables
merchants to verify that the results of a transaction or transaction response received by their server

were actually sent from the Authorize.Net.
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» Service Disclaimer Content / Credit Card Payment Page /Client’'s Purchasing Record

We may collect and store the following personal :J
information: —
email address, physical contact information, credit card
number=s and transactional information based on your

activities on the Internet service provided by us.

= -

Plan Enable/Disable Guota Price
1 ®Enable O Disable 2 hrs 0 mins 10
2 ®Enable O Disable 10 Mbyte 10
3 Enable Disable
4 Enable Disable
5 Enable Dizable
B Enable Dizable
7 Enable Disable
8 Enable Disable
9 Enable Disable
10 Enable Dizable

Invoice Mumber |— otspot |-| ....... 1 | - []Reset

Description |Internet ACCesSsS | -

Service Disclaimer Content: View the service agreement and fees for the standard payment gateway
services as well as add or edit the service disclaimer content here.

Credit Card Payment Page Billing Configuration: These 10 plans are the plans in Billing
Configuration, and the desired plan(s) can be enabled.

Client’s Purchasing Record:

Invoice Number: An invoice number may be provided as additional information against a transaction.
This is a reference field that may contain any kind of information.

Description: Enter the product/service description (e.g. wireless access service).

Email Header: Enter the information that will appear in the header of the invoice.
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» Credit Card Payment Page Fields Configuration / Credit Card Page Remark Content

Credit Card Payment Page Fields Configuration

Itemn Displayed Text Required
Credit Card Number |Credit Card Number | .
Credit Card Expiration Date |Credit Card Expiration Date | .
First Hame |First Mame | .
Last Name |Last Name |-
|Caru:| Type | .
[¥] card Type ¥ visa [¥] American Express
[¥] Master Card [¥] Discover
[¥] Card Code |Card Code | -
[¥] E-mail [E-mail |- n
[Jcustomer ID |Rnum Mumber | . F
[#] company |CEIITI|:IEIH'5-' | . O
[¥] Address |Address | - O
[ city (city | - O
State |State |- n
M zip \Zip |- O
[¥] Country | Country | - O
[¥] Phone \Phone | - O
[] Fax Fax | - O

*Displayed text fields must be filled.

Credit Card Payment Page Remark Content

¥You must f£ill in the correct credit card number and ﬂ
expiration date. Card code is the last 3 digits of the —
gecurity code located on the back of your credit card. If ﬂ

Item: Check the box for the items that will show on the customer’s online payment interface.
Displayed Text: Enter what needs to be shown in this field.

Required: Check the box for the items that will show as required fields.

Credit Card Number: Credit card number of the customer. The Payment Gateway will only accept
card numbers that correspond to the listed card types.

Credit Card Expiration Date: Expired date of the credit card. This should be entered in the format of
MMYY (month & year). For example, if it is expired on July 2005, it should be entered as 0705.

First Name: The first name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter John in the First Name field indicating
this customer’s first name.

Last Name: The last name of a customer associated with the billing or shipping address of a
transaction. In the case when John Doe places an order, enter Doe in the Last Name field indicating

this customer’s last name.
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Card Type: This value indicates the level of match between the Card Code entered on a transaction

and the value that is on file with a customer’s credit card company. A code and narrative description are
provided indicating the results returned by the processor.

Card Code: The three- or four-digit code assigned to a customer’s credit card number (found either on
the front of the card at the end of the credit card number or on the back of the card).

E-mail: An email address may be provided along with the billing information of a transaction. This is the
customer’s email address and should contain an “@” symbol.

Customer ID: This is an internal identifier for a customer that may be associated with the billing
information of a transaction. This field may contain any kind of information.

Company: The name of the company associated with the billing or shipping information entered on a
given transaction.

Address: The address entered either in the billing or shipping information of a given transaction.

City: The city is associated with either the billing address or shipping address of a transaction.

State: A state is associated with both the billing and shipping address of a transaction. This may be
entered as either a two-character abbreviation or the full text name of the state.

Zip: The ZIP code represents the five or nine digit postal code associated with the billing or shipping
address of a transaction. This may be entered as five digits, nine digits, or five digits - four digits.
Country: The country is associated with both the billing and shipping address of a transaction. This
may be entered as either an abbreviation or full value.

Phone: A phone number is associated with both a billing and shipping address of a transaction. Phone
number information may be entered as all numbers or it may include parentheses () or dashes (-) to
separate the area code and number.

Fax: A fax number may be associated with the billing information of a transaction. This number may be
entered as all numbers or contain parentheses () and dashes (-) to separate the area code and
number.

Credit Card Payment Page Remark Content

Enter additional details for the transaction such as Tax, Freight and Duty Amounts, Tax Exempt status,

and a Purchase Order Number, if applicable.
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PayPal

Before setting up “PayPal’, it is required that the hotspot owners have a valid PayPal “Business Account”.
Please see Appendix C. Accepting Payments via PayPal for more information about setting up a PayPal
Business Account, relevant maintenance functions, and an example for clients.

After opening a PayPal Business Account, the hotspot owners should find the “Identity Token” of this

PayPal account to continue “PayPal Payment Page Configuration”.

» External Payment Gateway / PayPal Payment Page Configuration

External Payment Gateway

O Authorize Net & PayPal O SecurePay (O Disable

PayPal Payment Page Configuration

Business Account | | .

Payment Gateway URL |h’rt|:|s:J's‘-,wpw.pa'fpal.c:cumcgi—him‘w‘ehscr | -
Identity Token | | -
@ Enable O Disable
Verify 5L Certificate
v [ Trusted CA Management ]
Currency | UsD (U.S. Dollar) w |

Business Account: The “Login ID” (an email address) that is associated with the PayPal Business
Account.

Payment Gateway URL: The default website address to post all transaction data.

Identity Token: This is the key used by PayPal to validate all the transactions.

Verify SSL Certificate: This is to help protect the system from accessing a website other than PayPal

Currency: The currency to be used for the payment transactions.
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» Service Disclaimer Content / Billing Configuration for Payment Page

We may collect and store the following personal :J
information: —
email address, physical contact information, credit card
numbers and transactional information based on your

activities on the Internet service provided by us.

If the information vou provide cannot be wverified, we may :j'

Plan Enable/Disable Quota Price
1 ®Enable (O Disable 2 hrs 0 mins 10
2 ®Enable O Disable 10 Mbyte 10
3 Enable Dizable
4 Enable Dizable
5 Enable Disable
& Enable Disable
7 Enable Disable
8 Enable Dizable
8 Enable Disable
10 Enable Disable

Service Disclaimer Content: View the service agreement and fees for the standard payment gateway
services as well as add or edit the service disclaimer content here.
Billing Configuration for Payment Page: These 10 plans are the plans in Billing Configuration, and

the desired plan(s) can be enabled.
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» Client’'s Purchasing Record / PayPal Payment Page Remark Content

Invoice Number | l-| | - O Reset
Description (Item Mame) |Internet ACCESS -
Title for Message to Seller |Specia| Mote to Seller | -

{ A )Payvment i= accepted wia PayPal. PavPal enabkle= vou to ﬂ
zend payments securely online using PavPal account, a —
credit card or bank account. Clicking on "Buy Now" button, j

. honly . Cancel

Client’'s Purchasing Record:

Invoice Number: An invoice number may be provided as additional information against a transaction.
This is a reference field that may contain any kind of information.

Description: Enter the product/service description (e.g. wireless access service).

Title for Message to Seller: Enter the information that will appear in the header of the PayPal payment
page.

PayPal Payment Page Remark Content: The message content will be displayed as a special notice
to end customers in the page of “Rate Plan”. For example, it can describe the cautions for making a

payment via PayPal.
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SecurePay
Before setting up “SecurePay”, it is required that the hotspot owners have a valid SecurePay “Merchant

Account” from its official website. Please see Appendix D. Accepting Payments via SecurePay for more
information about setting up a SecurePay Account, relevant maintenance functions, and an example for

clients.

External Payment Gateway

O Authorize.Net C}F'a'y'F'al @'SecureF’a‘y O Disable

Merchant ID I:I -

Merchant Password | | .

Payment Gateway URL |https:m'-.-ww.securepay.cnm.aurxmIapiipayment -

® Enable O Disable
Verify 551 Certificate [

Trusted CA Management ]

Currency |AUD [Australian Dollar) w

We may collect and store the following personal
information:

physical contact information, credit card numbers and
transactional information based on your activitie=s on the
Internet service provided by us=s.
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Plan Enable/Disable Quota Price
®Enable O Disable 2 hrs 0 mins 10
2 ®Enable O Disable 10 Mbyte 10
3 Enable Disable
4 Enable Disable
5 Enable Dizable
B Enahble Disahle
7 Enable Disable
8 Enable Disable
9 Enable Dizable
10 Enahble Disahle

You must £ill in the correct credit card number and
expiration date. Card code is the last 3 digits of the
security code located on the back of your credit card.

KNS

:

| Apply J
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» Payment Page Configuration

Merchant ID: The ID that is associated with the Business Account.
Password: This is the key used by Secure Pay to validate all the transactions.
Payment Gateway URL: The default website address to post all transaction data.
Verify SSL Certificate: This is to help protect the system from accessing a website other than Secure
Pay.
Currency: The currency to be used for the payment transactions.
» Service Disclaimer Content
View the service agreement and fees for the standard payment gateway services as well as add or edit
the service disclaimer content here.
» SecurePay Payment Page Billing Configuration
These 10 plans are the plans in Billing Configuration, and the desired plan(s) can be enabled.
» SecurePay Payment Page Remark Content

The message content will be displayed as a special notice to end customers.
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Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 40 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list.

Black List Configur ation

Select Black List: | 1:Blacklistl "I

Name |El lacklistl

User Remark Dealete l

(Total:0) First Prev Mew Last

Add User to List

* Select Black List: There are 5 lists to select from for the desired black list.
* Name: Set the black list name and it will show on the pull-down menu above.
* Add User to List: Click the hyperlink of “Add User to List” to add users to the selected black list.

Add Users to Blacklist Blacklist1

No Username Remark

1

2

10

[n7]
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After entering the usernames in the “Username” fields and other information in the “Remark” field (not

required).

Add Users to Blacklist Blacklist1

Item Username Remark

1 |J0hn | |cnmputerhacker |

2 ancy ] |

3 |Ka|een | | |

4 | | | |

5 | | | |

Click Apply to add these users.

lzer John' has been added!
Iser Mancy' has be

Jser ¥alean hat bean added!

Add Users 1o Blacklist Blacklisi 1

Fremy 5o name Rk

sdded!

1

=
&

3

To remove a user from the black list, select the user’s “Delete” check box and then click the Delete button to

remove that user from the black list.

Black List Configuration
Select Black List:
Name |El|ack|ist1
User Rermark
John computer hacker F
Mancy
Kalean

(Total:3) First Prev Mext Last

Add User to List
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Policy Configuration

Every Policy has three profiles, Firewall Profile, Specific Route Profile, and Schedule Profile as well as one

Bandwidth setting for that policy.

Policy Configuration
Select Policy: | Policy A+
Firewall Profile Setting
Specific Route Profile Setting

Total Bandwidth Unlimited

Schedule Profile Setting

Individual Maximum Bandwidth | Unlimited
Individual Request Bandwidth  |None v

Maximum Concurrent Sessions | Unlimited % |sessions per user

* Firewall Profile
Click the hyperlink of Setting for Firewall Profile, the Firewall Profiles list will appear. Click the numbers of
Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will show on the list.

Check Active to enable that rule.

Firewall Profiles

Sounce
Filter Rule Wem  Active  Action Hame Protocol MAC
Destination
ANY
O Block AL
AMY
AMNY
¥ ™ Block ALL
AN
ANY
3 . Block ALL
AMNY
ANY
4 O Block ALL
AMY
ANY
-] ] Block ALL
ANY
Edit Filter Rule
Rule Item: 1
Rule Name:l ™ Enable this Rule
Action :IEHDCk 'l Protocol [ALL *
Source MAC Address: I {For Specific MAC Address Filter)
Start End
Interface IF Subnet Mask Port Port
Source  [ALL =l 255,265 255,256 ¢32) 7] | |
Destination [ALL =l 255,255 265,256 ¢32) 7] | |
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Rule Item: The rule selected.

Rule Name: The rule name can be changed here.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block. “Block” is to prevent packets from passing. “Pass” is
to permit packets passing.

Protocol: There are three protocols to select from, TCP, UDP and ICMP. Or choose ALL to use all three
protocols.

Source MAC Address: The MAC address of the source IP address. This is for specific MAC address filter.
Source/Destination Interface: There are five interfaces to choose from, ALL, WAN, Wireless, Public LAN
(LAN1/LANZ by default) and Private LAN (LAN3/LAN4 by default).

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.

Source/Destination Start/End Port: Enter the range of source and destination ports.

Specific Route Profile

Click the hyperlink of Setting for Specific Route Profile, the Specific Route Profile list will appear.

Specific Route Profile

Destination Gateway
Route em Default
P Address Subnet Netmask IP Address
1 | | 255255 265255 (32) =] | O
2 | | 255 255255 255 (132) =] || C
[ | 255.255 255 255 (32) =] | m
4 | |255.255.256.255 432 =] | O
5 | [255.255 255 255 i3 2) =] || =
B | | 255255 255 255 (32) =] | O
7 | | 255.255.255 255 (132) =] | O
8 [ | 256 255 255 255 132) =] | =
9 | | 255255256255 132) 7] | o
0 | | 255255 255 255 032) =] | m

Profile Name: The profile name can be changed here.

IP Address: The destination IP address of the host or the network.

Subnet Netmask: Select a destination subnet netmask of the host or the network.
IP Address: The IP address of the next router to the destination.

Default: Check this option to apply the default value.
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Schedule Profile
Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select “Enable” to show
the list. This function is used to restrict the time that the users can log in. Please enable/disable the desired time

slot(s) and click Apply to save the settings. These settings will become effective immediately after clicking the

Apply button.

Profile Name: LSihedUlel @ Enable © Disable

Login Schedule Profile

HOUR SUN MON TUE WED THU FRI SAT
0 V 7 = ica 7 = 7
1 I I3 = e = 2 73
2 ¥ i W I3 = b ¥

¥ 3 = 2 W W 7

4 [~ [ =] ~ [~ V¥ =

5 3 I3 = e = = 7

B I I3 =2 e = 2 73

T ¥ I3 7 I3 7 7 ¥

g ¥ 3 = I W W W

g [ [ = ~ [~ W =

10 I I W v 3 7 7

Total Bandwidth

Choose one bandwidth limit for that particular policy.

Individual Maximum Bandwidth

Choose one maximum bandwidth for that particular policy.

Individual Request Bandwidth

Choose one individual bandwidth limit for that policy, from none to 54Mbps.
Maximum Concurrent Sessions

The concurrent sessions for each user, it can be restricted by administrator.
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Guest User Configuration

This function can permit guests to log into the system. Select “Enable Guest User” and click Apply to save the

settings.

Guest User Configuration

% Enable Guest User ¢ Disable GuestUser

Guest User _ist

Guest User Configuration Policy INE'”E :"
Session Length IE vl hours

Idle Timer |1 0 minutes  s(Range: 1-149m)

* Guest User List: HS1100 allows 10 guest users to log in. To activate a guest user, just enter the password in
the corresponding “Password” field for that guest account. Guest accounts with blank password will not be

activated.

Guest Users List

tem Username Password
1 guest! [13RDEY |
2 guest? \qTB00FT |
3 guest3 | |
4 guestd | |
5 guests | |
B auest | |

* Policy: Select one policy to apply to.

* Session Length: This restricts the connection time of the guest users. The default session length is 6 hours and
the available session time ranges from 1 to 12 hours or unlimited.

* Idle Timer: If a guest user has been idled with no network activities at all, the system will automatically kick out

the user. The Idle timer can be set in the range of 1~1440 minutes, and the default idle timer is 10 minutes.

83

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual
Additional Configuration

M Additional Configuration

Additional Configuration
Idle Timer: |10 minutes  ={Rangs: 1-1240)
F Multiple Login (On-demand and RADIUS suthentication do NOT support
User Control multiple lagin.}
Display a confirm message boxwhen users try to close the "Login
Success” page
Session Timeout: 120 *(Range: 5-1440)
Roaming Out i ] X . )
Timer ldle Timeout: 10 (Range: 1-120)
Interim Update: 5 *(Range: 1-120)
Internet
Connection hitp:if | wWww.google.com.au
Detection
) ) -
Upload File Cerificate Login Fage LogoutPage Lodgin Success Page

Login Success Page for On-Demand  Logout Success Page

Volume O Enabled & Disable
Credit Reminder

Time () Enabled & Disable

POP3 Message Edit Mail Message

Enhance User
Authenticate

SMTP Redirect | () Enabled (® Disable

Permit MAC Address List

User Control: Functions under this section applies for all general users.

» Idle Timer: If a user has been idled with no network activities at all, the system will automatically kick out
the user. The Idle timer can be set in the range of 1~1440 minutes, and the default idle timer is 10
minutes.

» Multiple Login: When enabled, a user can log in from different computers with the same account. (This

function doesn’t support On-demand users and RADIUS authentication method.)

Roaming Out Timer
»  Session Timeout: Maximum session timeout.
> Idle Timeout: Maximum idle timeout.

» Interim Update: Constant records update time interval.

Internet Connection Detection: Enter a specific URL or IP address to which HS1100 will send packets for
detecting network connection status. If there is a problem in the connection in the WAN port of HS1100, and the

URL or IP address specified cannot be reached, there will be a message appearing on users’ login screen
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showing the Administrator Info, which can be set in 4.1.2 System Information section.
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Upload File

»  Certificate: The administrator can upload new private key and customer certification. Click the Browse
button to select the file for the certificate upload. Then click Apply to complete the upload process;

otherwise click Use Default Certificate to use the default one.

[Uploacl File]

. |Login Page Logout Page Loqin Success Page
ess Page for On-Demand  Logout Success FPage

Upload Certificate

Private Key | | Browss__]

Customer Certificate | | Browss__]

Certification Path Verification ) Enable & Disable

[ Use Default Cerificate ]

Click Use Default Certificate to use the default certificate and key.
You just overwrite with default KEY & default CA file

1. Certification Pass Verification

It helps to verify validity of the entire

‘i Cartification Path ==

| General | Detalis | Certficaton Path Root Certificate
Certification path |

g ¥ SERDLES __— Intermediate Certificate

“pJ ipsCA CLASEA1 Certificabion Autherity
A | eclass lasalle. edu bk !

T I Wobsite Ceriificate
|

2. Alert Message

. Administrators’ alert message is shown when any invalid certificate in the chain found.
Upload Certificate

Cenification Path lu';;rifi{a:mn is failed.

. Users’ alert message is shown when any invalid certificate in the chain found.

2
‘@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

we recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

(=]

Continue to this website (not recommended).

© More information
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3. How to avoid Alert Message

. For Clients, to install Root and Intermediate Certificates:
1. Obtain ALL certificate files Offline and save them on your desktop.
2. Click to Install Root CA and Intermediate certificates.

. For Administrators, to install Website Certificate:
1. Go to “Additional Configuration >> Upload Files>> Certificate”

2. Upload “Private Key” and “Customer Certificate” to HS1100

» Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading an edited page, or downloading a specific page from the designated
website. After finishing the setting, click Preview to see the login page.

a. Choose Default Page to use the default login page.

M Upload Login Page

Login Page Selection for Users
& Default Page O Template Page
O Uploaded Page O External Page
Default Page Setting

This is default login page for users.
You could click preview link to preview the default login page.
Thanks.

Apply _ Cancel
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Welcome to User Login page!

Please enter your user name and password to sign in.

Username: | |

Password: | |

t Submit J { Clear J l Remaining J

[] Remember Me
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b. Choose Template Page to make a customized login page here. Click Select to pick a color and then fill

in all of the blanks. Click Preview to see the result.

Login Page Selection for Users

(O Default Page
(O Uploaded Page () External Page

Template Page Setting

Color for Title Background | |CC0000 | Select (RGB values in hex mode)
Color for Title Text FFFFFF | Select (RGB values in hex mode)

Color for Page Background |[FFFFFF Select (RGB values in hex mode)
Color for Page Text 000000 | gelect (RGB values in hex mode)

Title |UserLogin FPage |
Welcome [welcome To User Login Page |
Information |F'Iease Enter Your Mame and Passward to Sign In |
Username |Username |
Password |F'assw0rd |
Submit [submit |
Clear |Clear |
Remaining [Remaining |
Copyright |copyriaht (c) |
Remember Me [Remember he |
Logo Image File [ Freview and Editthe Image File |

Background Image File [ Preview and Editthe Image File ]

v' Logo Image File: Customized logo can be edited with this function. The area circled in red in the

following image is the position of Logo.
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Welcome To User Login Page
Please Enter Your Name and Password to Sign In

Username | |

Password | |

[Submit] [Clear] [ Remaining J

[[] Remember Me
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Click on Preview and Edit the Image File to enter the editing interface as below.

Click on Browse to locate the desired image, and press Upload File to upload the file (the Logo file
size limit is 10 Kbytes and 120x60).

Upload File: [GADacuments and Sett|[ Browss. ]| Upload File

Delete Current File: [ Delete Current File ]

The Laogao file size limitis 10 Khytes and 120x60.

A warning message will appear. Click OK to complete the upload process.

Background and Image File: Click on Preview and Edit the Image File to enter the editing
interface. Repeat the steps of uploading logo image to upload the desired background image.
After the logo and background image upload process is completed, the new login Template Page
can be previewed by clicking Preview button at the bottom. The built-in login Template Page is

shown as below.

User Login Page

Welcame To User Login Page
Please Enter Your Name and Password te Sign In

Submit | [Ciear] [ Remaining

] Rememeer Mg

Lopyeight (e}

Upload File: | | [Browse.. ]| Upload File

Delete Current File: [ Delete Current File ]

The Background file size limitis 100 Kbytes.
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Choose Uploaded Page to upload a new/edited login page. Click the Browse button to select the file for

uploading. Then, click Submit to complete the upload process.

Login Page Selection for Users

) Default Page O Template Page
& Uploaded Page ) External Page

Uploaded Page Setting
File Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload Images
Preview

After the upload process is completed, the new login page can be previewed by clicking Preview button

at the bottom.

The admin-defined login page must include the following HTML codes to provide the necessary fields for
username and password.

<form action="us erlogin.s htmIl” method="post” name="E nter”=>

<input type="text” name="myus ername >

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

<input type="reset” name="clear” value="Clear”=>
</form>=

If the admin-defined login page includes an image file, the image file path in the HTML codes must be the

filename of the image file to be uploaded.
<img src="images/ xx.jpg"=

Then, enter or browse the filename of the images to upload in the “Upload Images” field on the “Upload
Images Files” page and then click Submit. The system will show the used space and the maximum size
of the image file of 512K. If the administrator wishes to restore the factory default of the login page, click

the Use Default Page button to restore it to default.
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Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse... I
Submit |

After the image file is uploaded, the file name will show on the “Existing Image Files” field. The

administrator can check the file and click Delete to delete that file.

Existing Image Files :
1102474548 7azen.gif [

>> How to edit “Terms of Use” or “Service Disclaimer” page:

In HS1100, the client first gets a login page when he/she opens a web browser right after associating with
an access point. However, in some situations, the hotspot owners or MIS staff may want to display “terms
of use” or announcement information before the login page. Hotspot owners or MIS staff can design a
new disclaimer/announcement page and save the page in their local server. After the agreement shown
on the page is read, users are asked whether they agree or disagree with the disclaimer. By clicking “I
agree”, users are able to log in. If users choose to decline, they will get a popup window saying they are
unable to log in. The basic design is to have the disclaimer and login function in the same page but with

the login function hidden until users agree with the disclaimer.

If the disclaimer page is successfully uploaded, an upload success page will show up.

Successful!
You just uploaded page:default_login_with_disclaimer.html
Ereview
Click “Preview” to see the uploaded page.
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;

We may collect and store the following personal ]
information:

e-mail address, physical contact information,
credit card numbers and transactional information
hased on your activities on the Internet service
provided by us.

If the information you provide cannot be
verified, we may ask you to send us additional
information [(such as wyour driver license, credit
card statement, and/or a recent utility bill or
other information confirming wyour address), or to
answer additional guestions to help wverify your

information.)
=l
[ | agres.
i+ | disagree.
et

“ -4

Click here to purchase by Cradit Card Online.

If the user checks “1 agree” and clicks Next, then he/she is prompted to fill in Login Name and Password.

Welcome to User Login page!

Please enter your user name and password to sign in.

Username: | |

Password: | |

Submit J { Clear J l Remaining

[] Remember Me

If the user checks “I disagree” and clicks Next, a window shown as below will pop up to tell the user that

he/she cannot log in.

Microsoft Internet Explorer .IJ

IE You disagres with the diclaimer, therefore you wil NOT be sble Lo log in,
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Choose External Page and get the login page from the designated website. Enter the website address

in the “External Page Setting” field and then click Apply.

Login Page Selection for Users

) Default Page O Template Page
O Uploaded Page & External Page

External Page Setting

External URL : | hitp:if

Preview

The External Page prepared to be downloaded here must have the following HTML codes to ensure the

system can work properly

<form action=[‘http:Hip_address!loginpages!userlogin.shtml“ method="post” name="Enter">

<input type="text" name="myusername”>

<input type="password” name="mypassword">
<input type="submit” name="submit” value= “Enter">
<input type="reset” hame="c¢lear” value="Clear">

<fform=

URL in Absolute Path (need to specify the full path so the
external web server knows where to find " userlogin.shtml")

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom

of this page.

Logout Page: The administrator can apply a new/edited logout page here. The process is similar to that of

Login Page.
Upload Logout Page
File Name I Browse.,
Submit I Use Default Page |
Existing Image Files :
Total Capacity: 512 K
Now Used: 0 K
Upload image Files
Upload images | Browsze. .

Submit

Prrevviemy
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The different part is the HTML codes of the admin-defined logout page must include the following HTML

codes to allow users to enter the username and password. After the upload is completed, the admin-defined
logout page can be previewed by clicking Preview at the bottom of this page. If the administrator wants to

restore the factory default setting of the logout interface, click the “Use Default Page” button.

<form action={"http:llip_addressiloginpagesiuserlogout.shtml” |method="post” name="Enter">

<input type="text” hame="myusername">

<input type="password” name="mypassword”>

<input type="submit” name="submit" value= “Logout”>
<input type="reset” name="clear” value="Clear”>

<[form=>

URL in Absolute Path (need to specify the full path so the
external web server knows where to find " userlogout.shtml")

Login Success Page: The administrator can use the default login success page or get the customized
login success page by setting the template page, uploading an edited page or downloading a specific page
from the designated website. After finishing the setting, click Preview to see the login success page.

a. Choose Default Page to use the default login success page.

Login Success Page Selection for Users

@DefaultF’age OTempIate Fage
) Uploaded Page O External Page
Default Page Setting

This is default success login page for users.
You could click preview link to preview the default success login page.
Thanks.

Preview
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b. Choose Template Page to make a customized login success page here. Click Select to pick a color and

then fill in all of the blanks. Click Preview to see the result first.

Login Success Page Selection for Users

O Default Page ® Template Page
lOUpIoaclecl FPage O External FPage
Template Page Setting

Color for Title Background I:I Select (RGB values in hex mode)
Color for Title Text I:I Select (RGB values in hex mode)

Color for Page Background | | Select (RGB values in hex mode)

Color for Page Text | |select ReBvalues in hexmode)

Title |Login Succeed Page |
Welcome |He||0 |
Information |Please click this button to |
Logout |L0g0ut |
Information2 [Thank you |
Login Time |Login Time |

Preview
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c. Choose Uploaded Page and upload a new/edited login success page. Click the Browse button to

select the file for uploading. Then, click Submit to complete the upload process.

Login Success Page Selection for Users

O Default Fage OTempIate Fage
@Upl-:laded Fage O External Page

Uploaded Page Setting

File Hame

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 K
Upload Image Files

Upload Images

After the upload process is completed, the new login success page can be previewed by clicking Preview

button at the bottom.

Enter or browse the filename of the images to upload in the “Upload Images” field on the “Upload Images
Files” page and then click Submit. The system will show the used space and the maximum size of the
image file of 512K. If the administrator wishes to restore the factory default of the login success page, click

the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse... I
Submit |

After the image file is uploaded, the file name will show on the “Existing Image Files” field. The

administrator can check the file and click Delete to delete the file.

Existing Image Files :
1102474548 7azen.gif [
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d. Choose External Page and down a specific login success page from the designated website. Enter the

website address in the “External Page Setting” field and then click Apply. After applying the setting,

the new login success page can be previewed by clicking Preview button at the bottom of this page.

Login Success Page Selection for Users

O Default Page (O Template Page
(O Uploaded Page (3 External Page

External Page Setting

External URL: |http://

Login Success Page for On-Demand: The administrator can use the default login success page for
on-demand users or get the customized login success page by setting the template page, uploading an
edited page or downloading a specific page from the designated website. After finishing the setting, click
Preview to see the login success page for on-demand users.

a. Choose Default Page to use the default login success page for on-demand users.

Login Success Page Selection for on-demand Users

® Default Page O Template Page
O Uploaded Page O External Page

Default Page Setting
This is default success login page for on-demand users.

You could click preview link to preview the default login success page.
Thanks.

Preview
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b. Choose Template Page to make a customized login success page for on-demand users here. Click

Select to pick a color and then fill in all of the blanks. Click Preview to see the result first.

I cgin Sucecess Page Selection for on-demand llsers

(O Defaut Pzge
O UploadedPace

emplate Page
O External Page

Template Page Satting

Color for Title Background Selec: (RGB values in hex mode)

Color fon Title Texl

Calor for Page Backaround

Color for Page Text

Title [Login Succeed Mage for on-demand |
Welcome [welcome |
Informaticn [Please click this button to |
Logout |Logout |
Information2 [Thankyou |
Remaining Usage |Remaning Usage |
Day Day |
Hour |chr |
Min [utin |
Sec |Sec |
Login Tims [Login Time |
Redeem [Redeem |
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c. Choose Uploaded Page and click the Browse button to select the file for uploading. Then, click Submit

to complete the upload process.
Login Success Page Selection for on-demand Users

O Default FPage OTempIate FPage
(® Uploaded Page O External Page

Upload Login Success Page for on-demand
File Hame

Existing Image Files:
Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload Images

After the upload process is completed, the new login success page for on-demand users can be previewed

by clicking Preview button at the bottom.

If the admin-defined login success page for on-demand users includes an image file, the image file path in

the HTML codes must be the image file to be uploaded.
<img src="images/ xx.jpg"=

Enter or browse the filename of the images to upload in the Upload Images field on the Upload Images
Files page and then click Submit. The system will show the used space and the maximum size of the image
file of 512K. If the administrator wishes to restore the factory default of the login success page for

on-demand users, click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse... I
Submit |

After the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file

and click Delete to delete the file.

Existing Image Files :
1102474548 7azen.gif [
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d. Choose the External Page selection and get the login success page for on-demand users from a

specific website. Enter the website address in the “ External Page Setting” field and then click Apply.
After applying the setting, the new login success page for on-demand users can be previewed by
clicking Preview button at the bottom of this page.

Login Success Page Selection for on-demand Users

O Default Page O Template Page
O Uploaded Page

. ® External Page

External Page Setting

External URL: |hitp://

Preview

»  Logout Success Page: The administrator can use the default logout success page or get the customized
login success page by setting the template page, uploading the page or downloading from a specific
website. After finishing the setting, click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users

() Default Page (O Template Page
(O Uploaded Page (O External Page
Default Page Setting

This is default logout success page for users.
You could click preview link to preview the default logout success page.
Thanks.

Preview

b. Choose Template Page to make a customized logout success page here. Click Select to pick up a color
and then fill in all of the blanks. Click Preview to see the result first.

Logout Success Page Selection for Users

ODefauItPage emplate Page

O Uploaded Page (O External Page

Template Page Setting
Color for Title Background Select (RGB values in hex mode)
Color for Title Text Select (RGB values in hex mode)
Color for Page Background Select (RGB values in hex mode)
Color for Page Text Select (RGB values in hex mode)
Title Logout Succeed Page
Information Logout successfully
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c. Choose Uploaded Page and click the Browse button to select the file for the logout success page

upload. Then click Submit to complete the upload process.

Logout Success Page Selection for Users

) Default Page (O Template Page
(® Uploaded Page (O External Page

Upload Logout Success Page
File Hame

Existing Image Files:
Total Capacity: 512 K
Now Used: 0 K

Upload Image Files
Upload Images

After the upload process is completed, the new logout success page can be previewed by clicking Preview

button at the bottom.

If the user-defined logout success page includes an image file, the image file path in the HTML code must

be the filename of the image file to be uploaded.
<img src="images/ xx.jpg"=

Enter or browse the filename of the images to upload in the “Upload Images” field on the “Upload Images
Files” page and then click Submit. The system will show the used space and the maximum size of the
image file of 512K. If the administrator wishes to restore the factory default of the logout success page, click

the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse... I
Submit |

After the image file is uploaded, the file name will show on the “Existing Image Files” field. The

administrator can check the file and click Delete to delete it.

Existing Image Files :
1102474548 7azen.gif [
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d. Choose External Page and get a specific logout success page from the designated website. Enter the

website address in the “External Page Setting” field and then click Apply. After applying the setting,
the new logout success page can be previewed by clicking Preview button at the bottom of this page.
Logout Success Page Selection for Users

(O Default Page O Template Page
OUDI-Jaded Fage @ External Fage

External Page Setting

External URL: |hitp:!/

Preview

Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit
runs out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is

1Mbyte and the level for Time is 5 minutes.

Volume ® Enabled O Disable
1 Mbyte  -(Rangs: 1-10; Dafsult: 1
Credit Reminder

Time ® Enabled O Disable

5 minutes  ={Rangs: 1-20; Default 5

POP3 Message: Before users log into the network with their usernames and passwords, users will receive a

welcome mail from HS1100. To edit the content, click the hyperlink of Edit Mail Message to enter the text edit

page.

Edit Mail Message

b

<!DOCTYFE HTML PUBLIC "-//W3C//DTD HTML
1//EN"

<META HTTB-EQUIV="C
CONTENT="text/html;
</HERD>

<B0DY>

<DIV>

<DIV>

<FONT face="Times New Roman" size=@>
ROD

ontent-Type"
charset=us-—-ascii">

Text

<STRONG>Welcome!< /5T
</FONT>

</DI

<DIV>

<FONT s5ize=4><S5TRONG»</STRONG>

</FCNT> =]
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* Enhance User Authentication: If enabled, only the users with their MAC addresses in this list can log into

HS1100. However, user authentication is still required for these users. To specify the MAC addresses, click the

hyperlink of Permit MAC Address List to enter the “MAC Address Control” page and fill in the MAC

addresses. Select Enable and then click Apply.

MAC Address Control

" Enable ' Dizable

Item MAC Address
1 I
3 I
5 I
7 I
] I

ftem

10

MAC Address

—
—
—
—
—

& The format of the MAC address is: XX:XX:XX: XX XX:XX O XX-XX-XX-XX-XX-XX.

* SMTP Redirect: If enabled, please configure IP address of SMTP server and the port number of the SMTP

server here.

® Enabled O Disable
SMTP Redirect

SMTP Server]

Port|
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Network Configuration

This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Walled Garden AD List, Proxy Server Properties and Dynamic DNS.
® Network Configuration

Hetwork Configuration

Hetwork Address HS1100 provides 3 types of network address franslation: Static
Translation Assignments, Public Accessible Server and IP/Port Redirect.

System provides Privilege IP Address List and Privilege MAC
Privilege List Address List. System will MOT control the netwark access ofthose
listed devices.

Systern can monitor up to 40 network devices with the defined
probe interval and retrying.

Upto 20 hosts” URL could be defined in Walled Garden List. Clients
may access these URL without authentication.

Up to 10 websites' URL could be defined in Walled Garden Ad List.
Clients may access these URL without authentication.

Maonitor IP List

Walled Garden List

Walled Garden AD List

H31100 supports up to 10 external proxy servers.
Systemn can redirect traffic to external proxy server into built-in proxy
SEMVEr.

Proxy Server
Properties

Dynamic DNS H31100 supports dynamic DME (DDMNS) feature.
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Network Address Translation

Set the configuration for Static Assignments, Public Accessible Server and Port and Redirect.

Hetwork Address Translation

Static Asskpuneins

Public Accessible Servel

L L act

* Static Assignments
The administrator can define mandatory external to internal IP mapping, so that a client on HS1100's WAN can
access the managed machine (e.g. a PC, a system) on HS1100's LAN by accessing the external IP. There are
40 sets of static Internal IP Address and External IP Address available. Enter Internal and External IP
Addresses as a set. After the setup, accessing the WAN will be mapped to access the Internal IP Address.

These settings will become effective immediately after clicking the Apply button.

frean T ik 1 Adebrosis External I° Address
i - -
i I
r r
1 I L
: ] EE—
r A
y I [
I |

{Total 411 I'-_!L_ﬂ |'-_'L|=__"-' H.E'ﬂ Lﬂ.ﬂ

* Public Accessible Server
This function allows the administrator to set 40 virtual servers at most, so that client devices outside the
managed network can access these servers within the managed network. Different virtual servers can be
configured for different sets of physical services, such as TCP and UDP services in general. Enter the “External
Service Port”, “Local Server IP Address” and “Local Server Port”. Select “TCP” or “UDP” for the service’s
type. In the Enable column, check the desired server to enable. These settings will become effective

immediately after clicking the Apply button.
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Piiblic Accessible Seive
Kein m":;% '-“:d:':::"' Local Server Port Type  Enable
v | | | i =
2 || [ | i [
v | [ | e | o
¢ | | I o [
5| I l i | ©
o || | | :.:.i.f- =
ol | | S | ©
s [ [ | |G
= | AL
I = | AL

(Total40) Elrst Prey Mest Last

Port and IP Redirect

This function allows the administrator to set 40 sets of the IP addresses at most for redirection purpose. When
the user attempts to connect to a destination IP address listed here, the connection packet will be converted and
redirected to the corresponding destination. Please enter the “IP Address” and “Port” of Destination, and the
“IP Address” and “Port” of Translated to Destination. Select “TCP” or “UDP” for the service’s type. These

settings will become effective immediately after clicking Apply.

Destination Translated to Destination
tem Tvpe
IP Address Port IP Addiess Port

TCP
upp
TCP
upp
TCP
UDP

TCP
upp
TCP
upp
TCP
uDp
TCP
upp
TCP
UDpF
TCP
upp
TCP
UDP

o
DID|FDOD OO DD DD DD O

(Total:40) Eirst Prev Mex Last
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Privilege List

Set the configuration for Privilege IP Address List and Privilege MAC Address List.

Privilege List

Pibdlege IP Addiess List

Privilege MAC Ads L

* Privilege IP Address List
If there are workstations inside the managed network that need to access the network without authentication,
enter the IP addresses of these workstations in the “Privilege IP Address List”. The “Remark” field is not
necessary but is useful to keep track. HS1100 allows 100 privilege IP addresses at most. These settings will

become effective immediately after clicking Apply.

Pwilege IP Address List

1 7 —
2 r —r
3 r— ——
s 7 —
5 r | —

Permitting specific IP addresses to have network access rights without going through standard
authentication process at the Public LAN (LAN1/LAN2 by default) may cause security problems.

* Privilege MAC Address List
In addition to the IP address, the MAC address of the workstations that need to access the network without
authentication can also be set in the “Privilege MAC Address List”. HS1100 allows 100 privilege MAC
addresses at most. When manually creating the list, enter the MAC address (the format is XX:XX:XX:XX:XX:XX) as

well as the remark (not necessary). These settings will become effective immediately after clicking Apply.

Privilege MAC Address List

1 [ r
: [ -
3 [ ] r
4 [ ] r
5 ] r

Permitting specific MAC addresses to have network access rights without going through standard
authentication process at the Public LAN (LAN1/LAN2 by default) may cause security problems.
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Monitor IP List

HS1100 will send out a packet periodically to monitor the connection status of the IP addresses on the list. If the
monitored IP address does not respond, the system will send an e-mail to notify the administrator that such
destination is not reachable. After entering the necessary information, click Apply to save the settings. Click
Monitor to check the current status of all the monitored IP. The system supports monitoring on 40 IP addresses
listed in the “Monitor IP List”.

Pudimin Email
Send To
*eeparzte email addresses with a comms
jr.-1c|n|133|' Result
Subject *The host name and detection time will be appended to
subyject aulomatically.
s
Email Body
-
*The host name, remark, and detection fime information waill
be appended to email hody automaticatky.
Send From '
SMTP Server | | Port: [?5 |
Aurth Method MHOMNE "
Send Test Email
Seftings
Enable Monitor IP List
literval 11 Minute v
Prabe Retiy Retry if no response: |3 (Range: 1 -10)
Monitor IP List
tem IPHost Name Remark

: | |

2

3 [ 1

.

5 | |

6 | |

7 | |

g

9

10
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Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the

sender’s e-mail.

Send To: The e-mail address of the person to which the monitoring result is sent. This will be the receiver’s
e-mail.

Interval: The time interval to send the e-mail report.

SMTP Server: The IP address of the SMTP server.

Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Select one authentication method and enter the Account Name, Password
and Domain.

Send Test Email: To test if the settings are correct or not.

Monitor IP Address: The IP addresses under monitoring.

[® Monitor IP Result

Ho IP Address Result

1 192168.111.2 ‘

2 192.168.111.69 .
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Walled Garden List

This function provides certain free services for users to access the websites listed here before login and
authentication. Up to 20 addresses or domain names of the websites can be defined in this list. Users without the
network access right can still have a chance to experience the actual network service free of charge. Enter the

website IP Address or Domain Name in the list and click Apply to save the settings.

M Walled Garden List

Item IPHost Name Item IPHost Hame
1 \www.netcomm.com.au | 2 | |
3 e |
5| s |
T s |
o | o |
1 | | 12 | |
13 | | 14 | |
15 | | 16 | |
17 | | 18 | |
19 | | 20 | |
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Walled Garden Ad List

This function provides advertisement web pages for users to access free advertisement websites listed before login
and authentication. Advertisement hyperlinks are displayed on the user’s login page. Clients who click on it will be
redirected to the listed advertisement websites.

\Walled Garden Ad List

URL Topic )
ltem = Edit Display
Description
1 0
2 O

* Edit: Click Edit to add a new item or make changes. Click Apply, the items will be added and shown in the list.

* Display: Choose Display to display advertisement hyperlinks on the login pages

M@ Walled Garden Ad List

Walled Garden Ad List Item 1

URL |http:waw.netcnmm.cnm.au |

Topic \Hospitality Solution ;

Description |NetCumm Limited |
l; Apply L Clear L Delete @

B Walled Garden Ad List

URL Topic i
[tem - Edit Display
Description
hitp:ifwww . netcomm.com.au Haspitality Solution
p pitality ="

MetComm Limited

5 Edi

(%}
g E EEE
Bl =] | =
| | |=]| =] =] | |=
O oo o 0O

113

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual

Welcome to User Login page!

Please enter your user name and password to sign in.

Username: | |

Password: | |

1

{ Submit J[ Clear J\ Remaining J

[] Remember Me

¥ Hospitality Solution netComm Limited
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Proxy Server Properties

HS1100 supports Internal Proxy Server and External Proxy Server functions. Please select an Access Gateway

and then set the necessary configurations.

External Proxy Server

ltemn Server IP Port

W |

Internal Proxy Server

Built-in Proxy Serve CEnable @ Disable

* External Proxy Server: Under the security management of HS1100, the system will match the External Proxy
Server list to the clients’ proxy settings. If there is not a match, the clients will not be able to reach the login page
and thus unable to access the network. If there is a match, the clients will be directed to the system for
authentication. After a successful authentication, the clients will be redirected back to the desired proxy servers

depending on different situations.

* Internal Proxy Server: HS1100 has a built-in proxy server. If this function is enabled, the clients will be forced to

treat HS1100 as the proxy server regardless of their original proxy settings.

For more details about how to set up the proxy servers, please refer to Appendix F. Proxy Setting.
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Dynamic DNS

Before activating this function, you must have your Dynamic DNS hostname registered with a Dynamic DNS
provider. HS1100 supports DNS function to alias the dynamic IP address for the WAN port to a static domain name,
allowing the administrator to easily access HS1100’s WAN. If the dynamic DHCP is activated at the WAN port, it will

update the IP address of the DNS server periodically. These settings will become effective immediately after clicking

Apply.

[ymamic DNS
DONS (O Enable (& Disable
Prowvider DynDNS.org(Dynamic) »

Host narme
UsernameE-mail

Password Key

[V feoy X Clear ]

* DDNS: Enable or disable this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

* Username/E-mail: The register ID (username or e-mail) for the DNS provider.

* Password/Key: The register password for the DNS provider.

To apply for free Dynamic DNS service, you may go to

» Note: http://www.dyndns.com/services/dns/dyndns/howto.html

116

Download from Www.Somanuals.com. All Manuals Search And Download.


http://www.dyndns.com/services/dns/dyndns/howto.html

Utilities

HS1100 Wireless Hotspot Gateway User Manual

This section provides four utilities to customize and maintain the system including Network Utilities, Change

Password, Backup/Restore Setting, Firmware Upgrade and Restart.

[ Utilities

Hetwork Utilities

Change Password

Backup/Restore
Settings

Firmware Upgrade

Restart

Utilities

Systemn provides network diagnostic tools like PING, Trace Route,
and Show ARF Tahble.

Change the administration passwords for accounts of admin,
manager and operator.

Backup and restore system settings. Administrator may also reset
systemn seftings to factory default.

Update H31100 firmware.

Restart the system.

00
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Network Utilities

The system provides network diagnostic tools like “PING”, “Trace Route”, and “ARP Table”.

M Network Utilities

Hetwork Utilities
PING | [PING ]
Trace Route | |[Start]
ARP Table
Status Done
Address Hiwtype Waddress Flags Mask Iface
192 168.111.69 ether 00:0D:60:77-BC:FB C LAMZLANS
192 168.110.69 ether 00:0D:60:77:BC:FB C LAMILANA
192 16811069 ether 00:0D:60:77-BC:FB C LAMTLAMNZ
1721618 ether 00:01:E1:08:836F C WAN
17216110 ether 00:50:8B:09:15:C8 C WAN
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Change Password

There are three levels of authorities: admin, manager or operator. The default usernames and passwords are as
follows:
Admin: The administrator can access all configuration pages of HS1100.
User Name: admin
Password: admin
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but without permission to change the settings of the profiles of Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create new
on-demand user accounts and print out the on-demand user account receipts.
User Name: operator

Password: operator

The administrator can change the passwords here. Please enter the current password and then enter the new

password twice to verify. Click Apply to activate this new password.

Change Admin Password

Old Passwiord

Mew Password "

Verify Password -]

(Vo X Clear __}

Change Manager Passworid
Mew Password

Verify Password

Change Operator Password
Mew Password

Verify Password

(/- Aooy X Clear

& If the administrator’s password is lost, the administrator’s password still can be changed through the text
mode management interface at the serial console port.
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Backup/Restore Settings

This function is used to backup/restore the HS1100 settings. Also, HS1100 can be restored to the factory default

settings here.

Backup current system settings

T

Restore system settings

File Name | |[(Browss.. ]

Reset to the factory-default settings

* Backup current system settings: Click Backup to create a .db database backup file and save it on disk.

File Download E|

Do you want to open or save this file?

ﬁ] Mame: 20081120.db

Type: Daka Base File
From: 192,168.111.1

Dpen ] [ Save ] [ Cancel

harm pour computer, If you do not trugt the zource, do not open or

|@ While files from the Intermet can be uzeful, zome filez can potentially
zave thiz file. What's the rizk’?

* Restore system settings: Click Browse to search for a .db database backup file created by HS1100 and click
Restore to restore to the same settings at the time when the backup file was saved.

* Reset to the factory-default settings: Click Reset to load the factory default settings of HS1100.
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Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply for the firmware upgrade. It might take a few minutes before the upgrade

process completes and the system needs to be restarted afterwards to activate the new firmware.

M Firmware Upgrade

Hote: For maintenance issues, we strongly recommend you backup system settings before
upgrading firmware.

Firmware Upgrade

Current Version 1.00.00-EM-E

File Name ([ Browse..._|

Apply

1. Firmware upgrade may cause the loss of some data. Please refer to the release notes for the limitation

& before upgrading.
2. Please restart the system after upgrading the firmware. Do not power on/off the system during the
upgrade or restart process. It may damage the system and cause malfunction.
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Restart

This function allows the administrator to safely restart HS1100, and the process might take approximately three
minutes. Click YES to restart HS1100; click NO to go back to the previous screen. If the power needs to be turned off,

it is highly recommended to restart HS1100 first and then turn off the power after completing the restart process.

Do you want to Restart System?

The connection of all online users of the system will be disconnected when system is in the process of
restarting.
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Status

This section includes System Status, Interface Status, Current Users, Traffic History, Notification

Configuration, and Session Log to provide system status information and online user status.

(M Status

Status

System Status Display current systemn settings.

Display WAMN, LAMNT & LAMZ LAM3 & LAN4 and Wireless LAN

Interface Status configurations and status.

Display online user information including: Username, IP, MAC,
Current Users packet count, byte count and idle time. Administrator may also Kick
out any online user from here.

Display detail usage information by day. A minimum of 3 days of

Traffic History histary can be logged in the system volatile memaory.

Histarical usage log can be sent automatically to a specific e-mail
Hotify Configuration | address defined here.
External S¥Y3LOG server is configured here.

The system can record connection details of each user accessing
Session Log the Internet. In addition, the log data can be sent out to a specified
Email Box, Syslog Server, or FTP Server.
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System Status

This section provides an overview of the system for the administrator.

System Status
Current Firmware Version 10000-EN-E
Build ]
System Name H51100
Admin info Sarmy! The sarvice is temporariby unavailable.
Home Page hittp Yarasn. netoomm.com.au
Syslog server-Traffic History MAAMA
Syslog server-On demand User log MaBcHA
Proxy Server Dizabled
Friendly Logout Enabled
Internet Connection Detection Mormal
Remaote Management IF Ensbled
Management
SHMP Disabled
Retained Days Jdays
History Traffic log Email To M
On-demand leg Email Te M
NTF Server {ntp1.csmu OZ ALY
Time
Date Time 20084120 12:54:59 +100D
Idle Timer 10 Miins)
User Multiple Login Dizabled
Guest Account Dissbled
Preferred DN 5 Server 1721612
OME
Alternate DN 5 Server 172.18.1.10

The description of the above-mentioned table is as follows:
124

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual

Ite

Description

Current Firmware Version

The present firmware version of HS1100

System Name

The system name. The default is HS1100

Admin Info

The information to be shown on the login window when a user
has a connection problem.

Home Page

The page to which the users are directed after successful login.

Syslog server-Traffic History

The IP address and port number of the external Syslog Server.
N/A means that it is not configured.

Syslog server-On demand User log

The IP address and port number of the external Syslog Server.
N/A means that it is not configured.

Proxy Server

Enabled/disabled stands for that the system is currently using
the proxy server or not.

Friendly Logout

Enabled/disabled stands for the setting of hiding/displaying an
extra confirmation window when users close the login succeed

page.

Internet Connection Detection

Enabled/Disabled stands for the connection at WAN is normal or
abnormal (Internet Connection Detection) and all online users
are allowed/disallowed to log in the network.

The IP(s) that is allowed for accessing the management
Remote Management IP |, (s) g g
interface.
Management
SNMP Enabled/disabled stands for the current status of the SNMP
management function.
. The maximum number of days for the system to retain the users’
Retained Days ) ) 4 4
information.
. . The email address to which that the traffic history information will
Histor Traffic log Email To
y be sent.
On-demand log Email |The email address to which the history information about
To on-demand users is sent.
NTP Server The network time server that the system is set to align with.
Time
Date Time(GMT+0:00) [The system time is shown as the local time.
. The number of minutes before the system disconnects inactive
Idle Timer
users.
. . Enabled/disabled stands for the current setting to allow/disallow
User Multiple Login _ _
multiple logins form the same account.
Enabled/disabled stands for the current status of
Guest Account ) ) ) )
allowing/disallowing Guest Accounts to log in.
Preferred DNS Server |IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.
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This section provides an overview of the interface for the administrator including WAN, LAN1 & LAN2, LAN3 &

LAN4, and Wireless Port.

VAN

Wireless

Wireless
DHCP Server

LANT & LANZ

LAN3 & LAN4

LANI & LAN4
DHCP Server

Interface Status

MAC Address
IP Address
Subnet Mask
Operation Mode
MAC Address
IP Address
Subnet Mask
ESSID
Channel
Security Type
Status
WINS IP Address
Start IP Address
End IP Address
Lease Time
Mode
MAC Address

IP Address

Mode
MAC Address
IP Address
Subnet Mask
Status
WINS IP Address
Start IP Address
End IP Address

Lease Time

126

MAT

Enahled
PMIA
192.168.3.1
192.168.3.100
1440 Min(s}
MAT
006064 CO3ETD

192.168.1.254

MAT

00:60:64.C0D3EYD

Enabled
PMIA
182.168.2.1
192.168.2.100

1440 Min(s}
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The description of the above-mentioned table is as follows:

Item Description
MAC Address The MAC address of the WAN port.
WAN IP Address The IP address of the WAN port.
Subnet Mask The Subnet Mask of the WAN port.
Operation Mode The mode of the wireless port.
MAC Address The MAC address of the wireless port.
IP Address The IP address of the wireless port.
Wireless Subnet Mask The subnet mask of the wireless port.
ESSID The ESSID of the wireless port.
Channel The assigned Channel of the wireless port.
Security Type The security type of the wireless port.
Status Enable/disable stands for status of the DHCP server on the wireless port.
WINS IP Address  |The WINS server IP on DHCP server. N/A means that it is not configured.
Wireless

DHCP Server

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP address of the DHCP IP range.

Lease Time The number of minutes of the lease time of the IP address.
Mode The mode of the LAN1 & LAN2 port.
MAC Address The MAC address of the LAN1 & LAN2.
LAN1 & LAN2
IP Address The IP address of the LAN1 & LAN2.
Subnet Mask The subnet mask of the LAN1 & LAN2.
Status Enable/disable stands for status of the DHCP server on the LAN1 & LAN2.
WINS IP Address  |The WINS server IP on DHCP server. N/A means that it is not configured.
LAN1 & LAN2

DHCP Server

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP address of the DHCP IP range.

Lease Time The number of minutes of the lease time of the IP address.
Mode The mode of the LAN3 & LAN4.
MAC Address The MAC address of the LAN3 & LAN4.
LAN3 & LAN4
IP Address The IP address of the LAN3 & LAN4.
Subnet Mask The subnet mask of the LAN3 & LAN4.
Status Enable/disable stands for status of the DHCP server on the LAN3 & LAN4 port
WINS IP Address  |The WINS server IP on DHCP server. N/A means that it is not configured.
LAN3 & LAN4

DHCP Server

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP Address of the DHCP IP range.

Lease Time

The number of minutes of the lease time of the IP address.
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Current Users

In this function, each online user’s information can be obtained, including Username, IP Address, MAC Address,

Pkts In, Bytes In, Pkts Out, Bytes Out, Idle and Kick Out.

From the “Current Users List”, the administrator can force a specific online user to log out. Click the hyperlink of

Logout next to the online user’'s name to logout that particular user. Click Refresh to renew the Current Users List.

Currerd Users List

Usename Prts I Bytes in
Rem Fille lmldl
P MAC PKis (at Byles Oar
guestd 13 10(8
1 5 454
192.168.110,2 00DOCEHO0104 12 1ocg V°¢ koaeul
puests 15 2E0 " ;
: 1621681103 00.DO.CE 800109 1= rep 124 Logoul
puesE 25 21C0 d
192.168.112.2 00O0CE 80 0108 2% 2cp 04 Logeut
guest’? 25 2100
1]
! 192.1608.112.3 00DOCE 800107 2% 2o 04 Logeut
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Traffic History

This function is used to check the traffic history of HS1100. The history of each day will be saved separately in the
DRAM for at least 3 days (72 full hours). The system also keeps a cumulated record of the traffic data generated by
each user in the latest 2 calendar months.

M Traffic History

Date Size (Byte)
2008-11-20 414

Date Size (Byte)
2008-11-20 494

Date Size (Byte)

Date Size (Byte)

Month Ho. of Entries Usage Data
2008-11 5 Download
20038-10 0 Download

Since the history is saved in the DRAM, if you need to restart the system, and at the same time, keep the
history, please manually copy and save the traffic history information before restarting.

If the History Email has been entered under the Notify Configuration page, the system will automatically send out

the history information to that specified email address.

* Traffic History
All activities occur on the system within the nearest 72 hours are recorded; in date and time order. As shown in
the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP, MAC, Pkts

In, Bytes In, Pkts Out and Bytes Out of the user activities.
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Traffic History 2008-11-20
Date Type Name IP MAC Pkis In Bytes In Pkts Out Bytes Out

On-demand User Log

All activities occur on the system within the nearest 72 hours are recorded; in date and time order. As shown in
the following figure, each line is an on-demand user log record consisting of 13 fields, Date, System Name,
Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validtime and Remark of user
activities.

On-demand User Log 2008-11-20

Pkis Bytes Pkis Bytes 15t Login Expiration Account Valid
EE EE E RS in  In  Out Out Time Through

System

Name Remark

Date

Monthly Network Usage of Local User
The system keeps a cumulated record of the traffic data generated by each user in the latest 2 calendar months.
As shown in the following figure, each line in a monthly network usage of local user record consists of 6 fields,

System Name, Connection Time Usage, Packets In, Bytes In, Packets Out and Bytes Out of user activities.

Monthly Report 2008-11

Username Connection Time Usage Packets In Bytes In Packets Out Bytes Out

»  Download Monthly Network Usage of Local User: Click on the Download button for outputting the

report manually to a local database.

Month HNo. of Entries Ae [ats
2008-11 5 ( Download |
2008-10 0 Cownload

A warning message will then appear. Click Save to download the record into .txt format.

Do you want to open or save this file?

Mame: 2008-11.kxt
Type: Text Document, 170 bytes
From: 192.168.111.1

[ Open ] [ Save ] [ Cancel

harm your computer. |f pou do nat bust the zource, do nok open or

|@ While files from the Internet can be useful, zome files can potentially
b zave this file. What's the risk?
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Notify Configuration

HS1100 will save the traffic history into the internal DRAM. If the administrator wants the system to automatically

send the history to a particular email address, enter the information shown as below.
User and System Log
Senders Address:
Receivers Address:
Send Log every: THour  w

Send User Log to Email SITP Server

Box

SMTP Server Port. 25
SMTP Auth Methad: MOMNE w
Send Test Email
IP Address ; Port:
Facility: locald |«

Send User & System :

Leg o Syslog Server Severity: Emergency v
Tag:

On-demand User Log

Sender's Address:
Receivers Address:
Send Log every: 1THour  w

Send Log to Email Box = SMTP Server:

SMTP Server Port: 25
SMTF Auth Method: MNOMNE A
Send Test Email
IP Address : Fort:
SendLogto Syslog | oo locald v
server Severity: Emergency W
Tag:

. Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

. Send To: The e-mail address of the person to which the history email is sent to. This will be the receiver’s
e-mail.

. Interval: The time interval for sending the e-mail report of the traffic history.

. SMTP Server: The IP address of the SMTP server.

. Auth Method: The system provides four authentication methods, PLAIN, LOGIN, CRAM-MD5 and NTLMv1,
or “NONE”" to use none of the above. Select one authentication method and enter the Account Name,

Password and Domain.
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NTLMv1 is not currently available for general use.

PLAIN and CRAM-MD5 are standard authentication mechanisms while LOGIN and NTLMv1 are Microsoft

v

proprietary mechanisms.

Only PLAIN and LOGIN can use the UNIX login password.

Netscape uses PLAIN.

Outlook and Outlook express use LOGIN as default, although they can be set to use NTLMv1.

YV V V V

Pegasus uses CRAM-MD5 or LOGIN but the administrator cannot configure which method to be used.
Send Test Email: To test the settings correct or not.

Syslog Server: It specifies the IP and Port of the Syslog server.
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Session Log

Every connection created and activity executed on the Internet by users can be tracked if the Session Log function
is enabled; the system will automatically report the connection details to a specified Syslog Server. Log files can

also be sent out to an Email Box or uploaded to a particular FTP Server periodically when this function is enabled.

Session Log for the Entire System

O Enable ® Disable

IP Address: | | Port [514 |

Send Logto Facility: locald
Syslog Server

Tag:

Send Log (to Email & FTP) every

O Enable ® Disable

Senders Address:

Receivers Address:

N

Send Log to SMTP Server: |
Email Box

SMTP Server Port: 2

SWTP Auth Method: NONE v

SMTP Sefting Test [ SendTestLog |

) Enable & Disable

IP Address: | | Port: |21 |
Send Log to
FTP Server Use ANonymous: @® ves O Mo

FTP Sefting Test [ SendTestlog |

e Send Log to Syslog Server
Select Enable, and enter IP Address of the Syslog Server to be used.
Select Facility and Severity from the drop-down list box.
Enter a Tag description which will be included in session logs sent to the specified Syslog server.

Click Apply to save the setting.

e Send Log (to Email & FTP) every:
Select a time interval from the drop-down list box for sending session logs to an email box and/or FTP server.

Click Apply to save the setting.

The “Send Log (to Email & FTP) every” is applied only to “Send Log to Email Box”, and “ Send
» Note: Logto FTP Server” functions, but does not have any effect on “Send Log to Syslog Server”
function.
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Send Log to Email Box

Select Enable, and enter Sender’s and Receiver's Email Address.

Enter the domain name or IP address of the SMTP Server, and select an appropriate SMTP Authentication
Method from the drop-down list box.

Before applying the setting, you can send a test log to preview the setting by click Send Test Log button.

Click Apply to save the setting.

Send Log to FTP Server:
Enter IP Address of the FTP Server to be used. When selecting Anonymous, specify the Username and

Password for accessing the FTP Server.

Before applying the setting, you can send a test log to preview the setting by click Send Test Log button..

Click Apply to save the setting.
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Help

On the screen, the Help button is on the upper right corner. Click Help to the Online Help window and then click the

hyperlink of the items for further information.

/= Online Help - Windows Internet Explorer

—

A |§, https:f/192.168, 2,254/ help, shtml

oSl

File Edit Miew Favarites Tools  Help

W R [%l:l & wHat01

Online Help

Overview
System Configuration
System Information
WWAK Confiquration
LANT and LANZ Configuration
LANS and LAN4 Configuration
Wireless Configquration
Security (Wireless Security Confiquration - WEP)
Advance (Advanced Wireless Configuration)
User Authentication
Authentication Configuration
802.1x authentication configuration
a02.1x
WPA wiBD2.1x%
WPA-PSK
Authentication Server configuration
Local User Setting
POP3 Configuration
RADIUS Configuration
LOAP Confiquration
HNT Domain Configquration
On-demand User Confiouration

136

Download from Www.Somanuals.com. All Manuals Search And Download.



HS1100 Wireless Hotspot Gateway User Manual

Appendix A. Console Interface

Via this port to enter the console interface for the

administrator to handle the problems and situations
Port Settings |

occurred during operation.
1. In order to connect to the console port of HS1100,

a console, modem cable and a terminal simulation Bits per second: | 9500 |

program, such as the Hyper Terminal are needed.

; : [ata bits: |8 -

2. If a Hyper Terminal is used, please set the - I .

parameters as 9600,8,n,1. Pty INDne j

Stop bits -
Flaws cantral: INDne j
Restore Defaults |
Ok I Cancel | Apply |

The main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the
keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of HS1100 is connected properly, the console main screen will appear automatically. If the
screen does not appear in the terminal simulation program automatically, please try to press the arrow keys, so
that the terminal simulation program will send some messages to the system, where the welcome screen or
main menu should appear. If the welcome screen or main menu of the console still does not pop up, please

check the connection of the cables and the settings of the terminal simulation program.

Please select utility:

Wtility Ttil:ties for nezwork debugging
idassword Change admin password

Besst Reload factory default

geatart Reatart
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. Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follows:

YV V V V

Please selept utilitcy:

Fing host (IP)

Trace routing path

Display interface settings
Display routing tahle
Display ARP table

Display system up Lime

Check serwvice status

Jet device into 'safe mode!
Set Qutputpouer

Synchronize clock with NTP server
Print the kernel ring huffer
Main menu

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If the administrator is unable to use Web Management Interface via
browser for the system failed inexplicitly. The administrator can choose this utility and set it into safe
mode, which enables him to manage this device with browser again.

Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their boot-up messages instead of copying the messages by hand.

Main menu: Go back to the main menu.
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Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter administrator’'s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. Password can also be changed here. If administrators forget the password and
are unable to log in the management interface from the web or the remote end of the SSH, they can still
use the null modem to connect the console management interface and set the administrator’s password

again.

Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change
the HS1100 Admin username and password after logging in the system for the first time.

Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
Restart HS1100

Choosing this option will restart HS1100.
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Appendix B. Accepting Payment via Authorize.Net

This section is to show independent Hotspot owners how to configure related settings in order to accept credit card
payments via Authorize.Net, making the Hotspot an e-commerce environment for clients to pay for and obtain

Internet access using their credit cards.

MERCHANT'S
BUSINESS
9 o

& 1O =
W% INTERNET
CLIS'I!!MER d%ﬁ (1) \

Authorize Net’

MERCHANT'S
BANE
ACCOUNT

O (2

MERCHANT'S

BANK
menn\ /HERCHANT
CARD BANK'S

o
ISSUER !':.; J}- PROCESSOR
—

CREDIT CARD
INTERCHAMGE
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Mo

h J
Disable
redit Card Billing function

c

1. Internat Merchant Account
. Payment Gateway Account

1. Merchant Login 1D

2. Merchant Transaction Key
3. Paymen! Gateway URL

4. MD5 Hash Value

Enable ard configure the

Credit Card Billing function

Mo

esting OK?

redit Card Billing fun
Up and runnirg

¥
Check and retry
{or ask for technical support)

m@
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1. Setting Up

1.1 Open Accounts

To set up HS1100 to process credit card billing, the merchant owner will need two accounts (Internet Merchant

account and Authorize.Net account).

If you are looking for a merchant account or Internet payment gateway to process transactions, you can fill out the

Inquiry Form on http://www.authorize.net/solutions/merchantsolutions/merchantinquiryform/.

Authorize.Net Your Gateway to IP Transactions™ wﬁ - "._

Merchants Resellers Developers Resources Company

Merchant Inquiry

Ifwou are looking for 2 merchant account andior payment gateway to
process fransactions, please call Us at 866-437-0476 (Monday - Friday, 6
AM - 5 PM Pacific time) ar fill aut the form below.

* Reqguired field

First Mame:

Last Mame:

Company Mame:

Address:

|
|
|
|
|
City: |
State:

|
|
|
Jab Title: |
|
|
|

-- Please Select -- V|

1.2 Configure HS1100 using an Authorize.Net account
Please log in HS1100. User Authentication >> Authentication Configuration >> Click the server On-demand
User >> On-demand User Server Configuration >> Click Payment >> Payment Configuration >> External

Payment Gateway >> Select Authorize.Net

External Payment Gateway

() Autharize Met O PayPal O securePay O Disable

Authorize.Net Payment Page Configuration

Merchant Login 1D | |-

lMerchant Transaction Key | | .

Payment Gateway URL | hitps:iisecure.authorize.net'gatewaytransact.dll

® Enable ' Disable

Verify 55L Certificate
[ Trusted CA Management ]

Test Mode O Enable @ Disable -
MD5 Hash (C Enable @ Disable
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Some major fields are required:

HS1100 Wireless Hotspot Gateway User Manual

Setting

Description

Merchant Login ID

This is the “Login ID” that comes with the Authorize.Net account.

Merchant Transaction Key

To get a new key, please log in Authorize.Net >> Click Settings and Profile >>
Go to the “ Security” section >> Click Obtain Transaction Key >> Enter
“Secret Answer” >> Click Submit.

Payment Gateway URL

https://secure.authorize.net/gateway/transact.dll (default gateway address)

MD5 Hash

To enhance the transaction security, merchant owner can choose to enable this
function and enter a value in the text box: “MD5 Hash Value”.

» Note:
Payment

For detailed description, please see 4.2.1.6 Authentication Method >> On-demand User >>

1.3 Configure the Authorize.Net Merchant Account to Match the Configuration of HS1100

Settings of the merchant account on Authorize.Net should be matched with the configuration of HS1100:

Setting Description
To configure “MD5 Hash Value”, please log in Authorize.Net >> Click Settings
MD5 Hash and Profile >> Go to the “Security” section >> Click MD5 Hash >> Enter

“New Hash Value” & “Confirm Hash Value” >> Click Submit.

Required Card Code

If the “Card Code” is set up as a required field, please log in Authorize.Net >>
Click Settings and Profile >> Go to the “Security” section >> Click Card
Code Verification >> Check the Does NOT Match (N) box >> Click Submit.

Required Address Fields

After setting up the required address fields on the “ Credit Card Payment Page
Billing Configuration” section of HS1100, the same requirements must be set
on Authorize.Net. To do so, please log in Authorize.Net >> Click Settings and
Profile >> Go to the “ Security” section >> Click Address Verification
System (AVS) >> Check the boxes accordingly >> Click Submit.

1.4 Test The Credit Card Payment via Authorize.Net

To test the connection between HS1100 and Authorize.Net, please log in HS1100. >> User Authentication >>

Authentication Configuration >> Click the server On-demand User >> On-demand User Server Configuration

>> Payment >> Payment Configuration >> Select Authorize.Net >> Go to “Authorize.Net Payment Page

Configuration” section >> Enable the “ Test Mode” >> Click Try Test and follow the instructions
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External Payment Gateway
® Authorize Net O FayPal @] SecurePay O Disable

Authorize.Net Payment Page Configuration

Merchant Login ID | | .

Merchant Transaction Key | | -

Payment Gateway URL | https:/lsecure.autharize.netigatewaytransact dil

@ Enable O Disahle
[ Trusted CA Management ]

Test Mode & Enable ODisahIell'

MD5 Hash () Enable @ Disable

Verify SSL Certificate

2. Basic Maintenance

In order to maintain the operation, merchant owners will have to manage the accounts and transactions via
Authorize.Net as well as HS1100.

2.1 Void A Transaction and Remove the On-demand Account Generated on HS1100

Sometimes, a transaction (as well as the related user account on HS1100) may have to be canceled before it has
been settled with the bank.

a. To void an unsettled transaction, please log in Authorize.Net. Click Unsettled Transactions >> Locate the

specific transaction record on the “List of Unsettled Transactions” >> Click the Trans ID number >> Confirm
and click Void.

To find the on-demand account name, click Show Itemized Order Information on the “Order

» Note: . . -
Information” page >> Username can be found in the “ltem Description”.

b. To remove the specific account from HS1100, please log in HS1100. >> User Authentication >>
Authentication Configuration >> Click the server On-demand >> Users List >> Click Delete on the record

with the account name. Click Delete All to delete all users at once.

On-demand Users List

Username Password ﬁﬁglr\ar:;‘uﬁe —
Status Expiration Time Delete All
Reference
bh Iwdxszdy 2 hour

20081 0i20-
MNarmal 11-00:54

2.2 Refund A Settled Transaction and Remove the On-demand Account Generated on HS1100

a. Torefund a credit card payment, please log in Authorize.Net. Click Virtual Terminal >> Select a Payment
Method >> Click Refund a Credit Card >> Payment/Authorization Information >> Type information in at least
three fields: Card Number, Expiration Date, and Amount >> Confirm and click Submit.

b. To remove the specific account from HS1100, please log in HS1100. >> User Authentication >>
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Authentication Configuration >> Click the server On-demand User >> On-demand User Server

Configuration >> Users List >> Click Delete on the record with the account name.

2.3 Find the Username and Password for A Specific Customer
Please log in Authorize.Net. Click Unsettled Transactions >> Try to locate the specific transaction record on the
“List of Unsettled Transactions” >> Click the Trans ID number >> Click Show Itemized Order Information in the

“Order Information” section >> Username and Password can be found in the “Item Description”.

2.4 Send An Email Receipt to A Customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via Authorize.Net. To change the information on the receipt for customer, please
log in HS1100. >> User Authentication >> Authentication Configuration >> Click the server On-demand User
>> On-demand User Server Configuration >> Payment >> Payment Configuration >> External Payment
Gateway >> Select Authorize.NET >> Scroll down to Client's Purchasing Record section of the page >> Type in

information in the text boxes: “Description” and “E-mail Header” >> Confirm and click Apply.

Client's Purchasing Record

Irvoice Murmber - = [JReset
Description Internet access
E-mail Header Enjoy Onlinel

2.5 Send an Email Receipt for Each Transaction to the Merchant Owner

A copy of email receipt with payment details for each successful transaction will also be automatically sent to the
merchant owner/administrator via Authorize.Net.

To configure the contact person who will receive a receipt for each transaction, please log in Authorize.Net. Click
Settings and Profile >> Go to the “General” section >> Click Manage Contacts >> Click Add New Contact to >>

Enter necessary contact information on this page >> Check the “Transaction Receipt” box >> Click Submit.

3. Reporting

During normal operation, the following steps will be necessary to generate transaction reports.

3.1 Transaction Statistics by Credit Card Type during the Period.
Please log in Authorize.Net. >> Click Reports >> Check “ Statistics by Settlement Date” radio button

>> Select “Transaction Type”, “Start Date”, and “End Date” as the criteria >> Click Run Report.

3.2 Transaction Statistics by Different Location
a. To deploy more than one HS1100, the way to distinguish transactions from different locations is to make the
invoice numbers different. To change the invoice setting, please log in HS1100. >> User Authentication >>

Authentication Configuration >> Click the server On-demand User >> On-demand User Server
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Configuration >> Payment >> Payment Configuration >> External Payment Gateway >> Select

Authorize.NET >> Scroll down to “Client's Purchasing Record” section of the page >> Check the “Reset”
box >> A location-specific ID (for example, Hotspot-A) can be used as the first part of “Invoice Number” >>

Confirm and click Apply.

Client's Purchasing Record

Invoice Mumber | || | = [Reset
Description |Internetaccess | =
E-mail Header |Enju\,r nlinel | "

b. Please log in Authorize.Net >> Click Search and Download >> Specify the transaction period (or ALL Settled,
Unsettled) in “ Settlement Date” section >> Go to “ Transaction” section >> Enter the first part of invoice
number plus an asterisk character (for example, Hotspot-A*) in the “Invoice #” text box >> Click Search >> If
transaction records can be found, the number of accounts sold is the number of search results >> Or, click

Download To File to download records and then use MS Excel to generate more detailed reports.

3.3 Search for The Transaction Details for A Specific Customer
Please log in Authorize.Net. Click Search and Download >> Enter the information for a specific customer as

criteria >> Click Search >> Click the Trans ID number to view the transaction details.

» Note:  For more information about Authorize.Net, please see http://www.authorize.net.

4. Examples of Making Payment for Clients
Step 1: Click the link below the login window to pay for the service by credit card via Authorize.Net.

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

‘U'\'.-t‘l LT T H
? Password:;
e KT
()

Step 2: Choose | agree to accept the terms of use and click Next.
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Ve may collect and store the following perzonal i
Information:

enall address, phyeical contact informatlon, credit
card numbers and transactional information based om
yvour activlities on the Internet service provided by
8.

If the information w¥ou provide camnot be werified,
we may agk you to send w= additiomal imformation
(such sz wour driver license, credit card
gtatement, and/or & recent utility bill or other
Inforsation confirming your address), or to answver
additional questionz to help werify vomr
Information.)

|

@ | apres

|'.'_". | disaprad

;

Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Rate Plan Frice
3 hrs Omins ¥s
@ e 0ming s
i 13 b 1 imerve f] i2
[ 600 MEvE 2
3 1000 Mivte 1]
7 2000 Mbve $12

Cradit Card & Contact Information

il O ahe MurEbE FASATL IRAEE T RGO |
Credil Card Evperalion Dale |1 700 FIMIY
Card Type :'.:,..—‘- .
Card Cooe r
E-srrad .|_'E .ﬁ»-ul 0 .-_.-n )
l?-s-ﬂ-lame- |Tam *
Las Mamp ;I::F } F
CormpEny
Address
Chy
Slale
To
Cpuriry
Plang |
Far
Frads deroded by an asietich[") am rﬂil:lﬂl

Step 4: Please confirm the data and the click OK to go on the transaction or click Cancel to revise the data or cancel

this transaction. After clicking OK, there will be another dialog box showing up to confirm this transaction again.
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Microsoft Internet Explorer I =]

\::) Please check the data wou input:
-

Credit Card Mumber: 4567123456750000
Credit Card Expiration Date: 1208
Card Tvpe: Visa

Card Code: 527

E-mail: 1223i@yvahoo.com

Roaonn Munnber:

First Name: Tom

Lask Mame: Lee

Company:

Address:

City:

State:

Zip:

Cauntry:

Phone:

Fax:

Do vou wank to continue the credit card payment processy?

L Cancel |

Step 5: Click OK to complete the process or click Cancel to revise the data or cancel this transaction.

Microsoft Internet Explorer x|

The process may take several minnutes,
\{/ Please DO NOT close or leave this page befare getting the result.

Do wal wank ko continue the credit card pavment process?

Cancel

Step 6: Click Start Internet Access to use the Internet access service.

L vy W PTRP G -otmleiinun
Passwond HH
Price §aon
LT
ES8ID - vi-Cafe-Cradit-Card
WEld To Lee Uintll - Z006M404 1403 04
Tbate:

Befod & closdig s wimibow, please wite v ol 0Sed name owl passsord

Stan Imternet ALcess

The clients must fill in the correct credit card number and expiration date. Card code is the last 3
» Note:  digits of the security code located on the back of your credit card. If clients choose to enter the e-mail
addresses, clients will receive confirmation letters for reference.
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Appendix C. Accepting Payment via PayPal

This section is to show independent Hotspot owners how to configure related settings in order to accept payments
via PayPal, making the Hotspot an e-commerce environment for clients to pay for and obtain Internet access using

their PayPal accounts or credit cards.

ffers instant {on-demand
guest access to Internet

eads to charge
Intermet access and
accept payments via
PayPal?

¥

Disable
Yas External Payment Gateway,

L
Make sure PayPal
“Business Account”
is opened and ready

r
Obtain
information from 1. Business Account 1D
PayPal.com 2, Payrr?am Gateway URL
! 3. Identity Token

¥
Enable and configure the
FPayPal-related settings

¥

Mo

esting OK?

k4

Check and retry
Yes {or ask for technical support)

¥

Payment function via PayPal
Up and running
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1. Setting Up

As follows are the basic steps to open and configure a “Business Account” on PayPal.

1.1 Open An Account
Step 1: Sign up for a PayPal Business Account and login.

Here is a link: https://www.paypal.com/cgi-bin/webscr?cmd=_reqistration-run

Choose AccountTiie —+ Enter Information —* Confirm  —* Done

Sign Up for a PayPal Account

Anyone with an email address can use PayPal to send and receive maney

! : Already have a
online. What is PayPal? v

PayPal Account?
Upgrade your account
() Personal Account

Ideal for shopping online. 1t's a free, secure, and fast way to send
payments, You can also accept bank account or PayPal balance-funded
payments for free and a limited number of credit or debit card pavments per
year for a low fee, Learn more

() Premier Account

Perfect for buying and selling on eBay or merchant websites, Accept all
payment types for low fees. Do business under your own name.
(3) Business Account

The right choice for your online business. accept all payment types for |ow
fees. Do business under a company or group name. Learn mare

Forgot yvour ermnail address?
Forgot wour password?

Member Log-In

Ernail Address | |

Fassward | | [Lu:ugln]

Step 2: Edit necessary settings in “Website Payment Preferences”

Click Profile >> Click Website Payment Preferences in the Selling Preferences section

PaJyPa’ Log Cut | Help | Security Center

My Account Send Money

Request Money

Merchant Tools Auction Tools

Overview Add Funds Withdraw History Resolution Center

Profile Summary

To edit your Profile information, please click on a link below,

Account Information Financial Information Selling Preferences
Ernail Credit Cards Auctions
Street Address Bank Accounts Regional Tax
Phone Currency Balances Shipping Calculations
Password Gift Certificates Payrent Receiving
Motifications Monthly Account Statements Preferences
Multi-User sccess Preapproved Payments Instant Payment Hotification

Preferences
API Access " ot

eputation

Busingss Information .

Customer Service Message
Close Account

Seller Eligibility for PayPal
Buyer Protection

|Website Payment Preferencesl

Encrypted Payrent Settings
Custom Payment Pages
Invoice Templates
Language Encoding

Administrators should scroll down to edit each setting as shown in the table below. To activate all the changes,
please click Save at the end of the page.
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Settings Screenshots
Auto Return (On) PaJyPa’ Log Out | Help | Security Center

Return URL (Redirect Webpage)

Merchant Tools Auction Tools

My Account Send Money Request Money

Type http://www.www.com or other

Add Funds Withdraw Resolution Center Profile

Overview History

URL. Website Payment Preferences Back to Profile Surmmary

Auto Return for Website Payments

Auto Return for Website Payments brings your buyers back to your website immediately
after payment completion. Auto Return applies to PayPal website Payments, including Buy
Mow, Donations, Subscriptions, and Shopping Cart. Learn Maore

Auto Return: &) On
O Off

Return URL: Enter the URL that will be used tao redirect your customers upon payment completion.
This URL must meet the guidelines detailed below. Learn More

Return URL: | bt fhse whw. com

Return URL Requirements: The following items are required in order to set up Auto Return.

Payment Data Transfer (On) Payment Data Transfer (optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your system configuration and
your Return URL. Please note that in order to use Payment Data Transfer, you must tum
on Auto Return,

Payment Data & On

Transfer:  Off
Block Non-encrypted Website Encrypted Website Payments
Using encryption enhances the security of website payments by decreasing the possibility
Payment (Off) that a 3rd party could manipulate the data in your button code, If you plan on only using

encrypted buttons you can block payments from non-encrypted ones,

Learn more about Encrypted Website Payments

Note: If you enable Encrypted Website Payments, all of your Buy MNow, Donations, and
Subscriptions buttons must be encrypted via one of the following methods:

+ Llsing the Button Factory with the security settings enabled.

» Llsing your own code, you encrypt all website payments before sending them to
PayPal,

By enabling this feature, any Buy Mow, Donation, or Subscription button that is not
encrypted will be rejected by PayPal,

Block Mon-encrypted ¢~ On
Website Payment: & Off

PayPal Account Optional (Off) PayPal Account Optional

When this feature is turned on, your customers will go through an optimized checkout
experience, This feature is available for Buy Mow, Donations, and Shopping Cart buttons,
but not for Subscription buttons. Learn Mare

PayPal Account ¢ On
Optional: & Off

Contact Telephone Number (Off) Contact Telephone Number
¥when you activate this option, your customers will be asked to include a Contact

Click Save. Telephone Mumber with their payment information. Learn More

Note: Selecting On (Required Field) could have a negative effect on buyer conversion,

Contact Telephone ¢ On (Optional Field)
" On {Required Field)
@ Off (PayPal recarmmends this option)

[ Save ] [ Cancel l
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1.2 Configure HS1100 with a PayPal Business Account

Please log in HS1100:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand

User Server Configuration >> Click Payment >> Payment Configuration >> External Payment Gateway >>

Select PayPal

External Payment Gateway

O Authorize.Met (®) PayPal ) securePay 0 Disable

PayPal Payment Page Configuration

Business Account | | )

Payment Gateway URL |http5:.-'.u‘w'-;\-'w'.paﬂ:ual.o:un.-'c:gi—hin.u‘w'ehsu:r | -

Identity Token | | -

Verify S5L Certificate

® Enable O Disable
[ Trusted CA Management ]

Currency | UsSD (LS. Dollar) A | -

Three fields are required:

Setting

Description

Business Account ID

This is the “Login ID” (email address) that is associated with the PayPal

Business Account.

Payment Gateway URL

https://www.paypal.com/cgi-bin/webscr (default URL for PayPal)

Identity Token

Please log in PayPal after saving the above settings >> Click Profile
>> Click Website Payment Preferences in the Selling Preferences
section >> Scroll down to the section, Payment Data Transfer

(optional).

Payment Data Transfer {optional)

Payment Data Transfer allows you to receive notification of successful payments as they
are made. The use of Payment Data Transfer depends on your systerm configuration and

wour Return URL. Please note that in order to use Payment Data Transfer, you must turn
on Auto Return.

Payment Data (3 On
Transfer:

O Off
Identity Token:|FIY40qL\.-'-EMdUbg8D_3yTkLG1CSiGdxpF-z6f6kC0-KBdeSSQOKZkCBQru

Copy the Identity Token in the above page to the section “PayPal
Payment Page Configuration” of HS1100.
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Business Account test_business_account@hotmail.com

Payment Gateway URL hitps:ffwww.paypal.comicgi-binfwebscr

Identity Token ( FIYOqLY-EMdUbgBD_3ykLG1C8G dpr-zleﬁkC-:ul-] .
Verify S5L Certificate O Enable & Disable

Currency UsD (L3, Dollar) |-

1.3 Requirements for Building a Secure PayPal-based E-Commerce Site
To deploy the PayPal function properly, it is required that the merchant register an Internet domain name (for

example, www.StoreName.com) for this subscriber gateway device.

System information
Syatem Nadms

oImy! The Serdce is lemporanly unavailabie
Admindstrator info : & IS IBmpora 13vailab

[-UI?. ice Hame waw Storellame.com }

In addition, it is necessary to sign up for a SSL certificate, licensed from a “Certificate Authority” (for example,

VerSign), for this registered Internet domain name.

Thus, by meeting these two requirements, it will allow end customers or subscribers to pay for the Internet access in

a securer and convenient way.

2. Basic Maintenance

In order to maintain the operation, the merchant owner will have to manage the accounts and payment transactions

on PayPal website as well as HS1100.

2.1 Refund a completed payment and remove the on-demand account generated on HS1100

(1) To refund a payment, please log in PayPal >> Click History >> Locate the specific payment listing in the activity
history log >> Click Details of the payment listing >> Click Refund Payment at the end of the details page >> Type
in information: Gross Refund Amount and/or Optional Note to Buyer >> Click Submit >> Confirm the details and
click Process Refund

(2) To remove the specific account from HS1100, please log in HS1100:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
User Server Configuration >> Users List >> Click Delete on the record with the account ID. Click Delete All to

delete all users at once.
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On-demand Users List

Username Password _l_ﬁ:g];;'uﬁe —
Status Expiration Time | Delete All
Reference
fbh Iwdyszdy 2 hour

20081 0i20-
MNarmal 11-00-54

2.2 Find the username and password for a specific customer

(1) To find the username, please log in PayPal >> Click History >> Locate the specific payment listing in the activity
history log >> Click Details of the payment listing >> Username can be found in the “Item Title” field

(2) To find the password associated with a specific username, please log in HS1100:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
User Server Configuration >> Users List. Search for the specific username. Password can be found in the same

record

As stated by PayPal, you can issue a full or partial refund for any reason and for 60 days after the
» Note: original payment was sent. To find the on-demand account name for a specific payment, click Details
of the payment listing in the activity history log >> Username can be found in the “Item Title” field.

2.3 Send an email receipt to a customer

If a valid email address is provided, an email receipt with payment details for each successful transaction will be
automatically sent to the customer via PayPal. To change the information on the receipt for customer, please log in
HS1100:

User Authentication >> Authentication Configuration >> Click the server On-demand User >> On-demand
User Server Configuration >> Payment >> Payment Configuration >> External Payment Gateway>> Select
PayPal >> Go to “Client's Purchasing Record” section >> Type in information in the text boxes: Invoice Number

and Description (Item Name) >> Confirm and click Apply

Client's Purchasing Record

Irwvoice Murmber | || | = [Jreset
Description{lterm Mame) |Wire|ess Internet Access | =
Title far Message to Seller |Specia| Maote to Seller | =

2.4 Send an email receipt for each transaction to the merchant
A copy of email receipt with payment details (including available message note from buyer) for each successful

transaction will also be automatically sent to the merchant owner/administrator via PayPal.
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3. Reporting
During normal operation, the following steps will be necessary to generate transaction reports.
3.1 Transaction activity during a period

(1) Please log in PayPal >> Click History >> Choose activity type from the Show field as the search criteria
>> Specify the dates (From and To fields) for the period >> Click Search

Overview Add Funds Withdraw Resolution Center Profile

History

“iew up to three months of

monthly account statements Wiew this
Search

[Show:| [ i activity - Simple View v

O Within: | Tho pagt Day

® From: s m |/ [z |

Month Day ear
] ]/ o]
Month Day ear

All Activity - Simple View from Dec. 31, 2006 to Jan. 30, 2007

Date Type TofFrom  NamefEmail Status Details Action Gross Fee  MNet Amount

3.2 Search for the transaction details for a specific customer
Please log in PayPal >> Click History >> Click Advanced Search >> Enter the name for a specific customer as
criteria in the Search For field and Choose Last Name or First Name in the In field >> Specify the time

period >> Click Submit >> Click Details to view the transaction details

Overview Add Funds Withdraw Resolution Center Profile

History History
Download My History
Dispute Reparts ﬁ'il?l\"ltm:oatchgsznnzosnt?tse?':lents
[2dvanced seareh |
History
Search I/o,5poonn00001 |1 imvsice vl
For:
O Within: | The Past Day  +
© From: Lz | sfaome [T s a0 |/ (007 |
Month Day Tear Month Day Tear

» Note:  For more information about PayPal, please see http://www.paypal.com.
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4. Examples of Making Payment for Clients
Step 1: Click the link below the login window to pay for the service via PayPal.

Welcome To User Login Page!
Please Enter Your User Name and Password To Sign In.

‘ User Name:

? Password:

RIS KT D

[-.l- & hEre i U e by Pay® el o Coadd Cand © "I|"'!'-]

Step 2: Choose | agree to accept the terms of use and click Next.

Ve may collect and store the following perzonal i
{Information:

ienall address, physical contact Informatlon, credit
icard numbers and transactional information based om
vour activlties on the Internet service provided by
s,

If the information w¥ou provide camnot be werified,
we may agk yon to send oz additional imformation
|{such sz your driver license, credit card
itatement, and/or & recent utility bill or other
Inforsation confirming your address), or to answver
iadditional questions te help verify womr
Information.)

@ | agres
O | digapraa

;

Step 3: Please fill out the form and Click Submit to send out this transaction. There will be a confirm dialog box.

Rate Plan Price
(= 2hrsOmins EUR2
3 3= 0ming EUR3

(O 300 Mbye EURS

[ Back | [ BuyMow |

Note:

A Paymani is sccepled via PaPal PayPal enables you io send payments
securely online using PeyPal accounl, a credit cand or bank actound
Clicking on "Buy Mow® button, you will be redirectad to PayPal's sée o
make payTrent

B Please don manuaily close e browsess whien you resch PayPels
paymiend confirmation page i lakes aboul 30 seconds or mare before
you are domatically | edm scted lkack 1o oun welrsite with a sl of
Login 10 amil Passwond.

Microsoft Internet Explorer

Do you want fo parchase the internet service through PayPal's webeite?

2
(Mote: You don't necessanly need a PayPal account to do a credit cand payment on PayPal's webste )

L Ok J [ Cancel
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Step 4: You will be redirected to PayPal website to complete the payment process.

Paymants by

YK Cafe [PayRall

Login  Review Done

Enter Payment Information

PayPal is the authorised payment processor for YK Cafe. To continue, please enter the required information below. Learn more
about PayPal.

Secure Transaction ﬁ

Payment For Quantity Price
wireless Internet Access at YK Cafe (2 hrs 0 mins) 1 €2.00 EUR
Subtotal: €2.00 EUR

Total Amount: €2.00 EUR|

Pay Fast With PayPal

It's free and private: Merchants never see your financial info,

Paymants by

YK Cafe lPayRall

Login  Review Done

Review Your Payment

Secure Transaction ﬁ

Payment For Quantity Price
Wireless Internet Access at YK Cafe {2 hrs 0 mins) 1 €2.00 EUR
Subtotal: €2.00 EUR

WAT: £0.00 EUR

Total Amount: €2.00 EUR

Review the payment details and click Pay to complete your secure payment,

Cancel and Return to Merchant

Payments by

YK Cafe IPayRall

You Made A Payment

Your payment for €200 EUR has been completed,
You are now heing redirected to YK Cafe

If you are not redirected within 10 seconds click here,

Step 5: Click Start Internet Access to use the Internet access service.

Loagin I BMTE & opdemnd
Passw d
Price ELR il il =
|
[LERT
EBBID : Yi-Cale-TEBTZ
rour firstlime login must be dane before 200701731 18:35.28

The accounl i+ valid within 2 days afler your firel login
Ploase wilte down o logln 1D and Passeord lminediatoly’
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Payment is accepted via PayPal. PayPal enables you to send payments securely online using
PayPal account, a credit card or bank account. Clicking on Buy Now button, you will be
redirected to PayPal’s site to make payment.

Please do not manually close the browser when you reach PayPal’'s payment confirmation
page. It takes about 30 seconds or more before you are automatically redirected back to our
website with a set of Login ID and Password.
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Appendix D. Accepting Payment via SecurePay

» How to use SecurePay

SecurePay is another external online payment gateway compatible with HS1100. This section guides you how to get
SecurePay working with HS1100 and how to check today’s billing transactions, and teaches your clients how to

purchase or renew different network-access plans online using their credit cards.

= For Administrators to get started

Before getting started, administrators need to apply for a “Merchant ID” and “Merchant Password” from the
“SecurePay” official website.

In this example, merchant account one starting with plan one is

SecurePay Merchant ID: ABC0001

SecurePay Merchant Password: abc123

1. Create hilling plans:

Administrators may come up with many ways to charge their clients. For example:

»  Plan 2 (charged by Data): Each Plan 2 client has to make their first login within 15 days and 9 hours. He can
transfer up to 66 Mbytes and this account is valid for 63 days. He's being charged 5 dollars for this plan.

»  Plan 3 (charged by Time): Each Plan 3 client has to make their first login within 3 days and 15 hours. He can
access the internet for 12 hour and 40 minutes and this account is valid for 8 days. He's being charged 3

dollars for this plan.

Billing Configuration
istLogin /59
Plan Status Type Expiration Duration Policy Hame Price
Time
. O Data Mbyte |3
(*) Enable days 5
1 2 Mone A 20
O Disable | @ Time < hs 1o days
mins hours
® Data |66 |HMbyte 12
. | ® Enable = days 63 =1 (B
s 5 pa
O Disable | O Time hrs g days
mins hours
. O Data Mbyte |3
() = d
3 i Enable = e ua__.s 8 None BB 3
() Disable @ Time —— 15 days
40 |mins hours
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2. Payment Configuration:

Select “Secure Pay” for your external payment gateway. Enter Merchant ID and Password. And Payment Gateway
URL is one fixed URL.: https://www.securepay.com.au/xmlapi/payment.

Finally, enable whichever plan(s) you'd like to apply to “SecurePay”.

External Payment Gateway

O Authorize.Net O PayPal (& SecurePay C Disable

SecurePay Payment Page Configuration

Merchant ID |:| .

Merchant Password | | .

Payment Gateway URL | hitps:/fwww. securepay.com.auxmlapi/payment

®Enable O Disable
Verify SSL Certificate [

Trusted CA Management |

Currency | AUD (Australian Dollar) vl

Service Disclaimer Content

We may collect and store the following personal
information:

physical contact information, credit card numbers and
transactional information based on your activities on the
Internet service provided by us.

L

SecurePay Payment Page Billing Configuration

‘ |‘_

Plan Enable/Disable Quota Price
1 CeEnable @ Disable 2 hrs 0 mins 20
2 Enable Disable
3 Enable Disable
4 Enable Disable
5 Enable Disable
6 Enable Disable
7 Enable Disable
8 Enable Disable
9 Enable Disable
10 Enable Disable

SecurePay Payment Page Remark Content

You must f£ill in the correct credit card number and ﬂ
expiration date. Card code is the last 3 digits of the _|
security code located on the back of your credit card. j
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= How does your client purchase a plan?

1. Open a browser, it then shows a login page. And click “Click here to purchase by Credit Card online” to get

started.

Welcome To User Login Paga!
Please Enter Your User Name and Password To Sign In .

al.hlﬂhm
nhnlnrd:
‘--------------------

[[] Remember M

| Click hiers to piechase by Cred Card Dnlins

2. Select“l agree” and click “Next”.

agrea that wWwe may

informaticon tof provide the ssrvices and

Sustomer SUpEart You regquess: Dseslye dispuses, :[
o lagrese
O | disaptee

Back
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Select a billing plan to purchase; enter your credit card information and “Submit”.

Rate Pian Price
(£ Zhrs0ming AUD 20
BE Movta ALID 5
™ 12 hrs 40 mins AlDA
Credit Card
Credit Card Humber 4000333322221

Credit Card Expiraion Date |12 fos [y

Cradit Card Typa T o
Card Verificabon Value [tz
HEL_'E-I:E usen@esample. com)|
s E-al P
|Ea-:r ] | Clear Submal
Hats

You musl Bl in the comed credd card number and expiralion dale Card cods s
thie last 2 digits of the securlly code localed on the back of your credit card

Double confirm your credit card information.

Windows Internet Explorer E|

9P Flease check the data wou input:
\','()
Credit Card Mumber: 4444333322221111
Credit Card Expiration Date: 12/09
Credit Card Type: Yisa
Card Yerification Yalue: 1234

Reference: user@exarmple, com

(04 l [ Cancel

Double confirm with your purchase. And wait for a couple minutes till you get your receipt.

Windows Internet Explorer E|

b The process may take several minutes,
\T’) Please DO MOT close or leave this page before getting the result,

Do vl want to continue the credit card payment process?

[0]4 l [ Cancel
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6. Account has been successfully generated! Click “Login”. And it's recommended not to close this page at all

times in case you might re-login.

Liosgin 1D lagfEandemand
Passwold 87338574
Price 48103 20
Usage 2 s 0 mins
ESSID  dignw

Your first ime login must be done belore 2008M0/10 024809

The account is valid within £ days after your birst login
Please write down the Login ID and Password immediately!

7. The login successful box appears. Click “Start Browsing” to get online.

| Welcame!
o Login ID: 3agk
5

Please dose this window or click this button to

Thank you!!
Remaining Usage:

= B m
Login time: 2008-10-7 2:50:10
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8. User is now redirected to YOUR homepage that URL you fill in the blank “System Configuration >>

®© =
'

Fiagse close this window or click s button W

b e

Thank youl!
Remaining Lisage
1 Hour 38 | Min|49 |Sec
Login time: 2008-10-7 2:50:10

Homepage”.
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= How does your client renew his service after running out of quota?

New username and password are needed to renew service. Client can either purchase a new account online (shown
in the last section) or at the counter desk. The following example is to enter Web Ul, manually generate an account
and have your client renewed himself the service.

1. Go to On-demand Users List, the account being generated online (please see the last section) is shown.
Search

Remaining
Usemame Password

TimeVolume  ctus  Expiration Time

Reference
2306 BTr33s5574 2 hour
Online iglgls
user@example.com

Total1) Eirst Previgus [exd Last

2. Create an on-demand user.
On-demand User Server Configuration
Server Status Enabled
Postfix |DHE|EITISI'IE| | *(=.g. cndemand. Max: 40 char)

..

Receipt Header 1 T
Receipt Header 2
Receipt Header 3
Receipt Footer 1
Receipt Footer 2

Thank You! fe.g. Thank You!)

Receipt Footer 3

Serial Port Baud Rate 9600 A
£ €
Monetary Unit
WLAN ESSID |4ipnet |;;_, andemand)

Wireless Key

Remark

Billing Notice Interval
Twin Ticket

Terminal Server

® 10mins © 18mins O 20mins
(O Enable ® Disable

Configuration

Users List  Billing Configuration [Create On-demand User] Billing Report Payment

[/ rooy X concot
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3. Choose a billing plan for this user and click “Create”.

Create On-demand User

Plan Type Price Status Function
1 2 hrs 0 mins 20 Enabled Create

2 56 Mbyte 5 Enabled
312 hrs 40 mins 3 Enabled :
4 NI, NIA Disahled

4. Give your client the print-out of this receipt with new account information.

Usarnamea BE44@ondemand
Password 85chRSBe
Price AL
Usage 12 hrs 40
ESSID:
Wireless Key :
Yo first time logen miust be done before 2008110110 17 5618

Thee account is valid within B days after your irst ogin.

5. Have your client go back to the “Login successful page” and click “Redeem”. And enter new User Name and

F
- Welcome!
Login ID: 3ag6

Pleasze close this window or click this button to

Thank youl!

Remaining Usage:

Password.

|'1 |Her|5U |Min |4-'1 |F§F!r.
Login time: 2008-10-7 2:50:10
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Redesm Page

Welcoms To Redeom Page!
Panse Ender Your User Mame snd Passwerd To Sign in .

a User Rama: 5544 fiongemans

T T e —

A e G g

6. Redeem is successful and you can see more quota for internet access.

Windows Internet Explorer, |£|
' ':‘ Redeem process completed,
L

Welcome!
Login ID: Jagh

7 -

Piease diose iz window or dick this bufion io

(-

Thank youl!
Remaining Lisagse:

14 Hour (28  |Min|5E  |Sec
Login time: 2008.-10.T 2:50:10

(e
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» How does Merchant check billing transactions?

1. Go to SecurePay Merchant Login Page at https://www.securepay.com.au/merchant/ and enter Merchant ID,

Login User Name and Password.

LOGIN DETAILS

Merchant ID:

User Name: Ellgll
—

Log In

Forgot My Password

2. Click “Search Transactions” and “Today” to check today’s transactions.

Search Transachions >
Reconciliation Reports
Operational Reports >
Download Daily Reports .

Make Payment/Preauth
Downloads

Periodic Payments
Batch Payments

Direct Entry

Lser Management
Account Settings
Contact SecurePay
Pay SecurePay Bill
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3. Today’s transaction is shown in table.

HANT LOGIN - Windows Internet Explorer

HS1100 Wireless Hotspot Gateway User Manual

o | e .

o

Googe (G Moe@ Br= M-

T ockmakew 16 bkocked  TF Chck w % Autolek v

W o |[EresT MeRownT LOGIN

o Sl

o || X I

Secu re Pay TEST MERCHANT LOGIN

MENU

arch Transactions =
Recondliation Report:

Logged in as: "ABC" / User: “admin® (ADMIN USER)

VIEW TRANSACTION REPORTS

AMOUNT

444433

444433

444433

444433

adaa3l

[Pay SecurePay B
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Appendix E. RADIUS Accounting

= How to create a user and add it into a group in Active Directory

Step 1.  Open “Active Directory”

Step 2.  Go to container “Users”

Step 3.  Create a new user in this container.

Step 4.  Enter the first name of this user.

Step 5.  Enter User logon name which is the login name you will use in your RADIUS server.

Step 6.  Click “Next” to continue.

% Remote Deskiop

]
_,'JIE

& Active Directory Users and Computers Create a new user in I

<5 File  Action  Wiew Window  Help | 3 [this container
e OE IR XFIR R CERTED
é Active Directory Users and Computer | Users 66 objects
-] Saved Queries hame | Type | Description |
=4 i T
(] Builkin - -
UCowuters
{88 Domain Contrallers g Createine  2ishidy.w/llsers
(&) Felixou
[_] FareignSecurityPrincipals
(2] isu.edu.tw
O N First name: [4|W] Iritials: |
#-13] OU roak
1] Stress Lastname: |
= (&) test Full name: [user_group3
g0 iy
=l set logon name;
5 ]uSEI_gICII)E_bQH |@2k3!ab.idv.tw _".l
your RADIUSJ Uszer logon name [pre-windows 2000
login name > ]2K3|.AB\ |L-ISEI,DDUD3_|DQ'1
L
e ¢ Back (6 Mest > J| Cancel |
Certification Remote S

Step 7.  Enter your RADIUS password

Step 8.  Re-enter your RADIUS password

Step 9.  Check “Password never expires” so that this password lasts.
Step 10. Click Next to continue.
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New Object - User

g Create i 2k3lab.idv. bw,/Usgers

Paszword: Y our =
Caonfirm passwaord: RADI US T
password
[ User must change password at next logon
[ User cannat change passward
(98 -
[ &ccount is disabled
10

< Back I Mext » I Cancel

Step 11. Click finish to get done with account creation.

Users 66 ohjects
Mame I Tvpe I Descripkion |

New Object - User

g Create in.  2k3labuidy. bw/Users

Wwhen pou click Finizh, the following object will be created:

Full name: uzer_group3 :]
User logon name: uzer_groupd_login@2k 3lab.idy. bw

The pazsword never expires.

< Back

Step 12. It shows “user_group3” just created in the container “User”.

Step 13. Now let's make this user “user_group3” a member of “group03”. Right click “user_group3” and scroll

down to Properties.
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* Remote Deskio P

¥ B

Recycle B Getf 2.3.1 & Active Directory Users and Computers

< He Adion Vew Window tHep
) 4l =+ D@ IR XFIE R AR TET
i < Active Directary Users and Computer | Lsers 67 obiects
* __[Smd Queeries Name | Type | Descripbon | ‘]
= ‘3}3“ Idv.tw RAS and IAS Servers Security Growp ... Servers in this group can ...
@ . ) ¥ ‘.—“a"‘ i Schema Admins Securtty Group ... Designated adminstrators...
t u ¢ ot Session Directory Computers Security Group ... List of Termimal Server co...
Ethersal Trdmsriat &3 Domain Controllers n sl User
Autherticat ﬂ Fereony s
62 FarsignSecurityPri ﬂ stressuser? Liser
G ik w 0 stressusery Lsar
) MAC n stressuserd stressuserd Liser
% (8] OU roct Stressusers Securty Group ...
) Stress SUPPORT_386945a0 Liser This is & vendar's account ..,
+ () test IenetClents  Security Group ... Members of this group ha...
o @ Y | 2 —
5 ‘i Users Quesor RN | Addn s gioin.
ﬂ user(d Liser Drgable Account
B useros Uy Reset Password...
ﬂ usarld Liser Maye...
€ userts User  Open Home Page
n userlé User Send Mal
0 usero? User
0 useros Lisesr All Tasks L3
0 usersa User oy
ﬂ Very long Lseimanms Liser Delete
R
KT 2

3

E

Step 14. Select Dial-in
Step 15. Select “Allow access”
Step 16. Click OK
user_group3 Properties EE

Remate contral I Terminal Services Profile I COM+ I
Eeneral I Address | Account | Profile I Telephones I Organization I
kember Of ] 4 Dislin I Emvironment I Seszions

— Remate docezs Permizsion [Diakin or YPN]

=15

" Deny access

{7 Contiol access thiough Femate Access Policy

™ ey Caller|D:
— Callback Optionz

¥ Mo Callback

£ Set by Caller [Bouting and Remate Sccess Service only]

" Always Callback to: I

[T &asign aStatic [P Address I
o Spply Static Boutes

Define routes to enable far this Dial-in S |
connection. —

] 6 [H]8 I Cancel I Apply |
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Step 17. Select “Member Of"

Step 18. Click “Add”

Step 19. Click “OK” to select Groups.

Step 20. Enter the object names “group03”
Step 21. Click “OK”

user_groupd Properties E

General | Address | Account | Frafile i Telephones | Organization

Eemte et | Terminal Services Profile | COM+
Member OF ‘I 7 Dialiin I Environment | Sessions
Member of:
Mame | Active Directory Folder |

Domain Users 2k3abnidy b/l sers

Select Groups E

Select this object twpe:

IGroups or Built-in security principals Object Types...

l 8 M ﬂl FErom this location:

|2k3lab.idv.tw Locations...

Primary group: Domain Uzers :
Enter the object names to select [examples):

Set Primars Groun There iz no need to change Primary group unless
_—MI wou have Macintash clients or POS1<-compliant group03 20 LCheck Names

applications.

4

[]9 0K ﬂ Cancel | Apply | Advanced... I 2] ok I Caniel I

Step 22. Now this user is in “group3” under folder “2k3lab.idv.tw/Users”.
Step 23. Click “OK”

General I Address I Accaunt I Praofile I Telephones I Organization

Femate contral I Terminal Services Profile I COM+
Member Of | Dial-in I Enwironment i Sessions
Member of:
Mame | Active Directory Folder

Group 3 2k3abidv.bw U sers 2 2

Bemove I

Frirary graup: Domain Users

el B | There iz ho negd ko change Frimary group u_nless
= 2 & you have Macintozh clients or POSE-compliant
applications.

[2‘ 3 ] n Cancel Apply
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= RADIUS accounting with VSA

VSA stands for Vendor Specific Attributes. This VSA is a “value in bytes” sent by RADIUS server to gateway along
with an Access-Accept packet. In other words, when your external RADIUS server accepts HS1100's request,
RADIUS not only replies with an “access-accept” but it also carries a maximum value in bytes that each client is
allowed to transfer. This value is the maximum allowable summation of each client’s download plus upload traffic in

bytes. Access-Accept packet and VSA are sent back to gateway in one session.

The bellowing shows the summary of this VSA format: (The fields are transmitted from left to right.)

Vendor Specific Attribute Vendor Code | Vendor Assigned Attribute Value (the Max allowable
Number Attribute Number download and upload transfer for each

client in bytes)

By RADIUS Standard By vendor By vendor By local administrator

26 21920 10 0x100000

This section will guide you through a VSA configuration in your external RADIUS server. Before get started, go to or

remotely connect to your external RADIUS server’s desktop.

Step 1 to 4: Run “Internet Authentication Server”, open “Remote Access Policies” and select a policy. Right click and

scroll down to its properties page.

RADIUS Server Desktop

P Internet Authentication Service
File  Action Wiew Help

5 |EE XEFE[ 2]+ ¢

QB Internet Authentication Service (Local) ame | Order |
-] RADIUS Clisnts | EFRADILS-MAC 1
Remaote Access Laggin stressuses il_sl
t % Remate Access Policies Employee_iSh_leh
-1 Connection Request Frocessing Groupl_IdIeSm_SessionSm

y Group2_Session12m

oup3_Unlimited ]
=4 Groupd_IdleSm (MAS-ID match cipher)
GroupS {MAS-ID match other)
Connections ko Microsoft Routing and P Delete
a"-f-( Connections to other access servers Renamne

AT s PY eoporics

Help

Move Up
Maorve Down

Opens property sheet For the current selection,
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Step 5 to 9: Steps 5 to 9 guides you through adding a “Vendor-Specific” attribute into properties of this selected

policy.

Settings |

Specify the conditions that connection requests must match, |

Palicy conditions: L2t BT

2%
Dialin Constrairts I IP b ultilin |
Authentication | Encryption &  Advanced |

Specify addition. PYEREY
ACCESS SEIver

ribute

Attributes: To add an attribute ta the Profile, select the attibute, and then click Add.
Add... | Mame . . . " .
" To add an attribute that is not listed, select the Yendor-S pecific attribute.
. Generate-Class
If connection requ Class )
azzociated profile Attribute:

Framed-Pratoce —
Service-Type l“;me | Vendor | Description |
5 Edi Profile... ﬂT...'..'.=|.T..p= g BALULS Standard Specifies the burneling protocols used

pport af proj

Unless individual ¢ CirTo-Par oo S e LAY Par Y S
policy controls act Allowed-Certificate-010 Microzoft Specifies the certificate purpose or usage object identifiers
. Generate-Class-Attibute Microsoft Specifies whether |45 automatically generates the class al
If:a connection re: Generate-Session-Timeout Microzoft Specifies whether |45 automatically generates the session
" Deny remate ¢ |gnore-U zer-Dialin-Froperties Microsoft Specifies that the uzer's diakin properties are ignored.
& Grant remate < M5 -Quarantine-|PFilker Microsoft Specifies the |P traffic filker that iz used by the Routing anc
= i M5 -Quarantine-5 ession-Timeout Microsoft Specifies the time [in secondz] that the connection can rer
Tunnel-Tag Microsoft Description not wet defined
USR-ACCH-Type LL5. Robotics, Inc. Description nat et defined
USR-AT-Call-lnput-Filker LS. Robatics, Inc. Drescription not et defined
USR-aT-Call-Output-Filker LL5. Robotics, Inc. Description not et defined
USR-AT-Input-Filter LS. Robatics, Inc. Drescription not et defined
USR-&T -Output-Filter LL.5. Robotics, Inc. Description not yet defined
USR-AT-RTMP-Input-Filker LS. Robatics, Inc. Drescription not et defined
USR-AT-RTMP-Output-Filter LS. Robatics, Inc. Drescription not et defined
U?H-AT-ZiD-InDut-Filter 1.5, Raobotics, IInc:. Diescription nat vet defined _ld
A »

Step 9 to 18: Step 9 to 18 guides you to add “Vendor Code = 21920", “Vendor-assigned attribute number = 10", and

“Attribute Value = 100000 in Hexadecimal” into properties of this policy.
Multivalued attribute Information 7|

Attribute name:

IVendor-Specilic

Attribute rumber:

[ 2 |
= = = the tunneling protocols used
vendor-Specific Attribute Information [ ] i s o A (e =

the Cisco A Pair YSA,

the certificate purpose or usage object identifiers

I\f’endor-fipecmc whether |45 automatically generates the class al
whether |45 automatically generates the session

that the user's diakin properties are ighared,

the IP traffic filter that is used by the Routing anc

Atribute name:

Worve L
Specily network acoess server vendar =

il

£ Select from list IF\ADIU5 Standard = [eve Dovin || the time fin seconds] that the connection can rer
- = ot yet defined
(i, e T (A G ) & Enterendor Code: | | |2W320 J 4dd 10 Frnet yet defined
rinot pet defined
Remove rinot pet defined

14

[amihule format:

Specify whether the attribute canforms to the RADIUS RFC specification far ot pet defined
wvendor specific attibutes Edit h ot yet defined

ot yet defined
& Yes It contorms. | 2 .

|Hevadecial 15 j] r not yet defined

n not et defined hd|
EHribute valle " Mo. It does nat conform. 5
10t 16 Configure Attribute.. | 3 — -
ancel - Closs

o o I

Step 9 to 18: Step 19 to 21 shows that your Attribute Value has been added.

[Eandur—ass\gned attibute rurber }

e
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Attribute name: Dial-in Constraints I IP I Fultilink I
IVendor-Specific Authentication | Enciyption Advanced

Specify additional connection attibutes ta be returned to the Remote

Attribute number:
ACCESS SEMvEL

|25

Aftributes:
Adtribute format; Name [ vendor [ value
- Generate-Clags-attribute Microgoft False
[Octatsting Class RADILS Standard  Class03
. Framed-Pratocal RADIUS Standard - PPP
Altribute values: Sendice-Type BALUUS Standard Framed
aelar | walue | Move Up | I endor-5 pecific RADIUS Standard 100000)

FLAD tandard 100000 J

Maorve Down |

Max download + upload 4dd
traffic is 1 M Bytes

Remove | « | _’I

Edit | Add... | Edit... | Bemave |

] 9 Ok I Cancel 2] 20
| | ak I‘ Cancel | Apply |
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Appendix F. Proxy Setting

1. Proxy Setting for Hotspot

HotSpot is a place such as a coffee shop, hotel, or a public area where provides Wi-Fi service for mobile and

temporary users. HotSpot is usually implemented without complicated network architecture and using some proxy

servers provided by Internet Service Providers.

ATGL | Cablelds dem

Crateswans

e

HAuress Po it

LiPProxy ierver

In Hotspots, users usually enable their proxy setting of the browsers such as IE and Firefox. Therefore, so we need

to set some proxy configuration in the Gateway need to be set. Please follow the steps to complete the proxy

configuration :

1.
2.

Login Gateway by using “admin”.

Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
Network Configuration
Mebtwork Address Syslem provides 3 hpes of network address translation: Statl
Translation Assignments. Public Accessible Server and IP/Port Redirect
System provides Privileg F Address List and Prvilege MAC
Privilege List Address List System will NOT control the network access of those
listed dewvices
System can monitor up to 40 network devices with the definec
Monitor 1P List _.|I-h..1l'l_l|!| _u_.n na levice ith the defined
probe interval and retrying
; Up to 20 hosts’ URL could be defined in Walled Garden List Clients
Walled Garden List : host R .:Illj1r|: ..I: I'I1 n ._!| d Gard |emnt
may access these URL withou! auhenticaliorn

Up to 10 websites’ URL could be defined in Walled Garden Ad List

Cliants may access these URL without authantication

Walled Garden AD List

Syetem supports up to 10 exdemal proxy serners
Proxy Server i
pm’;nmﬂ System can redirect fraffic to external prowy server into built-in proy
P = EMvEl
Dynamic DNS Syslem supports dynamic DMNS (DDNE) feature
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3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.

External Proxy Server

ftem Server IP Port

U L]
R L]

oo L] L ]

Internal Proxy Server

Built-in Proxy Server O Enable ® Disahle

4. Add the ISP’s proxy Server IP and Port into External Proxy Server Setting.

External Proxy Server

ltem Server IP Port

1 10.2.3.203 latitt] ]
R L ]

Internal Proxy Server

Built-in Proxy Server O Enable @ Disable
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5. Enable Built-in Proxy Server in Internal Proxy Server Setting.

External Proxy Senver

Item Server IP Port
1 10.2.3.203 6588

I L ]

Internal Proxy Server

( Built-in Proxy Server () Enable O Disable ]

6. Click Apply to save the settings.
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2. Proxy Setting for Enterprise

Enterprises usually isolate their intranet and internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually at intranet or DMZ under the firewall protection.

% Desktop

@
ore Switch
) & \
e
L2 Switch

Access Point Access Point

i
I Q 4

Proxy Server ‘Web Server Mail Server

DMZ

In enterprises, network managers or MIS staff may often ask their users to enable their proxy setting of the browsers
such as IE and Firefox to reduce the internet access loading. Therefore some proxy configurations in the Gateway

need to be set.

Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. However, the clients do not need to enable the proxy settings of their browsers, and the
administrator does not need to set any proxy configuration in the Gateway.
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Please follow the steps to complete the proxy configuration :

B Gateway Setting

1. Login Gateway by using “admin”.
2. Click the Network Configuration from top menu, and the homepage of the Network Configuration will

appear.
HNetwork Configuration
Hetwork Address System provides 2 types of network address franslalion: Static
Translation Assignments. Public Accessible Server and IP/Port Redirect

Systemn provides Privilege IP Address List and Privilege MAC
Privilege List Address List System will NOT control the network access of those
listed devices

System can monitor up to 40 network devices with the defined

Monitor iP List : :
probe interval and relrying

Up to 20 hosts’ URL could be defined in Walled Garden List Clients
may access these URL without authentication

Up to 10 websites’ URL could be defined in Walled Garden Ad List
Cllents may access these LRL without authentication

System suppors up to 10 exlemal proxy serders

System can redirect traffic to exdernal provy server inlo buil-in prosy
SErvel

Walled Garden List
Walled Garden AD List

Proxy Server
Properties

Dynamic DNS Systemn supports dynamic DME (DDNS) feature

3. Click the Proxy Server Properties from left menu, and the homepage of the Proxy Server Properties will

appear.

External Proxy Server

tem Server IP Port

o ] L ]
: L] L ]

Internal Proxy Server

Built-in Proxy Server (O Enable & Disable
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4.

5.

6.
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Add your proxy Server IP and Port into External Proxy Server Setting.

External Proxy Server

1 Ennl
: [ ] 1
s ] I
S I
s ] I
S I
o] I
e ] I
o ] I
CI I

Internal Proxy Server

Built-in Proxy Server O Enable & Disable

Disable Built-in Proxy Server in Internal Proxy Server Setting.

External Proxy Server

1
I L]
A L]
U L]
s ] L]
N L]
A L]
N L]
R L]
e L] L]

Internal Proxy Server

( Built-in Proxy Server (O Enable & Disakle ]

Click Apply to save the settings.

If your proxy server is disabled, it will make the user authentication operation abnormal. When users open
the browser, the login page will not appear because the proxy server is down. Please make sure that your
proxy server is always available.
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B Client Setting

It is necessary for clients to add default gateway IP address into proxy exception information so the user login

successful page can show up normally.

1. Use command “ipconfig” to get Default Gateway IP Address.

CAWINDOWS\system3?cmd.exe

Microsoft Windows HP [Version 5.1.260H1
CC>» Copuright 1985-2001 Microsoft Corp.

C:sDocuments and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . 192 _.168.2_.96
Subnet Mask . . . . 255 255 255 .@
Default Gateway . . 192 .168_2_.254

2. Open browser to add default gateway IP address (e.g. 192.168.1.254) and logout page IP address

“1.1.1.1” into proxy exception information.

° For LLE

Servers

[ B Type Proxy address to use Part
Q=
HTTF: 1023205 || E5ER
SECUrE:
ETP:
Socks:

Use the same proxy server For all protocals

Exceptions
| B Do ok use proxy server for addresses beginning with:
Q=

192.168.1.254,1.1.1 1]

Use semicolons { ; ) ko separate entries.

oK ] [ Cancel
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® For Firefox

Conmnection Setlings r‘>_(|

Configure Proxies to Access the Internet
(O Direct connection to the Internet
(" Auto-detect prosor settings for thiz netwark
(%) Manual proxy configuration:
HTTP Proxy: | 1023203 | Pont: | 6588 |
Use this proxy server for all protocols

|H0 Prosxy for: |192.168.1.254,1.1.1.1| ||
Ewxample: .mozilla org, netnz, 192 168.1 0/24
() Automatic proxy configuration URL:

0K ][ Cancel ][ Help
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Appendix G. Network Configuration & External

Network Access

1. Network Configuration on PC

After HS1100 is installed, the following configurations must be set up on the PC: Internet Connection Setup and

TCP/IP Network Setup.

* Internet Connection Setup
4 Windows 9x/2000
1) Choose Start >> Control Panel >> Internet

Options.

2) Choose the Connections tab, and then click

Setup.

185

iaix
| Fle Edt view Favortes Took Help ‘
J 4=EBack - = - | Qhsearch [ Falders (% History | o xum | -
| Address I@ Control Panel | pe
= = p— — — pq B
J . o B
L Accessibiity  Add/Remawve  AddiRemove Administrative  DatefTime
Control Panel Options Hardware Frograms Tools
i, j
Internet Options Eﬁr AA“ % '
Configures your Internet display ==
and connections settings Display Folder Options Fonts Game
Controllers
windows Update s
Windows 2000 Support @ 2
&
Keyboard Mouse Metworkand  Phone and  Power Options
Dial-up Co...  Modem ...
= i~
= =
Printers Regional  Scanmersand  Scheduled  Sounds and
Options Zameras Tasks Multimedia
2 % @
System Users and  WHware Tools =
Daceunrds =l

|configures your Internet display and connections settings [ &y Computer

Internekt Properkies ﬂil

General I Security I Content  Connections IPngrams I Advanced I

Use the Internet Connection Wizard ko
connect your computer to the Internet.

—Dial-up settings

Add. ..

Remove |
Setbings.. . |

| Dial whenewver anebwork conmeckion is not present

) always dial my default conmection
Set Default |

% Mever dial & conmection

CUrrEnk (i [a 1%

—Local Area Metwork (LAM) settings

LaM Settings... |

[=].4 Cancel I Aoy I
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3) Choose “l want to set up my Internet

connection manually, or | want to connect

through alocal Area network (LAN)”, and then

click Next.

4) Choose “I connect through alocal area
network (LAN)” and then click Next.

5) DO NOT choose any option in the following LAN

window for Internet configuration, and just click

Next.

HS1100 Wireless Hotspot Gateway User Manual
x|

Welcome to the Internet
Connection Wizard

The Internet Connection wizard helps pou connect your computer
tathe Intemet. “ou can use thiz wizard to set up a new or
existing Intemnet account

7 | want to sign up for a new Intemet account. My telephone line
iz connected to my modem.)

7 | want to fransfer my existing Intermet account b this computer.
[My telephone line is connected ta my modem.)

@ | want to set up my Intemet connection marualy, or | want ko
connect through a local area netwark, [LAN).

To leave your Internet settings unchanged, click Cancel

To leam more about the Intermet, click Tutorial Tutarial |

<Back‘i Mest > I’ Cancel

 —

Internet Connection Wizard ll

Selting up your Internet connection

If you have an Intemnet service provider account, you can use your phone line and a modem
to connect ko it IF pour computer iz connected to a local area netwark. (LAN), pou can gain
access to the Internet over the LAN.

How do you connect to the Intemet?

| connect thiough a phone ling and a modem

@t thiough a local area netwark. [LAN)

<Back‘| Mext » I} Cancel |

TS

Internet Connection Wizard ﬂ

Local area k1

Select the method vou would lilke to uge to configure pour proxy settings. 1f vou are not
sure which option to select, select automatic discovery or contact your netwark.
administrator, Automatic configuration may overide manual settings. To ensure the use
of manual settings, disable automatic configuration,

Automatic Configuration
™ Automatic discovery of prowy server [recommended]

™ Use automatic configuration soript

Address:

I Manual Prosy Server

< Back (INext ﬁl Cancel

S ——
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6) Choose “No” and then click Next.

7) Finally, click Finish to exit the Internet
Connection Wizard. Now, the set up is

completed.

€ Windows XP
1) Choose Start >> Control Panel >> Internet

Option.

HS1100 Wireless Hotspot Gateway User Manual

Internet Connection Wizard

Set Up Your Internet Mail Account

X

A Internet mail program iz installed on your computer. Intemet mail allows you ta
receive and send e-mail messages.

To successfully st up your Internet mail account, you must have already signed up far
an e-mail account with an Internet service provider and obtained important cannection
information. If pou are missing any information the wizard asks you to provide, contact
wour Internet service provider.

Do you want to gt up an Intemet mail account now?

" Yes

<Back< I Next > I >Eanc:e| |

TS

Internet Connection Wizard

x|

Completing the Internet Connection
Wizard

“r'ou have successiully completed the Intemet Connection wizard,
“r'our computer iz now configured to connect to wour Intemet

account.

- Ta connect to the Internet immediately, select this box and then
click Finish.

After you close this wizard, you can connect to the
Internet at any time by double-clicking the Intermet
Explorer icon on your desktop.

T cloze the wizard, click Finish

< B ac(IFin\sml Cancel
~S~————

B- Control Panel

Fle Edit Wiew Favorites Tools  Help o
1 ) ®) B
€] O & ) search [ Falders
Address |3 Control Panel ”| Go
=1 o e
- & = W ¥
Control Panel =
Accessitity  Add Hardware  Addor  Administrative Date and Time
G- Switch to Category Wiew Options Rema, .. Tools
= 7 A .
See Also % 2% g G
Display  Folder Options  Fonts
& windows Updats Conkrolers
@) Help and Support %y 3
& ) @
Keyboard Mouse Metwork Phone and  Power Options
Connections  Modem ...
N - i) i) @
= ! % = 4
Printers and  Regional and  Scannersand  Stheduled  Sounds and
Language ...  Cameras Tasks  Audio Devices
Speech Systsm  Taskbar and  User Accounts YMwars Tools ~
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2) Choose the Connections tab, and then click

Setup.

3) When the Welcome to the New Connection

Wizard window appears, click Next.

4) Choose “Connect to the Internet” and then
click Next.
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General | Securty | Privacy | Content | Connections | Pragrams | Advanced

3 . "
4 Toset up an Inkernet connection, click.
E_. Setup. 4 Setup...

Dial-up and Yirtual Private Metwark, zettings

Choose Settings if vou need to configure a proxy
server for a conneckion.

Local Area Metwark, [LAM] zettings

LAM Settings do not apply to dial-up conneckions., LAM Settings...
Choose Settings above For dial-up settings.

[ u]. ] [ Cancel

New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helpz you:
* Connect to the Intermet.

* Connect to a private network, such az pour workplace
ietwiork.

* Set up a home or zmall office network.

To continue, click Next.

[ Mest> | D Cancel

New Connection Wizard

Metwork Connection Type
‘Wwihat do you want to do?

(*)iConnect to the Internel

Tou can browse the ‘eb and read email

() Connect to the network at my workplace
Connect to a business netwark. [using dial-up or ¥PM) 20 you can work from hame,
a field office, or another location.

(") 5et up a home or small office network
Connect to an existing home or small office network, or set up a new one.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel. or infrared port, or
zet up thiz computer 2o that other computers can connect ta it

T —
[ <Eac( H Mext » ID Cancel
——

Download from Www.Somanuals.com. All Manuals Search And Download.



5) Choose “Set up my connection manually” and

then click Next.

6) Choose “Connect using a broadband
connection that is always on” and then click

Next.

7) Finally, click Finish to exit the Connection

Wizard. Now, the setup is completed.
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New Connection Wizard

Getting Ready
The wizard iz preparing to get up vour Intermet connection,

How do you want to connect to the Intermet?

(O Choose

pternet service providers [I5Ps)

lye

oradg TE0 Wil need your account name, passward, and a
phone nurmber for your ISP, For a broadband account, you won't need a phone
rurnber.

() Use the CD | got from an ISP

P ——
[ <ﬁacl( ” Mest » ]D Cancel
—

New Connection Wizard

a uger name and

Internet Connection
How da you want to connect to the Intemet?

() Connect using a dial-up modem
Thiz type of connection uses a modem and a regular or ISDM phone line.

dhand b

(") Connect using a b that

password
Thisz is a high-speed connection uging either a DSL or cable modem. Your ISP may
refer to this type of connection as PPPoE.

I3 15 T B
connection. |t is always active, and doesn't require you to sign in.

P —
[ < Back (” Mest » l) Cancel
—

New Connection Wizard

)

Completing the New
Connection Wizard

YYour broadband connection should already be configured
and ready to use. I your connection is not working
properly, click the following link.

Learn mare about

To cloze thiz wizard, click Finish.

[ < Back ” Finizh l} Cancel
v
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TCP/IP Network Setup

If the operating system of the PC in use is Windows 95/98/ME/2000/XP, keep the default settings without any
changes to directly start/restart the system. With the factory default settings, during the process of starting the
system, HS1100 with DHCP function will automatically assign an appropriate IP address and related information
for each PC. If the Windows operating system is not a server version, the default settings of the TCP/IP will
regard the PC as a DHCP client, and this function is called “Obtain an IP address automatically”.

If checking the TCP/IP setup or using the static IP in the LAN1/LAN2 or LAN3/LAN4 section is desired, please

follow these steps:

€ Check the TCP/IP Setup of Window 9x/ME

1) Choose Start >> Control Panel >> Network.

J File Edt “iew Go Favoites Help

J . ]| ¥ W X
Erack Forwzr] Up Cut Copy Paste Unda Delete  Properties | Wiews
JAgdress I@ Cantral Parel j

i

Accessibliy  AddNew  Add/Remove  Date/Time

Dptions Hardware Programs
Control
Z .
| E— = [}

Display Fonts Game Internet
Network Controllers Optians
Configures netwark
hardware and software, @ @ @

Keyboard Modems Mouse Multimedia

Microsoft Horme
Technical Support

ODBCDats  Passwords Pawer
Sources (32bit] Management

= bt il - |

‘Conhgures netwaork hardware and sol \_gj My Computer

2) Click on the Configuration tab and select I
X Configuration I Identification I Accezs Contral I
“TCP/IP > AMD PCNET Family Ethernet

T he following network components are installed:

Adapter (PCI-ISA)", and then click Properties. Cliant for Micrasoft Metmorks

Now, you can choose to use DHCP or a specific

IP address.

Prirnany Metwork Logon:

ICIient for Microzoft Metworks LI

File and Print Sharing... I

Description

TCFPAPR iz the protocol you uze to connect to the Internet and
wide-area networks.

ak. I Cancel I
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3) Using DHCP: If you want to use DHCP, click on

the IP Address tab and choose “Obtain an IP
address automatically”, and then click OK. This
is also the default setting of Windows. Then,
reboot the PC to make sure an IP address is
obtained from HS1100.

HS1100 Wireless Hotspot Gateway User Manual

DMS Configuration | Gatewaw | WINS Configuration  |P Address

An IP address can be automatically assigned to this computer.
If paur network. does nat automatically azsign IFP addreszes, ask
your nebwork, adminiztrator for an addresz. and then type it in
the space belows.

@n an [P address autom
——

= Specify an I[P addresz:

1P Eddress: | I I i |

Susriet b asks | i i B |

TCP/IP Properties 7 x|
Bindings | Bcvanced | MetBI0S |

Carncel

4) Using Specific IP Address: If you want to use a specific IP address, acquire the following information

from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your

ISP and the Gateway address of HS1100.

&

If your PC has been set up completely, please inform the network administrator before proceeding to the

following steps.

4.1) Click on the IP Address tab and choose

“Specify an IP address”. Enter the IP
Address, Subnet Mask and then click OK.

191

DMS Configuration | Gateway | WINS Configuration  IP Address

An IP address can be automatically assigned to this computer.
IF your network. does not automatically assign IP addiesses, ask
your network administrator for an address. and then type it in
the space below.

[TCP/IP Properties R |
Bindings 1 Advanced | NetBIDS |
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4.2) Click on the Gateway tab. Enter the gateway

. “ " Bindings | Advanced | MetBlOS |
address of HS1100 in the “New gateway DS Configuration  Gatewap I wMS Configuration I IP &ddress
field and click Add. Then; click OK. The first gateway in the Installed Gateway list will be the default.

The address order in the list will be the order in which these
machines are used.

Mew gateway:

| - . . Add

Inztalled gatewaps:

Hemove: I

4.3) Click on DNS Configuration tab. If the DNS

. . “ " Bindings | Advanced | MetBIOS ]
Server field is empty’ select “Enable DNS DMS Configuration I G ateway I WIMS Configuration I IP &ddress

and enter DNS Server address. Click Add, and

then click OK to complete the configuration. _
Host: I— Domain: Ii

DMS Server Search Order

Hemoyve I

Domain Suffi 5 earch Order

C Ok I> Cancel

J File Edit “iew Favorites Tools Help ‘
>> >>
1) Select Start >> Control Panel >> Network and T = | Qoo Gareas Gy | & X B[

Dial-up Connections. | Address [0 control Panl ~| @

-1 . e | DateTime Display Folder Options Fonts ;I
-

=
Control Panel % @ r@

Game Internek Keyboard Mouse

Network and Dial-up Cantraollers Options

Connections
Connects to other computers,

Phone and  Power Options Printers
Madem ...

networks, and the Internet
-
. = -
% E \9:
-

Reqional Scanners and  Scheduled Sounds and

£

‘windows Update
‘Windows 2000 Support

Cptions Cameras Tasks Multimedia
System Users and  WMware Tools ;I
Connects to other computers, nebworks, and the Internet | |@‘ My Computer 2
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2) Right click on the Local Area Connection icon

and select “Properties”.

3) Select“Internet Protocol (TCP/IP)” and then
click Properties. Now, you can choose to use

DHCP or a specific IP address.

4) Using DHCP: If you want to use DHCP, choose
“Obtain an IP address automatically”, and then
click OK. This is also the default setting of
Windows. Then, reboot the PC to make sure an
IP address is obtained from HS1100.
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[ Network and Dial-up Connections

JFMe Edit Wiew Favorites Tools Advanced Help ‘

J FBack - = - | @search [ Folders & BHistory “E X @ ‘ EH-
J Address I Metwark and Dial-up Connections

e |
] =

Make New
Connection

Netwt’)rk and Dial-
up Connections Disable

Status

Local Area Connection Create Sharkout

Delete
Re]

Type: LAN Connection

Status: Enabled

AMD PCNET Family PCT Ethernet
Adapter

{3 pisplays the properties of the selected connection.

Local Area Connection Properties

General I

Connect uzing:

I Akl PCHET Family PCl Ethernet Asdapter

Components checked are used by this connection:

Client for Microzoft Metworks
i = i o Microzoft Metworks

(_Puopeties D

Install...

Uninstall

— Description

Transmission Control Protocol/lnternet Pratocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

[ Show icon in taskbar when connected

Internet Protocol {TCP/IP) Properties

General I

You can get [P settings assigned automatically if your network supports
this capability. Othemwize, vou need to ask your network administrator for
the appropriate IF zettings.

@n an |IP address autor@

—{" Use the following P address:

P address: |
Subret mask: |
Lefault gatevan: I

¢ Obtain DMS server address automatically

—{" Uze the following DMS server addresses:
Erefered DHS serven I

Altermate DS servern I

Advanced... |
( Ok i ) Cancel I

R ——
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5) Using Specific IP Address: If you want to use a specific IP address, acquire the following information

from the network administrator: the IP Address, Subnet Mask and DNS Server address provided by your
ISP and the Gateway address of HS1100.

& If your PC has been set up completely, please inform the network administrator before proceeding to the
following steps.

5.1) Choose “Use the following IP address” and 21xi

General I

enter the IP address, Subnet mask. If the DNS

ou can get [P settings assigned automatically if your network, supports

Server fleld iS empty, SeleCt “ USl ng the mg ;sppglﬂ:iit;liqugév;iiizgou need to ask your nebwork, administrator for
following DNS server addresses” and enter ~ Ohis homaticaly

the DNS Server address. Then, click OK. T;' Uj: the folloning [P 202ess |
5.2) Click Advanced to enter the Advanced Subnet mask: I
TCP/IP Settings window. S |

= Ohtai tizally
i+ Uze the following DMS server add@,
Freferred SETVET, ! .

Alternate DNS servern |

Ok I Cancel I

21 x|
5.3) Click on the IP Settings tab and click Add IF Settings | NS | WiNS | Options |

below the “Default gateways” column and the - IP addresses

. . IFP address | Subnet maszk
TCP/IP Gateway Address window will appear. DHCF Enabled

add.. | Edit... Femove |

— Default gateways:

G ateway | ketric |

Add... Edit... Femove

Interface metric: I'I

5.4) Enter the gateway address of HS1100 in the TCP/IP Gateway Address i .4

———

“Gateway” field, and then click Add. After Gateway: L_)
back to the IP Settings tab, click OK to R
Cancel |

complete the configuration. A etrias |
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€@ Check the TCP/IP Setup of Window XP

1) Select Start >> Control Panel >> Network B Control Pancl EEX
Fle Edit View Favortes Tools Help [
Connection. Qe - @ - ¥ Pseach [[Froders | [

Address | [ Control Panel V‘ E
2 ~

—-ﬂ" Control Panel (5' § E % jg

Accessibiity  Add Hardware add or Administrative Date and Time
[} Switch ta Categaory View Options Remav... Toals

v 2 e D
See Also @ I#-/ -'4
Display Folder Options Forks Game Inkernet
Controllers Options

%

Phone and  Power Options

ﬁ Windaws Update

@) Help and Support g,:)

Keyhoard Mouse:
Modem ...

= @ 2 9

Printers and  Regional and  Scanners and  Scheduled Sounds and

Faxes Language ... Cameras Tasks Audio Devices
Spesch Syskem Taskbar and  User Accounts WiMware Tools b
2) Right click on the Local Area Connection icon * Network Connections E9i=1[E)
File Edit View Favortes Tools Advanced Help 'a.
and select “Properties”. Qe - - (F Psewch (7 rottes | [
Aiddress [ Natwork Connections e

#| LAN or High-speed Internet
Network Tasks

[5] create anew
connection

% Setup ahome or smal

= office network.

@ Disable this netwark
device

% Reepair this connection

Disabls
Status
Repair

EBridge Connections
®i Rename this connection

& Vizw status of this
connection

Change settings of this )
connection

Create Shorkeut
Delete
Rename

£

Other Places

[ Control Panel
& My Network Places
(Y My Dacuments

3) Click on the General tab and choose “Internet L Local Area Connection Properties

Protocol (TCP/IP)”, and then click Properties. General | Authentication || Advanced]

Connect using:

| HE AMD PCMET Family POl Ethemnet Adapter ‘

IP address.

This connection uszes the following items:

g Client for Microsoft Metwarks
g Filz and Printer Sharing for Microsoft Hebworks
1 =

Now, you can choose to use DHCP or a specific

al [TCP/FP)

Intermet Pro

Dezcription

Transmission Contral Protocal/ ntermet Protocol. The default
wide area network. protocol that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

[ Ok ] [ Cancel ]

195

Download from Www.Somanuals.com. All Manuals Search And Download.



4) Using DHCP: If you want to use DHCP, choose
“Obtain an IP address automatically” and click
OK. This is also the default setting of Windows.
Then, reboot the PC to make sure an IP address
is obtained from HS1100.

5) Using Specific IP Address: If you want to use a
specific IP address, acquire the following
information from the network administrator: the IP
Address, Subnet Mask and DNS Server address
provided by your ISP and the Gateway address of

HS1100.

HS1100 Wireless Hotspot Gateway User Manual

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get IP setting: assigned automatically if pour network, supports
thiz capability. Othemwize, you need to ask your network, administrator for
the appropriate IP zettings.

(¥) Obtain an IF address automaticall
() Use theTolowng - address:

() Dbtain DMS server address automatically
() Use the following DMS server addresses:

J [

I [0].8 Cancel ]

AN

following steps.

If your PC has been set up completely, please inform the network administrator before proceeding to the

5.1) Choose “Use the following IP address” and
enter the IP address, Subnet mask. If the DNS
Server field is empty, select “Using the
following DNS server addresses” and enter
the DNS Server address. Then, click OK.

5.2) Click Advanced to enter the Advanced
TCP/IP Settings window.

Internet Protocol [TCP/IP) Properties

General |

“ou can get IP zettings assigned automatically if your network, supports
this capability. Otherwise, you need to ask pour network. administrator for
the appropriate [P zettings.

OO0
(& ilze the followang [F address:
1P address: ! . . . |

armatically

Subnet maszk: | . 2 . |
|

Default gatewaw:

(%) Usze the following DNS server @
Ereferred ZEVET, ! . . . |

|

Alternate DMS servern

[ ak. Cancel ]
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5.3) Click on the IP Settings tab and click Add
below the “Default gateways” column and the

TCP/IP Gateway Address window will appear.

HS1100 Wireless Hotspot Gateway User Manual

Advanced TCP/IP Settings

IP Setings | DNS | wINS | Options|

IP addrezzes

IF address
DHCF Enabled

Subnet mask

Add.. Edit... Femove
Diefault gateways:
Gateway ketric
Add.. Edit... Fiemowve
Automatic metric
Interface metric: I:l

(DKED Cancel ]

5.4) Enter the gateway address of HS1100 in the
“Gateway” field, and then click Add. After
back to the IP Settings tab, click OK to finish

the configuration.

Gateway:

Autornatic metric

= e | |
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2. External Network Access / User Login

If all the steps are set properly, HS1100 can be further connected to the managed network. Before connecting a
client device (e.qg. laptop, PC) to HS1100's Public LAN (LAN1/LANZ2 by default), if eliminating the need for client IP
configuration is desired, the administrator can enable the “IP PnP” function to support both static and dynamic IP.

Otherwise, the client device must be set to use DHCP in TCP/IP to obtain an IP address automatically.

1. Open an Internet browser on a client device and the default User Login Page will be displayed.
2. Enter a username and password previously created in the Local User account database (e.g. “test@postfix1”
for Username and “test” for Password). Check the Remember Me box to store the username and password on

the current computer in order to automatically login to the system at next login. Then, click the Submit button.

Welcams To User Login Page.
Plaain Enbar Your Ussd Nams and Password To Bhgn bn .

L]
&) User Bame:  iesiiioes

O] Password:  weee

\ (J_Submit g Ciasr QY JRemaining

Fl Bememrese e

3. The Login Successful page appearing means HS1100 has been installed and configured successfully. Now,

you are connected to the network and Internet!

O Hello, testi@postfix ‘

Fleaze click this buon io

Tk Wil

Lo Thiwez  POOT-8-31 15:12:12

4. The Remaining button on the User Login Page is for on-demand users only, where they can check their

Remaining Usage time. The notice shown as below will appear when non-on-demand users click the Remain
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Sorry, this feature
Is available for
on-demand user only.

button.

| 0o batk o Login |

5. An on-demand user can enter the username and password in the User Login Page and then click the

Remaining button to check the Remaining Usage time.

User Login Fage

Welcome To Usar Login Page.
Pleass Enter Your User Kame and Password Te Sign in

‘ User Rama: | 2471 Goodeimand

n "“H‘H._‘ EEEEEEEE

\ [V _Submin gV Clear QY V Remalning /

6. When an on-demand user logs in successfully, the Login Successful page shown as below will appear. The

Login Successful page contains Remaining Usage time and a Redeem button.

Welcome!
Login 1D: 2577 @ondemand

-

Please close this window or click this button to

Thank you':

Feammaliing Dsags:
LEN Haur???_ _ |Min |53 |Seec
Login time: 2007 831 11:31:322
+f Redeem
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Remaining usage: Show the remaining time that the on-demand user can surf Internet.
Redeem: When the remaining time or data size is insufficient, the user has to pay for adding credit at the
counter, and then, the user will get a new username and password. After clicking the Redeem button, a

login screen will appear. Please enter the new username and password obtained and click Redeem button.

The total available use time and data size after adding credit will show up.

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

"!!

a User Name: || |

Password: | |

The system will automatically reject the redeem process when the redeem amount exceeds the maximum
time/data volume provided by HS1100.
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Appendix H. Session Limit and Session Log

Session Limit

To prevent ill-behaved clients or malicious software from using up the system’s connection resources, the

administrator can restrict the number of concurrent sessions that a user can establish.

»  The maximum number of concurrent sessions (TCP and UDP) for each user can be specified in the Global
policy, which applies to authenticated users, users on a non-authenticated port, privileged users, and
clients in DMZ zones.

»  When the number of a user’s sessions reaches the session limit (a choice of Unlimited, 10, 25, 50, 100,
200, 350 and 500), the user will be implicitly suspended upon receipt of any new connection request. In
this case, a record will be logged to a Syslog server.

»  Since this basic protection mechanism may not be able to protect the system from all malicious DoS
attacks, it is strongly recommended to build some immune capabilities (such as IDS or IPS solutions) in

network deployment to maintain network operation.

Session Log

The system can record connection details of each user accessing the Internet. In addition, the log data can be

sent out to a specified Syslog Server, Email Box or FTP Server based on pre-defined interval time.

»  The description of the fields of a session log record is shown as below:

Field Description

Date and Time The date and time that the session is established

[New]: This is a newly established session.

Session Type ) L .
[Blocked]: This session is blocked by a Firewall rule.

The account name (with postfix) of the user. When it shows “N.A.”, it
indicates that the user or device does not need to log in with a
username, for example, the user or device is on a non-authenticated
Username port or on the privileged MAC/IP list. Change the account name
accordingly, if the name is not identifiable in the record.

»» Note: Only 31 characters are allowed for the combination of
Session Type plus Username.

Protocol The communication protocol of session: TCP or UDP
MAC The MAC address of the user’'s computer or device
SIP The source IP address of the user’'s computer or device
SPort The source port number of the user’s computer or device
DIP The destination IP address of the user’s computer or device
DPort The destination port number of the user’s computer or device
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»  An example of session log data is shown as below:

31 Aug 12:35:05 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1626 DIP=203.125.164.132 DPort=80
31 Aug 12:35:05 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1627 DIP=203.125.164.132 DPort=80
31 Aug 12:35:06 2007 [New]userl@local TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1628 DIP=203.125.164.142 DPort=80
31 Aug 12:35:06 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1629 DIP=203.125.164.142 DPort=80
31 Aug 12:35:07 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1630 DIP=67.18.163.154 DPort=80
31 Aug 12:35:09 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8¢c SIP=10.1.1.37 SPort=1631 DIP=202.43.195.52 DPort=80

31 Aug 12:35:10 2007 [New]userl@Ilocal TCP MAC=00:09:6b:cd:83:8c SIP=10.1.1.37 SPort=1632 DIP=203.84.196.242 DPort=80
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Appendix I: NetComm AG400 Thermal Ticket

Printer Quick Start Guide

AG400 is a plug and play thermal ticket printer that connects to the NetComm HS1100
wireless hotspot gateway or IAC3000 internet access controller to print out ticket for
on-demand user accounts. All billing profile configurations and settings are made in
the HS1100 or IAC3000; no configurations are required to be made in the AG400. For

detail explanation on how to configure billing profiles, please refer to the HS1100 or
IAC3000 product user manual.

1. Package Contents

The standard package of the AG400 Thermal Ticket Printer includes:

» AG400 Ticket Printer with paper x 1

» Power cable kit x 1 (AC Input: 100—~240V / DC Output: 9~12V, 3A power
adaptor)

Thermal paper roll x 1

» RJ11 Cable x 1

Y
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2. Product Overview

(Front Side)

Enter Button ]

[ Feed Paper Button ]

Power
Switch

[ Function LED

Function Selection Button
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(Back Side)

DC Power
Connector

DB25 Connector

[ RJ11 Connect ‘

Please note:

DB25 and RJ11 connectors basically have the same function; they are used to connect
to different model. The ‘DB25 Connector’ is not used in HS1100 or IAC3000 system.
No connection is needed to this DB25 connector.
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3. Installation

adapter into the back
panel of the Ticket
Printer

Plug in the power 1

Turn on the power of
Ticket Printer.
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Remove the cover, then insert the paper roll and press “LF” to let the
paper be drawn into the print mechanism. Then close the cover.
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Connect the HS1100/IAC3000 to the AG400 Thermal Ticket Printer via the
RJ11 cable provided.

Click on Function Selection button to choose the billing rule.

AG400 Thermal Ticket Printer quick installation completed
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Appendix J: Legal & Regulatory Information

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the Copyright Act, no part
may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical, recording or otherwise, without the prior

written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product

without notice.
NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA TS008 Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA . These standards are designed to
provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can radiate radio noise and,
if not installed and used in accordance with the instructions detailed within this manual, may cause interference to radio communications. However,
there is no guarantee that interference will not occur with the installation of this product in your home or office. If this equipment does cause some
degree of interference to radio or television reception, which can be determined by turning the equipment off and on, we encourage the user to try to
correct the interference by one or more of the following measures:

e (Change the direction or relocate the receiving antenna.

e Increase the separation between this equipment and the receiver.

e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.

e Consult an experienced radio/TV technician for help.

(3) The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other product or do not
use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause damage to this product, fire or result
in personal injury.

GNU General Public License

This product includes software code that is subject to the GNU General Public License (“GPL") or GNU Lesser General Public License (“LGPL”). This code is subject to
the copyrights of one or more authors and is distributed without any warranty. A copy of this software can be obtained by contacting NetComm Limited on +61 2 9424

2059.

Product Warranty

The warranty is granted on the following conditions:

1. This warranty extends to the original purchaser (you) and is not transferable;
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2. This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of NetComm including
producing such evidence of purchase as NetComm

may require;
4. The cost of transporting product to and from NetComm’s nominated premises is your responsibility; and,

5. NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind, whether direct, indirect,
consequential, incidental or otherwise arises out of events beyond NetComm’s reasonable control. This includes but is not limited to: acts of God, war,

riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or shortages of materials or labour.

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the factory default

settings. NetComm recommends that you enable these features to enhance your security.
The warranty is automatically voided if:
1. You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or communication line,

whether caused by thunderstorm activity or any other cause(s);
3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with the user manual

supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service centre authorised by

NetComm:; and,
6. The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in certain
circumstances imply mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement for such conditions

and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability of NetComm

under the Relevant Acts is limited at the option of NetComm to:
Replacement of the Goods; or
Repair of the Goods; or
Payment of the cost of replacing the Goods; or
Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase. However some products have an extended
warranty option (refer to packaging). To be eligible for the extended warranty you must supply the requested warranty information to NetComm within 30

days of the original purchase by registering on-line via the NetComm web site at

www.netcomm.com.au
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wWww.neLcomim.com.au

Product Warranty

NetComm products have a standard 12 months warranty from date of purchase. However some products have an extended warranty option, via registering your product
online at the NetComm website www.netcomm.com.au.

Technical Support
If you have any technical difficulties with your product, please refer to the support section of our website.

www.netcomm.com.au/support

Note: NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding the advanced features of this product, please refer to the configuring
sections in the User Guide or contact a Network Specialist.

Heltomm |

www.neLcormim.com.au

NETCOMM LIMITED PO Box 1200, Lane Cove NSW 2066 Australia DYNALINK NZ 224b Bush Road, Albany, Auckland, New Zealand
P: 02 9424 2070 F: 02 9424 2010 P: 09 448 5548 F: 09 448 5549
E: sales@netcomm.com.au W: www.netcomm.com.au E: sales@dynalink.co.nz W: www.dynalink.co.nz

www.dynalink.co.nz

Trademarks and registered trademarks are the property of NetComm Limited or their respective owners.
Specifications are subject to change without notice. Images shown may vary slightly from the actual product.
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