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Safety and Precaution

Installation
o

When in Use

Service

Use only the type of power source indicated on the marking labels.

Use only power adapter supplied with the product.

Do not overload wall outlet or extension cords as this may increase the risk of electric shock or fire. If the power cord is frayed,
replace it with a new one.

Proper ventilation is necessary to prevent the product overheating. Do not block or cover the slots and openings on the device,
which are intended for ventilation and proper operation. It is recommended to mount the product with a stack.

Do not place the product near any source of heat or expose it to direct sunlight.

Do not expose the product to moisture. Never spill any liquid on the product.

Do not attempt to connect with any computer accessory or electronic product without instructions from qualified service
personnel. This may result in risk of electronic shock or fire.

Do not place this product on unstable stand or table.

Power off and unplug this product from the wall outlet when it is not in use or before cleaning. Pay attention to the temperature of
the power adapter. The temperature might be high.

After powering off the product, power on the product at least 15 seconds later.

Do not block the ventilating openings of this product.

When the product is expected to be not in use for a period of time, unplug the power cord of the product to prevent it from the
damage of storm or sudden increases in rating.

Do not attempt to disassemble or open covers of this unit by yourself. Nor should you attempt to service the product yourself, which may void
the user’s authority to operate it. Contact qualified service personnel under the following conditions:

If the power cord or plug is damaged or frayed.

e [fliquid has been spilled into the product.
e [fthe product has been exposed to rain or water.
e [fthe product does not operate normally when the operating instructions are followed.
e |fthe product has been dropped or the cabinet has been damaged.
e [fthe product exhibits a distinct change in performance.
Caution
e Any changes or modifications not expressly approved by the party responsible for compliance could void the authority to
operate equipment,
Copyright Notlce
2005 All rights reserved. No part of this document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose, without the express written permission of the seller.
Disclaimer
Information in this document is subject to change without notice. The statements, configurations, technical data, and
recommendations in this document are believed to be accurate and reliable, but are presented without express or implied
warranty. The seller therefore assumes no responsibility and shall have no liability of any kind arising from the supply or use of this
document or the material contained herein.
Statement of Conditions
In the interest of improving internal design, operational function, and/or reliability, the seller reserves the right to make changes to
the products described in this document without notice.
The seller does not assume any liability that may occur due to the use or application of the product(s) or circuit layout(s)
described herein.
In addition, the program and information contained herein are licensed only pursuant to a license agreement that contains
restrictions on use and disclosure (that may incorporate by reference certain limitations and notices imposed by third parties).
Trademarks
All other product or service names mentioned in this document may be trademarks of the companies with which they are associated.
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1. INTRODUCTION

The NetComm HS960 is a compact intelligent gateway integrated with a four-port port-based VLAN switch. It
provides Plug’ Play Internet access, advanced security and network management.

The HS960 is designed for service providers, system integrators or hotspot venue operators to offer
integrated solutions for rapid deployment, which can start a hotspot service quickly and easily offering
enhanced service performance.

The HS960 is an ideal solution for hotel lobbies, coffee bars, airport lounges, conference facilities and other
sites that commonly host business travelers, and offers instant high-speed Internet connections. With its IP
Plug and Play technology the HS960 accepts any client configuration login. When the client opens a browser
window, the HS960 immediately recognises a new end-user and redirects their browser to customizable log
in web page. There is no need for end users to change any of their default network (Static IP), e-mail (SMTP
Server behind firewall), or browser settings (HTTP Proxy) or load any special software to access the hotspot
service. The HS960 is completely Plug’ n Play with any browser.

This guide covers areas specific to administraton of the Wireless Gateway and will help in you in customising
the device to suit your needs.

Login page:

The HS960 Wireless Gateway allows you to change the look and feel of the login page that a subscriber will
see when logging onto the Internet. You can decide what the welcome message is, if you want a logo on the
page, or if you would like the web page split into two frames with the login fields in the bottom frame and a
website of your choice in the top frame. You can even code your own login page or redirect the subscriber to a
different website address.

Receipt:

Customise what is printed on the receipt issued to subscribers.

Billing:

You can decide how much to charge people to use the service, and customise a billing profile for each button
on the printer that comes with the HS960 Wireless Gateway. You can implement discounts based on button
sequences on the printer. Decide how you would like your customers to pay for the service - before logging in,
or once they have finished using the Internet.

Accounting:

Decide whether you would like to use the HS960 printer or a printer on your network to print account details.

Pass Through:

Allow certain machines to access the internet without having to enter a username and password. This is

ideal for VIP members. You can also allow subscribers to access certain websites without having to enter a
username and password by listing the website addresses under the Pass Through section.

Advertisements:

Advertise specials that your organisation may have, or charge companies to use the HS960 Wireless Gateway
for advertisements. The adverts will be pop-ups that appear while a subscriber is surfing the Internet.
Filtering:

Decide which websites you want to restrict access to (e.g. competitors, X-rated sites, download sites).

Download from Www.Somanuals.com. All Manuals Search And Download.
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1-1 Package Contents

The following items are included in your HS960
e HS960

One HS960

Two antennas

One AC Power Adapter for HS960

One CD containing a User Manual

Two screws for wall-mount

One UTP Ethernet/Fast Ethernet cable (Cat.5 Twisted-pair)

e AG-200E Account Generator Printer

e One AC Power Adapter for mini account generator printer
e (One UTP Ethernet/Fast Ethernet cable (Cat.5 Twisted-pair)
e One Account Generator Printer User’s Guide

If any of the above items are damaged or missing, please contact your dealer immediately.

HS%O Wireless Gateway User Guide YML857 Revi
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1-2 Features

Wireless data rates up to 54Mbps

Supports 100 Simultaneous Users

Built-in AAA (Authentication/Accounting/Authorization) and Billing mechanism
IP Plug and Play (iPnP)

Comprehensive security

e 64/128-bit WEP encryption

e WPA encryption

e |P/URL filtering

Intelligent Management

Note: The “PnP” Function only can be used with TCP/IP-based Network.

1-3 Precautions

Never remove or open the cover. You may suffer serious injury if you touch these parts.

Never install the system in the wet locations.

Use only the original fitting AC power adapter otherwise there is a danger of severe electrical shock.
Avoid exposing the HS960 to direct sunlight or another heat source.

Choose a well-ventilated area to position your HS960 .

YML857 Revi HS960 Wireless Gateway User Guide
www.netcomm.cobownload from Www.Somanuals.com. All Manuals Search And Download. 7
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1-4 Overview of the HS960 Wireless Gateway
1-4-1 Top Panel LEDs Indication

LED State Description

PWR Off The HS960 is not receiving electrical power.
Green The HS960 is receiving electrical power.

SYS Off The HS960 status is defective.
Green The HS960 status is complete.
Green (Blinking) During firmware upgrades, this system LED will blink.

WAN off Port has not established a network connection.
Green Port has established a valid 10/100Mbps network connection.
Green (Blinking) 10/100Mbps traffic is traversing the port.

LAN-1~ LAN-4 | Off Port has not established any network connection.
Green A port has established a valid 10/100Mbps network connection.
Green (Blinking) 10/100Mbps traffic is traversing the port.

WLAN Off The Wireless is not ready.
Green The HS960 has established a valid wireless connection.
Green (Blinking) The Wireless connection is active.

Download from Www.Somanuals.com. All Manuals Search And Download!
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1-4-2 Rear Panel
The rear panel of the HS960 is shown below.

1. LAN (1-4):

The rear panel supports four auto-sensing RJ-45 ports and all ports can be auto-switched to MDI-Il
connections. The LAN ports are used for linking hosts or other network devices. The individual port can be
either connected to 100BaseTX networks or 10BaseT networks. When connecting to a 100BaseTX network,
the ports operate at 100Mbps in half-duplex mode or 200Mbps in full-duplex mode. When connecting to a
10BaseT network, the ports operate at 10Mbps in half-duplex mode or 20Mbps in full-duplex mode.

2. WAN

One Ethernet port used for linking xDSL or Cable Modem.

3. Reset Button:

The HS960 has a reset button at the rear panel of the device. Use this function to reset the system back to
factory defaults.

4. Power Jack

Used to connect the external power supply with the HS960.

YML857 Revi HS960 Wireless Gateway User Cz//de
www.netcomm.cobownload from Www.Somanuals.com. All Manuals Search And Download.
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1-4-3 Connection Diagram

i Powerpoint

LAN Port into AG-200E @ D

Account Generator Printer

Power Adaptor

into PWR 5V Port
Ethernet Cable I

Ethernet Cable

WAN Port into
ADSL Modem %/

HS960 Wireless Gateway User Guide YML857 Revi
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1-5 Technical Specifications

1-5-1 Hardware Specifications

Network Specification

e |EE802.3 10BaseT Ethernet

|EE802.3u 100BaseTX Fast Ethernet

|EE802.11g Wireless LAN

ANSI/IEEE 802.3 NWay auto-negotiation

Wi-Fi Compatible

Connectors

e Four LAN Ports (10BaseT/100BaseTX Auto cross-over)
e (One WAN Port (10BaseT/100BaseTX Auto cross-over)

Encryption
e WEP (Wired Equivalent Privacy) 64/128-bit RC4
e WPA (Wi-Fi Protected Access)

External Antenna Type
e 2dBi (Max) Dual detachable diversity antenna with reverse SMA

LED Indicators

e One POWER LED

One WAN 10/100M Link/Activity LED
Four LAN 10M/100M Link/Activity LEDs
One Wireless Link/Activity LED

One System LED

Power Requirement

e External Power Adapter

e Input: 100-240 VAC, 50/60 Hz

e Qutput: BV, 2A

Environment Conditions

e QOperating Temperature: 0 to 50°C

e Storage Temperature: -10 to 60°C

e Operating Humidity: 10~80% non-condensing
e Storage Humidity: 10% to 90% non-condensing
Certifications

e FCC part 15 Class B, CE, CSA, VCCI Class B, CE / R&TTE, C-Tick
Dimension

e Size: 242 (L) x 130.5 (W) x 77 (H) mm

e Weight: About 4209 (Net)

Mounting

e Desktop, Wall mounted

YML857 Revi HS960 Wireless Gateway User Guide
www.netcomm.cobownload from Www.Somanuals.com. All Manuals Search And Download. 11
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1-5-2 Software Specifications

Networking

|[EEEB02.3 10BaseT Ethernet
|[EEEB02.3u 100BaseTX Fast Ethernet
|EEEB02.3af Power over Ethernet
|EEE802.11b Wireless LAN
|[EEE802.11g Wireless LAN

Supports 100 Simultaneous Users

|P Plug and Play (iPnP)

HTTP Proxy Support

SMTP Server Redirection

DHCP Server

DHCP Relay

Static IP WAN Client

DHCP WAN Client

PPPoE WAN Client

PPTP WAN Client

NAT

NTP (Network Time Protocol) Support
DDNS

Marketing Cooperation

e Advertisement URL link

Walled garden

Customizable log-on and log-off pages
Portal Page

WISPr Smart Client

User Accounting and Authentication
Built-in Authentication

Web-based Authentication

RADIUS AAA Support (RFC 2865, 2866)
Secondary RADIUS

User Authentication and Accounting
Logout Window Timer Control

Security and Firewall

Layer 2 Isolation Security

SSL User Login page/ Configuration Page
SSL Administration

VPN Pass through (IPSec/PPTP)
Customize SSL Certificate

Pass Through IP/MAC/URL Address
Restricted Destination Filtering IP/URL
VPN (IPSec/PPTP) Pass through

PPTP VPN Client

WEP

WPA

HS960 Wireless Gateway User Guide YML857 Revi
12 Download from Www.Somanuals.com. All Manuals Search And Downlead./12{comm.corm.atl
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Management

Web-based Management Tool

Firmware Upgrade via HTTP/TFTP

Wizard setup for step-by-step Configuration
Backup/Restore/Factory Default Setting
Remote Authorized Management

Real-time Session List

LAN Device Management

Syslog (System/Subscriber/LAN device)
E-mail logs

SNMP v1/v2 (MIB II, Private MIB)

System Information Table

Status Report (Daily/Monthly/System/Network)
SSL certificate upload

Extra Function with optional AG-200E
e Local Authentication

e Local Accounting

e Local Billing

AG-200E Account Generator (Thermal Printer)
e Interface: Ethernet

e Print Width: 48mm (Paper width: 58mm)

e Paper Length: 50 M

YML857 Revi HS960 Wireless Gateway User Gu/dg
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2. INSTALLATION

2-1 Wall-Mounting

The HS960 can be wall-mounted by applying the two mounting brackets supplied.

—— Mounting Bracket

Figure 2-1 Wall-Mounting Bracket - Bottom of HS960

1. Install two screws on a wall according to the relative positions shown below.
f 175.70 mm

e

Figure 2-2

2. Hang HS960 on the wall by sliding the two screws in the mounting brackets.
Note: If the screws are not properly anchored, the strain of the cables connected to the HS960 rear panel connectors could pull out the

HS960 from the wall.
HS960 Wireless Gateway User Guide YML857 Revi
14 Download from Www.Somanuals.com. All Manuals Search And Downlead./1e{comm.corm.at
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2-2 Connecting the Antennas
The HS960 provides two antenna connectors on the rear of the unit.
Antenna Connectors

Figure 2-3 Antenna Connectors

2-3 Installation Requirements

Before installing the HS960 please ensure your network meets the following requirements.

System Requirements
The HS960 requires one of the following types of software:

e Windows 98 Second Edition/NT/2000/XP
e Red Hat Linux 7.3 or later version
e MAC 0S X 10.2.4 or later version
e Any TCP/IP-enabled systems like Mac OS and UNIX (TCP/IP protocol installed)
e Standard phone line for xDSL modem
Or
Coaxial cable for Cable modem
e Web Browser Software (Microsoft I.E 5.0 or later version or Netscape Navigator 5.0 or later version)
e (One computer with an installed 10Mbps, 100Mbps or 10/100Mbps Ethernet card

e TP network Cable with a RJ-45 connection
Note: Prepare twisted-pair cables with RJ-45 plugs. Use Cat.5 cable for all connections. Make sure each cable does not exceed 100 meters.

YML857 Rev1 HS960 Wireless Gateway User Guide
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ISP Requirements
Verify whether your ISP uses fixed or dynamic IP addressing. If it is a fixed IP, be sure to get the IP from your ISP.

Dynamic IP

Dynamic IP Setting

Fixed IP

Your fixed IP address for the HS960
Your subnet mask for the HS960
Your default gateway IP address
Your DNS IP address

PPPOE

Your user name from your ISP
Your password from your ISP

PPTP

PPTP Server IP Address from your ISP
PPTP Local IP address from your ISP.
PPTP Local IP subnet mask from your ISP.
Your user name from your ISP

Your password from your ISP

Your PC Requirements
The Static IP settings for the PC

Your PC’s fixed IP address
Your PC’s subnet mask
Your PC’s default gateway IP address

Your PC’s primary DNS IP address

Note:

1. The gateway's default IP address setting is “10.59.1.1".
2. The gateway's default subnet mask setting is “255.0.0.0”.

The Dynamic IP settings for the PC

We recommend that you leave your IP settings as automatically assigned. By default, the HS960 is a DHCP
server, and it will give your PC the necessary IP settings.

HS960 Wireless Gateway User Guide YML857 Revi
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Nellomm

2-4 Getting Started

1. Place the HS960 and AG-200E Printer on a flat work surface.

2. Connect the Ethernet cable to the HS960’s LAN port.

3. Connect the other end of the Ethernet cable to the AG-200E Account Generator Printer’s RJ45 port.
4. Ensure that your modem and computer are both switched on.
5

Use the supplied cable to connect the HS960’s WAN port to the modem. Check that the Cable/xDSL
Status LED lights.

6. Connect your computer to one of the 10/100 LAN ports on the HS960 . Check that the LAN Port Status
LED lights.

7. Configure the further parameters via a Web browser.
AG-TRHE Raws Paasl

BE
o Wireless Subscriber Gateway A
AT N 7 4;\ o
| Internat | //"f ) | A o | 7
s %, WY e N
Sy " o - o
. AG-200E
Account Generator Printer
xDSLICable —
Modem xt X .
o .
o = P
Q\.__-_-\:;ff-' - " m_l:ll‘-lr:' Fars
: ~7 |7 medll®] ol
==
=
AG-Z00E

Account Generator Printer

"IJ/: X

Server Notebook Hway Switch
= by
e -"-"\;\":.?‘_.f"'
c PC

Figure 2-4 HS960 Connection

YMLB57 Revi HS960 Wireless Gateway User Guide
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2-5 POE (Power over Ethernet) Application

Internet

POE Device
(Power over Ethernet)
xDSL/Cable

Modem

Wall Outled
Figure 2-5 POE Connection

Note: To use the HS960's POE feature, follow the instructions for your specific POE device.

HS960 Wireless Gateway User Guide YML857 Revi
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CONFIGURING THE HS960

3.

3-1 Set Up Wizard
3-1-1  Startup

Start your browser, and then enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

QD w1058

Figure 3-1 Web Browser Location Field (Factory Default)
3-1-2  Configuration

The HS960 menu will appear. In the Username and Password field, type the factory default user name admin
and password admin and click Login.

HS960

Username: |

Password: |

“ersion 1.00.09

Figure 3-2 Configuration Tools Menu

If you are first time setting the system, the wizard setup screen will appear. You will be guided, step-by-
step, through a basic setup procedure.

YML857 Rev1

HS960 Wireless Gateway User Guide
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Figure 3-4 System Quick View
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3-1-3  Internet Connection Settings

Select the appropriate Internet connection type to connect to your ISP. The HS960 device can work as a
DHCP client. This allows the device to obtain the IP address and other TCP/IP settings from your ISP. If
your XDSL/Cable comes with this feature, please enable Use DHCP Client.

Internet Connection

Please choose one from the following selections

| DHCF Client v/

Figure 3-5 Internet Connection Setting Screen

YML857 Revi HS960 Wireless Gateway User Guide
www.netcomm.coDownload from Www.Somanuals.com. All Manuals Search And Download. 21
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Static IP Setting

If Static IP Setting is selected, then a secondary screen will appear. Enter the IP address information provided
by your ISP here.

| Internet Connection ‘

Flease choose one from the following selections

Static IP Setting he
IP Address: 0000
Subnet Mask: 0000
Gateway IFP address: pooo

Primary DNS Server:

Secondary DNS Server:

ltem Default Description

IP Address 0.0.0.0 Enter the IP address provided by your ISP.

Subnet Mask 0.0.0.0 Enter the subnet mask for the IP address.

Gateway IP Address 0.0.0.0 Enter the Gateway IP Address provided by your ISP.

Primary DNS Server Empty Enter the primary DNS server IP address for the xDSL/Cable connection
(provided by your ISP).

Secondary DNS Server | Empty Enter the secondary DNS server IP address for the xDSL/Cable connection
(provided by your ISP).

Download from Www.Somanuals.com. All Manuals Search And Download:
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PPPoE (Point-to-Point Protocol over Ethernet)
If “PPPoE” is selected, then this screen will appear. Enter the username, password and other major fields.

Internet Connaction

Pleaze chonza cne fiom the Silowing selactions

PPPoE (Mostly for ADISL modom users)

Ligamama

Passwoed

BRP MTU Sultewg

TCP M35 Selbeg

Semice Mama

4 Conmect on Demand

1452

{1 1

Max Idla Tima: |10

Haop alive Rodial Pancd 30 Bec
 Naxt) )

Item Default Description

Username Empty Enter the user name provided by your ISP. The user name can consist of up to
80 alphanumeric characters and is case sensitive.

Password Empty Enter the user password provided by your ISP. The password can consist of up
to 80 alphanumeric characters and is case sensitive.

PPP MTU Setting 1492 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.

TCP MSS Setting 1452 MSS (Maximum Segment Size) specifies maximum segment size.

Service Name Empty Enter the service name provided by your ISP. The service name can consist of
up to 64 alphanumeric characters and is case sensitive.

Connect on Demand and Max Idle Time

Connect on Demand Enable You can configure your HS960 to cut your connection with your ISP after a
specified period of time (Max Idle Time). If you have been disconnected due to
inactivity, Connect on Demand enables your HS960 to automatically re-establish
your connection as soon as you attempt to access the Internet again. If you wish
to activate Connect on Demand, click the radio button. If you want your Internet
connection to remain, click the radio button of keep alive. The Max Idle Time
maximum value is 65535 minutes.

Max Idle Time 10 Minutes

Keep alive and Redial Period

Keep alive Disable This option keeps your PPPoE enabled Internet access connected indefinitely,
even when it sits idle. The Redial Period maximum value is 65535 seconds.

Redial Period 30 Seconds

Download from Www.Somanuals.com. All Manuals Search And Download.
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PPTP Client (Point-to-Point Tunneling Protocol)
If “PPTP” is selected, then this screen will appear. Fill out all the information provided by your ISP.

Internet Connection

Pleaze choose one frorm the following selections
| PPTP (Mostly for Europe ADSL modem users) V|

My IP Address:

hly Subnet Mask:

PPTF Serer IP Address:

|
|
Gateway IP address: |
|
|

Usernarne:

Password: |

PPP MTU Setting: 1460

TCP MSS Setting: 11400

Connection ID/Marme: I:I

& Connect on Demand hax ldle Time: fin.

O Keep alive Redial Period: Sec.
Next»

Figure 3-8 Internet Connection Setting Screen—PPTP Client Setting

HS960 Wireless Gateway User Guide YML857 Revi
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Item Default Description

My IP Address Empty Enter the PPTP local IP address provided by your ISP.

My Subnet Mask Empty Enter the PPTP local Subnet Mask IP address for the IP address (My IP Address).

Gateway IP Address Empty Enter the PPTP server Gateway IP address provided by your ISP.

PPTP Server IP Empty Enter the PPTP server IP address provided by your ISP.

Address

Username Empty Enter the user name provided by your ISP. The user name can consist of up to
80 alphanumeric characters and is case sensitive.

Password Empty Enter the user password provided by your ISP. The password can consist of up
to 80 alphanumeric characters and is case sensitive.

PPP MTU Setting 1460 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.

TCP MSS Setting 1400 MSS (Maximum Segment Size) specifies maximum segment size.

Connection ID/Name Empty Enter the connection ID or connection name. The connection ID/Name can

consist of up to 81 alphanumeric characters and is case sensitive.

Connect on Demand and Max Idle Time

Connect on Demand

Enable

You can configure your HS960 to cut your connection with your ISP after a
specified period of time (Max Idle Time). If you have been disconnected due to
inactivity, Connect on Demand enables your HS960 to automatically re-establish
your connection as soon as you attempt to access the Internet again. If you wish
to activate Connect on Demand, click the radio button. If you want your Internet
connection to remain, click the radio button of keep alive. The Max Idle Time
maximum value is 65535 minutes.

Max Idle Time

10 Minutes

Keep alive and Redial Period

Keep alive

Disable

This option keeps your PPTP enabled Internet access connected indefinitely,
even when it sits idle. The Redial Period maximum value is 65535 seconds.

Redial Period

30 Seconds
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3-1-4  Wireless Setting
This page allows you to define ESSID, Channel ID and WEP/WPA encryption for wireless connections.

Aelbomm

R OSTCTMILCETLA

e
2| WIRELESS

3 MR ES5EH Wi

A AUTHENTICETEY Channek G

[8] B

[6] PRITER

[¥] accoawmsG E @
i FrsTEm

Figure 3-9 Wireless Setting Screen

Item | Default | Description

ESSID Wireless The ESSID is the unique name that is shared among all points in a wireless
network. It is case sensitive and must not exceed 32 characters.

Channel 6 Enter the channel ID for wireless connection.
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3-1-5  E-mail Server Setting

The HS960 allows the entry of an extra Email server parameter to forward the subscriber’s E-mail.

[T
[1] mmerkET
[&] werELESS
3| EMAL
[&] PUTHEMTC ATIOMN
[B] el i
B | FRINTER
[F] Bcoounmeg
(] sesTER

@ Ma

EMTR Put 25

(< Back_

Cro you provide E-mail server for SMTP redirect service 7

1 WEE | dlow quasks 10 sand e-mall as usual eean i ther comigured mal
sarsar & unaralak of behind & componie Trewall

Pleasa entar E-mail (SMTP] sarki’s IP aldass of Doman nans

ADFAMCED BETLE

BRETEM ATATUS

EYATHEE T

(Naat>

Figure 3-10 E-mail Service Setting Screen
Item | Default | Description
Email Server Redirect | No Disables or enables email server redirect function. The HS960 provides an
extra Email server parameter to forward the subscriber’s Email.

Email Server’s IP Empty Before setting this field, please make sure the E-mail sever relay function is
address or Domain open. Enter the email server IP address or domain name. The field must not
name exceed 50 characters.

SMTP Port 25 Enter the SMTP port. The SMTP port allowed range is 25 or 2500 to 2599.
YML857 Revi HS960 Wireless Gateway User Cz//de
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3-1-6  Authentication Service Settings

Neltomm

=

AU T i

1
et Authentication Ssrvice
3| weLnss

3| e
e ——— Do you need to authenticate users 7
& | RTHENTICATION
B ELLG YEB, Thi ulsth nisd ' be sutbiniicatid bafors sccwinms the ntsnet
& PRmiTIn

- 5 Mo, Tre uses can scoess e indemet wibout adhanboabon
¥ acouminme

1B SrSTEM
Figure 3-11 Authentication Service Setting Screen

Item | Default | Description

Built-in Authentication/ | No Yes

No Authentication No Authentication | The 1S960 has inbuilt authentification software. If Yes is selected,
accounts are generated on demand by the HS960, and the system will
authenticate the subscriber login according to the generated account.
No
Subscriber can directly access the Internet without entering a username and
password.
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This function is used to setup the billing profiles. The billing profiles are linked to the three buttons on the
printer and allocate how you want to charge the customer.

Py, T A T ATERMOED FETUF EYNTEM NTATSS WTITEN TD
LTI
b AT PO —
A myrrery
i WELESE What is yous service and price plan 7
3 | EaiAn
4 | MTHERTCATEON T'l' 1o Flsish
= dbor tar
B | FREHIER Lol Ll
¥l acrcamms ” "“‘"'I'_'!'_" i
B =vsIEN Y
fendee and Price Flas
Comreney: § Mumber of decimals places: & ]
Ha. M A 1T ohe s et hoags
m A miaules E1] e ™ 100
m 1 haar 1 b W 2100
m 2 haara 2 bt = 200
Figure 3-12 Billing Profile Setting Screen
ltem | Default | Description
Service Time to Finish | Time to Finish
The subscriber can access Internet only once with one account. Once subscriber
has logged in, the pre-defined usage time will start and will run until the time runs
out, even if the subscriber logs out and is not active, once activated the time expires
after the physical time elapses.
Accumulation
The subscriber can access the Internet multiple times and on multiple occasions
with the one account. The system will accumulate every individual usage times,
until the pre-defined usage time runs out.
Currency $ Enter the appropriate currency unit or currency symbol.
Number of decimal 2 Enter the billing decimal value. The field maximum value is 3.
places
Name 30 minutes/1 | This is the name of billing profile. The maximum allowed characters length is 12.
hour/ 2 hours
Usage Time 30 minutes/1 | The duration of the billing period. When this period expires, user account will
hour/ 2 hours | be discontinued.
Charge 1.00/2.00/3.00 | Enter the charge amount for the Internet service. The amount maximum value
is 999999.
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3-1-8  Account Generator Printer Setting

There are two different choices to set up the printer. The first is an exclusive printer (Account Generator Printer),
and the other is non-exclusive printer. The exclusive printer is a portable thermal printer that is integrated with
HS960. This allows the pressing of one button to generate accounts and receipt immediately without needing an
operating PC. A non-exclusive printer can use the PC Web-based browser to print out user accounts.

AFVANCED SETUP BYBTEM STATUS ETETEW 7O

[3 Emmn
[@ aTsEmcaTn Use Account Ganerator Printer to generate account 7
UL & Yes
[&] PriER | aan uze the bation an the seclushe printsr b crests scoount snd
[T accommus prmi pod the sccounnt infomreton wihod PO opersing
[ svsmEm Sackel Pant [1001 i
Printai IP Bddeass | 105901 250
L
I can use the PC weh-based hrawses o crasts accound and pas o
fhe account informertion silh PC-correched printer
Figure 3-13 Printer Setting Screen
Buiton B
Button &
Button C
Figure 3-14 Account Generator Printer
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3-1-9  Accounting Setting
Three-buttons Printer Setting

AT VT
1 WIERET
= caint Generato
| varniess
3 B Thaes Simons Pristes Setimg
4 WTHEUTCATION
Bufan Edllmg Fralile
& p L
W P - Bullas & iCrij 30 rrinudas, 30 minatas, §1 00 =
T MCOANTG " Bustas B FE3 1 bz, 1 benrs, E1100 =
] < Butian i 05 2 hanrs. 2 hours, 35000 -
Pavber o £oge b pain -
Privbowt o pepan b

Crpsmmice st ten

| weard te sefup thes wehhssnd sccsnning wos if sxclmbe prisies
caimon wodk

(¢ Bach CD

Figure 3-15 Accounting Setting Screen (Three Buttons Printer)

No | Name |
e Charge
Button Billing Profile

Button A |@f&u minutes B0 minutes, [§1.00 ]
& Usaqe Time |

Figure 3-16 Billing Profile Setting Screen

ltem | Default | Description

Button A~ C 01 Defines each button’s hilling profile. Select one billing profile by clicking in the
list box.

Printout

Number of copies to 1 The system allows you to print multiple copies of the receipts. This value is

print number of copies you would like to set as the default.

Customize This function allows you to produce customised text on the receipt based on your requirements.

Printer Text

YML857 Revi HS960 Wireless Gateway User Guide
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Web-based Account Generator Setting

| Account Generator |

Web-based Account Generator Setting

Button Billing Profile
Bution A [i01) 30 minutes, 30 minutes, $1.00 =]
Setting
Bution B [i02) 1 hour, 1 hours, $2.00 |
Bution C [i03) 2 hours, 2 hours, $3.00 |
) Murnber of copies to print |1 'I
Printout

Customize printout text

Please set your password for weh-hased account generator

Username Iaccuunt

Password Confirrm:

<Back

Figure 3-17 Web-based Account Generator Setting Screen

I

Item | Default | Description

Password account Enter the password for web-based account generator. The password can
consist of up to 80 alphanumeric characters and is case sensitive.

Confirm Empty Enter the password for confirmation.

Preview/ Operate

Click on button to preview and operate account generator panel.

HS960 Wireless Gateway User Guide YML857 Rev1
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Account Ganarator
Phaase choote one bubion from the Tollowing Sehections

( 30 minutes } (_ 1 o ) ( F hours )
L h 1

| | | [t PR S

Butten A | Button ] Bution © |
Figure 3-18 Account Generator Panel
Click on button to create a new account.
Walcormea!
Hotspol Infemsat Serace
Usamame 52n3rmma6
Password adedca33
Billing Tirme 1o Finish
Serdce 30 minutas
Unit 1
Usage Timea: 03000
Total $1.00
ESSIDr Wireless
WEF
20027373 21:14:36
SM000001
Flaase start your account belora
20020204 0 14:26
Theank yiau vary much |
Closa | Pint
Figure 3-19 Example-Account Printout
Click “View Account List” to display current account information.
ACCOUNT LIST
2| B | | Ut Tt | Tt G| Lign Tt | BTt | s
o Urrumed s il Xm m m r
| WE P eEeE Zmm MEE Erioes ST o
P Dsew | rokessn §
wiEo [TE WFEE A PresE  Wek B End
Figure 3-20 Account List
Note: This page will refresh automatically every 5 minutes.
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Customise Printout Text
This function allows you to produce custom receipts.

CUSTOMIZATION
Account Printout Customization
T Lago * Doy fow P Gt vt
Tils [Fekcomet
Sublithy [ T S R
L amaena [Merrrazer et
Pasgwond [Pezwad i =30y
Tiers To Fivegty [Piling Tire w Pk
F Dillary Mot
Accomuiaton [Pliss Accesaliton e,
F Bl Brolle [ -
F Purchune Lind [leh .
Usage Tirss [ T —
F Prics Ml e
Tur T i 2y TOTAL: [ ol Mgs n34
¥ ESSD B2 —
WH, Vs 30
Wirslesn Sacunly Gy lﬁ'
wer [FF -
[ Addtionsl L=l 1 s = Wl s 2
T Addtronal Label 2 (s =34] Vialon (M 03
F Pt oal Tana rm"EmmhnﬂthJ fren 18 TP —
TaasE GCYL¥IIE yoar -
attomny befoae
Cescnpian _;I By
F Expraton Time Farmat j' [z j' st
#iid dbnisk yoar
sage ims wivhis 1
omtEd afiar wons flesd
Acturmatan [LoFis | [rra——
F Endng

u!"rz\:&m_ul_?ﬂ-t:nnl:m piistai

Qi*mnﬂl.ul wecoand genssdl ponlar

¢

ui=m ol Pagi Said Prinimd

Figure 3-21 Printer Customisation Setting Screen
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3-1-10 System Setting

[1] mrERNET System Setting

|£| WARELESS

m il Please he sure to change your password:

El AUTHENTICATION Llgmmarne: adrmin

El BILLING Password: [~ Confirm: |

Iil PRINTER Systemn date and time; Gat from ry Computer
[7] accounming

Date: 2004011725 Time: 154343

Secure Administrator IP Address & Al

© Selected

<Back FINISH.

Figure 3-22 System Setting Screen

ltem | Default | Description
Username admin Enter the user name. The user name can consist of up to 80 alphanumeric
characters and is case sensitive.
Password admin Enter the user password. The password can consist of up to 80 alphanumeric
characters and is case sensitive.
Confirm Empty Enter the password of administrator for confirmation.
System date & time YYYY/MM/DD
y Get fram my Computer
HH:MM:SS
Click Get from my Computer button to correct the system date and time.
Secure Administrator IP | All This function allows a remote user to management the device. You can specify
Address one or any IP addresses for remote control of the system.

Click the button to save the settings then the system will restart.
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3-2 Advanced Setup
Nelbomm:

AR ORI DN

AYNTEM FTATUS SVETEM TOOLE

The Advanced Settings enable you to configure the advanced settings related to accessing the Internet, including,

1. System L SYSTEM
2. WAN/LAN [ VAN | LAN
3. Server I SERVER
4. Authentication I AUTHENTICATION
5. RADIUS N
. |- BILLING
6. Biling I ACCOUNTING
7. Accounting I CREDIT CARD
8. Credit Card I KEYPAD
9. Keypad L CUSTOMIZATION
10. Customization o
I FILTERING
11. P.asslThrough . SHARE
12. Filtering |- PORTAL PAGE
13. Share I ADVERTISEMEMT
14. Portal Page I WALLED GARDEN
15. Advertisement ik
16, Walled Gard I LAN DEVICES
. Walled Garden R
17. DDNS L SESSION TRACE
18. LAN Devices - BANDWIDTH
19. Syslog - SECURE REMOTE
20. Session Trace i Sl
. I+ WIRELESS
21. Bandwidth . ACCOUNT
22. Secure Remote GENERATOR
23. SNMP
24. Wireless
25. Account Generator
HS960 Wireless Gateway User Guide YML857 Revi
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3-2-1 System
Define the HS960 System configuration.
SYETEM
Denaln Maies

Locofos Infanmatien

DainTima

|
[RTELR S
A

Crp
Srabw / Prwaneca
Zp ¥ Pastal Code
Caantip

Canlaci Mama
Camtar Takphase
awinel FAx

Canieci Bt

[ FIERE e -
e [T [0 [

=t fom my Compuier 1 Fom NTF e i
T MTF Saring
Eorear PDicrmain
e I
e [ 2w o]
Utz Trra e
[ DayghiSrig || e | = L o
Trra

Ered Ciater ﬂ*lmm?-‘lalj."

Figure 3-23 System Setting Screen
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Figure 3-24 System Setting Screen
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Item Default Description

System/Host Name Empty The system name can consist of up to 40 alphanumeric characters.
Domain Name Empty The Domain name can consist of up to 80 alphanumeric characters.
Location Information Empty Enter your location information.

Item Default Description

NAT (Network Address Translation)

NAT Enable Enables or disables NAT Address Translation function.

User Session Limited Enable,30 Enables or disables user session limit function. This feature provides you with
an ability to control a number of sessions allowed for particulars user(s) at the
one time.

IP Plug and Play (iPnP | Enable Enables or disables plug & play function. When enabled, the user needn’t

Technology) change their network configuration to access the Internet.

Layer 2 Isolation Enable If enable plug and play is selected, you can enable Layer 2 Isolation Security
Security function. When the “Layer 2 Isolation Security” enabled, your users will be unable
to see each other on the network.

Secure administrator IP | Any Administrator can specify 5 IP addresses or a range to allow remote control

Addresses access from network.

Multicast Pass Through | Disable This function allows for multiple transmissions to specific recipients at same time.

Allow remote user to Enable This function allows remote user to ping the HS960 through Internet.

ping the device

SSL Certificate Default Option: default or customise certificate. There are two ways to create a

certificate. The first is to purchase a certificate from a certificate authority and
another is creating a self-certificate.

Click Apply button, then Restart dialog box will appear. Click Apply to restart the system.

RESTART

Do you want to restart the system ?
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3-2-2 WAN/LAN
WAN i/ LAN
LE&N IP Addrass LR
Subnet Mash: EF.E‘SS KL
WAN MAC Address  Defaul
' Changa 1o m_:ﬁ‘_: [ :m :m_:ﬁ_
& DHCP Clignt ¢ wasiv sar Canks modem e or Lasal Ares Heton i
' Siatic IP ¢ faastiy rar sdvanced Lacal Area Febac sauranmant
WaN Port Mode
' PPPRE | bcatly for 2050 modsm
T PPTP  wasiy far Europs &DEL mads
Apply )
Figure 3-26 WAN/LAN Setting Screen
Apply

Click Apply button to save the new settings.
Click Apply button, then Restart dialog box will appear. Click Apply to restart the system.

RESTART
Do you want to restart the system ?
Apply )
Figure 3-27 Restart Dialog Box
YML8E57 Rev1
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Device IP (LAN IP) Setting

WAN / LAN
LAN IP Address: |1U-59-1-1
Subnet Mask: |255-0-0-0
Item Default Description
IP Address 10.59.1.1 This identifies the internal LAN IP address of your HS960.
Subnet Mask 255.0.0.0 Enter the subnet mask for the IP address.
WAN MAC Address
& Default

WAN MAC Address

' Change tao: |03 :|03 :|03 :|03 :|03 :|03

Iltem | Description
IP Address The default MAC address is set to the WAN physical interface on the device.
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WAN Port Mode

VAN Part Mode

DHCP Client

& DHCP Client (o, 4
 Stathc I | Moty for advenced Local Auna
O PPPOE ¢ wectie 101 403

© PPTR ras rar t

smie ar Local Srss Pk

et i nmant

The HS960 device can work as a DHCP client. This allows the device to obtain the IP address and other TCP/
|P settings from your ISP. If your xDSL/Cable comes with this feature, please enable Use DHCP Client.

o DHCP Client [ blostly far Cable modem users or Local Area Metwork )

Static IP

= Static IP [ Mlosthy for advanced Local Area Hebwort environment )

P Address:

Subnet Mask:

Gateway IP address:
Primary DMNS Server:
secondary OMS Server:

|CI.D.IZI.CI
|CI.D.IZI.CI
|CI.D.IZI.CI

Item Description

IP Address

Enter the IP address for the xDSL/Cable connection (provided by your ISP).

Subnet Mask

Enter the subnet mask for the IP address.

Gateway IP Gateway

Enter the Gateway IP address for the xXDSL/Cable connection (provided by your ISP).

Primary DNS Server

A primary DNS server IP address for the xDSL/Cable connection (provided by your ISP).

Secondary DNS Server

A secondary DNS server IP address for the xDSL/Cable connection (provided by your ISP). If the
primary DNS Server IP is not available, the Secondary DNS Server IP will then be used.
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PPPOE

1 PPPoE [ hasthy for ADSL modem users )

Username: |

Fasgward: |

PPP MTU Setting: 1492

TCP MSS Setting: 1452

Service Mame: |

# Connect on Demand Mlax ldle Tirne: |1|:| helin.

' Keep alive

Redial Period: |3|:| Sec.

Item Default Description

User Name Empty Enter your PPPoE account name. The user name can consist of up to 80
alphanumeric characters and is case sensitive.

Password Empty Enter your PPPoE password. The password can consist of up to 80
alphanumeric characters and is case sensitive.

PPP MTU Setting 1492 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.

TCP MSS Setting 1452 MSS (Maximum Segment Size) specifies maximum segment size.

Item Default Description

Service Name Empty Enter the service name provided by your ISP. The service name can consist of up

to 64 alphanumeric characters and is case sensitive.

Connect on Demand and Max Idle Time

Connect on Demand

Enable

Max Idle Time

10 Minutes

You can configure your HS960 to cut your connection with your ISP after a
specified period of time (Max Idle Time). If you have been disconnected due

to inactivity, Connect on Demand enables your HS960 to automatically re-
establish your connection as soon as you attempt to access the Internet again.
If you wish to activate Connect on Demand, click the radio button. If you want
your Internet connection to remain, click the radio button of keep alive. The
Max Idle Time maximum value is 65535 minutes.

Keep alive and Redial Period

Keep alive

Disable

Redial Period

30 Seconds

This option keeps your PPPoE enabled Internet access connected indefinitely,
even when it sits idle. The Redial Period maximum value is 65535 seconds.
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PPTP
& PPTP | dinsttetns Eursne NS mrdem ssa
My I Addvess .
My Subnet Mask QP
Gatirway 1P addoegs |—
PRTP Sirves 1P Address |
Usamams 1
Passwan ——
FPF MTL Satting 146D
TCP MSS Setiing [
Connaction I00ames ,r—
& Cannect on Domand Max e Tene I-I.I— M
© Kenp alive Redial Period. [0 | Siec
ltem Default Description
My IP Address Empty A PPTP local IP address for the xDSL/Cable connection (provided by your ISP).
My Subnet Mask Empty Enter the PPTP local IP address for the xDSL/Cable connection.
Gateway IP Address Empty A PPTP local default gateway for the xDSL/Cable connection (provided by your ISP).
PPTP Server IP Address | Empty Enter the PPTP server IP address for the xDSL/Cable connection (provided by your ISP).
Username Empty Enter your PPTP account name. The user name can consist of up to 80
alphanumeric characters and is case sensitive.
Item Default Description
Password Empty Enter your PPTP password. The password can consist of up to 80 alphanumeric
characters and is case sensitive.
PPP MTU Setting 1460 MTU (Maximum Transfer Unit) specifies maximum transmission unit size.
TCP MSS Setting 1400 MSS (Maximum Segment Size) specifies maximum segment size.
Connection ID/Name Empty Enter the connection ID or connection name. The connection ID/Name can

consist of up to 81 alphanumeric characters and is case sensitive.

Connect on Demand and Max Idle Time

Connect on Demand Enable You can configure your HS960 to cut your connection with your ISP after a specified

Max Idle Time 10 Minutes period of time (Max Idle Time). If you have bgen disconnectgd due to inactiv'ity, Connect
on Demand enables your HS960 to automatically re-establish your connection as

500N as you attempt to access the Internet again. If you wish to activate Connect on
Demand, click the radio button. If you want your Internet connection to remain, click
the radio button of keep alive. The Max Idle Time maximum value is 65535 minutes.

Keep alive and Redial Period

Keep alive Disable This option keeps your PPTP enabled Internet access connected indefinitely,

Redial Period 30 Seconds even when it sits idle. The Redial Period maximum value is 65535 seconds.
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3-2-3 Server
SERVER
& HTTP F'ort:,lBD (50, 8010 - BO60)
Web Server CHTTPS Pon:|‘1‘13 (493, 4930 - 43407

Administrator ldle-Timeout: 15 Min{s)1 - 1aam

 DHCP Disable
" DHCP Relay

DHCP Server IP Address: I

& DHCP Server
IP Pool Starting Address: W
DHCP Server bool Size F P
Lease Time: IW (Minutes)
Primary DMNS Server: W

Secondary DNS Server: I

IP Address or Domain Mame: |

SMTP Part: |25 (25, 2800 - 2500

Email Server Redirect

Figure 3-35 Server Setting Screen
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Item | Default | Description
Web Server
HTTP Port 80 Enter the HTTP port number. The HTTP port allowed range is 80 or 8010 to

8060. For access HS960 system under NAT, please tab the “http://HTTP Port
|P Address: Port Number”.

HTTPS Port 443 Enter the HTTPS port number. The HTTPS port allowed range is 443 or 4430
to 4440. For access the HS960 system, please tab the “https://HTTPS Port IP
Address: Port Number”.

Administrator Idle- 5 Minutes The idle time out validity range is 1-1440. If the idle time out is set as 5
Timeout minutes, it means if the administrator doesn’t send a packet in 5 minutes, the
administrator will logout automatically.

DHCP Server Enable There are three types of DHCP Services.

DHCP Disable—Disable the DHCP server function.
DHCP Relay—Enable DHCP Relay function.

DHCP Server—Enable DHCP server function.

DHCP Relay To route DHCP through an external server, the administrator needs to enable the DHCP relay and
assign a valid DHCP server IP address.

DHCP Server IP Empty Enter the IP address of DHCP server.

Address

DHCP Server The HS960 ‘s DHCP server is turned on and running by default when you install it in your
network.

DHCP Pool Starting 10.59.1.2 Enter the DHCP Pool Starting IP address.

Address

Pool Size 253 The DHCP pool size range is 1 to 512.

Lease Time 300 Minutes The DHCP lease time. The DHCP lease time range is 1 to 71582788 minutes.

Primary DNS Server 168.95.1.1 Enter the IP address of the network’s primary DNS server.

Secondary DNS Server | Empty Enter the IP address of a second DNS server on the network.

Email Server Redirect | The HS960 provides an extra email server parameter to forward the subscriber’s email. The
HS960 not only forwards the subscribers’ E-mail via other E-mail server but also changes the
SMTP header. The recipient of your E-mail sees the message as if you sent it from your local
Internet Service Provider.

Note: Before setting this sever, please make sure the e-mail sever relay function is opened. It must not exceed
50 characters.

IP Address or Domain | Empty Enter the E-mail server IP address or domain name.

Name

SMTP Port 25 Enter the SMTP port number for mail server. The SMTP port allowed range is
25 or 2500 to 2599.
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3-2-4 Authentication
AUTHENTICATION

Authentication Type & Mo Avibenticatien
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 WIFICOM b fer BEDIS st anbieation
Redir=ci Ln:hgn F'-!ge l—
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Figure 3-36 Authentication Setting Screen
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Item Default Description
Authentication Type No Option: No Authentication, Built-in Authentication or User Agreement.
Authentication | No Authentication
Subscriber can directly access the Internet without entering a username
and password.
Built-in Authentication
The HS960 provides “Built-in Authentication”. This feature involves the HS960
generating the subscriber account and authenticating the subscriber login
according to the generated account.
User Agreement
The end subscriber must accept the service usage agreement before they can
access the Internet.
WIFICOM
The HS960 provides Authentication for WIFICOM. This feature allows the
HS960 to be managed via an external RADIUS server.
Wandering Wi-Fi
The HS960 provides Authentication for Wandering Wi-Fi. This feature allows
the HS960 to be managed via an external RADIUS server.
Current User 1 Min(s) The system provides automatic backup account information and unused
Information Backup account to flash ROM. This function allows administrators to adjust the backup
time. The default value is 1 minute. The Current User Information Backup valid
range is 1 to 1440.
Redirect Login Page URL | Empty The input format can be http://www.yahoo.com. The maximum character of the

URL Link is 200.

Copy and paste the following HTML Code into your home page to produce user agreement login page.

Redirect Page Sample Code
1l
i
Item Default Description
SSL Login Page Disable Enables or disables SSL security of login page.
User Idle Time Out 5 Minutes The user idle time out valid range is 1-1440.
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3-2-5 RADIUS Authentication
RADIUS
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Figure 3-38 Authentication Setting Screen
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Item Default Description

RADIUS Authentication | Disable Option: No Authentication or RADIUS Server.
Disable (No Authentication)
A subscriber can directly access the Internet without entering a username and
password.
Enable (RADIUS Authentication)
The HS960 provides “RADIUS Authentication” to build up an Internet service with a
RADIUS server. If RADIUS Authentication is enabled, all subscribers” authentication
will send to the RADIUS Server by RADIUS protocol (RFC 2865, 2866).

Time to Finish/ Enable Provides two different accounting calculatations for the Internet service.

Accumulation

Primary RADIUS Server

Server IP Empty Enter the IP address of RADIUS server.

Authentication Port 1812 Enter the authentication port number. The authentication port number must match
with the RADIUS server setting. The allowed numbers are from 0 to 65535.

Accounting Port 1813 Enter the accounting port number. The accounting port number must match
with the RADIUS server setting. The allowed numbers are from 0 to 65535.

Share Secret Key Empty The key number also has to match with the Server setting. Up to 64 characters
are allowed.

Secondary RADIUS Server

Server IP Empty Enter the IP address of RADIUS server.

Authentication Port 1812 Enter the authentication port number. The authentication port number must
match with the secondary RADIUS server setting. The allowed numbers are
from 0 to 65535.

Accounting Port 1813 Enter the accounting port number. The accounting port number must match with
the secondary RADIUS server setting. The allowed numbers are from 0 to 65535.

Share Secret Key Empty The share secret key, the key number also has to match with the secondary
RADIUS Server setting. Up to 64 characters are allowed.

Retry times when 1 Specify the retry times when primary fail.

Primary fail

Retry Frequency ~ 3 The field default value is 3 seconds.

Seconds

Accounting Service Enable Enables or disables the accounting service.

Interim Update Time 5 Minutes Specify the interim update time.

Authentication Method | CHAP Enter the authentication method of RADIUS server.

WISPr Smart Client

Enable Disable Enables or disables WISPr Smart Client roaming function.

Login Mode Directly Reply | Options: Directly Reply, Proxy Reply with “Redirect Login Page” URL and
Proxy Reply with Specific URL. The login mode information for the IPASS GIS
connection. (Provided by your ISP).
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3-2-6 Billing
This function is used to setup a billing profile. A billing profile is a description of how you want to charge your
customer.
BILLING
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| Default | Description

Pre-Paid Enable The subscribers can access Internet with pre-defined usage time.

If you change the billing mode (Pre-paid > Post-paid or Post-paid > Pre-paid), the system will erase all
account and disconnect all on-line users.

1 ket Exglo |

.' Change biffng mnde will eman all sceouns and diseonnect all on-Hee naers |
5 5

_ % |
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Default Description
Enable Credit Card Disable Enables or disables the credit card service. Before you enable the credit card
Service service, you must ensure that your credit service is configured (an external

provider is required) and the currency is Australian dollars.
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i Cand comrs T Lo dbsgabipind as B lign page
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apply

Default Description

Service Time to Finish | Time to Finish

The subscriber can access Internet only once time with one account. Once the subscriber has logged in, the
pre-defined usage time will start and will run until the time runs out, even if the subscriber logs out and is not
active, once activated the time expires after the physical time elapses.
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Accumulation

The subscriber can access the Internet multiple times and on multiple occasions with the one account. The
system will accumulate every individual usage times, until the pre-defined usage time runs out.

Accumulation Time to Finish

“ - -

+<— logout
n<— o
«—— logout
+— login
i i
Time Bar ~——— logout  TimeBar <~ finish

Usage time=A+B+C Usage time=A

Figure 3-42 Accumulation and Time to Finish

| Default | Description

Currency $ Enter the appropriate currency unit or currency symbol.
Number of decimal places | 2 Enter the number. The field maximum value is 3.
Tax Percentage Disable This check box is used to indicate the taxable status of the account.
10% Enter the tax rate (i.e. a 10% sales tax is entered as 10).
Item Default Description
No. +1~+10 The index number of billing profile. In Advanced setup, we provide 10 billing profiles.
Active - Click on check box, active or inactive the billing profile.
Name - It is the name of billing profile. The maximum allowed characters length is 12.
Account Usage time - The duration of the billing period. When this period expires, user account will
be discontinued.
Charge - Enter the unit rate amount (i.e. 35.00) that most of your accounts are charged
for one day of service.

1 wdsutan. § bsur
¥}

ar
Thawry

2 heurn ]
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Bpcwan HotSpat Cperatar =
¥l
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sl = i
[ Tarind mvvaprs In $11.
[
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Figure 3-43 Pre-paid Procedure Diagram
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3-2-7 Accounting
This function allows the service provider to generate subscriber accounts.

ACCOUNTING
Unused srrount usl be dolobed gfer | 13 [£=T1:] = =hmmatealy olem
Expiration
Arcumulslion accounl wil ke delebed sfter logged n [3 moriis "] ]
Prinjout Hurmber af copies 1a print 18
Replenizh [ Canbe mpsnished by subscrbar
Three- Buman Printes | Web-based Accoust Gessraing Pass|
Bution A [ 30 mirwtes, 30 minues, $1.00 5]
Buttan B |31 how, 1 hours, B2.00 |
Butian |Ql’l;|2 houwrs, 2 Faurs, 200 _ﬂ
Pl to F Accoint Genaraior Pintar £ Pe-Comnectad Piveer L
lgn | Button A = far Disceunt Price Plas hasod en “Bussn Presses®; | Disable "I Cankpaalicden This
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1 when # = 1 same a3 ha== change
2 S—— — —
3 e »= — —
s mos — —
& whan » = f"— I—
5 e = — —
7 when == e [
] when == F 1
3 shan = — —
L} whan == Fl— I—

Figure 3-44 Accounting Setting Screen

Un-used account wil be deletad aber [12 taurs = stomaticaly. cram

Expiration

Accumdation accaunt wilbe delalad alar luged in E muoithd "] 1130
Printoan Mumbet of copias 1o preimt : |1 "I
Replenish I Can be repleniated by subsciber

Figure 3-45 Account Expiration Setting Screen
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| Default | Description

Un-used account 12 hours Enter the number of hours/minutes/days. The field maximum value is 30
will be deleted after hours/minutes/days.
~hours automatically
Accumulation account | 3 months Enter the number and select time unit from list box. The field maximum value is
will be deleted after 30 month/ days/ hours.
logged in ~
Number of copies to 1 The system allows you to print all your bills. Select one number of copies by
print clicking in the list box.
Can be replenished by | Enable Click the check box to enable the replenish function.
subscriber

[ I I [ [ I I

0 Min 10 Min 20 Min{s] 30Min(s) 4ﬂlt:int:i S50 Min{s} B0Min[s) TOMin{s)

Busart] [P e[Sy sominues | Expive

4 @

HotSpot Dpeu!ur Subscriber

'O

Account
print out

Pay the money to
Hotspot Operator

— Subscriber
Hotspot Operator

&)

Account
print aut

Subscriber

1senboy

€

Pay the money to
Holspot Operator

Buy 30 minutes

| Replanish

HotSpot Dperatar

Figure 3-46 Account Process Diagram
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Three-Button Printer/ Web-based Account Generator Panel

Thine. Batios Pristar / Wes-hased Aconind Gorssraior Pansl
Buiton A |m1130 minutes, 30 mindtes, 51.00 2]
Eutton B ||]12| 1 hear, 1 hawrs, 32200 j
Eiuton |m3) 2 howrs, 2 hows, 53.00 =

Printom,, & Anien) Ganesi F'n!-!-a-{l £ PC-Conrsziad Primar Q
Rt | Bution & =) fas Digtawnt Price Plas hassd os "Bume Pressse™ | [isebls "]r--»ulu t1 Thus

Baton Pindsi

Figure 3-47 Three-Button Printer/ Web-based Account Generator Panel Setting Screen

Item | Default | Description
Button A~C - Defines each button’s billing profile. Select one billing profile by clicking in the
list box.
Print to... Account Select a printer to print out your account.
Generator
Printer
Use ~ for Discount Button A, Select one button (A~C) by clicking in the list box to assign the base charge
Price Plan based on Disable and select enable to active the discount price plan.
“Button Presses”

Account Generator

Please choose one button from the following selections
( 30 minutes_) (_ 1 hour ) ( 2 hours _)

View Account List

Bution &4 | Bution B | Bution C |

Figure 3-48 Account Generator Panel
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Welcome!

Hetspod Intesned S ervice
Lisemamne: | Imkirds
Pasawword: | TUezzaBl

Eiling: | Timre: b Firish
Eanica: | A0 minutas
init: | 1
Usaga Tirva: | (030000

Total $1.00

ESSD: | Wirslass
SN0 2041125 15575
Flease activate your sccount befare 200401127 0357:25
Thank you very muach !

Zloe=n Print
Figure 3-49 PC-connected Printer Printout (Time to Finish)
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Figure 3-50 Web-based Account Generator Printout (Accumulation)
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Multiple Button entries.

The device allows for the buttons on the printer to be pressed multiple times to increase the time purchased.
Should button B be pressed multiple times it will multiply the time purchased by the pricing structure in button B.

T Eitds Pria e | Ve b e #d Soios st Gaweit itid Passl

Burwa &
Bunva B
Butica C

Priat ..

AT v e 30 wrates 100 5
AT e 1 e 2 [
AT kmn, Tt 30 r

o ot Geresir Pies L PCCyweted Primss T
U [Bn 2 =] s Bhssmmnt Prives Pras o om "Bt Froswsns® [Dmn 2] ook cisne foms

Figure 3-51 Example 1

Button B is pressed seven times: 7 x $2.00= $14.00

Welcome!

Hﬂtf.p ot Jntef net Sarvice

Usarname: 2?.23n32
Password: 5a789i35
Billing: Time to Finish
Servica: 1 hour

Unit: 7
Usage Time: 07:00:00
Total: $14.00

ESEID: Wireless

2004/11/2910:34.58
SIN:000011
Please activate your
account bafare
2004/11/29 22:34:58

Thank you very much!

Figure 3-52Account Printout

YML857 Rev1
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Discount Price Plan based on “Button Presses” is enabled.

e This feature allows you to discount the time based on multiple button presses, or to offer increased time
for selected customers.

Thires- Befinn Pristar ! Wb hased Acomint Gessran Parsl
Buttan & |IZI1:| 0 mirtee, 30 mnutes, $1 III_ﬂ
Budtan B |l:Qf|1 hear, 1 boure, 200 _ﬂ
Button [ 2 hours, 2 haws, 5300 =

Prist to., & Accaunt Generatar PI“LCIG- '_P{-'.'Inmh:LeuPan.crO\

Uz [Bller B =] fox Descamnt Price Plan besed om "Befon Presses | Ensble =] o it
Euttan Prindsi)

Discousd Prica Plas based on “Heson Prasses™ [ Chame by kel

Lewal Condiions Button Presses Unit Price
1 wher > = 1 same as base chags
2 e — E—
3 e — —
¢ s — —
P — ——
& s — —
wha > = 1 1
B whor 5 = ] ]
5 whor 5 = ] ]
10 whir > = F 1

Figure 3-53 Example 2

Button B is pressed 7 times, however setting will allow 7 amounts of time for a different amount of pricing
than the standard button base price. : Amount: 7 x $1=$7.00

Below is an example of the account printout.

‘Welcome!
Holspol Inlamul Sarvics
Usomame. 2dsSue2d
Password: EBedztedl
Billing: Time Lo Finish
Service. 1 houl
Unie: 7
Lisage Time: 07 00;00
Total: £7.00

| FEsio wireieas

200411128 10°45:14
B/MN-00D012
Ploass aclivale your
acopuni belom
00411128 22:45.14

haik you very imuch

Figure 3-54 Account Printout
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Discount Price Plan based on “Button Presses” and Charge by level is enabled.
e This allows for button combinations to be pressed to add different units of time together to get one
account and receipt for the subscriber.

Thires- Befin Pristar | Wb hased Acomint Gessran Parsl
Buttan A |03 30 mirates, 30 minutes, $1.00 =]
Buitan B [E=1 hour, 1 bours, 5200 =l
Buttan [ [I0% 2 hewsre, 2 hows, 5300 =

Primt tn... F Accaunt Generatar F‘mmﬂ- "P{--:nmrcl.eupnrl.erq

Usns |Euller B =] foe Dascemnt Price Plan besed os "Beson Pressss® | Ensble =] oo i i thos.
Euttan Prindsi)

Discount Price Plan based an “Hutton Presses” B Chame by keals

Level Conddions Buflon Presses Unil Price

] whin > = 1 aarne as hase changs

2 when = = F—
3 whon > h
4 whin = P
whin > = ]
& whin = = P
7 whin > = ]
] when > = F'i
:] when == P
0 whan 2 = ]

h

T

Figure 3-55 Example 3

Amount: 2 x $2.00 + 4 x$ 1.50+1x$1= $11.00

‘Welcome!
Holspol Inlamal Sarvice
Usumarma. wEwlxdid
Password, ir38mgi4
Billing: Time Lo Findsh
Service. 1 ol
Unie: 7
Usage Time: 070000
Total: $11.00

EEEI0- Wirelnss

2004M 1128 10:43:48
S/M:000013
Pluasy aclivale your
acopuni belorm
2004/11/28 22:43.48

Thank yau vary much!

Figure 3-56 Account Printout
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Discount Price Plan based on “Button Presses”

Discomit Price Plas based o "Bumen Pressss™ F o Ghap by kel

Level Bution Presyes Lnél Price
1 i 84 basa charga
Rt — I
BT —
T — —
D whos — —
Item Default Description
Charge by levels Enable Enables or disables the charge by levels function.
Level 1~10 This field displays the level number of charge rate.
Conditions When>= The discount condition.
Button Presses - Enter the times of pressing button.
Unit Price - Enter the amount of charge level.
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The HS960 provides three credit card services (Authorize.net, iValidate.net and Secure Pay) that allow service
provider to authorise, process, and manage credit transactions directly from Internet. Secure Pay is the
Australia Credit Card Gateway, see www.securepay.com.au for details.

CREDIT CARD
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up Acdrezs Hitp fowe socumang 23m sulsecapapiprTsenivpros

Cowlit Card losnnn 13 b dbpdarynd o6 s 1o g gage

] O R © e O O i

apply
Item | Default | Description
Authorize.net
Version 3.1 This field displays the merchant version.
Merchant ID Empty Enter your Merchant ID. This is a Merchant Identification Number that you will

received from your Merchant Provider (Secure Pay), the maximum characters
for the Merchant ID is 50.

Merchant Password This is a Merchant password that you will received from your Merchant Provider.
Secure Pay
Merchant ID Empty Enter your Merchant ID. This is a Merchant Identification Number that you're

received from your Merchant Provider. The maximum character of the
Merchant D is 7.

SecurePay Address https://www. Enter the address of SecurePay Payment Gateway.
securepay.com.
au/securepay/
payments/
process2.asp
Credit Card icons to be | VISA Click on check box to display credit card icon on the login page.
displayed on the login
page
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Please follow steps below to pay using credit card.

1 Choose Credit Card service on the login page.

YWelcome

Hot Spot Internet Service

Username: |

Password: |

ml M Select Credit Card Service
[ur Click here to pay by credit card ]— Click

VISA Click

Figure 3-59 Login Page

2 Select Service and enter payment information.
Welcome

ey Currency - Australian Dollars

Please chooge from the following service selection
Harvice Cede Samnice Hame Usage Tims Change

" 1 M mnuee A minutan 100

2 1 hair 1 hediiz aom

i 3 2 ks 2 taurs i

Hew Freay Units of iernet scosss woubd you Bke to purchase?[1 =]
Phiie Hindy e et thera wil be o rakind oNCa Coniactiwty is comiimel
“Plaase notn that the ime bock of selected sevice is based on conlinuaus usage
Enter Payment [rfasmation (all infe k2 reguired) . [
Creidit card sl I—
Cradit cand pxpaation date; I—

Entar Email Addiees |

First Maini:

|
Last Mame: |
Poldares: |
|

I

Cimy
StatFrovisia: |
ZIPPrasted Code: |

Country: |
Phone: |

Sulinit Trass sl i sod Ligis

Figure 3-60 Service & Payment Information Setting Screen (Securepay)
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3 After valid payment information has been provided, the subscriber will obtain one valid account to login or
the Figure 3-61 screen will appear.

Welcome

Hot Spot Internet Service

You may now use the Internet!

IMPORTANT! Make a note of your username and password for logging in later. This will be
your only opportunity to do so. Note upper and lowercase letters.

This is your account information, please keep this for your Internet Service.
Your username is u92tf237

Your password is vk544d77
Your usage time is 00:30:00
Please activate your account hefore 2004/08/10 10:30:28

Email this webpage to myself Use this account to LOGIN now

Figure 3-61 User Account Information

YML857 Revi HS960 Wireless Gateway User Guide
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3-2-9 Customization
Login Page
The HS960 provides three different login page formats, including standard, redirect, advanced and frame format.
Standard

For some service providers, they may hope to have a customize subscriber’s login page to the users. This
function helps them to realize the ideal. The page elements are including login page title, background color,
subtitle etc.

CUSTOMIZATION

Msfarmason Accomnt Prmioet Cresiit Cad Ubser Brjressent

Lagin Pagn Loge Windme [Fss

Plozza choase fam tha fallowing login page ypes

® Swandud Flassa enter fhe custirizeble nessage on The standard g psg
O Lage
Tiiie Wi come
Sl |Hul Zpol Inbamel Serdce
Lzama e |Uzamarra
Pasewond [Pasewnrd
Eriar Biritan |Entar
Cancel Bution [Cancel
M Finoie |P'Ina:1 contact us f you hawe any QST g a0
W Capmghi |fl:l|l:ll.'|lll 1] 2004-2015 Al Rights Reg e ) chmuchs
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Figure 3-62 Standard Login Page Customization Setting Screen
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Item Default Description

Logo Disable Select the check box to display service provider’s logo.

Title Welcome Enter the title name of subscriber login page. The maximum allowed characters
length is 80.

Subtitle Hot Spot Enter the subtitle name of subscriber login page. The maximum allowed

Internet Service | characters length is 80.

Footnote Disable Allow the administrator to input the footnote such like “Pleas Contact to our
Customer Service Center, EXT 141”. The maximum character of the footnote is 240.

Item Default Description

Copyright Enable The copyright is allowed the administrator to input a paragraph in the subscriber
login page for copyright information. The maximum character of the copyright is 80.

Background Color FFFFFF The background text color can be specified color. For the specified text color
format please views the color grid. The allowed format is Hexadecimal.

Enfar bu!fu'll P | Eoarai |

NELLom <22

Trither
Westome "
uhtitl
ey e

lmsrmame
N rd
Cancel Bution

Cradit Card Magsage
B

m Click kmee i guy iy cowdil card
[—
R ]

Miune canfact an i hase any guasisn

Copyright
Foatnote 1

# Y e O O W v Bt o
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Redirect
This allow service provider to redirect the subscriber’s browser to a specified home page.

LT — Login Pagga URL | Code
Figure 3-64 Redirect Login Page Setting Screen

Copy and paste the following HTML Code into your home page to produce redirect subscriber login page.

Redirect Login Fage Code

<himl=
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<t al =" cerler” widh="100%" by Calor="#C 007" ool Epare 2"
<font 5 a= 2" e Wl com ertoroani

>

hrs
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<t aligr="right” Wlth="35%" bgC ik ="t s e

<font k=" P0000S0" i 16="1"5-chil | S arved - < o

e

=t with= A%

=ingu type="le” reme="usmmame me=G
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cifire
ctre

b algre"righi * width="350%" bgl ik r="deaea ">

<ot colar="#I000S0" wize="] 2ok P arrannd b = <font>
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<hd widd=TE% "
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s
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Figure 3-65 Redirect Login Page Code Screen
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Advanced

This function allows the user to design the login page of the HS960.

A Aadvanced

\Walzame Elopan |
Pag Background  Hons
= el I Bachground Celor [FFFFFF Aew Calo
E
Aicla
| E

Bsticla Teat Calor W e

F g

Aficde Backgouwnd Colar r [FFereE e Cal

Informatian [

Commanis |

Figure 3-66 Advanced Login Page Setting Screen

ltem | Default | Description

Welcome Slogan Welcome The maximum character allowance is 80.

Page Background None The page background can be none or specified color. For the background color
format please views the color grid. The allowed format is Hexadecimal.

Article Empty The article is allows the administrator to input a paragraph in the subscriber login page
for advisements or announcements. The maximum character allowance is 1024.

Article Text Color 000000 The article text color can be a specified color. For the specified text color format
please views the color grid. The allowed format is Hexadecimal.

Article Background None The article background can be a specified color. For the background color

Color format please views the color grid. The allowed format is Hexadecimal.

Information Empty Allows the administrator to input text information such as address, telephone
number and fax information. The maximum character allowance is 80.

Comments Empty Allows the administrator to input the text comments such as “Please contact our
Customer Service Center, EXT 141”. The maximum character allowance is 80.

Birawaar ot Background Colors by RGE

FE s [l
SN A0S BACUEE | J0CAA TOCOT MCURE
B3FFI0 A3FF33 39FFGG 33FFE SAFFCC MFFFF
R

EHOTO0] BECCES. BRCCH | AECINE BACCDC BCCF
BSFF0 BEFFLY 8OFFRS ABFFE BARPFCC BFFFF

Figure 3-67 Color Gird
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Frame

If “Frame” is selected the subscriber login page will be separated into a Top Frame and a Bottom Frame. The
Bottom Frame is a default format for username and password input, the Top Frame can be a specified URL to link.

www.caesarpark.com
e — Top-Frams . Friceemtos

Boltwd Fuss T s ks vl e D £AMischa Ko s

Figure 3-68 Frame Login Page Setting Screen

Item | Default | Description

Top Frame URL Link Empty The input format can be http://www.yahoo.com. The maximum character of the
URL Link is 200.
Bottom Frame - This frame will show the standard login page.

HS960 Wireless Gateway Login

internet access where you need it,
when you want it

P Frame

Uminamye

L
Bottom Frame

l,-u_ul Cwmiai
L - i
Figure 3-69 Example-Login Page Screen
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This function allows for the uploading of a logo image file which can be shown on the standard login page and
account printout of PC-connected printer.

CUSTOMIZATION

Login Pags Lega Iﬂlrn-;:ﬂ Accoust Pristoi Credit Cand "’”‘;‘,‘;’;:""'
b atl he cusdon g i Tl hcan be shi n 1hi stand gin paga an
File Pask; I e L
Waimum fig sizae & 60 kites and recommendad dmension is abaul 20050 piseds
Ko logo fike.
Figure 3-70 Logo Setting Screen
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Information Window

This function allows for “Information Window” pop-ups on a subscribers PC once they have been connected
to the HS960. These pop ups include counting down remaining time and also request replenishment once
time has expired.

CUSTOMIZATION

" Usar Agranssant
" Page

¥ Disglay Infarmation Windmw opce afier 3 subscriber s i sccessully

™ Rehiec
Imiomation Windaw Typa = =
F Popup P Allow bo cloms the pop up window

Infadmscatios Windew Crniests

Windw Name
Whain s sacs

Meszage De=cription

[infor metion 'Window . 20 charactu

|'I'I3lu Can e Rbkmel nossd f Al chuw st

[Tie: is an nforrreation window 10 8hor gac. 15 s

Sandard for pre-defined usaga ime
[Reraining Lisape

Poet-Pasid Eiling

|Fwnecllngk'sape 0 ok

Time coun kel

O YWamirg/Blam mesesge |f'.l:-udun'l'mrtrncurd|1ur uzingn

Mifica Teat 1

[Heticet

fimiica Teoi 2

|¥ ypou ara going 1o u=a WPM cannect g,

Motice Text 3

[ o 19 shausstni

I hlalica Massage

Figure 3-71 Example-Login Page Screen

Infuimation Winidew |-| ¥indow Mame
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T 14 TR nd e T i e g and Reles TR NP | Masgage Description

FpC T 1.0 W00 I8 B e i st e 330 T 0 U PR Do sl

'
g
o

| B

| Remaining Usage [/ k
" Wyma dnmiveatia s emes s e, plaam emanser s Ingeat Just sl it [ Warning/hlarm Mess age

‘Logeut ivian

| [asses) | Notice Message

Hpaw me gomg i wim VP enns HESs En6 M ga w0 Dl

_ Ruplanich | _Logow |

Figure 3-72 Example-Login Page Screen
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Thwl o i ibw Rt as widvl iy In @S BBG wid g S50 Aabem. Tire sid Trpe BEBE AT 11 0500 W aped
oo e dowm ggion maBaw! VPN varrgiben

Remaining l..lngoF h

Mrwy danTmed o cardivgn wisg Wareat pleses mmanbe b lngevl bufl choh Boe Logewl Balivn

L L T T P S ae— 2

Figure 3-73 Information Window

Billing Type=Time to Finish
Infesmation Windew
Yeu cam sse baiemed now!

e Yous cun e PSR 81 1inko fo open s windoer
BOiR el VR caedotinn

Conmecting Usage ﬁﬁl:

Figure 3-74 Information Window

Super Subscriber Account (Default username="super” & password="super”)

| Lngowt Succeeshully 1|
You have used 0310,

E=|

Figure 3-75 Logout Successtully Dialog Box

Billing Type=Accumulation

Youi wrill e o  within & eni

EE|

Figure 3-76 Alarm Dialog Box1
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Account Printout
This function allows a service provider to specify the text on the account printout.

CUSTOMIZATION
Logln Pagn Lego m;q'n";:'" Accoust Printout Coedli Card 7 ";':';.""""“
r g = Ciny Jor PL-connwided printer
Titls fresicoms Y
Bibiis [Potagat Inbernat Eerace Pp——
Usnmarne | ) e
P pwerd Fnlwd. e p—
g Tira To rp\.,,hﬁk_lnq Tivi 15 Firiih P
Accumulntion [Bling. Accemutation —
P Bilieg Profile [5eeice g )
F Purchise Usd | T3 n
Uaige Tirne [usge Teme PP
F Price Totwl il 23y
Tax F-- g =3ty TOTRL,: [rmeed Tozad (kg
P Essh [e==0 -
A P
Wirslesn Securily WrA W
wer [WEF e
T Addibonal Label 1 | Np—y | il s
T Addtional Label 2 I s 53 \fﬂgl LT
F Prird ;s Timg Fuvnulgnn'rrrr-'dd "'I HH o dd H bevd S e TN AT
Ewass ach|viie -
Fctml halor T e
Deicrpisn L
P Ex Term Format: [rrrymmida =] [WHEmmoss 5] s o m m e
[ease [inlsk youn =]
aage fime within 3
thi after yeus fieat
Begurmnuldiss [l08in | [p——
ik yo wary mch 1 =]
F Endng
-
Q«. Prierw of FU.connedted prster
CL Priesgs of aC00unt geeerioe prode
G, Pruiew of Prost Pad Prirtond Apply |
Figure 3-77 Account Printout Customisation Setting Screen
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Welcome!

Hatsgnt |semer Service
Usemame | 00000
FPagawont | sl

Biing = Time ta Finich
Sarce | 30 minutes
Un | 1
Li=age Time: | 030000
Total S51.00

ESSID | Yirakess

Thank you very much !
Clos= Print

Figure 3-78 PC-connected Printer Printout

Welcomeal

Halgpal Inbemsl Serace

| TRarmie a0
Fassword oo
Biling: Time 10 Firish
Sarace 30 menues
Urit 1

zage Time: 0030000
Total $1 00

ESSID Wirekss

200457129 143527
SO0
Flease activale your acoount befors
2004130 023537
Thaink you vy much |

) B

Figure 3-79 Account Generator Printer Printout

223 143258
Pleass activaba your account before 200411030 0233 B8
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Credit Card
Standard Login Page
This function allows a service provider to customise the additional credit card message on the standard
login page.
E::Il;‘:::qe i the addi ol cand g oo e |aad bagim page

v hick by credri e
CrBd Cand Message | 1oms om o Re
D- Prewiew ol Stasdard Lagin Page
Figure 3-80 Credit Customization Setting Screen

Welcome
Hat Spot lnterned Sarvice

iFsnmamne: i—
Pacewsrs |
[Enter | Cancel

wr DRk bare o pay by credit caed
calc3f= B
Please cordact us & pou bave asy guesion

Figure 3-81 Standard Login Page
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This function allows the service provider to customise the additional credit card message for the standard
login page.

Servece -

Selecsan Page Cigsnmize the mesgann B0 the sandn geleciisn fage
Serice Selechan F‘MS! chones fram the flkreng serace saleciion
R e B0l charachus

Purchass Liit Massago Herw mariy unitz af nemet access waodd yoolie

Mol Metinn Maago 1 [Plase kindy nobe thal thar wil b no relind once

Nlficaion Magzags 2 I'Pmn tula that The tiva block of sakcled samca

Hofification assage 3 l

Enter Credi Cand Eredit card number.
HMumbsar . 1 ok gty

Enter Credd Card }.'Ir\eul. card axpiraiion daie:
axpirion daie 1 ok machu

™ Camd varicstion | [oradit Cand Coder
Yahe P

Emer Email Acdrass [Ertes Email Adirese

Subeni Bufian [Eubrmit Transaction and Lagin

- 30 chauch

QL Prasiaw of Sarsica Bdlactian Paga

Figure 3-82 Service Selection Page Setting Screen (Secure Pay)

Welcome
Hed Spot miemed Sendce

Pleage choose from the following service geloction

Service Code  Senvice Rame Usagpe Time Chasge
= 1 A minutes A minutes 100
s 2 1 haur 1 haurs 200
(4 3 2 bours 2 bours o

How many units of Internet acceze wowld you like to purchase? |1 =]

*Flease kndly nole that 1hens will be na refurd once comnectsy is confirmed
Please note that the ime Hock of selectsd serace is ba=ad on coninuous usags

Enter Payment Information (all info is reguired) om0 e

Creit cand sumbar:
Crodid card pxpiration date: T

Enser Emadl Addesss |

Figure 3-83 Service Selection Page (SecurePay)
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Successful Page

Succossisl

Page Custemize b metssapn lid Bo cecteeshil gane
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14k b Eh AT L
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Figure 3-84 Successful Page Setting Screen

Welcarme
Hot Speat Interset Senice

ou may now use the ternmet |

IMPORTANTI Make a note of your username and passward for legging in later, This will be
your only spporbunity to do 5o, Note upger and kowercase kters.

This s your sccowst infsrmatisn, ploase keep shis fer yeur Inteaned Sorvice.
Your usernarme is Wiy Idgsd

Your password is 32JIHew?
Your usage time is 30 minutes
Pleese actvete youn accoest before 2004/ 0010 1003806

Emal thiz wabpage 1o mysel I Uge thig account 10 LOGIM now

Figure 3-85 Example-Successful Page
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This function allows a service provider to customise the message for the login failed page.

Fail P22 Coinmize it message for ibe i3 page
Natiication Mesaoga I.E:uFﬂ.'.f. o oo ek ke prvcrrzed o i e
Nothcion psae 2 | [ ae peer Kk o el e Vil a SRl el
Hatfication Messapa 1 m“’”" —
Top dgan Buton | LB
Finse Butian rf-“’: —
O, Proviaw of Fall Page
Figure 3-86 Fail Page Setting Screen
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User Agreement Page

This function allows the user to design a user agreement page that the user will be presented with after
successful log in.

CUSTOMIZATION

Legin Paqe Loge H.;HE:::" Accowal Prinioest Cradit Cand [ Vs :',i;:-’"l
[Fir Agzapmint Fage =
Tille:
e |
Title Teut Colar ﬁIIIIIII Yigw Calor Gad
H
Atle
=i
Asticle Taxi Color EI:IIIII Siww Calor Grd
Aticle Backgrouncd Ciokr FFFFFF Wigw Color Gd
Page E=ckground Color FFFFF “Wimw Calor Grd
Aqrae Bidton 1] A R TREs
Disagree Buon Ennt agee PITT pe——
8 =yt User Agrssment Page Prisies
Appely )
Figure 3-87 User Agreement Page Setting Screen
Uzl Agresment Fape
Agrn Dher ot |
Figure 3-88 User Agreement Page
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The passthrough function allows the administrator to add the MAC addresses of devices on the LAN that can
access the internet without the requirement to have a user name and password for authentification.
PASS THROUGH

Pass Threughe [ =]

3-2-10 Pass Through

Please anter mew pass tarsagh for destinasion (o w0 et

& URL o Weksite: |

© Stat ) Erd IP Ackdrac: | -

Please snter mew pass thrsugh for subsoibes or LAN devices oo 0000 o

© Sl ) Erd IP A -l
CIP Addrss Subewi Mask: [
© MAL abdrass Mask |FFFRE-FR-FEFF TI

Addioln
Pass Tarsugh List
Ho Aciine Address List Typa Delete
Apply

Figure 3-89 Pass through Setting Screen
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3-2-11 Filtering
Filtering allows the system administrator to have a list of restricted destinations which users will not be able to
view. This is useful to block specified Internet websites or Intranet areas.

FILTERING

Filturing: =
Fikasir he sr3l

HTTP Message In displey whon & waebste is Slocked
[Thiz W B s ke b Sy

Pleese ester new resticted destinetion w1 50 e

& LIRL or Wabsite: |

Bt £ Endl IP Ades | -1

T P bddress: Subret Mask:

Fesaricied Mestisatine Lis
o Biliva Bl reesss List Dalkaba

Apply
Item Default Description
Filtering Disable Enables or disables filtering function.
HTTP Message to The Web Site | Enter the http message. The maximum character of the HTTP message is 200.
display when a is blocked by
website is blocked System
Warning ®

This Wink S6ie i Biocked sy Sysiem

Back
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3-2-12 Share

This feature allows the sharing of network devices after the subscriber has successfully logged in.

EHARE
Share LAN rasperce: | Dizable =
12 1he natwork resaurce sar ET— N
Pz ase anter sow sharsy LAN rasesrce o 1om0
Haenurce Rarmse Heenurce IP Addiees  Heenuios MAC Bddiess Inedface
I [ [Wwired =]
#dd 1o Lisl

Share Resewrce List

Ho.  Acive Rezaums hlame ! IP Addrass ! WAL address ! hlmfar.-a! Delain

Arrly )
Item Default Description
Share LAN resource Disable Enables or disables share LAN resource function.
Resource Name Empty Enter the device name. The maximum character of the resource name is 30.
Resource IP Address Empty Enter the IP address of device in the format “xxx.xxx.xxx.xxx".
Resource MAC Address | Empty Enter the MAC address of device. For input the device MAC address, please
use this format such like”0050BA8D2296".
Interface Wired Select the interface.
Share LAN resource List
No. - The index number of share LAN device.
Active Disable Click on check box, active or inactive the share LAN device.
Resource Name - Display the device name.
IP Address - Display the IP address of device.
MAC Address - Display the MAC address of device.
Interface - Display the interface of device.
Delete Disable Select the check boxes and click ‘Delete’ to delete the share device(s).
Note:

1. You must use the "Search IP” method to search for a device on the network. Please follow steps below to search for your device.

e (Click Start, and then click Search.

e (lick Computers or People.

e (lick "A computer on the network”.

e In Computer, type the IP address of the device you want to find. Click Search.
2. This function supports only Unicast and IP Protocols.
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3-2-13 Portal Page
This feature allows for the redirecting of a subscriber’s browser to a specified portal page after successful login.
PORTAL PAGE

URL Limk

Figure 3-93 Portal Page Setting Screen

Appl
) Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Portal Page setting screen.
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The system allows the service provider to input up to 10 URL links for advertising purposes. These will display
as pop ups whilst the user is accessing the service.
ADVERTISEMENT

Thirs f=aiure B mrify the atestizsmeni UBL ke The sdedizement W
CIR)

Frequescy E One Tome Oriy = E\myﬁ Miirs)

Bl F Rardamlby T Ordery iFar 1

URL Link 1

URL Link ¥

UAL Link ¥

WAL Link 4

UAL Link&

URL Link ¥

UAL Link#

URL Link ¥

[
[
[
[
WAL Link % |
|
[
[
T
|
[

UAL Link 10

Appl y

Item Default Description

Frequency One Time Only | One Time Only — will send the advertisement link once after the subscriber Login.

Every~Min(s) — will send the advertising link every interval minutes. The value
range is 1 to 60 (minutes).

Sequence Randomly Randomly — Displays the advertisement page in a random order.

From 1 to 10 —Displays the advertising page in the order as set.

URL Link 1~10 Empty This function allows the administrator to input ten different websites in the table
for advertising. These 10 websites will display at random when the subscriber
logs into the HS960 system. The maximum character of the URL Link # is 200.
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3-2-15 Walled Garden

The Walled garden feature allows the administrator to list up to 10 web addesses that can be accessed
without being required to log in with a username and password.

WALL GARDEMN

Warin; [k Yahoo

ik VAL [t www.yahoo.com
AL

iarr: MSN

Link2 1AL [P www.msn.com
ren Microsoft

Hama 1
Link3 oy — www.microsoft.
Link & Harva |

AL |

ame: [
Links

AL [
Link i pe |

AL |
Link? Har: |

AL |
Link@ Hame. l

(Lo |
Linka tame |

AL [
Link 48 Name: |

AL |

&pply
Figure 3-95 Walled Garden
These 10 sites will display on the front log in screen.
Wealcome
Hut Spot Inteanut Service
Useimame:
P aszawnnd:
Enter | Cancal I
Name Yahoo
M5H
Bicrosaft
Figure 3-96 Login Page
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3-2-16 DDNS (Dynamic Domain Name Service)

An IP Registry provides a public central database where information such as email addresses, host names, IP
addresses etc. can be stored and retrieved. This solves the problems if your DNS server uses an IP associated
with dynamic IP addresses. When the ISP assigns the HS960 a new IP, the HS960 must inform the DDNS
server the change of this IP so that the server can update its IP-to-DNS entry. Once the IP-to-DNS table in the
DDNS server is updated, the DNS name for your web server (i.e., xyz.dyndns.org) is still usable.

DDNS

Foms o updets avery |1 derefet when WWAN IP =ddiees Less no channs

Foms o update avery | dapls) when WEN 1P ddioes kaops no chang

Mo, Acthe Eitings Update S How
Statues R
Sendts Provilar Jdyrcing o frwew. dyncns. o E
Registerad Hoet Hame I

{fa1 sccarapls: sy e

0T Loginrama I _—
P swond I e 5% chrach
Erresil Addree=: _I cplnns
C wildcards oo
Staluss WA
Senics Pravidar !dyn-chs.mg Fowew. dyrdns. oirgh :!
Registersd Host Mame I

R ——
X

=0 Logln Mame [ = P
P swoed I T ——
Ermvuil Address I —
[ wlidcards jspoanai
Stahes WA
Sendra Prskdar Tdurmdne pm faswss durine nm il
Sendes Pravide H R dyning o
Regielensd Hoel Mame I

L= e Legin Plama I e 55 chach
Pammwnd [ w23 chanuchr
Ernail Addiees: I nrl

T Wlldeards rpbesar

i

Figure 3-97 DDNS Setting Screen
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Item Default Description

Force to update every | 1 day Enter a number in the field to set the force update interval (in days).
~day(s) when WAN

IP address keeps no

change

No 01~03 The index number of a DDNS account.

Active Disable Click on check box, active or inactive the DDNS record.

Updste Status Now |

Click the Update Status Now button to do manual update.

Settings Enter the account information of DDNS Server.
Status YY/MM/DD Display the update date, time and status. The Status area shows the updated
HH:MM:SS: time and current state of the DDNS Client.
N/A—DDNS Client service not installed.
Update Successfully—DDNS Client service installed; service running.
Update Fail—DDNS Client service installed; service not running.
Service Provider Dyndns.org Select a DDNS service provider by clicking in the list box.
(www.dyndns. ) _— ) ) )
Note: Before configuring the DDNS settings, you have to register a dynamic
org) domain at one of the dynamic domain service providers’ list box.
Registered Host Name | Empty Enter the host name of DDNS server. The maximum character of the registered
host name is 100.
Login Name Empty Enter the user name of DDNS server.
Password Empty Enter the user password of DDNS server.
Email Address Empty Enter your email address. The DDNS Server will e-mail you important
information once your Internet Name has been successfully registered.
Wildcards (optional) Disable Enable this function to be able to use *.mydomain.dyndns.org and not only

mydomain.dyndns.org.

Click Apply button, the success dialog box appears. Click on Back to return to DDNS setting screen.
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The administrator can remotely control LAN Devices via the HS960 LAN devices feature.

LAN DEVICES
Detncting time: E winz)
b  Device Name T—"?"_f! it o it aneith  Ppplicasan  Interface
1 | [Etremet Switch | [0001 ERER R =] kexce0sT [terE [wre =
z |l I | o | [TeF & | |wred  E]
1 b I b I [t | [wied =]
a [ z | z | [er e | [Frses o]
g ] 1] [ p | [TeP | [wired ]
Bl z I z I [l | [wred =
| 1 [ ] | [Ter =] | [wired =]
L z I P I [l | [wied =
il g I £ | [FE [#e 5
Ll k I z I [er =] | [wied =
il P | P | [ferE [even =]
(| b I b I [t | [wied =]
= |l P | P | [tFE [even 3]
| 1 [ ke | [T =] | [wired =]
Feplice: The systenn dnes sol seppadt FTP Glpid
Figure 3-98 LAN Devices Setting Screen
Item | Default | Description
Polling Interval 5 Min. The default value is 5 minutes. The Polling Interval valid range is 1 to 1440.
Device Name Empty The LAN device name. The maximum character of the device name is 20.
Virtual Port 0 The virtual port number valid range is 60001 to 60050 or 5900 to 5910.
Device IP Address Empty Enter the IP address of the LAN device in the format “xxx.xxx.xxx.xxx”
Device Server Port 0 Enter the server port of the LAN device.
Device MAC Address Empty The MAC address of the LAN device.
Application TCP Select one protocol type of the LAN device by clicking in the list box.
Interface Wired Select one interface of the LAN device by clicking in the list box.
Note: The system does not support FTP.
YML857 Revi HS960 Wireless Gateway User Gu/(/g

www.netcomm.cobownload from Www.Somanuals.com. All Manuals Search And Download. 87



Nellomm

3-2-18 Syslog

This function allows the device to transmit event messages to your syslog server or your email address for
remote monitoring and troubleshooting.

e Syslog Setting
SYSLOG
Syslog Lag Sesngs
F Nzabbe © Enakble

Serar IP Addrass
M Sysiog Sereron LAK
Sopd in Serar MAL Sddase

Syslng Sened
Sersar 1 IP Addmes
Server 2 1P Address

I Epalog Serear on wWish

= Dizahbe © Enabda

F &ddre=s ar Domsin Mame: EMTP Pon:
Email Serrer T Evfragil (s0re espver neads 10 Chack iy aceoun
Usamami I Passward: |
Sopd tn Emad
Flanie
Email F rore
Emai Address: |
Emai Adtess 1: |
Eireail T
Emai Eddrcag 2: |
Apply
Figure 3-99 Syslog Setting Screen
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Item

| Default

| Description

m Enables or disables the syslog server function.

Server IP Address Empty Enter the syslog server’s IP address. The HS960 will send all of its logs to the
specified syslog server.
Server MAC Address Empty Enter the syslog server’s MAC address. The HS960 will send all of its logs to

the specified syslog server.

Server 1 IP Address Empty Enter the IP address of first syslog server.
Server 2 IP Address Empty Enter the IP address of second syslog server.
Send to Email Disable Enables or disables the send to e-mail function.

IP Address or Domain | Empty Enter the SMTP server IP address or domain name. The maximum allowed

Name characters length is 50.

SMTP Port 25 The SMTP port allowed range is 25 or 2500 to 2599.

E-mail (SMTP) Server | Disable If your SMTP server requires authentication before accepting e-mail, click on

needs to check my the check box. These values (username and password) are supplied by your

account network administrator, SMTP server provider or ISP.

Username Empty Enter the username for the SMTP server. The maximum allowed characters
length is 64.

Password Empty Enter the password for the SMTP server

Email Address 1

Name Empty Enter the name you would like to appear in the “message from” field of your
outgoing message. The maximum allowed characters length is 20.
Email Address Empty Enter your e-mail address. This is the address others will use to send email to

Empty

Email Address 1/Email Address 2.

Enter your first e-mail address to receive the logs.

Email Address 2

Empty

Enter your second e-mail address to receive the logs.

YML857 Rev1
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Figure 3-100 Log Settings Screen
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Item Interval Description
Time
Syslog Disable Click on the check box to send log information to your syslog server.
Email Disable Click on the check box to send log information to your e-mail address.
System
Syslog Information 60 minutes The log included system information would be sent according to specified
interval time.
Format: (Id, Mac Address) (System Uptime, 0 days 00h:04m:00s) (Location
Name, Location Name) (WAN, FrameTxOK, FrameRxOK, FrameTxError,
FrameRxError) (LAN, FrameTxOK, FrameRxOK, FrameTxError, FrameRxError),
(Wireless, FrameTxOK, FrameRxOK, FrameTxError, FrameRxError)
System Boot Notice When System | If device is rebooted, log would be sent.
reboot

Format: (Id, MAC Address) (System Up)

System Manager
Activity Information

When system
manager login

Alog will be sent if asystem manager (Administrator, Supervisor or Account
Manager) logs in or out from the device.

or logout Format: (Id, Mac Address) (System Account Activity Information, Username, User
P, Status)
Username: Administrator | Supervisor | Accounting Operator
Status: Login | Logout | Idle Time Out
Subscriber
Wireless Association 60 minutes Alog including wireless associated users information will be sent according to
Information specified interval time.
Format: (Id, Mac Address) (Wireless Association Information, Number of
associated users, Start Number, End number) (Signal strength, Signal quality,
Connection speed, MAC address)(...)(...)(...)
Logged-in Users 60 minutes Alog including logged-in users information will be sent according to specified
interval time.
Format: (Id, Mac Address) (Logged-in Users, Type, Number of logged-in users,
Start Number, End number) (Username, User IP, User MAG, Interface, Login
time, RxData count, TxData count)(...)(...)
Type: Dynamic | Super | User agreement | No Authentication
If the type of Logged-in user is Super Subscriber, Username will bg “********",
If the build-in account mode is disabled, Username is “Anonymous”.
Proprietary Accounting
Account Created When an A log would be sent if an account was created.
account is
creatL:ad ! Format: (Id, Mac Address) (Account Create, Type, S/N, Username, Unit, Account
' usage time, Billing profile information)
Type: TimeToFinish | Accumulation | PostPaid
Billing profile information: [index, name]
Account usage time: 00:59:59 (example)
Account Activated When an Alog would be sent if an account was activated.
account is
activated Format: (Id, Mac Address) (Account Activate, username, user IP, user MAC,

Interface)
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Iltem

Subscriber Trace

Interval
Time
When

subscriber
logout

Description

Alog including subscriber’s login or logout time will be sent once after the
subscriber logs out.

Format: (Id, MAC Address) (Subscriber Trace, Type, Event, S/N, Username, User
IP, User MAC, Interface, Login time, Logout time, Usage Time, Time Left, RxData
count, TxData count)

Type: TimeToFinish | Accumulation | PostPaid | Super

Event: Finished | Replenished | Logout | Idle-Timeout | Account Expired | Deleted

If the type of Subscriber Trace is Super, the Username will be “********” and
S/N will bg =",

Usage time: 00:59:59 (example)

Subscriber Trace Relationship

Type Event Time Left
TimeToFinish Finished 00:00:00
TimeToFinish Replenished 00:12:00 to S/NXxXXxXxx
TimeToFinish Deleted 00:12:00
Accumulation Finished 00:00:00
Accumulation Replenished 00:12:00 to S/Nxxooxxx
Accumulation Logout 00:48:00
Accumulation [dle-Timeout 00:48:00
Accumulation Deleted 00:48:00
Accumulation Account Expired | 00:48:00

PostPaid Logout i

PostPaid ldle-Timeout b

PostPaid Deleted e

PostPaid Finished e

PostPaid Account Expired | ******

Super ldle-Timeout

Super Deleted
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Item | Interval Time | Description

Billing

Billing Log When log A log would be sent after a billing log is created.

created Format: (Id, MAC Address) (Billing Log, Type, S/N, Username, Billing profile
information, Units, Usage time, Bill, Payment)

Type: TimeToFinish | Accumulation | PostPaid

Billing profile name: [Name]

Usage time: “00:59:59” (example)

Billing profile information: [index, name]

Payment: Cash | Credit Card

LAN Devices Management Category

LAN Devices 60 minutes Alog including current LAN Devices Status will be sent according to specified
Information interval time.

Format: (Id, MAC Address) (LAN Devices Information, Number of devices, Start
Number, End number) (Device name, Status)(...)(...)

LAN Devices Alarm When device A'log will be sent if one of the LAN Devices detected results is “Fail”.
fail Format: (id, MAC Address) (LAN Device Alarm, Device name, FAIL)
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3-2-19 Session Trace

Session Trace is an intelligent function to help the service provider trace every user’s access behavior. When
“session trace” is enabled, the system will collect information such as destination IP, destination port, source
IP, source MAC, source port by every user and send the collected information in text format file to specified
TFTP server.

SESSION TRACE

Primizry TFTP Servar IP Addrass
Secahtary TFTP Sersr IP Addmas

Sand Basuin Treca loy e warp [10 minulas E-1440)

apply
Item Default Description
Session Trace Disable Disables or enables session trace function.
Primary TFTP Server IP | Empty Enter the IP address of the primary TFTP server.
Address
Secondary TFTP Server | Empty Enter the IP address of the second TFTP server.
IP Address
Send Session Trace log | 10 minutes The field will send the session trace log file every interval minutes. The value
file every~ minutes. range is 5 to 1440 (minutes).
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3-2-20 Bandwidth

This function enables the administrator to limit bandwidth usage on a per user basis (MAC address). This

prevents users from consuming a disproportionately large amount of bandwidth so every user gets a fair
share of the available bandwidth.

EANDWIDTH
Bandwidth Managemeat; [ aable =

The funclivn snables sdministiraiorio imi bandwidth ussge ona per user basis (WAC addrse] That preeents users: fram
mir sproporionaiely largs amourt of handwidl ey uer qels s fir sk

Floase sotep the i Upstream D hamstwidis

Maxirum Upshream |Bkbps | & [B4 Kb (B4-50120)

Mazimum Dowrsiraam & | 1280ps =] © |64 b (Bid=512T)

ltem Default Description

Bandwidth Disable Enables or disables Bandwidth Management.
Maximum Upstream 64Kbps Specify the amount of upstream bandwidth.
Maximum Downstream | 128Kbps Specify the amount of downstream bandwidth.
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3-2-21 Secure Remote
This feature allows the administrator to create a secure connection to a remote site or back end system with a
VPN PPTP Client. If “Secure Remote” is enabled, the RADIUS packet/ syslog will be transferred to this secure
connection.
SECURE REMOTE

Securn Aresote | DEabl =

O Adto-connacd o Blad-up (llways connac]
FETR Gerar P sbdrass|

Lkzaim arie;
BETR Clint Paszsward
[P |
S REOIIEan
Samlus
WPHN Tanned: Cfline
Chiend 1P
apply
Item Default Description
Auto-connect at Start- | Disable Enable the check box to automatically establish the PPTP connection.
up (Always connect)
PPTP Server IP Empty Enter the PPTP server IP address provided by your ISP.
address
Username Empty Enter the user name provided by your ISP. The user name can consist of up to
80 alphanumeric characters and is case sensitive.
Password Empty Enter the user password provided by your ISP. The password can consist of up
to 80 alphanumeric characters and is case sensitive.
Sart connection Click on Start/Stop connection button to start/stop PPTP connection.
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3-2-22 SNMP

The SNMP Agent Configuration screen enables you to access to your device via Simple Network
Management Protocol. You must first enable SNMP on the SNMP Agent Configuration screen.

SNIVIP
st [Tizab 2]
SHMP Port IIEI_ {164 or 16700 ~ 16109 )
Trap Poet: 162 {162 or 16200 - 16259 )
Ho Community Mame HMS Addrass Frivieges Status
| [cttic [arr |Res ERETE|
2 [perate Jar [wite 2 |[vam =
k| | [amy |Fesd Bl [ 5]
4 | Janr | Pz 2l [imeaid =]
§ | [amy [Read = |[imaid=]
spply
Iltem Default Description
SNMP Disable Disables or enables the SNMP management.
SNMP Port 161 If the SNMP enables, also allowed to specific the SNMP port number via NAT.
Trap Port 162 The allowed SNMP port numbers are 161 (default)., 16100-1 61 9_9 and Trap
port numbers are 162 (default), 16200-16299. This Port setting is useful for
remote control via NAT network.
Configuration

Community Name

public/private

Every unit with SNMP enable must be configured to recognize one or more
community names up to 20 characters. The default setting for the community
of entry 1 is “public” and for the entry 2 is “private” and others are empty.

NMS Address ANY The address of the NMS. The default settings for the NMS Networking are
“ANY”,

Privileges Read/Write Choose “Read”, “Write”, “Trap Recipients” and “All” for different privileges. The
default setting of the entry 2 is “write” and others are “read”.

Status Valid/Invalid Chosen “Valid” or “Invalid”. The default setting of entry 1, 2 are valid and others

are invalid.
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3-2-23 Wireless
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Figure 3-105 Wireless Setting Screen
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Item | Default | Description

General Settings

ESSID Wireless The ESSID is the unique name that is shared among all points in a wireless
network. It is case sensitive and must not exceed 32 characters.

Channel 6 Select the channel ID for wireless connection.

Security Disable Select disable to allow wireless station to communicate with the device without
any data encryption. Select enable to enable WPA or WEP data encryption.

WPA Encryption Wi-Fi Protected Access Encryption

Pre-shared Key Empty Enter a pre-shared key from 8 to 63 case sensitive ASCII characters.

Group Key Re-Keying 86400 Enter a number in the field to set the force re-keying interval.

Seconds

Use WPA with Pre- Enable

shared Key

Pre-Shared Key Empty Enter a pre-shared key from 8 to 63 case sensitive ASCII characters.

Use WPA with RADIUS | Disable

Server IP Empty Enter the RADIUS server IP address or domain name. The maximum allowed
characters length is 15.

Authentication Port 1812 Enter the authentication port number. The allowed numbers are from 0 to 65535.

Share Secret Key Empty Enter the RADIUS secret key

WEP Encryption Wired Equivalent Privacy Encryption

Encryption 64 bit The HS960 supports 64-bit or 128 bit WEP encryption.

Mode HEX Options: HEX (Hexadecimal) and ASCII (American Standard Code for Information
Interchange).

WEP Key 1 This selects which of the Keys the HS960 uses when it transmits. You can
change the selected encryption key every now and then to increase the
security of your network.

Note: You have to configure all WEP keys (1~4), and select one of the four
WEP key.

Enter 5 characters (case sensitive) for ASCIl 64-bit WEP Key.

Enter 10 characters (case sensitive) for Hex 64-bit WEP Key.

Enter 13 characters (case sensitive) for ASCIl 128-bit WEP Key.

Enter 26 characters (case sensitive) for Hex 128-bit WEP Key.

802.1x Disable Enables or disables the 802.1x function.

Encryption 64 bit The HS960 supports 64-hit or 128 bit 802.1x encryption.

Re-key Time 86400 Seconds | Enter a number in the field to set the force re-keying interval.

Server IP Empty Enter the RADIUS server IP address or domain name. The maximum allowed
characters length is 15.

Authentication Port 1812 Enter the authentication port number. The allowed numbers are from 0 to 65535.

Share Secret Key Empty Enter the RADIUS secret key.
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Item Default Description

Beacon Interval 200 This valid value range is 1 to 1000 and indicates the frequency interval of
the beacon.

RTS Threshold 2347 This valid value range is 256-2342. This setting determines the packet size at
which the HS960 issues a request to send (RTS) before sending the packet. A
low RTS Threshold setting can be useful in areas where many client devices
are associating with the HS960 , or in areas where the clients are far apart and
can detect only the HS960 and not each other.

Fragmentation 2432 This setting determines the size at which packets are fragmented. Enter a

Threshold setting ranging from 256 to 2432 bytes. Use a low setting in areas where
communication is poor or where there is a great deal of radio interference.

Preamble Type Long Preamble | The preamble type is a section of data at the head of a packet that contains

information the HS960 and client devices need when sending and receiving
packets. The setting menu allows you to select a long, short or dynamic
preamble type.

Authentication Method | Open System

Select Open System, Shared Key or both.

Open System — Allows any device to authenticate and then attempt to
communicate with the HS960 . Using open authentication, any wireless device
can authenticate with the HS960, however the device can only communicate
if its WEP key matches the HS960. Devices not using WEP do not attempt to
authenticate with a Wireless Service Gateway that is using WEP.

Shared Key — During shared key authentication, the HS960 sends an
unencrypted challenge text string to any device attempting to communicate
with the HS960 . The device-requesting authentication encrypts the challenge
text and sends it back to the HS960 . If the challenge text is encrypted
correctly, the HS960 allows the requesting device to authenticate. Both

the unencrypted challenge and the encrypted challenge can be monitored,
however, which leaves the HS960 open to attack from an intruder who
calculates the WEP key by comparing the unencrypted and encrypted text
strings. Because of this weakness, shared key authentication can be less
secure than open authentication.

Both — With this setting wireless stations can communicate with or without
data encryption.
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3-2-24 Account Generator
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Figure 3-106 Account Generator Printer Setting Screen
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3-3 System Status

TN NN

Display HS960 system basic status, including,

1. System I SYSTEM
2. Account List . ACCOUNT LIST
3. Account Log
4. Current User L ACCOUNTLOG
5. DHCP Clients |- CURBENT USER
6. Session List |- DHCP CLIENTS
7. LAN Devices L SESSIONLIST

- LAN DEVICES

Figure 3-108 System Status Item Screen
HS960 Wireless Gateway User Guide YML857 Revi
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3-3-1 System

The System Information Menu displays current system basic information including the service connection
message, host name, LAN, WAN, DHCP Configuration, DNS, E-mail Redirection, SSL Certificate, network traffic

Information and the system firmware version number.

SYSTEM
Displyy the detailed
Intlamat Cornactian 0K
Senvice
Wirdbes Senice 0K
Sy=tem Name
Dioernaln Marma
Fimmware Versian 1.0206
Wirelaes Vargion 1.23
Sysam Bootrom vasian 1.02
WK WAL Addresg DOAxE:MSEC
LAM WAL Addrass [Unk= 0 =K IR =]
Systam Trra AEMT EARRD
Systam Lp Tima D i 2E W 265
F fddress i
LAK IP
Subnai Mzsk ML EEMED
WAN Port Mode Sistic IP
F Address P9 1hE 100 191
WER 1P
Subnel Mask 2552552550
Galawsy IP addrass 132 168,100,254
Prirrary OME Sanver 15256.1.1
DS
Secandary DME Eenar
DHCP Status Sareer
Stad IP Addie=s 105312
DHCP
End IF Addrage: 10:33.1.254
Leaze Tima k1]
EE2ID Winkss
Wireless Channel B
Becirg kMot Disable
EMlail 1521831003
Figure 3-109 System Status Screen
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3-3-2 Account List

You can display a list of all the account information on this device. This table includes the username,
password, usage time, time created, login time, expiration time and status.

AGCOUNT LIST

sAma areaurd's i

shaiug | | samare | | Lhage Time

[refrashy

Tma Ciested | | Logn Tem | | Esplration Tme || Detate

Liruzed 2y

Lin-umed RSl

snil
00001

000002 | Un-used ubmpfE2
onaon3

000004 | Un-uged | SAbEamsT
005

Ireirag ¥ipEonas

wEo [15

3-3-3 Account Log

Ce30:00

1:00:00

20

2mm

Zm

AL 2052115 -
JETER S M 44 4E
SN 4 ZORA2NS -
124451 O 4451
T+ 0052015 r
154454 O 54
WETHE ANLAAE r
134457 O - 57
A4 05214 05014 r
134503 134540 16:4540
i First i Proviaun Haxt End Wi

Figure 3-111 Account List

The account log shows the accounts’ log information.

ACCOUNT LOG
S cew oo |EEETE]
L Usamame | Tma Croated I Login Time | Ucag Trra I Charga | Perpmant Il Halus I
OO | hel2hodG T 0:3000 1m Cath | Unused
002 | ubwps e 0000 200 Cash | Unused
34451
0003 | uppegs FEayriy 200 am geh | Unusel
W04 | ST ?ﬁ%‘,* 20000 3m Coch | Unused
IEAL EN . i
06 | yfdSndd e e 24xr00 am cash ||
weo TR " Firs 4 Presiaus Mest End M
Figure 3-112 Account Log
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3-3-4 Current User
Display the current logged-in subscribers’ status. It allows the service provider to disconnect subscribers.

| CIEEET
o, [ Tee Uzsmarg | IF sdirese | MaC A |
Dmame P irs s 192 168 100 152 000 EE555E.6E )
wEo |1 =] i First 1 Fresius West # End
Figure 3-113 Current User List
CURRENT USER
TRfrE o i
wo. e 0 | P adien | WAL Addess |
1 | Scosnser g 182 188 100 152 D000 6E 56 56 5E r
G0 || pl - P d Preois Mest ® Erd =
Figure 3-114 Current User List (super account)
CURRENT USER
e .
MO Trpe 1P Asdrags | WAL Addieis |
| don_Auit 102 1ER $00. 153 000 BE 55 S5.6E
wWED (I -i 3 - 4 Freviogs Nawt ¥ Ered

Figure 3-115 Current User List (No Authentication)

3-3-5 DHCP Clients
The DHCP client table shows the current DHCP users on the LAN.
DHCP CLIENTS
HCP Cliant's informatior uding a d F =dd
Ko, MAT Sedress

IF Adidress
1 DI I0c 4B ESDE 105813
2 Do Ca1aT0SEd 105813

Figure 3-116 Current User Screen
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The remote site administrator could monitor the real time usage status of HS960 via this page.
SESSION LIST

wan TE - WFEs 4 Pravio Mad b Endw
M TCP/ e Cliend IP Cliest Port Post Fake Rosaie I Hemnte Pard Balle

1 TGP 192168100 1 92 472 S00M3 20745 10694 1853 =

2 TGP 192.168.100,1 82 47 G005 AF 4510847 1853 148
GO IE o W First A Pravois [ End W

Figure 3-117 Session List Screen

3-3-7 LAN Devices
You can manage all devices by clicking on device name to access device’s Web-based interface.

LAN DEVICE
El el | [ El
Device
HO. | Desice Name Slalus .%?31 m?:: Saner Dmﬁ;:& Application | Inberface
(BO00 ~B006 ) Pt
0K EDOO1 92.165,100.123 il 00 B0:0E 00 25:37 TCF

Figure 3-118 LAN Devices Status Screen
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3-4 System Tools
Nelomm

WM TN T

WIiTARD BETe AQVAMCED BETUF EVETER STaTUS " 4 |.' o

This allows service provider or administrator to process Firmware upgrade, change password and backup or
restore configuration.

1. Configuration L CONFIGURATION
2. Firmware L FIRMYWARE
3. Boot Code
4. System Account I~ BOOT CODE
5. SSL Certificate L SYSTEM ACCOUNT
6. Ping Command | SSL CERTIFICATE
7. Restart
8. Logout |- PING COMMAND
|- RESTART
L LOGOUT
Figure 3-119 System Tools ltem
HS960 Wireless Gateway User Guide YML857 Revi
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3-4-1 Configuration

Use the Configuration item to save, restore or reset configuration parameters of the HS960 .

CONFIGURATION

Hackup

Click Backup 1o backup e systam configuration fmm his desics 00 pour comguier orio the e TFTP semer

Rempie TFTF Saner P Address:
Apply

Fin Hara: —
Resene

Ta rastore yaur stored sysiem canfigurstion 1o 1his device:

Laeal AL Fik Path] Broatia Apply
Remple TFTF Serer P Address Apply
Fia Hara —
Resed the sysiem hack o kactony delasls

[ Kaep subscrber profie Apply )

Item Default | Description

Backup Click it to save the system configuration to your computer. (export.cfg)
Remote TFTP Server IP | Empty Enter the IP address of TFTP Server.

Address

File Name Empty Enter the file name in the File Name field.

Restore Click it to restore your system configuration.

Local PC File Path Empty Enter the file pathname of the system configuration file in the Local PC File
Path field.

Remote TFTP Server IP | Empty Enter the IP address of TFTP Server.

Address

File Name Empty Enter the file name in the File Name field.

Reset the system back
to factory defaults

Erase all setting

and back to factory setting.

Keep subscriber profile

Disable

Click the keep subscriber profile to change all the parameters into factory

settings but still reserve the subscriber profiles.
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3-4-2 Firmware Upgrade

The Firmware Upgrade menu loads updated firmware into the flash ROM. After downloading the new
firmware, the agent will automatically restart it.

Manual Firmware Upgrade

FIRMWARE
Mansal Finsware Schadelad

Upgrade Flamvacare Upprade
Ta uporsde e fin k Browsa (0 locats the | nar: rand dick Spaly
Local PEFile Path| Browse | Apply )
Pemoks TFTP Serear 1P Addrass | Fil= Mame | Epply

Figure 3-121 Manual Firmware Upgrade Setting Screen
Note:

1. Before downloading the new firmware, users must save the configuration file for restore configuration parameters of the device.
2. Do not turn the power off during the upgrade process. This will damage the unit.

Scheduled Firmware Upgrade

Scheduled Firmware Upgrade is a program that enables an automatic upgrade to the latest firmware version
through the TFTP server.

FIRMWARE

Skl el
Fimwane Dagrade

& [egakba
© Enshle
TFTP Saper P

Fila Synchronzatan | “igw Sampks File

& Wapkly T Daily © Howly

fudy w Iﬁa Hour m M

Fraguenty

Apply
Figure 3-122 Scheduled Firmware Upgrade Setting Screen
Note: Do not turn the power off during the upgrade process. This will damage the unit.
3-4-3 Boot Code
BOOT CODE
& Lpgratia tha Boct Ca, click Brmusa to lacars tha fie and cick Apply
Local PG fie Path | |
apply 4

Figure 3-123 Boot Code Upgrade Setting Screen
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3-4-4 System Account
Use the System Account screen to change the system accounts.

Uezmame: imin
[ p— ~
Pazzani 1
Cowdirn
Wink-based Accaunsng Masager
T ———
Usemanm ez pagil
Pussanrd F
Confrm
Supsndissr fernssd
samiaar san only ew Sypsten tshus and changa pesswe
Uzzmame: SUPETASDN
Pazswrrd I
Corfirnn
Super Selscribier Accsunt
Super Subscriber Dimable =
Ida Tima Cunl E MAn[s)1 - 1o
Ussmame e |
Uszmams jsuper
Passmord |:
Confrm
Apply
Figure 3-124 System Account Setting Screen
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Administrator Account

1 Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

bmarks ks Jlalp
Q) [sumin =)

Figure 3-125 Web Browser Location Field (Factory Default)

2 The HS960 configuration main menu will appear. Enter admin (default) as the Username and admin
(default) as the password and click Login. If you are first time setting the system, the wizard setup screen

will appear.
HS5860
Wi imainea:
Passwsrd:
Warzion 10000
[ Fasee |
Figure 3-126 Administrator Account Login Screen (First Time)
Or
System Cuick View
System mtazhel
EpstanuHoat Mamie Firmeeds “Yaraion 1.0104
Locatin Mars Dinivein Mamd
System Time OS2 A 141840 System Up Time OOCHA0H 344 103
W MALC addrass D090 0E: D0 A 0 LAM W address 0049 0E D96 CE
Hetwark
WA Status Established sk Type DHCP Clisst
‘Wanl IP Addrass 192 168.1000125 LaM P Address 10521.1
WA Subret hask 255 265 2550 LAM Subnet Mask 265 255, 255.0
Dafat Gataway 192 168100 254 OME 192 168.100.2
Whreloss
Wiralese Serdce 0K ESEID Vifmbane
Wiraless Channd ] Secura Moda Diszhle
Trafiic
Wan TuDats- 183757 RxDats; 718535 TuError] Bl rred]
LN Toelvabeczf6 1020 RxDatect32554 TxErrend) Ao nmoeid
Wiraless Tatal Ralatad) TeEne:l AxEnard
et £ 4
Figure 3-127 System Quick View
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Web-Based Accounting Manager

1 Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

bmaks Judks [feip
Q) [sumin =)

Figure 3-128 Web Browser Location Field (Factory Default)

2 The HS960 configuration main menu will appear. Enter account as the Username and account as the
password and click Login

Hss860

st rmanee:
Passwsrd:

Waraion 10009

[Fnaet
Figure 3-129 Web-Based Accounting Manager Login Screen

3 After a valid user name and password have been provided, the account Generator Panel homepage will

appear.
Account Generator Pansl
Phtase chaos ans bethan fiew tha fullowing sslechons
(e ) (_spow ) (oo )
wtikat Wi Pl wod Ll
Figure 3-130 Account Generator Panel
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Supervisor Account

1 Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box.
Press Enter.

kmarks Tasks Help

@ [ 105911

Figure 3-131 Web Browser Location Field (Factory Default)

2 The HS960 configuration main menu will appear. Enter supervisor as the Username and supervisor as
the password and click Login.

Hsg60

Vs imaiiees
Passweri

Login | Faset |

Figure 3-132 Supervisor Account Login Screen

3 After a valid user name and password have been provided, the HS960 configuration homepage will appear.

Super Subscriber Account

Start your Web Browser; a subscriber login page will appear. Enter super as the Username and super as the
password and click Enter, you can use Internet now.

Hsg60

Vs imaiiess:
Passweri

Login | Faset |

Figure 3-133 Subscriber Login Page
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The function allows you to download the registered CA certificate into the HS960 .
SEL CERTIFICATE

Passveard Tor Private Hay:
Cartificate Fie: Eraese.
[=, % I(g:r Fils =

apply

Note: The password field must the same as the CA's registered password.
3-4-6 Ping Command
The Ping function can check the HS960 networking connective or not.

PING

FiEgitg wer. hInEl el [G1.2109. % G0] with '2 Lxtes ol daii: =

Feply Erom: 61,219, 38, 80: byies=22 1lme=00ns TTL-245
Riply Erom: 61.219.30.30: byis=3l ilea=3lns TTL=245
Reply Erom: B61.219.38.30: byias=3l iimpedlns TTL=245

Ly Ecom: 61.219.530.60; hyier=32 ilmpedilms TIL=244

| Description

IP or URL Enter the IP address or the URL link.
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3-4-7 Restart

If your HS960 is not operating correctly, you can choose this option to display the restart HS960 screen.
Clicking the apply button restart the HS960, with all of your settings remaining intact.

RESTART
Do yesm want fo resten the system ¥
Apply
Figure 3-136 Restart Screen
3-4-8 Logout
If you would like to leave the configuration page, please click apply to exit.
LOGOUT
D oot wrand 10 Basy 0w Trom @e wed conligurain 7
Apply |
Figure 3-137 Logout Screen
HS960 Wireless Gateway User Guide YML857 Revi
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APPENDIXA _ SIGNAL CONNECTION ARRANGEMENTS

RJ-45 Ethernet Port

The HS960 RJ-45 Ethernet port can connect to any networking devices that use a standard LAN interface,
such as a Hub/Switch Hub or Router. Use unshielded twisted-pair (UTP) or shield twisted-pair (STP) cable to
connect the networking device to the RJ-45 Ethernet port.

Depending on the type of connection, 10Mbps or 100Mbps, use the following Ethernet cable, as prescribed.
10Mbps: Use EIA/TIA-568-100-Category 3, 4 or 5 cable.
100Mbps: Use EIA/TIA-568-100-Category 5 cable.

Figure A-1 RJ-45 Connector and Cable Pins

Note: To prevent loss of signal, make sure that the length of any twisted-pair connection does not exceed 100 meters.

APPENDIX B REGULATIONS/EMI COMPLIANCE

FCC Regulatory Statement
Part 15-Class B compliant device

This device complies with Part 15 of the FCC Rules. Operation is subject to the following conditions:

1 This device may not cause harmful interference, and
2 This device must accept any interference received, including that which may cause undesired operation.

This equipment has been test and found to comply with the limits for a computing device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur
in a particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.

2 Increase the separation between the equipment and receiver.

3 The equipment and the receiver should be connected the outlets on separate circuits.
4 Consult the dealer or an experienced radio/television technician for help.

Changes or modification not expressly approved be the party responsible for compliance could void the user’s
authority to operate the equipment.

YML857 Revi HS960 Wireless Gateway User Guide
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APPENDIX C: LEGAL & REGULATORY INFORMATION

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the
Copyright Act, no part may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for
consequences arising from the use of this product.

NetComm Limited reserves the right to change the specifications and operating details of this product without notice.
NetComm is a registered trademark of NetComm Limited.

All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA TS008
Standard.

(2)  This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA . These standards are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio noise and, if not installed and used in accordance with the instructions detailed within this manual, may cause interference to
radio communications. However, there is no guarantee that interference will not occur with the installation of this product in your home or
office. If this equipment does cause some degree of interference to radio or television reception, which can be determined by turning the
equipment off and on, we encourage the user to try to correct the interference by one or more of the following measures:

e Change the direction or relocate the receiving antenna.

e Increase the separation between this equipment and the receiver.

e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is connected.
e Consult an experienced radio/TV technician for help.

(3)  The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any other
product or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do so may cause damage
to this product, fire or result in personal injury.
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Product Warranty

The warranty is granted on the following conditions:

1. This warranty extends to the original purchaser (you) and is not transferable;

2. This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the product;

3. The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of NetComm
including producing such evidence of purchase as NetComm may require;

4. The cost of transporting product to and from NetComm’s nominated premises is your responsibility; and,

5. NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind, whether direct,
indirect, consequential, incidental or otherwise arises out of events beyond NetComm’s reasonable control. This includes but is not limited to:
acts of God, war, riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages, lightning, power surges, or shortages of
materials or labour.

6. The customer is responsible for the security of their computer and network at all times. Security features may be disabled within the factory
default settings. NetComm recommends that you enable these features to enhance your security.

The warranty is automatically voided if:
1. You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

2. The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or
communication line, whether caused by thunderstorm activity or any other cause(s);

3. The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

4. Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance with the user
manual supplied;

5. Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service centre
authorised by NetComm; and,

6.  The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in
certain circumstances imply mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement
for such conditions and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability
of NetComm under the Relevant Acts is limited at the option of NetComm to:

®  Replacement of the Goods; or

e Repair of the Goods, or

e Payment of the cost of replacing the Goods, or

e Payment of the cost of having the Goods repaired.

All NetComm ACN 002 490 486 products have a standard 12 months warranty from date of purchase. However some products have an
extended warranty option (refer to packaging). To be eligible for the extended warranty you must supply the requested warranty information
to NetComm within 30 days of the original purchase by registering on-line via the NetComm web site at

www.netcomm.com.au
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Contact Information
If you have any technical difficulties with your product, please do not hesitate to contact NetComm’s Customer Support Department.

Email: support@netcomm.com.au

www.netcomm.com.au

Note: NetComm Technical Support for this product only covers the basic installation and features outlined in the Quick Start Guide. For further information regarding
the advanced features of this product, please refer to the configuring sections in this User Guide or contact a Network Specialist.

® NetComm Limited A8 85 002 490 486
ﬂ MM PO Box 1200, Lane Cove NSW 2066 Australia
E - sales@netcomm.com.au W — www.netcomm.com.au
WWW.NELCOMIMN.COM.ElU
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