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Copyright

Copyright (C) 2006 PLANET Technology Corp. All rights reserved.

The products and programs described in this User's Manual are licensed products of PLANET
Technology, This User's Manual contains proprietary information protected by copyright, and this
User's Manual and all accompanying hardware, software, and documentation are copyrighted.

No part of this User's Manual may be copied, photocopied, reproduced, translated, or reduced to
any electronic medium or machine-readable form by any means by electronic or mechanical.
Including photocopying, recording, or information storage and retrieval systems, for any purpose
other than the purchaser's personal use, and without the prior express written permission of
PLANET Technology.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments
and applications, and makes no warranty and representation, either implied or expressed, with
respect to the quality, performance, merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User's Manual is accurate; PLANET disclaims
liability for any inaccuracies or omissions that may have occurred.

Information in this User's Manual is subject to change without notice and does not represent a
commitment on the part of PLANET. PLANET assumes no responsibility for any inaccuracies that
may be contained in this User's Manual. PLANET makes no commitment to update or keep
current the information in this User’'s Manual, and reserves the right to make improvements to this
User’s Manual and/or to the products described in this User’s Manual, at any time without notice.
If you find information in this manual that is incorrect, misleading, or incomplete, we would
appreciate your comments and suggestions.

FCC Compliance Statement

This equipment generates and uses radio frequency energy and if not installed and used properly,
that is, in strict accordance with the instructions provided with the equipment, may cause
interference to radio and TV communication. The equipment has been tested and found to
comply with the limits for a Class A computing device in accordance with the specifications in
Subpart B of Part 15 of FCC rules, which are designed to provide reasonable protection against
such interference in a residential installation. However, there is no guarantee that interference will
not occur in a particular installation. If you suspect this equipment is causing interference, turn
your Ethernet Switch on and off while your radio or TV is showing interference, if the interference
disappears when you turn your Ethernet Switch off and reappears when you turn it back on, there
is interference being caused by the Ethernet Switch.

You can try to correct the interference by one or more of the following measures:

+ Reorient the receiving radio or TV antenna where this may be done safely.

+ To the extent possible, relocate the radio, TV or other receiver away from the Switch.

+ Plug the Ethernet Switch into a different power outlet so that the Switch and the receiver are
on different branch circuits.

If necessary, you should consult the place of purchase or an experienced radio/television

technician for additional suggestions.

CE mark Warning

The is a class B device, In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.
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Trademarks

The PLANET logo is a trademark of PLANET Technology. This documentation may refer to
numerous hardware and software products by their trade names. In most, if not all cases, these
designations are claimed as trademarks or registered trademarks by their respective companies.

WEEE

To avoid the potential effects on the environment and human health as a result of the

presence of hazardous substances in electrical and electronic equipment, end users of

electrical and electronic equipment should understand the meaning of the crossed-out

wheeled bin symbol. Do not dispose of WEEE as unsorted municipal waste and have
B (o collect such WEEE separately.

Revision

User’s Manual for PLANET Internet Broadband Router:
Model: XRT-412

Rev: 1 (April 2006)

Part No.: EM-XRT412v1
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Chapter 1 Introduction

Congratulations on purchasing PLANET XRT-412. This Broadband Router is an IP Sharing
Router that enables multiple users to share the Internet through an ADSL or cable modem.
Simply configure your Internet connection settings in the Broadband Router and plug your PC to
the LAN port and you're ready to share files and access the Internet. As your network grows, you
can connect another hub or switch to the router’s LAN ports, allowing you to easily expand your
network. It provides a total solution for the Small and Medium-sized Business (SMB) and the
Small Office/lHome Office (SOHO) markets, giving you an instant network today, and the flexibility
to handle tomorrow's expansion and speed. Built-in with dual USB ports can share two printers to
LAN user for the printing service.

1.1 Features

High Internet Access throughput

Allow multiple users to share a single Internet line

Supports up to 253 users

Provides two USB port for connecting with USB printer.

Internet Access via Cable or xDSL modem

Access Private LAN Servers from the Public Network

Equipped with four LAN ports (10/100M) and one WAN port (10/100M)

Support DHCP (Server/Client) for easy setup

Support advance features such as: Special Applications, DMZ, Virtual Servers, Access
Control, and Firewall.

Allow you to monitor the router’s status such as: DHCP Client Log, Security Log and
Device/Connection Status

Easy to use Web-based GUI for configuration and management purposes

Remote Management allows configuration and upgrades from a remote site (over the
Internet)

1.2 Minimum Requirements

One External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)
Network Interface Card (NIC) for each Personal Computer (PC)

PCs with a Web-Browser (Internet Explorer 4.0 or higher, or Netscape Navigator 4.7 or
higher)

1.3 Package Contents

One XRT-412D unit

One Quick Installation Guide
One User Manual CD

One Power Adapter

The WAN “idle timeout” auto-disconnect function may not work due to abnormal
/@ Note

activities of some network application software; computer virus or hacker attacks
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from the Internet. For example, some software sends network packets to the
Internet in the background, even when you are not using the Internet. So please
turn off your computer when you are not using it. This function also may not work
with some ISP. So please make sure this function can work properly when you use
this function in the first time, especially when your ISP charge you by time used.

1.4 Get to know XRT-412

Back Panel
The diagram (fig1.0) below shows XRT-412's back panel. The router’'s back panel is divided into
three sections, LAN (1,2,3,4), WAN, USB and Reset:

12v DC

EESED

5

SEE) USRE USE1 1 4 3 1 WAN
h
I

Figure 1.0

1) Local Area Network (LAN)
XRT-412's 4 LAN ports are where you connect your LAN’s PCs, printer servers, hubs and

switches etc.

2) Wide Area Network (WAN)
The WAN port is the segment connected to your xDSL or Cable modem and is linked to the

Internet.

3) USB
The USB ports are the place that the printers connect to, LAN user can access the printers after

installing the utility.

4) Reset
The Reset button allows you to do one of two things.

1) If problems occur with your router, press the router’s reset button with a pencil tip (for
less than 4 seconds) and the router will re-boot itself, keeping your original
configurations.

2) If problems persist or you experience extreme problems or you forgot your password,
press the reset button for longer than 4 seconds and the router will reset itself to the
factory default settings (warning: your original configurations will be replaced with
the factory default settings)

Front Panel
On XRT-412's front panel there are LED lights that inform you of machine current status. Below is

an explanation of each LED and its description.

—— I
' LAN |
‘ JPLBNET Internet Broadband Router WO O O O O 010 |
| O usez O O O O O O INKaCT
XRT-412 PWR WAN 1 2 3 4 J
2
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LED Light Status Description
PWR ON Router’s power supply is on
USB1 Flash Data is transmitting
OFF No data transmitted
usB2 Flash Data is transmitting
OFF No data transmitted
WAN  10/100M ON WAN port 100Mbps is connected
OFF WAN port 10Mbps is connected
WAN  LNK/ACT ON WAN is connected
OFF No WAN connection
Flashing WAN port has Activity (ACT), data being sent
LAN  10/100M ON LAN port 100Mbps is connected
(Port 1-4) OFF LAN port 10Mbps is connected
LAN  LNK/ACT ON LAN is connected
(Port 1-4) OFF No LAN connection
Flashing LAN port has Activity (ACT), data being sent

1.5 Setup Diagram

Figure 1.2 below shows a typical setup for a Local Area Network (LAN).

g

Switch/ Hub

ADSL or
Cable Mod

%%%

Figure 1.2
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1.6 Getting started

This is a step-by-step instruction on how to start using the router and get connected to the
Internet.

1) Setup your network as shown in the setup diagram above (fig 1.2).
2) You then need to set your LAN PC clients so that it can obtain an IP address automatically.

All LAN clients require an IP address. Just like an address, it allows LAN clients to find one
another.

Configure your PC to obtain an IP address automatically

By default XRT-412’s DHCP is on, this means that you can obtain an IP address
automatically once you've configured your PC to obtain an IP address automatically. This
section will show you how to configure your PC’s so that it can obtain an IP address
automatically for either Windows 95/98/Me, 2000 or NT operating systems. For other
operating systems (Macintosh, Sun, etc.), follow the manufacturer's instructions. The
following is a step-by-step illustration on how to configure your PC to obtain an IP address
automatically for 2a) Windows 95/98/Me, 2b) Windows XP, 2c) Windows 2000 and 2d)

Windows NT.
2a) Windows 95/98/Me

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network icon. The Network window will appear.

3: Check your list of Network Components. If TCP/IP is not installed, click the Add button to
install it now. If TCP/IP is installed, go to step 6.

4: In the Network Component Type dialog box, select Protocol and click Add button.

5: In the Select Network Protocol dialog box, select Microsoft and TCP/IP and then click the
OK button to start installing the TCP/IP protocol. You may need your Windows CD to
complete the installation.

6: After installing TCP/IP, go back to the Network dialog box. Select TCP/IP from the list of
Network Components and then click the Properties button.

7: Check each of the tabs and verify the following settings:

e Bindings: Check Client for Microsoft Networks and File and printer sharing for
Microsoft Networks.

e Gateway: All fields are blank.

e DNS Configuration: Select Disable DNS.

e WINS Configuration: Select Disable WINS Resolution.

e |P Address: Select Obtain IP address automatically.
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TCP/IP Properties

Bindngs |  Advanced | MeBIOS |
DIMS Configuration ] G ateway ] WINS Configuration P Address

& P addrezz can be automatically azsigned to this computer.,
If wour netwaork, dogs not automatically azzign 1P addresses, ask
waur hebwaork, adminiztrator for an address, and then pe it in
the zpace below.

0+ iObtain an [P address autarnaticalls

" Specify an IP address:

8: Reboot the PC. Your PC will now obtain an IP address automatically from your
Broadband Router's DHCP server.

Please make sure that XRT-412's DHCP server is the only DHCP server
gNote: available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3

2b) Windows XP

1: Click the Start button and select Settings, then click Network Connections. The Network
Connections window will appear.

2: Double-click Local Area Connection icon. The Local Area Connection window will appear.

3: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.

4: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address

automatically and Obtain DNS server address automatically as shown on the following
screen.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get IP zettings azsigned automatically if your network, supparts
thiz capability, Othenwize, you need to azk your nebwork, administrator for
the approprate IF zettings.

(%) Obtain an IF address automatically
() Uze the follawing IP address:

(#)i0btain DMS server address automatically

("1 Usze the follawing DMS server addresses:

[ QE. H Cancel ]

5: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router’'s DHCP server.

Please make sure that XRT-412's DHCP server is the only DHCP server
gNote: available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.
2c) Windows 2000

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network and Dial-up Connections icon. In the Network and Dial-up
Connection window, double-click Local Area Connection icon. The Local Area
Connection window will appear.

3: In the Local Area Connection window, click the Properties button.

4: Check your list of Network Components. You should see Internet Protocol [TCP/IP] on
your list. Select it and click the Properties button.
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5: In the Internet Protocol (TCP/IP) Properties window, select Obtain an IP address
automatically and Obtain DNS server address automatically as shown on the following
screen.

Internet Protocol {TCP/IP) Properties el A

General

“'ou can get [P settings assigned automatically if pour network. supports
thiz capability. Othenwize, you need to azk pour nebwork, adminiztratar for
the appropriate [P settings.

" [btain an IP address automatically
—1{" Use the following IP address:

|F address: I
Subnet mazk: I
[Mefault gateway: I

£+ Obtain DN5 server address automatically

—1{" Use the following DMS server addresses:
Freferred DS servern I

Blternate DHS semvern I

Advanced. .. |
k. I Cancel |

6: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router’'s DHCP server.

Please make sure that XRT-412's DHCP server is the only DHCP server
gNote: available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.
2d) Windows NT

1: Click the Start button and select Settings, then click Control Panel. The Control Panel
window will appear.

2: Double-click Network icon. The Network window will appear. Select the Protocol tab from
the Network window.

3: Check if the TCP/IP Protocol is on your list of Network Protocols. If TCP/IP is not
installed, click the Add button to install it now. If TCP/IP is installed, go to step 5.
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4: In the Select Network Protocol window, select the TCP/IP Protocol and click the Ok
button to start installing the TCP/IP protocol. You may need your Windows CD to
complete the installation.

5: After you install TCP/IP, go back to the Network window. Select TCP/IP from the list of
Network Protocols and then click the Properties button.

6: Check each of the tabs and verify the following settings:
o IP Address: Select Obtain an IP address from a DHCP server.
. DNS: Let all fields are blank.
° WINS: Let all fields are blank.
. Routing: Let all fields are blank.

Microzoft TCP/AIP Properties |

IPAddress | DNS | WiNS Address | Routing |

An P address can be automatically azsigned to this netwaork card
by a DHCP server. [ pour network does not have a DHCF zerver,
azk your netwark. administrator for an address, and then tupe it in
the space below.

Adapter:

(1% Farmily PCI Fast Ethernet Adapter

1] Realtek RTLS

¥ Obtain an IP address from a DHCP zerver

— " Specify an IP address

B Eddress: I

Sbret i ast: I

[efault Eatews |

Advanced... |
] I Cancel | Sl |

7: Click OK to confirm the setting. Your PC will now obtain an IP address automatically
from your Broadband Router’'s DHCP server.

Please make sure that XRT-412's DHCP server is the only DHCP server
/@SNote: available on your LAN.

Once you've configured your PC to obtain an IP address automatically, please proceed to
Step 3.
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3)

4)

5)

6)

Once you have configured your PCs to obtain an IP address automatically, the router's DHCP
server will automatically give your LAN clients an IP address. By default XRT-412's DHCP
server is enabled so that you can obtain an IP address automatically. To see if you have
obtained an IP address, see Appendix A.

Note: Please make sure that XRT-412's DHCP server is the only DHCP server available on
your LAN. If there is another DHCP on your network, then you'll need to switch one of the
DHCP servers off. (To disable XRT-412's DHCP server see chapter 2 LAN Port)

Once your PC has obtained an IP address from your router, enter the default IP address
192.168.0.1 (broadband router’s IP address) into your PC’s web browser and press <enter>

The login screen below will appear. Enter the “User Name” and “Password” and then click
<OK> to login.

Note: By default the user name is “admin” and the password is “1234". For security
reasons it is recommended that you change the password as soon as possible (in
General setup/system/password, see chapter 2)

ddress | @ htip://192.158.0.1

connect to 192.168.0.1

Default: adminf1234

Liser name: Iﬂ adrmin j
Password: Im

[¥ Remember my passward

(014 I Cancel

The HOME page screen below will appear. The Home Page is divided into four sections,
Quick Setup Wizard, General Setup, Status Information and Tools.

Quick Setup Wizard (Chapter 2)
If you only want to start using XRT-412 as an Internet Access device then you ONLY need to
configure the screens in the Quick Setup Wizard section.

General Setup (Chapter 3)

If you want to use more advanced features that XRT-412 has to offer, then you'll need to
configure the Quick Setup Wizard and the General Setup section. Alternatively, you can just
configure the General Setup section, since the General Setup/WAN and the Quick Setup
Wizard contain the same configurations.

Status Information (Chapter 4)
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The Status Information section is for you to monitor the router’s current status information

only.

Tools (Chapter 5)

If you want to Reset the router (because of problems) or save your configurations or upgrade
the firmware then the Tools section is the place to do this.

Quick Setup Wizard

Ehrgagh an exlemal cable or & DEL medem

Genaral Setup

recommend you keep the dafault seitings

Status Information

Senal Mumbsr, and its cuemdnd oprating stalus

Tools

MET
Broadband Router XRT-412

The Quck Selup Wizard prevwdes anly the necessary conhguralions bo
cannact your Broadband routes bo your Inbemet Sericn Provider 1SF)

The Benadband router supports advanced fanctions. Boe Vitual Server,
Access Control, Hacker Atack Detection and DM W highly

Thit Broadband routes's slabus infarmation provides thi falliwing
Informabesn aboun your Bresdband muter Hasdwaea/Fimmaare vareion,

Birpadband muter Tools - Tools include Configuration toole, Fimvears
wpgrade and Reged, Configuration tools allow you 10 Backup, Restone, or
Restoen to Factory Default setting for your Benadband router. The
Firmasare upgradie 1ol aliows you 1o upgeade your Broadband outer's
firwaare, The RESET tool allves you to reset your Benadband router

Menu

Description

Quick Setup Wizard (Chapter 2)

General Setup (Chapter 3)

Status Information (Chapter 4)

Tools (Chapter 5)

Select your Internet connection type and then
input the configurations needed to connect to
your Internet Service Provider (ISP).

This section contains configurations for XRT-
412's advance functions such as: Address
Mapping, Virtual Server, Access Control, Hacker
Attack Prevention, DMZ, Special applications
and other functions to meet your LAN
requirements.

In this section you can see XRT-412's system
information, Internet Connection, Device Status,
Security Log and DHCP client Log information.

This section contains XRT-412's Tools - Tools
include Configuration tools, Firmware upgrade
and Reset. Configuration tools allow you to
Backup (save), Restore, or Restore to Factory
Default configuration for your Broadband router.
The Firmware upgrade tool allows you to
upgrade your Broadband router's firmware. The
RESET tool allows you to reset your Broadband
router.

10
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7) Click on Quick Setup Wizard (see chapter 2) to start configuring settings required by your
ISP so that you can start accessing the Internet. The other sections (General Setup, Status

Information and Tools) do not need to be configured unless you wish to implement/monitor
more advance features/information.

Select the section (Quick Setup Wizard, General Setup, Status Information and Tools) you wish
to configure and proceed to the corresponding chapter. Use the selections on the web

management’s top right hand page to navigate around the web-based management User
Interface.

11
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Chapter 2 Quick Setup

The Quick Setup section is designed to get you using XRT-412 as quickly as possible. In the
Quick Setup you are required to fill in only the information necessary to access the Internet. Once
you click on the Quick Setup Wizard in the HOME page, you should see the screen below.

Step 1) Time Zone
The Time Zone allows your router to base its time on the settings configured here, this will affect
functions such as Log entries and Firewall settings.

() PLANET —

T — Broadband Router XRT-412

< 1. Time Zone 1.Timea Zone
# 2. Broadband Type

-. [t T . b |
& 1. 1P Address Info Sl the ime zone of 1he Broadband rouler. This information rs used for bag entnes and frewall seltings

(GMTYGeaanwich Mean Tima: Dublin, Edinbuegh, Lishan, Lordon %

Time Senver Address : QTR

. . || Ervbile Funcitson
Daylighl Sevings - Tinses Fresn To
(Next )
Parameter Description
Set Time Zone Select the time zone of the country you are currently in.

The router will set its time based on your selection.

Time Server Address You can manually assign time server address if the
default time server does not work.

Enable Daylight Savings The router can also take Daylight savings into account. If
you wish to use this function, you must check/tick the
enable box to enable your daylight saving configuration
(below).

Daylight Savings Select the period in which you wish to start and end the
daylight Savings Time

Click on NEXT to proceed to the next page (step 2) Broadband Type.

Step 2) Broadband Type

In this section you have to select one of four types of connections that you will be using to
connect your broadband router's WAN port to your ISP (see screen below).

12
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Different ISP’s require different methods of connecting to the Internet, please
gNote: check with your ISP as to the type of connection it requires.

Az | General Setup | Slatus | Tooks

Broadband Router XRT-412

211 Thne Zoa 2. Broadband Type
+ . Drondband Typa Specify the YWAN connaction Type requinad by your Intemat Sesice Prowder. Specy & Cable medem, Fued-IP xDSL, PPPoE xDSL
& 1. IF Address Info or FRETP xDEL conmesction,

O Cahble Modern
A cormeclion through & cable modem requees rimmal conbguealion. When you et up an acoounl wilh your Cable pronder, e Cable
priwidar and your Brosdband router will automatically astablsh a connction, 50 you probably do nof néed ta anber asything mane

O Fixed4P xDSL

Some xDEL Inbernel Serace Provwdens may assign 3 Fined 1P Addoes for your Broedband routes, ¥ you hawe boen prosidid with this
infarmabisn, chonsa thie option and enter the assned 1P Address, Subnet Mack, Gatewsy 1P Address and DNS 1P Addrese Tor your
Broedband router

O PPPoE xDSL
N you cormec] 1o the Inbemet using an s0SL Modem and your ISP has peonded you wilh a Fassweed a0d & Serce Name, then your
IEP phes PPPOE 10 establish a connection, Wou misst chaose this option and anter the requind infarmation

O PPTP xDSL

Address and a Connaction ID, then your ISP uses PPTP 10 esiablish a connection. Youw misst choose thie option and enler the
reguingd inforrriation

D LITP xD3L
Layer Two Tunnaling Probocol is & comenon connactssn method used in xDSL connections.

2 Telstra Blg Pond
I your Intemst serace (s peovided by Talsiea By Pond in Australia, you will need to enter your idcemation below, Thes indcemation is
prowided by Tesstra BigPond,

Menu Description

2.1 Cable Modem Your ISP will automatically give you an IP address

2.2 Fixed-IP xDSL Your ISP has given you an IP address already

2.3 PPPoE Your ISP requires you to use a Point-to-Point Protocol over

Ethernet (PPPoE) connection.

2.4 PPTP Your ISP requires you to use a Point-to-Point Tunneling Protocol
(PPTP) connection.

25L2TP Layer 2 Tunneling Protocol is a common connection method
used in xDSL connections.

2.6 Telstra Big Pond Telstra Big Pond is an Internet service is provided in Australia.

Click on one of the WAN type and then proceed to the manual’s relevant sub-section (2.1, 2.2,
2.3, 2.4, 2.5 or 2.6). Click on Back to return to the previous screen.
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2.1 Cable Modem

Choose Cable Modem if your ISP will automatically give you an IP address. Some ISP’s may also
require that you fill in additional information such as Host Name and MAC address (see screen
below).

The Host Name and MAC address section is optional and you can skip this section
gNote: if your ISP does not require these settings for you to connect to the Internet.

Genaral Solup | Status | Toals

(P PLANET
i m— Broadband Router XRT-412

+ 1. Time Zone 3.IP Address Info 4
+ 2. Broadband Type
+ 1 IF Address Info Cable Modem

Haost Hame

BAC Addiess : | Q00000000000

Clore Mat Addrigs
TTL: (= Disablad O Erabled
( Back _'} [ OK _'}l
Parameters Description
Host Name If your ISP requires a Host Name, type in the host name

provided by your ISP, otherwise leave it blank if your ISP does
not require a Host Name.

MAC Address Your ISP may require a particular MAC address in order for you
to connect to the Internet. This MAC address is the PC's MAC
address that your ISP had originally connected your Internet
connection to. Type in this MAC address in this section or use
the Clone MAC Address button to replace the WAN MAC
address with the MAC address of that PC (you have to be using
that PC for the Clone MAC Address button to work). If necessary,
you can use the Release and Renew buttons to release and
renew the WAN IP address.

Host Name If your ISP requires a Host Name, type in the host name
provided by your ISP, otherwise leave it blank if your ISP does
not require a Host Name.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Cable Modem connection. You can start using the router now,
if you wish to use some of the advance features supported by this router see chapter 3, 4, 5.
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2.2 Fixed-IP xDSL

Select Fixed-IP xDSL if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section.

(P PLANET e

Broadband Router XRT-412

« 1. Time fane 3. IP Address Info ¢
« 2. Broadband Type

o 3. IP Address Info Fixed-IP xDSL
Erdar ke 1P Addrese, Subnst Magk, Gateway IP Addraas and DNS 1P Addrees prowded to you by your ISP i (ke
appropriate finlds

I nddress amigred by your Sarvice Previder @ QRERS]--E])
Subnet Mask : e

Service Provider Goleway Address © JRERRIE R R-x]

I Y7 o

(Beck ) (oK)
Parameters Description
IP This is the IP address that your ISP has given you.
Subnet Mask Enter the Subnet Mask provided by your ISP.
Gateway This is the ISP’s IP address gateway.
DNS This is the ISP’s DNS server IP address.
TTL Select Enable to plus 1 count in TTL response when

user try to ping Internet IP address from LAN. By default,
the feature sets to Disable.

MAC Address Your ISP may require a particular MAC address in order
for you to connect to the Internet. This MAC address is
the PC’s MAC address that your ISP had originally
connected your Internet connection to. Type in this MAC
address in this section or use the Clone MAC Address
button to replace the WAN MAC address with the MAC
address of that PC (you have to be using that PC for the
Clone MAC Address button to work). If necessary, you
can use the Release and Renew buttons to release and
renew the WAN IP address.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Fixed-IP x DSL connection. You can start using the router
now, if you wish to use some of the advance features supported by this router see chapter 3, 4, 5.
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2.3 PPPoOE

Select PPPoE if your ISP requires the PPPoE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

E | Gareaal Seup | Status | Tools

(JPLANET

Broadband Router XRT-412

< 1. Time Zane 3.IP Address Info 9
« 2. Dreadband Type

& 1. IP Addross Infa PPFPoE
Extir 1k Lisgr Mame and Passwond nigured by your 3P in the sppopeiate Selds, If your ISP has provided youwith a
“Serace Mams” anber it in the Senice Mame field, otharwise, beawe il blank

Usa FIFPeE Authantication

Wser Mame :
Passwond -
Sandce Mame 2
T (5120=MTU Valuge=1452)
Connaction Type = Contirunus w
Tdle Time : {11000 mientes)

TIL: {=Dizabled ) Enabled

(Back ) (0K )

Parameter Description

User Name Enter the User Name provided by your ISP for the PPPoE
connection

Password Enter the Password provided by your ISP for the PPPoE
connection

Service Name This is optional. Enter the Service name if your ISP requires it,

otherwise leave it blank.

MTU This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you do not
wish to set a maximum packet size

Connection Type If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto reconnect to the ISP.

If you select “Connect on Demand”, the router will auto-connect
to the ISP when someone wants to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
WAN connection will not disconnect due to the idle timeout. If the
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WAN line breaks down and latter links again, the router will not
auto-connect to the ISP.

Idle Time You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) during this specified period, the router will automatically
disconnect the connection with your ISP.

TTL Select Enable to plus 1 count in TTL response when user try to
ping Internet IP address from LAN. By default, the feature sets to
Disable.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPPOE connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 3, 4, 5.
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2.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

() PLANE
S Broadband Router XRT-412

< 1. Time Zane 3. IP Address Info 2
« 2. Braadband Type

<+ 1. IP Address Infa PPTP
Powt-be-Port Tunneling Protocol is & common connesttion method uged in xD5L conrections

= WAN lnterface Sanlnge
& Ohrain an P address awlmatically =

) Use thae Tellewing II* address :
Delaull Galeway :

= PPTP Seflings

Y

| Poswerd]

vt

BT 2 e vt

[ Enable ffor BEZER ntwark in ISRAEL uge anly]

Conlingdus |

[ téle Time Out:| (11000 mirates)

(Back ) (oK )

Parameter Description
Obtain an IP address The ISP requires you to obtain an IP address by DHCP before
Automatically connecting to the PPTP server.
Use the following IP The ISP gives you a static IP to be used to connect to the PPTP
Address server.
IP address This is the IP address that your ISP has given you to establish a

PPTP connection.

Subnet Mask Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)
Default Gateway Enter the IP address of the ISP Gateway.
User ID Enter the User Name provided by your ISP for the PPTP

connection. Sometimes called a Connection ID.
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Password

PPTP Gateway

Connection ID

MTU

BEZEQ-ISRAEL

Connection Type

Idle Time Out

Enter the Password provided by your ISP for the PPTP
connection.

If your LAN has a PPTP gateway, then enter that PPTP gateway
IP address here. If you do not have a PPTP gateway then enter
the ISP’s Gateway IP address above.

This is the ID given by ISP. This is optional.

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you do not
wish to set a maximum packet size.

Select this item if you are using the service provided by BEZEQ
in Israel.

If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto reconnect to the ISP.

If you select “Connect on Demand”, the router will auto-connect
to the ISP when someone wants to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
WAN connection will not disconnect due to the idle timeout. If the
WAN line breaks down and latter links again, the router will not
auto-connect to the ISP.

You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) throughout this specified period, then the router will
automatically disconnect the connection with your ISP.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the PPTP connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 3, 4, 5.
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25L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section.

Broadband Router XRT-412

< 1. Time Zonn 3. IP Address Info 4
o I, Hrendband Type

o 3. IF Addross Inte LZTP
Layor Twa Tunndling Protacal is a comman conniclion methad used in uDEL conndctions

= WAMN Imterlace Setlings
& Obradn an 1P address aumematically :

DO0000000000 Clone Mac

0 s the Tollowing WP address :

Default Gateway -

+ LITP Sanings

L2TP Galeway ©
132 (1 2<=MTU Value==1453)
Connection Type : BEETIESTT bt
(-0 rrendes)

(CBack ) (0K )
Parameter Description
Obtain an IP address The ISP requires you to obtain an IP address by the DHCP
Automatically address by DHCP before connecting to the L2TP server.
Use the following IP The ISP gives you a static IP to be used to connect to the L2TP
Address server.
IP address This is the IP address that your ISP has given you to establish a

L2TP connection.

Subnet Mask Enter the Subnet Mask provided by your ISP (e.g. 255.255.255.0)
Default Gateway Enter the IP address of the ISP Gateway.
User ID Enter the User Name provided by your ISP for the L2TP
connection.
Password Enter the Password provided by your ISP for the L2TP
connection.
20
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L2TP Gateway

MTU

Connection Type

Idle Time Out

If your LAN has a L2TP gateway, then enter that L2TP gateway
IP address here. If you do not have a L2TP gateway then enter
the ISP’s Gateway IP address above.

This is optional. You can specify the maximum size of your
transmission packet to the Internet. Leave it as it is if you do not
wish to set a maximum packet size.

If you select “Continuous”, the router will always connect to the
ISP. If the WAN line breaks down and links again, the router will
auto reconnect to the ISP.

If you select “Connect on Demand”, the router will auto-connect
to the ISP when someone wants to use the Internet and keep
connected until the WAN idle timeout. The router will close the
WAN connection if the time period that no one is using the
Internet exceeds the “Idle Time”.

If you select “Manual”, the router will connect to ISP only when
you click “Connect” manually from the Web user interface. The
WAN connection will not disconnect due to the idle timeout. If the
WAN line breaks down and latter links again, the router will not
auto-connect to the ISP.

You can specify an idle time threshold (minutes) for the WAN
port. This means if no packets have been sent (no one using the
Internet) throughout this specified period, then the router will
automatically disconnect the connection with your ISP.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the L2TP connection. You can start using the router now, if you
wish to use some of the advance features supported by this router see chapter 3, 4, 5.
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2.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to connect you to the
Internet. Your ISP should provide all the information required in this section. Telstra Big Pond
protocol is used by the ISP in Australia.

) PLANET
= memmam— Broadband Router XRT-412

o 1. Time fone 3. IF Address InTo ¢

o 2. Broadband Type

# 3. IF Address Inle Telstra Eig Pond [Australla Only)

¥ your Infnmed serdcn is provided by Telsba Big Pond in Australia, you will nend o ender your information below, This
rigrmabien 18 promded by Teslea EsgPond

L

[0 User decide login server manually

[ Back 3 [ Ok
Parameters Description
User Name Enter the User Name provided by your ISP for the

Telstra Big Pond connection

Password Enter the Password provided by your ISP for the Telstra
Big Pond connection

User decide login server Select if you want to assign the IP of Telstra Big Pond’s
manually login server manually.
Login Server The IP of the Login Server.

Click <OK> when you have finished the configuration above. Congratulations! You have
completed the configuration for the Telstra Big Pond connection. You can start using the router
now, if you wish to use some of the advance features supported by this router see chapter 3, 4, 5.

22

Download from Www.Somanuals.com. All Manuals Search And Download.



23

Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 3 General Settings

Once you click on the General Setup button at the Home Page, you should see the screen below.

If you have already configured the Quick Setup Wizard you do NOT need to configure anything
thing in the General Setup screen for you to start using the Internet.

The General Setup contains advanced features that allow you to configure the router to meet
your network’s needs such as: Address Mapping, Virtual Server, Access Control, Hacker Attack
Prevention, Special Applications, DMZ and other functions.

Broadband Router XRT-412

General Setup

® WAN Thie Benadband ronter supports advanced functions Bke Vitual Seeeer, Access Contenl, Macker Afack Detaction and
* LAN OE
» MNAT W highly recommiand you kesp tha defsul sstlings

* Firewall
® Print Servar

Below is a general description of what advance functions are available for this broadband router.

Menu Description

3.1 System This section allows you to set XRT-412’s system Time Zone,
Password and Remote Management Administrator.

3.2 WAN This section allows you to select the connection method in order
to establish a connection with your ISP (same as the Quick
Setup Wizard section)

3.3 LAN You can specify the LAN segment’s IP address, subnet Mask,
enable/disable DHCP and select an IP range for your LAN

3.4 NAT You can configure the Address Mapping, Virtual Server and
Special Applications functions in this section. This allows you to
specify what user/packet can pass your router's NAT.

3.5 Firewall The Firewall section allows you to configure Access Control,
Hacker Prevention and DMZ.

3.6 Print Server The Print Server allows you to configure the print server function.

Select one of the above six General Setup selections and proceed to the manual’s relevant sub-
section
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3.1 System

The system screen allows you to specify a time zone, to change the system password and to
specify a remote management user for XRT-412.

Broadband Router XRT-412

System Settings

This page inchedes the bagic configueation 1ools S the Broad@band roules’s mmole maragemen access Rnclion

Parameters Description

3.1.1 Time Zone Select the time zone of the country you are currently in.
The router will set its time based on your selection.

3.1.2 Password Settings Allows you to select a password in order to access the
web-based management website.

3.1.3 Remote Management You can specify a Host IP address that can perform
remote management functions.

Select one of the above three system settings selections and proceed to the manual’s relevant
sub-section

3.1.1 Time Zone

The Time Zone allows your router to reference or base its time on the settings configured here,
which will affect functions such as Log entries and Firewall settings.

g 4 e Broadband Router XRT-412

Time Zone 7

St 1he timee 2one of the Beoadband routar. This informiation i used for kg anbries and firgwall Soitngs

LOURIE TWED TR | (GATpGenamatch Mean Time: Dublin, Edinburgh, Lighon, Londsn s

192 431 244 1B

Funets
Daylight Sawimgs : LIEsable Func
Times Fras Ta

* NA
® Firawall
* Print Server

[ Apply ) [ Cancel )

Parameter Description
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Set Time Zone Select the time zone of the country you are currently in.
The router will set its time based on your selection.

Time Server Address You can manually assign time server address if the
default time server does not work.

Enable Daylight Savings The router can also take Daylight savings into account. If
you wish to use this function, you must check/tick the
enable box to enable your daylight saving configuration
(below).

Daylight Savings Select the period in which you wish to start and end the
daylight Savings Time

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.1.2 Password Settings

You can change the password required to log into XRT-412's system web-based management.
Passwords can contain 0 to 30 alphanumeric characters, and are case sensitive.

Broadband Router XRT-412

Password Settings ¢
« System

You can change the passeord requined 1o bag inlo the brosdband moler's system web-based managemunl. By defaull, the
paseword is 1734, So please aesign & password 1o the Admirsstrator as s00n a5 possible, and stom it in 2 sale place
Pagswieds can cantain 0 1o 30 alphanumenc charstlers, and dre case sersdne

*WAN

& LAN

& MNAT Currant Password =

#* Firewall Mew Passwand @
= Print Senver
Confirmed Passwond @

[ Apply ) (_ Cancel )

Parameters Description

Current Password Enter your current password for the remote management
administrator to login to your Broadband router.

New Password Enter your new password

Confirmed Password Enter your new password again for verification purposes
Note: If you forget your password, you'll have to reset the router
to the factory default with the reset button (see router’'s back
panel)
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Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.1.3 Remote Management

The remote management function allows you to designate a host in the Internet the ability to
configure XRT-412 from a remote site. Enter the designated host IP Address in the Host IP
Address field.

Broadband Router XRT-412

Remote Managament g

Tht remabe managemant funclion allows you to designate a hast in the lntamet 1o have managemant/configuration accass
to the Eroadband rower frem & remole ene. Enfer the designated hoet IF Addmss in the Hoet IP Addmas feld

& LAN

*MNAT
# Firawall
* Print Server

([ Appty ) ( Cancel )

Parameters Description

Host Address This is the IP address of the host in the Internet that will have
management/configuration access to XRT-412 from a remote site. This
means if you are at home and your home IP address has been
designated the Remote Management host IP address for this router
(located in your company office), then you are able to configure this
router from your home. If the Host Address is left 0.0.0.0 this means
anyone can access the router’'s web-based configuration from a remote
location, providing they know the password.

Click the Enabled box to enable the Remote Management function.

Note: When you want to access the web-based management from a

remote site, you must enter the router’'s WAN IP address (e.g. 10.0.0.1)

into your web-browser followed by port number 8080, e.g. 10.0.0.1:8080

(see below). You'll also need to know the password set in the Password

Setting screen in order to access the router’s web-based management.
Port The port number of remote management web interface.

Enabled Select “Enabled” to enable the remote management function.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)
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3.2 WAN

Use the WAN Settings screen if you have already configured the Quick Setup Wizard section and
you would like to change your Internet connection type. The WAN Settings screen allows you to
specify the type of WAN port connect you want to establish with your ISP. The WAN settings offer
the following selections for the router's WAN port, Dynamic IP, PPPoE, PPTP, Static IP
Address, L2TP, Telstra Big Pond, DNS and DDNS.

Ii:) PLANET

[

» Systam WAN Settings

< WAN
s Dynamic I

O Dymamie 1P

& Starlc IP Addvess

& PRPoE
*LAN O PPTE
o MAT
* Firewall o1 LATP

® Print Servar

O Tukstia Big Pond

i | Ganeral Selup | Status | Tools

Broadband Router XRT-412

The Brvadband roulér can be connected Lo your Sermce Prowder throwgh 1he lollomng melhods

Jbtaing a0 IF Addrese sutomatically frem your Semce Provder
Llees & Stelic IP Address. Your Semce Provder ghvas a Stalic P
Address 10 aCORES Inbenel Seraces

PPP ttr Ethmat is & commaon connaction msthod wsed in sDS1
conneclons

Foint:to-Poimt Tunneling Protocol is & common conrsection method
uped in D51 connecions

Layer Twa Tunnaling Pratocal iz & commen conneclion mathod used
in XDEL conmeclions

Tedstra Big Pond i a Inbemet serade is peonded m Aurstralia

Woeg Configuratson

Parameters

Description

3.2.1 Dynamic IP
3.2.2 Static IP address
3.2.3 PPPoE

3.2.4 PPTP

3.25L2TP
3.2.6 Telstra Big Pond
3.2.7 DNS

3.2.8 DDNS

Your ISP will automatically give you an IP address
Your ISP has given you an IP address already
Your ISP requires PPPOE connection.

Your ISP requires you to use a Point-to-Point Tunneling
Protocol (PPTP) connection.

Your ISP requires L2TP connection.

Your ISP requires Telstra Big Pond connection.

You can specify a DNS server that you wish to use

You can specify a DDNS server that you wish to use and

configure the user name and password provided by you
DDNS service provider.

Once you have made a selection, click <More Configuration> at the bottom of the screen and
proceed to the manual’s relevant sub-section
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3.2.1 Dynamic IP

Choose the Dynamic IP selection if your ISP will automatically give you an IP address. Some
ISP’s may also require that you fill in additional information such as Host Name, Domain Name
and MAC address (see chapter 2 “Cable Modem” for more detail)

3.2.2 Static IP Address

Select Static IP address if your ISP has given you a specific IP address for you to use. Your ISP
should provide all the information required in this section. (See chapter 2 “Fixed IP” for more
detail)

3.2.3 PPPoE (PPP over Ethernet)

Select PPPoE if your ISP requires the PPPoOE protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 2 “PPPoE” for more detail)

3.2.4 PPTP

Select PPTP if your ISP requires the PPTP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 2 “PPTP” for more detail)

3.25L2TP

Select L2TP if your ISP requires the L2TP protocol to connect you to the Internet. Your ISP
should provide all the information required in this section. (See chapter 2 “L2TP” for more detail)

3.2.6 Telstra Big Pond

Select Telstra Big Pond if your ISP requires the Telstra Big Pond protocol to connect you to the
Internet. Your ISP should provide all the information required in this section. Telstra Big Pond
protocol is used by the ISP in Australia. (See chapter 2 “Telstra Big Pond” for more detail)

3.2.7 DNS

A Domain Name System (DNS) server is like an index of IP addresses and Web addresses. If
you type a Web address into your browser, such as www.router.com, a DNS server will find that
name in its index and the matching IP address. Most ISPs provide a DNS server for speed and
convenience. If your Service Provider connects you to the Internet with dynamic IP settings, it is
likely that the DNS server IP address is provided automatically. However, if there is a DNS server
that you would rather use, you need to specify the IP address of that DNS server here.
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""" Broadband Router XRT-412

DHE 7

A Domain Mama System (DNE) sorver is like an index of IP Addmsses and 'Web Addresses, ¥ you type a Wab address
wild your bréwser, such &8 www broadbandrsaler. com, & DNS secmr will bred (bl fame e ds sdex @nd nd Ethe malehmg 1P
address, Mo IEPs peovide & DMS serwir for sped and Convanience. Smde your Semice Provider may Connact you 16 1he
Indarmial through dynamie 1P setfings, § is likaly thal the ONS seamr 1P Address s alea provded dynamically, Howesr, i
ket i @ DS senver that you would rather wee, you nesed Do Specily the 12 Addnes of that DNE serr. The pimary DS
will he used for domain name access first, in case the primary DHS access failures, the secondary DS wil be used

Hag your Inlesnel sersce priveder goen you a DNS address?

Demain Hame Servar (FNS) Addrass @ 1889501
Secondary DHS Adddiess {oplional) :

* Firew:

® Prinl Servar (Apply ) ( Cancel )
Parameters Description

Domain Name Server (DNS) Server This is the ISP’s DNS server IP address that

they gave you; or you can specify your own
preferred DNS server IP address

Secondary DNS Address (optional) This is optional. You can enter another DNS
server's IP address as a backup. The secondary
DNS will be used should the above DNS fail.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.2.8 DDNS

DDNS allows you to map the static domain name to a dynamic IP address. You must get an
account, password and your static domain name from the DDNS service providers.

Broadband Router XRT-412

DONS 7

DONS allows users to map the static domain name to a dynamic IP addess. You must get a acoount, paseward and your
#alec doriamn name from the DDNS serace prowders. Our products have DONS support for wwes. dyrdns. ceg and
W 10 COM Now

CEnabls () Disablo

® Print Server

(T Apply ) ( Cancel )

3

o

Download from Www.Somanuals.com. All Manuals Search And Download.



Parameters Default Description

Enable/Disable Disable Enable/Disable the DDNS function of this router
Provider Select a DDNS service provider

Domain name Your static domain name that use DDNS
Account/E-mail The account that your DDNS service provider

assigned to you

Password/Key The password you set for the DDNS service
account above

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.3 LAN

The LAN Port screen below allows you to specify a private IP address for your router’s LAN ports
as well as a subnet mask for your LAN segment.

(JPLANET

e Broadband Router XRT-412

LAN Settings 2

& Syslem
M, Wiou cam enabhe the Broadband roater's DHCPE server to dymamically alocate IP Addogses 1o your LAM client PCs, The
brondhars reatar must keve an 1P Addrese Tor the Locsl Ars Nabaark

# Firgwall LAM IP
* Prinl Server

IF Subnel Mask ; e g )
BiZ.1d Spanning Traa : QeSS BRY

Enabled

e i [T

DHCP Server

19 168.0.100

[SL NI 152 158.0.200
Domaln Hame :

[ Apply ) [ Cancel )

Parameters Default Description
LAN IP
IP address 192.168.0.1 This is the router's LAN port IP address (Your
LAN clients default gateway IP address)
IP Subnet Mask 255.255.255.0 Specify a Subnet Mask for your LAN segment
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802.1d Spanning Tree Disabled

DHCP Server Enabled

Lease Time

DHCP server

Domain Name

If 802.1d Spanning Tree function is enabled, this
router will use the spanning tree protocol to
prevent from network loop happened in the LAN
ports.

You can enable or disable the DHCP server. By
enabling the DHCP server the router will
automatically give your LAN clients an IP
address. If the DHCP is not enabled then you'll
have to manually set your LAN client’s IP
addresses; make sure the LAN Client is in the
same subnet as this broadband router if you
want the router to be your LAN client’s default
gateway

The DHCP when enabled will temporarily give
your LAN clients an IP address. In the Lease
Time setting you can specify the time period that
the DHCP lends an IP address to your LAN
clients. The DHCP will change your LAN client’s
IP address when this time threshold period is
reached

You can select a particular IP address range for
your DHCP server to issue IP addresses to your
LAN Clients.

Note: By default the IP range is from: Start IP
192.168.0.100 to End IP 192.168.0.200. If you
want your PC to have a static/fixed IP address
then you'll have to choose an IP address outside
this IP address Pool

You can specify a Domain Name for your LAN

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.4 NAT

Network Address Translation (NAT) allows multiple users at your local site to access the Internet
through a single Public IP Address or multiple Public IP Addresses. NAT provides Firewall
protection from hacker attacks and has the flexibility to allow you to map Private IP Addresses to
Public IP Addresses for key services such as Websites and FTP. To meet various field
applications, XRT-412 NAT function can be disabled to as a regular router. If NAT is disabled, all
LAN side workstations must have valid IP addresses for Internet access. If the router is used for
routing application, not for Internet access, then the NAT function can be disabled.
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* System HAT Settings

& VAN

VAN Hatwark Addrass Translation (MAT) allows mukiple ussrs a8 your local £ile 10 access the demet through a single Pubilic
IP Address or muliphe Public 2 Addesbes, MAT provides Feewall probection from hacker attacks and has the Aexibilny
1o allow you to map Frvate I Addesses to Public IP Addesses for key semices such as the Wab or FTR

Enable ar disabla BAT raduls funclion S Enabls  CDisabla

* Firewall
* Prinl Server

(Aeely )
Parameter Description
3.4.1 Port Forwarding You can have different services (e.g. email, FTP, Web

etc.) going to different service servers/clients in your
LAN. The Port Forwarding allows you to re-direct a
particular range of service port numbers (from the
Internet/WAN Ports) to a particular LAN IP address.

3.4.2 Virtual Server You can have different services (e.g. email, FTP, Web
etc.) going to different service servers/clients in your
LAN. The Virtual Server allows you to re-direct a
particular service port number (from the Internet/WAN
Port) to a particular LAN IP address and its service port
number.

3.4.3 Special Applications Some applications require multiple connections, such as
Internet games, video conferencing, Internet telephony
and others. In this section you can configure the router
to support these types of applications.

3.4.4 UPnP Settings With UPnP, all PCs in you Intranet will discover this
router automatically. So you do not have to do any
configuration for your PC and can access the Internet
through this router easily.

3.4.5 ALG Setting You can select special applications that need
“Application Layer Gateway” to support here.

Click on one of the three NAT selections and proceed to the manual's relevant sub-section.
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3.4.1 Port Forwarding

The Port Forwarding allows you to re-direct a particular range of service port numbers (from the
Internet/WAN Ports) to a particular LAN IP address. It helps you to host some servers behind the
router NAT firewall.

(JPLANET
= = Broadband Router XRT-412

Port Forwarding 4

Errigs in this 1able allow you to automatically redienct common natwark semices to a specific maching behind the MAT
firrweall, Thiesd setlings ank only necessary if you wish 10 hog! some Sor of Soree like @ wil Soreir o mail Sorsr on thip
prvafe local network behind your Geleway's MAT feweall

] Emable Fon Forwarding

BT TN T R
Bath & -
|Add | | Reset

* Prinl Server

Cumant Pon Forwarding Takle:

o] e T typs | Porfarse | Commart s

Razst |
Parameter Description
Enable Port Forwarding Enable Port Forwarding
Private IP This is the private IP of the server behind the
NAT firewall.

Note: You need to give your LAN PC clients a
fixed/static IP address for Port Forwarding to
work properly.

Type This is the protocol type to be forwarded. You
can choose to forward “TCP” or “UDP” packets
only or select “both” to forward both “TCP” and
“UDP” packets.

Port Range The range of ports to be forward to the private
IP.

Comment The description of this setting.

Add Port Forwarding into the table Fill in the "Private IP", “Type”, “Port Range” and

"Comment" of the setting to be added and then
click "Add". Then this Port Forwarding setting
will be added into the "Current Port Forwarding
Table" below. If you find any typo before adding
it and want to retype again, just click "Clear" and
the fields will be cleared.

Remove Port Forwarding into the table If you want to remove some Port Forwarding
settings from the "Current Port Forwarding
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Table", select the Port Forwarding settings you
want to remove in the table and then click
"Delete Selected". If you want remove all Port
Forwarding settings from the table, just click
"Delete All" button. Click "Reset" will clear your
current selections.

You can now configure other advance sections or start using the router (with the advance settings
in place)

3.4.2 Virtual Server

Use the Virtual Server function when you want different servers/clients in your LAN to handle
different service/lnternet application type (e.g. Email, FTP, Web server etc.) from the Internet.
Computers use numbers called port numbers to recognize a particular service/Internet application
type. The Virtual Server allows you to re-direct a particular service port number (from the
Internet/WAN Port) to a particular LAN private IP address and its service port number. (See
Glossary for an explanation on Port number)

(P PLANET
Bt g Eomntbtin Broadband Router XRT-412

Virtual Server ¢
* System

* WAN ¥ou can configuee the Broadband router &% 3 Vilual Sereer 20 1l om0l users accekamg sernoes Such &% 1he Web or
& AN FTP at your local site via Public IP Addresses can be automatically rediescted to local serers confiqured with Private IP
Addresses. In other words, depending on the requesstod sonice (TCRAIDP) port rumber, the Brosdband router redinects the
exiamal serdce request 1o 1he appropriate intemal seevar (located a2 one of your LAN's Pinvate [P Addmss)

] Emable Vineal Sencer

* Print Server Buath

I.N‘T.l Hr-'.ﬂj

Curant Vimeal Server Takla:

[Footopor |_Type | PuticPor | Comment _[saec
Resai

Parameters Description
Enable Virtual Server Enable Virtual Server.
Private IP This is the LAN client/host IP address that the Public Port

number packet will be sent to.
Note: You need to give your LAN PC clients a fixed/static IP
address for Virtual Server to work properly.

Private Port This is the port number (of the above Private IP host) that the
below Public Port number will be changed to when the packet
enters your LAN (to the LAN Server/Client IP)
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Type

Public Port

Comment

Add Virtual Server

Remove Virtual Server

Select the port number protocol type (TCP, UDP or both). If you
are unsure, then leave it to the default both protocols.

Enter the service (service/Internet application) port number from
the Internet that will be re-directed to the above Private IP
address host in your LAN

Note: Virtual Server function will have priority over the DMZ
function if there is a conflict between the Virtual Server and the
DMZ settings.

The description of this setting.

Fill in the "Private IP", "Private Port", "Type", “Public Port” and
"Comment" of the setting to be added and then click "Add". Then
this Virtual Server setting will be added into the "Current Virtual
Server Table" below. If you find any typo before adding it and
want to retype again, just click "Clear" and the fields will be
cleared.

If you want to remove some Virtual Server settings from the
"Current Virtual Server Table", select the Virtual Server settings
you want to remove in the table and then click "Delete Selected".
If you want remove all Virtual Server settings from the table, just
click "Delete All" button. Click "Reset" will clear your current
selections.

You can now configure other advance sections or start using the router (with the advance settings

in place)

3.4.3 Special Applications

Some applications require multiple connections, such as Internet games, video conferencing,
Internet telephony and others. In this section you can configure the router to support multiple
connections for these types of applications.
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the protocol Lype &% TCR or DR, then enber the public ports agssociated wath the trigger por to open them for inkound
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Mote The rarge of the Trigger Port i 1 10 65535

[ Enable Trigges Pan

Eoth = Bulh =

® Flrewall
# Print Server

Papular Applications : - zeleciong - |w

Currant Tolgger Pon Tahla:

Public
Trl o Pnn mmnmm
m ] Type

[ Resat

Parameters Description

Enable Trigger Port Enable the Special Application function.

Trigger Port This is the out going (Outbound) range of port numbers for this
particular application.

Trigger Type Select whether the outbound port protocol is “TCP”, “UDP” or
both.

Public Port Enter the In-coming (Inbound) port or port range for this type of

application (e.g. 2300-2400, 47624)

Note: Individual port numbers are separated by a comma
(e.g. 47624, 5775, 6541 etc.). To input a port range use a “dash”
to separate the two port number range (e.g. 2300-2400)

Public Type Select the Inbound port protocol type: “TCP”, “UDP” or both
Comment The description of this setting.
Popular Applications This section lists the more popular applications that require

multiple connections. Select an application from the Popular
Applications selection. Once you have selected an application,
click the Add button. This will automatically copy the Port Trigger
information required for this popular application in into the input
fields.

Add Special Application Fill in the "Trigger Port", "Trigger Type”, “Public Port”, "Public
Type", "Public Port" and "Comment" of the setting to be added
and then click "Add". Then this Special Application setting will be
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added into the "Current Trigger-Port Table" below. If you find any
typo before adding it and want to retype again, just click "Clear"
and the fields will be cleared.

If you want to add a popular application, select one “Popular
Application” and then click “Add”.

Remove Special Application If you want to remove some Special Application settings from the
"Current Trigger-Port Table", select the Special Application
settings you want to remove in the table and then click "Delete
Selected". If you want remove all Special Application settings
from the table, just click "Delete All" button. Click "Reset" will
clear your current selections.

You can now configure other advance sections or start using the router (with the advance settings
in place)

Example: Special Applications

If you need to run applications that require multiple connections, then specify the port (outbound)
normally associated with that application in the "Trigger Port" field. Then select the protocol type
(TCP or UDP) and enter the public ports associated with the trigger port to open them up for
inbound traffic.

Example:

Trigger Type | Public Port Public Type | Comment

1 28800 UDP 2300-2400, 47624 TCP MSN Game Zone

2 6112 UDP 6112 UDP Battle.net

In the example above, when a user trigger’s port 28800 (outbound) for MSN Game Zone then the
router will allow incoming packets for ports 2300-2400 and 47624 to be directed to that user.
Note: Only one LAN client can use a particular special application at a time.

3.4.4 UPnP Settings

With UPnP, all PCs in you Intranet will discover this router automatically. So you do not have to
do any configuration for your PC and can access the Internet through this router easily.
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 upnP Foaure : [T MOL R

® Firewall

® Print Server

Parameters Default Description

UPnP Feature Disable You can Enable or Disable UPnP feature here.

After you enable the UPnP feature, all client
systems that support UPnP, like Windows XP,
can discover this router automatically and
access the Internet through this router without
any configuration. The NAT Traversal function
provided by UPnP can let applications that
support UPnP smoothly connect to Internet sites
without any incompatibility problem due to the
NAPT port translation.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.4.5 ALG Settings

You can select applications that need “Application Layer Gateway” to support.
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Application Layer Gateway 1
& System

*WAN Eialow atn spplicstions that nasd reutars specisl supgon 15 make fhem work undse the MAT. You ean salect applications
= AR thal you @ uging
= Amanda Suppeat for Amanda backup tool peolecol
[ Egg Suppaor for eggdiop bol networks.
! 0%
# Firewall & FIP Suppont e FTF.
® Print Server [ HEZ3 Buppan for HIZAnetnsiing
= e Al DCC 19 work though MAT and connection
bracking
5 S Suppeoet for Microsod Streaming Media Senices
! prolesol
[ Qe Buppen for Qusaion 1 Argna connection tracking and nat.
[x] Talk Al nitfiRor 10 Irack talk connbclions
[] TFIF Supper fr TFTR
= Starcraf Supgert for StarcrafBattle.nel gama pratocol.
[+] MESN Suppor for MSN e iranfer.

[ Apply ) ([ Cancal 3}

Parameters Default Description

Enable You can select to enable “Application Layer
Gateway” of an application and then the router
will let that application correctly pass though the
NAT gateway.

Click <Apply> at the bottom of the screen to save the above configurations. You can now
configure other advance sections or start using the router (with the advance settings in place)

3.5 Firewall

XRT-412 provides extensive firewall protection by restricting connection parameters, thus limiting
the risk of hacker attack, and defending against a wide array of common Internet attacks.
However, for applications that require unrestricted access to the Internet, you can configure a
specific client/server as a Demilitarized Zone (DMZ).

Note: To enable the Firewall settings select Enable and click Apply
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® System Security Settings (Firewall}

= I_H‘I{AN The Broadhand muter provides axtensive firewall protection by mestricting connection parameders, thus lmiting the rick of
* LAN hackes attack, and deferding agarst 3 wide aray of common allacks. Howeer, for apphications 1hat requine unnesincted
access o the Infemnat, you can confiqure a specific client’saver a5 a Demilianzed Tone (DME)
= Firewall
* Prinl Server
Enakde ar disable Firgwall mdduli functian I Enable (5 Disabls
(" Rpply
Parameters Description
3.5.1 Access Control Access Control allows you to specify which hosts users can or

cannot have access to certain Internet applications

3.5.2 URL Blocking URL Blocking allow you to specify which URLSs can not be
accessed by users.

3.5.3 DoS XRT-412's firewall can block common hacker attacks and can
log the attack activities.

3.5.4 DMz The DMZ function allows you to re-direct all packets going to
your WAN port IP address to a particular IP address in your LAN.

Click on one of the firewall selections and proceed to the manual’s relevant sub-section

3.5.1 Access Control

If you want to restrict users from accessing certain Internet applications/services (e.g. Internet
websites, email, FTP etc.), then this is the place to set that configuration. Access Control allows
users to define the traffic type permitted in your LAN. You can control which PC client can have
access to these services.
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Parameters Description

Enable MAC Filtering Check “Enable MAC Filtering” to enable MAC Filtering,
select “Deny” or “Allow” to define the access rule.

Add PC Fill in “Client PC MAC Address” and “Comment” of the
PC, and then click “Add”. If you find any typo before
adding it and want to retype again, just click "Reset" and
the fields will be cleared.

Remove PC If you want to remove some PC from the "MAC Filtering
Table", select the PC you want to remove in the table
and then click "Delete Selected". If you want remove all
PCs from the table, just click "Delete All" button. If you
want to clear the selection and re-select again, just click
“Reset”.

Enable IP Filtering Table Check “Enable IP Filtering Table” to filter PC clients by
IP, select “Deny” or “Allow” to define the access rule.

Add PC You can click Add PC to add an access control rule for
users by IP addresses.

Remove PC If you want to remove some PC from the "IP Filtering
Table", select the PC you want to remove in the table
and then click "Delete Selected". If you want remove all
PCs from the table, just click "Delete All" button.

You can now configure other advance sections or start using the router (with the advance settings
in place)
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Mirws Famums MNTP, TCP Part 119 ]
E-rnail Fecemrsg POF3, TGP Pod 110 ||
Sacurs HTTR HTTRS, TCR Port 443 |
Fil Transfor FTR, TCR Pot 2 O
MEH Meassnger TCP Pon 1883 Ll
Telnet Senice TCP Pent 23 ||
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Hathaating H.323, TCP Port 389 522 1503 1720171 ||
ONS LOF Fort 53 ||
SHMP UDF Porl 161, 162 |
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WRNLITR WVOF Fort 1701 ;|
TCR All TGP Pan. Ll
L] Al UDP Pord ||
L UserDefsSenim |
Frotacal : Bioth %
Fant Range :

Add PC

Parameters Description

Client PC Description The description for this client PC rule.

Client PC IP Address Enter the IP address range that you wish to apply this
Access Control rule. This is the user’s IP address that
you wish to setup an Access Control rule. You can select
a range of users simply by inputting the starting users’ IP
address and the last user’s IP address in the appropriate
boxes. If you want to select only one user then input the
user’s IP address in both boxes.

Note: You need to give your LAN PC clients a
fixed/static IP address for the Access Control rule to
work properly.

Client PC Service You can block the clients from accessing some Internet

services by checking the services you want to block.
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Protocol This allows you to select UDP, TCP or both protocol
types you want to block.

Port Range You can assign up to five port ranges. The router will
block clients from accessing Internet services that use
these ports.

You can now configure other advance sections or start using the router (with the advance settings
in place)

3.5.2 URL Blocking

You can block access to some Web sites from particular PCs by entering a full URL address or
just keyword of the Web site.

() PLANET e —
B Broadband Router XRT-412

URL Elocking ¢

# System

* WAN You can Block access to cadain Wab sies from a panicular PC by antesing sthar a full RL addmss or just a keyword of
»LAM tha Wab sil
» AT
+ Fi
O Emahble URL Blocking
|_URL Keyword|
Add| [Reset |
Cunent URL Blacking Table:
[HO. | URLKeyword [ Salec
[ Feset
Parameters Description
Enable URL Blocking Enable/disable URL Blocking
Add URL Keyword Fill in “URL/Keyword” and then click “Add”. You can
enter the full URL address or the keyword of the web site
you want to block. If you find any typo before adding it
and want to retype again, just click "Reset" and the field
will be cleared.
Remove URL Keyword If you want to remove some URL keyword from the

"Current URL Blocking Table", select the URL keyword
you want to remove in the table and then click "Delete
Selected". If you want remove all URL keyword from the
table, just click "Delete All"* button. If you want to clear
the selection and re-select again, just click “Reset”.

You can now configure other advance sections or start using the router (with the advance settings
in place)
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3.5.3 Denial of Service (DoS)

The XRT-412's firewall can block common hacker attacks, including Denial of Service, Ping of
Death, Port Scan and Sync Flood. If Internet attacks occur the router can log the events.

ME | Ganeral Selup | Status | Tools

() PLANET

—i Broadband Router XRT-412

Denial of Service 1

* Systam

\ 3
* WAN Tha Broadiaend rutes's Srewall can binck common kecker sitacks, including Do, Descard Ping fram WAN ard Podt Scan

Demial of Service Feamne

Ping of Death : |
Discard Ping From WAN : |
® Print Server Ll
L]
Advancn Selings

( Apply Y ( Cancel )

Parameters Description

Ping of Death Protections from Ping of Death attack

Discard Ping From WAN The router's WAN port will not respond to any
Ping requests

Port Scan Protection the router from Port Scan.

Sync Flood Protection the router from Sync Flood attack.

If you want to define the content of DoS by yourself, you can select “Advance Settings” and
configure the setting based on your request.

When all setting is done, click <Apply> at the bottom of the screen to save the above
configurations. You can now configure other advance sections or start using the router (with the
advance settings in place).

3.5.4 DMz

If you have a local client PC that cannot run an Internet application (e.g. Games) properly from
behind the NAT firewall, then you can open the client up to unrestricted two-way Internet access
by defining a DMZ Host. The DMZ function allows you to re-direct all packets going to your WAN
port IP address to a particular IP address in your LAN. The difference between the virtual server
and the DMZ function is that the virtual server re-directs a particular service/lnternet application
(e.g. FTP, websites) to a particular LAN client/server, whereas DMZ re-directs all packets
(regardless of services) going to your WAN IP address to a particular LAN client/server.
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Cunrent DME Table:
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Parameters Description
Enable DMZ Enable/disable DMZ

Public IP Address

Client PC IP Address

Note: If there is a conflict between the Virtual Server and the
DMZ setting, then Virtual Server function will have priority over
the DMZ function.

The IP address of the WAN port or any other Public IP
addresses given to you by your ISP

Input the IP address of a particular host in your LAN that will
receive all the packets originally going to the WAN port/Public IP
address above

Note: You need to give your LAN PC clients a fixed/static IP
address for DMZ to work properly.

You can now configure other advance sections or start using the router (with the advance settings

in place)
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3.6 Print Server

The print server provides LPR and IPP printing methods. You can enable/disable the print server
function and change the print server name here. Please assign printer queue name for each
printer connected to the USB port.

JE | Ganbral Sedup | Status | Tools

Broadband Router XRT-412

Print Server

The print sarepr provides LPR and IPP peinting mathods. You can enablefdisable the print server function and change the
print server name here. Flease SEsign printer gueue name for each prnter conmectad 1o the USE per

[ e o
B v Cosas

+Prinl Server

(IENABLE () [RSABLE

Ipt2

[ Apply Y ( Cancel )

/@gNote' XRT-412 does not support the GDI interface printer.

Example: Print server setup with utility

1. Execute Client.exe and the “PrintServer Network driver Setup program” window will be
displayed.

Welcome to the PrintServer Network driver 3.2 Setup program

Wwelcome! This wizard will perform;
1. Copy all neceszary drivers to pour computer.
- 2. Autormatically add all nebwork, portz an your
netwiork, to the PC.

It iz ztrangly recommended that vow exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then cloze any programs you
hawve running.  Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
international treaties.

[Inauthorized reproduction or distribution of thiz program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be progecuted to the maximum extent pozzible under law.

Cancel
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2. Click "Next” and specify the destination folder where the utility will be installed.
Choosze Destination Location rb_(|

Setup will ingtall PrintServer Metwork, driver in the following folder.
Toinztall to thiz folder, click Mexst

Toingtall to a different folder, click Browse and zelect anather
falder.

Y'ou can choose not to install PrintServer Mebwork, driver by
clicking Cancel to exit Setup.

Deztination Folder

A APrintServer Mebwork, driver Browse...

< Back

Cancel |

3. Click “Next” and specify the program folder where the program icons will be added.
Select Program Folder E'

Setup will add program icong to the Program Folder listed below.
Y'ou may type a new folder name, or select one from the existing
Folders list. Click Mest to continue.

Proagram Folders:

FrintServer Utilities

Exizting Folders:

Adminiztrative Tools

Games

K.azperzky Anti-virus Personal Pro
Microsoft Office TH

Startup

¢ Back | Meut » | Cancel

48

Download from Www.Somanuals.com. All Manuals Search And Download.



4. Click “Next” to start installation.

PrintServer Network driver 3.2

5.  In awhile, the program will finish installing all the utilities and drivers. Thus far you have
completed the installation phase and prepare to use the print server.

PrintSerwer Port List:

PE2ch724-T1 197 1e28.0.1
pa2ch?24-TE 192z . 162.0.1

Continue
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6. Click “Continue”, and all the print server’s network ports detected on the network will be
added to your PC.

PrintServer Network driver 3.2

Comg it 1 o s Ciphrted B listey e
L

Thoe oo i wm b bt b (i b Wi g
Th el sy i b 5 b B 8 i B B
Frotre fiosgs i Fra more oot ] 1t b plere
oebin b o 'y b2 e o G bt Tnmte

Fesk |

7.  Finally, the “Installation complete” window is displayed to indicate that the Client Installation
procedure is finished.

Add a Network Printer

After installing the print server client tool, you can then perform the standard “Add Printer”
procedure to add network printer to your PC. Take WinXP as the example:

1. Click “Start” button, choose “Settings = Printers and Faxes”.
2. Click “Add a Printer”.
3.  Select “Local Printer attached to this computer” and click “Next”.
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Add Printer Wizard

Local or Network Printer
The wizard needs to know which tppe of printer to zet up,

Select the option that describes the printer you want to uze:

(%) Local printer attached to this compter
[ ] &utomatically detect and install my Plug and Play printer

() & netwark. printer, or a printer attached to anather computer

i To set up a network, printer that iz not attached to a print server,
\) uze the "Local printer option.

[ < Back ” Mext > l[ Cancel ]

4.  Select “Use following port”, and choose XRT-412 printer name and Queue name, then to
click “Next”.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers through portz,

Select the port pyou want your printer to use. [F the part iz not listed, pou can create a
new port,

(&) Use the following part: | LPT1: [Recommended Printer Part] v

LPT1: [Recommended Printer Port)
Mate: Maost computers uf | PT2: [Printer Port)
The connector far this pf LPT 3: [Printer Port)
COMI: [Serial Part]
- COMZ: [Serial Part]
1L COM3: (Serial Port]

oy |COM4: [Serial Por)
! %= |FILE: [Print to Filz)
IR [Local Port
24-P1 [PrintServer M
ch/24-P2 [PrintServer Metwar

Poit]

() Create a new part:

< Back ” Mt > l[ Cancel
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5.  Select the suitable printer manufacturer and model, then click “Next”
Add Printer Wizard

Add Printer Wizard
The manufacturer and model determine which prinker sofbware to uze,

‘:._‘_IL Select the manufacturer and model of your printer. 1f your prinker came with an installation
dizk, click Have Dizk. If your prinker iz not listed, consult your prinker docurmentation for a
compatible printer.

b arufacturer - Printers -

GLC ) S Hewlett-Pack ard HP-GL/2 Plotter

aeneic 5 HP 2000C

E net 5 HP 2500C Series

IEH Z ¥ HP 2500C Series PCL5Ce Z

_?J Thiz driver iz digitally zsigned. [ Windows pdate ] [ Have Disk... ]
Tell me why driver signing is importart
[ < Back ” et = ] [ Cancel ]

6. Complete the rest of the questions to finish the network printer setup.
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Chapter 4 Status

The Status section allows you to monitor the current status of your router. You can use the Status
page to monitor: the connection status of XRT-412's WAN/LAN interfaces, the current firmware
and hardware version numbers, any illegal attempts to access your network, and information on
all DHCP client PCs currently connected to your network.

Parameters Description

4.1 Status and Information Shows the router’s system information

4.2 Internet Connection View XRT-412's current Internet connection status and other
related information

4.3 Device Status View XRT-412’s current setting status

4.4 System Log View any attempts that have been made to illegally gain access
to your network.

4.5 Security Log View any attempts that have been made to illegally gain access
to your network.

4.6 Active DHCP Client View your LAN client's information that is currently linked to XRT-
412's DHCP server

4.7 Statistics Display the network packet statistics

Select one of the above seven Status selections and proceed to the manual’s relevant sub-
section.

4.1 Status and Information

The Status and Information section allows you to view the router’s system information

Broadband Router XRT-412

Status and Information ¢

Wou canuse the Sistus pege to monior the cenneclion slstug for the Bradibend roulers; WANLAN inersces, femware
and hardwane wersion numbars, any illegal attempls 10 access your nebwork, 3nd information on all DHCP chent PCe
cumsntly conrsciad 1o your natwark

Syatem
Model  Broadband Router
Uptene  Oday:3h:52m:S0s
Currant Tima Hardware Version  Biw, A
AL B Bloot Code Version 10
Fartime Code Yersion 211
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Parameters Description

Information You can see the router’s system information such as the router’s:
LAN MAC Address, WAN MAC Address, Hardware version,
Serial Number, Boot code Version, Runtime code Version

4.2 Internet Connection

View XRT-412’s current Internet connection status and other related information

- ME | Ganeral Selup
(P PLANE
ol pmer b Broadband Router XRT-412

Internat Connection 4

Wiew the current intamet connection status and related information

Attaln IP Protocol : JAFEGN RSG50

192,160 99.91

55 255 255.0
LRl
D0-50:FCAC: BT 25
1E8.95.1.1

0000

1------5?
o
=

Current Time

Parameters Description

Internet Connection This page displays whether the WAN port is connected to a
Cable/DSL connection. It also displays the router's WAN port:
WAN IP address, Subnet Mask, and ISP Gateway as well as
the Primary DNS and Secondary DNS being used.

4.3 Device Status

View XRT-412's current configuration settings. The Device Status displays the configuration
settings you've configured in the Quick Setup Wizard/General Setup section.
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Broadband Router XRT-412

Device Status 2

Witw 1he curment Setting stalug of this deace

I Rl ess 182 188.001
Subne Mask 265,255, 2550
DHCP Server Ervalied
Cument Time MAL Addiess 00: 30 418e: 0724
Parameters Description
Device Status This page shows XRT-412's current device settings. This page

displays XRT-412 LAN port’s current LAN IP Address, MAC
Address and Subnet Mask. It also shows whether the DHCP
Server function is enabled or disabled.

4.4 System Log

View XRT-412's system operation information. You can see the system start up time, connection
process...etc. here.

Broadband Router XRT-412

System Log 1

Wigw 1he system oparation infarmation. You can Se0 the Syslam star up time, connbclion process. . oto. hing.

Jan 1 0D:00:25 wdbhepd: udbep aerver (W0, 0-pee]l atacced 2t
Jan 1 00:00:70 udheps: udhep clisnt started
1

Jan 0020031 widhepe: Ssnding sslect for 192,168,99.214...

Jan 1 O0:00:31 wdhepe: Leass of 193.168.99.214 abtained, [ease tims SO4800
Apr 19 D1223:55 udhepe: Sending resev. ..
Apr 19 01:33:5% udhepe: Sending repev. ..
Apr 15 O1: 55 ud Sending renewv. ..
- " Apzr 19 Ol i85 wdbhepe: Jending reaev. ..
Cument Time
1na r Apr 19 01:23:55 udhcpo: Jending renEv... -

Swve | [Clear Rafreeh |

Parameters Description

System Log This page shows XRT-412’s system operation information,
includes system start up time, WAN connection process...etc.

At the bottom of the page, the system log can be saved <Save>
to a local file for further processing, or can be cleared <Clear>,
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or can be refreshed <Refresh> to get the most updated
situation.

The log only records the information of current session and will
be cleared when this router shut down or restart.

4.5 Security Log

View any attempts that have been made to illegally gain access to your network.

- iE | Garsbaal Sl tatus | Tools
(JPLANE
S— Broadband Router XRT-412

tatus Security Log 7

Wisy any altemgla thal have been made 1o Megaly gain SCCEES (D FoUr nEhyork

[1370-01-01 DD:00:Z0]: [WAN]: scarc Dynmmic IF a
[2970=01=0] DO:00:40]: [INTF]: connect Eo TimeSerder 18I 43.21494.18 ...

[200&=-04=13 01:23:33]: [3NTF]: conmect success!

[Z006=04=19 D1:23:FF]: [INTP]: =t Eime Lo IO0&=04=19 D1:23:33

[200&=-04=13 01:23:35]: [FIREWALL): WAN IF i= 152.160.95.214 sectiog Lirewall...
[Z006=04=19 DO1:24:189]: [INTF]: o &L Eo TimeIerver 19I.43.244.18 ...

[200&=-04=13 O1:24:20]: [3NTF)]: conmect success!

[Z006=04=19 DO1:24:20]: [INTF]: et Eime Lo Z00&=04=19 01:24:20

[200&=-04-13 01:37:26]: [WAN]: scarc Jtacic IP w

s
"
®
"
[
®
"

Current Time

S | Clear L Refosh

Parameters Description

Security Log This page shows the current security log of XRT-412. It displays
any illegal attempts to access your network.

At the bottom of the page, the security log can be saved <Save>
to a local file for further processing or the security log can be
cleared <Clear> or it can be refreshed <Refresh> to get the
most updated situation.

The log only records the information of current session and will
be cleared when this router shut down or restart.

4.6 Active DHCP Client

View your LAN client's information that is currently linked to XRT-412's DHCP server
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Broadband Router XRT-412

Active DHCP Client 2

Thig table $hows the assigned IP address, MAC addoess and tene expired for gach DRCP hersed cliont

192, 1E8 0,100 003044 (48 52 -
Rafmsh
. Current 'l'i_rr!c.
Parameters Description
DHCP Client Log This page shows all DHCP clients (LAN PCs) currently

connected to your network. The “Active DHCP Client” displays
the IP address, MAC address and Time Expired of each LAN
Client. Use the Refresh button to get the most updated situation

4.7 Statistics

View the statistics of packets sent and received on WAN and LAN.

() PLANET
T mmmm— Broadband Router XRT-412

Statistics 9

Thig page shows (he packel counlers for ransmission and reception reganding 1o networks

Senl Pachels G358
Recened Packeta B
Sen! Pachels SFa4
Recened Pacheta e

_ Current Time [ Retrech |

Parameters Description
Statistics Shows the counters of packets sent and received on WAN and
LAN.
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Chapter 5 Tools

This page includes the basic configuration tools, such as Configuration Tools (save or restore
configuration settings), Firmware Upgrade (upgrade system firmware) and Reset.

HOME | Cansral Selug talus | Toa

Broadband Router XRT-412

Tools Settings

The Tools Sellegs sechon mehades the baee corfigurabon loals, swch a3 Save, Heslore Conbguealion Sellings, and
Upgrade System Finmmang

Currant Time

Parameters Description

5.1 Configuration Tools You can save the router’s current configuration, restore the
router’s saved configuration files and restore the router’s factory
default settings

5.2 Firmware Upgrade This page allows you to upgrade the router’s firmware

5.3 Reset You can reset the router’s system should any problem exist

Select one of the above three Tools Settings selection and proceed to the manual’s relevant
sub-section

5.1 Configuration Tools

The Configuration Tools screen allows you to save (Backup) the router’s current configuration
setting. Saving the configuration settings provides an added protection and convenience should
problems occur with the router and you have to reset to factory default. When you save the
configuration setting (Backup) you can re-load the saved configuration into the router through the
Restore selection. If extreme problems occur you can use the Restore to Factory Defaults
selection, this will set all configurations to its original default settings (e.g. when you first
purchased the router).
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Broadband Router XRT-412

Configuration Tools 7

Uz tha "Backup™ 1aod 10 e the Brosdhand routers curent configurstions o & fils named “condg bin®. ¥ou can then use
the "Rusbore® tool bo resloes the Svid configueition 1o the Broadband mwter. Altematidy, you can use The “Restons 10
Factory Default® tool 10 foece the Broadhand mouter 1o perfanm System Resst and estone the original faciory setiings

Hackup Sethngs S,

[ Browsa.. |
Festone Setlings
Curmand Thims @.
i | Restorg to Factory Defauh lih\ij
Parameters Description
Configuration Tools Use the "Backup" tool to save XRT-412 current configuration to

a file named "config.bin" on your PC. You can then use the
"Restore" tool to restore the saved configuration to XRT-412.
Alternatively, you can use the "Restore to Factory Defaults"
tool to force XRT-412 to perform a power reset and restore the
original factory settings.

5.2 Firmware Upgrade

This page allows you to upgrade the router’s firmware

Broadband Router XRT-412

Firmware Upgrade 3

Thig leel allerws you be upgrade the Broadbend roulers syslam hemvwan
Entér tho path and name of the upgrade file and then chick the APPLY Baticn halow. You will b prandptad 10 confem tha

upgrde
Wpgrade Method | WES *
(B
Current Time
[ Apply Y [ Cancel )
Parameters Description
Firmware Upgrade This tool allows you to upgrade XRT-412’s system firmware. To

upgrade the firmware of your Broadband router, you need to
download the firmware file to your local hard disk, and enter that
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file name and path in the appropriate field on this page. You can
also use the Browse button to find the firmware file on your PC.

Once you've selected the new firmware file, click <Apply> at the bottom of the screen to start the
upgrade process. (You may have to wait a few minutes for the upgrade to complete). Once the
upgrade is complete you can start using the router.

5.3 Reset

You can reset the router’s system should any problem exist. The reset function essentially
Re-boots your router’s system

_) PLANET
e Broadband Router XRT-412

Reset g

In the event thal 1he system elope responding corectly or slope luncliomng, you can parorm a Resel. Your eetbmge wall
not be changed. To perform (e nesel, click on the AFPLY bulton Bebow, o will b asked o conferm your decigion. The
Rezet will be complete when the LED Powear ight s1ops blinking

Current Time

(__Apply ) (_ Cancel }

Parameters Description

Reset In the event that the system stops responding correctly or in
some way stops functioning, you can perform a reset. Your
settings will not be changed. To perform the reset, click on the
<APPLY> button. You will be asked to confirm your decision.
The reset will be complete when the power light stops blinking.
Once the reset process is complete you may start using the
router again.
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Appendix A

How to Manually find your PC’s IP and MAC address
1) In Window's open the Command Prompt program
& pCormmand FI'I.'JIH"JT

Microsoft Windows #P [Uersion 5.1.2608)
(C) Copuright 1385-2081 Microsoft Corp.

C:\Documents and Settings’\Jimmy>_

2) Type ipconfig /all and <enter>

omimand Promgt
(C) Copyright 1985-2081 Microsoft Corp.

C:\Documents and Settings\Jimmyxipconfig fall
Windows IP Configuration

Host Mame . . . . . . . . . .« « 3 jimmul
Primary Dns Suffix . . . . . . . :

Node Type . . . . . . . . . . . & 1 Unknown
IF Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter 21143:

Connection-specific ONS Suffix

Description . . . . . . . . . . . : Intel 21143-Based PCI Fast Ethernet
Adapter (Generic)

Physical Address., . . . . . . . . : BE-4B-54-12-41-44

Dhcp Enabled. . . . . . . & . . . : No

IP HIDress. . .. + . + +. 4 + s oo 135S

Subnet Wask . . . . . . . . . . . 1 239,

Default Gateway . . . . . . . . . : 132,

DNS Servers . . . . .+ + & « &« « 1 168,

C:\Documents and Settings'\Jimmy>
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e Your PC’s IP address is the one entitled IP address (192.168.0.7)
e The router’s IP address is the one entitled Default Gateway (192.168.0.1)
e Your PC's MAC Address is the one entitled Physical Address (00-48-54-12-41-44)
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Glossary

Default Gateway (Router): Every non-router IP device needs to configure a default gateway’s IP
address. When the device sends out an IP packet, if the destination is not on the same network,
the device has to send the packet to its default gateway, which will then send it out towards the
destination.

DHCP: Dynamic Host Configuration Protocol. This protocol automatically gives every computer
on your home network an IP address.

DNS Server IP Address: DNS stands for Domain Name System, which allows Internet servers to
have a domain name (such as www.Broadbandrouter.com) and one or more IP addresses (such
as 192.34.45.8). A DNS server keeps a database of Internet servers and their respective domain
names and IP addresses, so that when a domain name is requested (as in typing
"www.planet.com.tw" into your Internet browser), the user is sent to the proper IP address. The
DNS server IP address used by the computers on your home network is the location of the DNS
server your ISP has assigned to you.

DSL Modem: DSL stands for Digital Subscriber Line. A DSL modem uses your existing phone
lines to transmit data at high speeds.

Ethernet: A standard for computer networks. Ethernet networks are connected by special cables
and hubs, and move data around at up to 10/100 million bits per second (Mbps).

Idle Timeout: Idle Timeout is designed so that after there is no traffic to the Internet for a pre-
configured amount of time, the connection will automatically be disconnected.

IP Address and Network (Subnet) Mask: IP stands for Internet Protocol. An IP address consists
of a series of four numbers separated by periods, that identifies a single, unique Internet
computer host in an IP network. Example: 192.168.0.1. It consists of 2 portions: the IP network
address, and the host identifier.

The IP address is a 32-bit binary pattern, which can be represented as four cascaded decimal
numbers separated by “.”: aaa.aaa.aaa.aaa, where each “aaa” can be anything from 000 to 255,
or as four cascaded binary numbers separated by “.”: bbbbbbbb.bbbbbbbb.bbbbbbbb.bbbbbbbb,
where each “b” can either be 0 or 1.

A network mask is also a 32-bit binary pattern, and consists of consecutive leading

1's followed by consecutive trailing 0's, such as

1112122121.111121222.11111111.00000000. Therefore sometimes a network mask can also be
described simply as “x” number of leading 1’s.

When both are represented side by side in their binary forms, all bits in the IP address that
correspond to 1's in the network mask become part of the IP network address, and the remaining
bits correspond to the host ID.

For example, if the IP address for a device is, in its binary form,
11011001.10110000.10010000.00000111, and if its network mask is,
11111111.11111111.11110000.00000000

It means the device’s network address is

11011001.10110000.10010000.00000000, and its host ID is,
00000000.00000000.00000000.00000111. This is a convenient and efficient method for routers
to route IP packets to their destination.
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ISP Gateway Address: (see ISP for definition). The ISP Gateway Address is an IP address for
the Internet router located at the ISP's office.

ISP: Internet Service Provider. An ISP is a business that provides connectivity to the Internet for
individuals and other businesses or organizations.

LAN: Local Area Network. A LAN is a group of computers and devices connected together in a
relatively small area (such as a house or an office). Your home network is considered a LAN.

MAC Address: MAC stands for Media Access Control. A MAC address is the hardware address
of a device connected to a network. The MAC address is a unique identifier for a device with an
Ethernet interface. It is comprised of two parts: 3 bytes of data that corresponds to the
Manufacturer ID (unique for each manufacturer), plus 3 bytes that are often used as the product’s
serial number.

NAT: Network Address Translation. This process allows all of the computers on your home
network to use one IP address. Using XRT-412’s NAT capability, you can access the Internet
from any computer on your home network without having to purchase more IP addresses from
your ISP.

Port: Network Clients (LAN PC) uses port numbers to distinguish one network
application/protocol over another. Below is a list of common applications and protocol/port
numbers:

Application  Protocol Port Number |

Telnet TCP 23
FTP TCP 21
SMTP TCP 25
POP3 TCP 110
H.323 TCP 1720
SNMP UcP 161
SNMP Trap UDP 162
HTTP TCP 80
PPTP TCP 1723
PC Anywhere |TCP 5631
PC Anywhere |UDP 5632

PPPoE: Point-to-Point Protocol over Ethernet. Point-to-Point Protocol is a secure data
transmission method originally created for dial-up connections; PPPOE is for Ethernet
connections. PPPoE relies on two widely accepted standards, Ethernet and the Point-to-Point
Protocol. It is a communications protocol for transmitting information over Ethernet between
different manufacturers

Protocol: A protocol is a set of rules for interaction agreed upon between multiple parties so that
when they interface with each other based on such a protocol, the interpretation of their behavior
is well defined and can be made objectively, without confusion or misunderstanding.

Router: A router is an intelligent network device that forwards packets between different
networks based on network layer address information such as IP addresses.
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Subnet Mask: A subnet mask, which may be a part of the TCP/IP information provided by your
ISP, is a set of four numbers (e.g. 255.255.255.0) configured like an IP address. It is used to
create IP address numbers used only within a particular network (as opposed to valid IP address
numbers recognized by the Internet, which must be assigned by InterNIC).

TCP/IP, UDP: Transmission Control Protocol/Internet Protocol (TCP/IP) and Unreliable Datagram
Protocol (UDP). TCP/IP is the standard protocol for data transmission over the Internet. Both TCP
and UDP are transport layer protocol. TCP performs proper error detection and error recovery,
and thus is reliable. UDP on the other hand is not reliable. They both run on top of the IP (Internet
Protocol), a network layer protocol.

WAN: Wide Area Network. A network that connects computers located in geographically
separate areas (e.g. different buildings, cities, countries). The Internet is a wide area network.

Web-based management Graphical User Interface (GUI): Many devices support a graphical
user interface that is based on the web browser. This means the user can use the familiar
Netscape or Microsoft Internet Explorer to Control/configure or monitor the device being managed.
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