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Chapter 1 Introduction

1.1 Checklist
Thank you for purchasing Planet's MGSW-004 Managed Modular Switches. Before
continuing, please check the contents of your package for following parts:

MGSW-004 Managed Modular Switches

Power Cord

RS-232 cable

CD-ROM

Rock mounting brackets

Four Robber foot

Quick installation Guide

8 8 8 ¥ 8 8 8 8

Rock-mounting bracket

Note: if any of these pieces are missing or damage please contact your dialer
immediately.

1.2 About the Switch

Planet's MGSW-004 is a 4-slot managed modular switch, This switch is designed to provide
your network with Ethernet, Fast Ethernet, Gigabit Ethernet connectivity over twisted pair and
Fiber optic cable. MGSW-004 is a high performance switch that provides different optional
modules. The optional modules can be 8-port 10/100Base N-Way Switch Module,
100Base-FX Fiber Module (ST/SC), 1000Base-LX Gigabit Module, 1000Base-SX Gigabit
Module and 1 x 1000Base-T(Gigabit)

In this modular switch, each module has its own entry MAC address table to store source
address, which is 4K for 8-port 10/100 TX and Gigabit module, 12K for 4-port fiber.
MGSW-004 supports up to 9.6Gbp back plane for packet transmission

This modular switch is able to managed through web, telnet and console and SNMP MIBII is
also supported for maximum management functionality. MGSW-004 provides user with
high-speed network connections with a store-and-forward architecture for abnormal packet
filtering. This switch also supports IEEE802.1D Spanning Tree Protocol to maintain a loop-free
network and IGMP to limit the flow of IP multicast traffic. MGSW-004 supports IEEE802.1Q
VLAN up to 4095 groups. This switch also provides port security for improved network

security.
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1.3 Product Feature

@

Q8 8 8 88

Q

Conforms to IEEE 802.3, 802.3u, 802.3z, 802.3ab and 802.3x standards
4 expansion slots to configure flexible network
One built-in intelligent module with RS-232 console port ( front side )

Supports Half-duplex mode for backpressure, and full-duplex for flow-control
Store-and-Forward switching architecture for abnormal packet filtering
Up to 9.6Gbps Back-plane forwarding rate

Mac address: 4K for 8 port 10/100 TX and Gigabit module, 12K for 2/4/8 port fiber
module.

Packet Buffer: 256Kbyts for 8 ports 10/100TX module, 4 Mbytes for 100FX Fiber
module, 128KBytes for Gigabit module

Management Feature

[SEROEROEESEC BN OB SR N RO RN

IEEE 802.1Q Tagging VLAN ( Up to 4095 VLANSs)
Telnet, console and web manageable

IEEE 802.1d Spanning Tree Protocol ( STP )
Statistic Address Table for manual address-addition
Port Trunking supported

IGMP and Port Mirroring supported

Broadcast Storm Filter function supported
Firmware upgradeable trough TFTP

MIB Il and Private MIB supported

Port Priority - 802.1p & ToS support

Port Security function supported
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Chapter 2 HARDWARE INSTALLATION

This section is describes the hardware features and installation of 4-slot Managed Modular

Switch. Before using MGSW-004, read the user’s manual carefully.
MGSW-004 has provide different modules

@

1%}
1%}
1%}

2.

8-Port 10/100 auto-sensing Intelligent Switch Module
4-Port 100 Base-FX Intelligent Fiber Module

Gigabit 1000Base-T Intelligent Switch Module
Gigabit 1000Base-SX/LX Intelligent Fiber Module

1 Font Panel
The font panel of the 4-slot Managed Modular Switch consist LED indicators, console port,

and 4-slot modules.

Slot 1 Slot2

9600, N8, 1 o o
& o
10/100/1000M bps .
Mosw-004 Managed Modular Switch "oy

Slot 3 Slot4

The Font Panel of MGSW-004
LED Indicators

elllay  H

9600, N, 8, 1

10/100/1000Mbps
MGsw-004 Managed Modular Switch o°

LED Indicators

LED Status Description
Green Power On
Power
Off Power is not connected
Diag. Red Lit on: Alert and problem notice
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Console ports

The RS-232 console port is an interface that directly connects to the PC. When the
connection between the PC and switch is ready, run the Hyper Terminal and configure its
communication parameters. The operating mode of the console port is:

Baud rate: 9600

Data bits: 8

Parity: none

Stop bits: 1

Flow control: none

Q8 8 8 ¥ W\

After finished the setting, click OK.
2.2 Rear Panel
The Rear Panel of the switch is indicates an AC inlet power socket and on and off switch,

which accepts input power from 100-240V AC, 50-60Hz.

100-240v AC on

OFF

1A50/60HZ

Rear Panel of MGSW-004

Power Receptacle
For the compatibility with electric service in most of areas, MGSW-004's power supply can
automatically adjust line power in the range 100-240V AC, 50-60Hz.
Power On
Connect the power cord to the power socket on the Rear Panel of the Switch. The other side of
power cord connects to the power outlet.

Power Notice:

1. The device is a power-required device, it means, it will not work till it is powered. If your
networks should active all the time, please consider using UPS (Uninterrupted Power
Supply) for your device. It will prevent you from network data loss or network downtime.

2. In some area, installing a surge suppression device may also help to protect your switch
from being damaged by unregulated surge or current to the Switch or the power

adapter.

2.3 Hardware installation
MGSW-004 can be placed on desktop or mounted on rock. If this switch is used as standalone
standard, the user can immediately use most of the features simply by attaching the cables

and turning the power on.
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Desktop installation

For desktop installation, make sure the desk is flat and clean. Plug all the network cables and

the power cord then the system is ready.

Note: Do not obstruct any vents at the sides of the case and keep water off.

Rock-mount installation

MGSW-004 can be mounted in a standard 19-inch rack. The following steps is teaching user

how to Rack Mounting the Switch in the 19-inch rack:

1.
2.

N o o M w

Disconnect all cables from the switch.

Place the unit the right way up on a hard, flat surface with the front facing toward
you.

Locate a mounting bracket over the mounting holes on one side of the unit.
Insert the screws and fully tighten with a suitable screwdriver.

Repeat the two previous steps for the other side of the unit.

Insert the unit into the 19" rack and secure with suitable screws (not provided).

Reconnect all cables.

Module installation

The slot on the font panel is purposed for installing optional modules. Following steps is

described how to install a module.

1.

2
3.
4

Power off the switch.

Removing the two screws on the faceplate of slot with a flat-head screwdriver.
Push the module gently into the slot along the slide tracks.

Ensuring that it firmly engages with the connector then tighten the screws to secure

the module.
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Chapter 3 Console and Telnet Management

3.1 connect To PC by RS-232 cable
The RS-232 console port is an interface that directly connects to the PC. When the connection
between the PC and switch is ready, run the Hyper Terminal and configure its
communication parameters. The operating mode of the console port is:

@  Baud rate: 9600

@  Data bits: 8

@  Parity: none

@  Stop bits: 1

@  Flow control: none
After finished the setting, click OK.

Port Settirgs |
Bits per second: | 9500 =]
Diata bits: |3 =]
Parity: |More |
Stap bits: [1 [

Flows contral; I Hane o |

Restore Defaults |
0k, I Cancel | Sppy |

3.2 Telnet

To access the switch through Telnet

1. Make sure switch is configure with an IP address and switch is reachable from PC.

2.  Start telnet program from PC and connect to the switch. The management interface is

exactly same with RS-232 console.
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3.3 Main Menu

The main menu displays all the sub-menus that are available. Striking Enter, at a highlighted
option, will confirm the choice of the specified sub-menu. There are thirteen menu items to
choose from:

Device Settings

Port settings

Address Table

Spanning Tree Protocol

Broadcast Storm Filter

IGMP

VLAN Mode (2 modes)

VLAN for CPU (2 VLANS)

Secure IP for Telnet and HTTP

Save Current Settings

Factory Default Settings & Reboot System

Reboot System

Quit

Q8 8 8 8 8 8 8 8 8 8 8§ W

Module &:  1-port 1000Base-SH/L¥ Gigabit Fiber Module (48360)

Type 'go’ to enter main menu: go

Mainl

[

1. Device Settings
2. Ports Settings
J. Address Table
4. Spanning Tree Protocol

. Broadcast Storm Filter

6. TGHP

Y. VLAN Mode (2 modes)

C. VLAN for CPU (2 VLANs)

L. Secure IP for Telnet and HTIP

S. Save Current Settings

D. Factory Default Settings & Reboot System
R. Reboot System

0. Quit

Select one function (1-6, ¥, C, I, 5§, D, R, Q): 1_

3.3.1 Device Settings

This menu contains system parameters to display and configure the switch to your network.
Menu items are:

@  Version (RO): display the firmware version of MGSW-004

@  MAC Address (RO): display the MAC Address of MGSW-004

@  System Up Time (RO): display the work time of MGSW-004
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8 8 8 8 8 8 8 8 8

System Name: display and change the system name of this Switch

System Location: display and set the location of this Switch

System Contact: display and set the administrator of this Switch

IP Address: display and set the IP address of MGSW-004

Subnet Mask: display and set the Subnet Mask of MGSW-004

Default Gateway: display and set the gateway of MGSW-004

Change User/Password: allow to set the User name and password

Console Login Enabled: provide enable or disable Console login MGSW-004,
Quit: logout on MGSW-004

Q. Quit
Select one function (1-6, ¥, C, I, S, D, R, Q): 1

[Hain] [Device Settings]

0.1 Yersion (RO): 2.02.7, Jan. 14, 2002

0.2 HAC Address (RO): 00-00-1c-f3-0e-a2

0.3 System Up Time (R0O): 0 days 6 hours 55 minutes 43 seconds
1. System Mame: HaxSwitch II M

2. System Location: Somewhere

3. System Contact: Someone

4. IP Address: 192.168.99.62

D. Subnet Mask: 299.229.295.9

g. Default Gateway: 192.168.99.254

. Change User/Password: root/root
8. Console Login Enabled: HNo
0. Quit

Note: Please save settings and reboot system
so that your device settings will take effect

Select one function (1-8, 0Q):

3.3.2 Ports Settings

@

8 8 8 ®

Q8 8 8 8 § W\

Select any one port, the menu contains ten items for port management will shown up as
below:

Link (RO): display the link state (UP/DOWN) of per port on MGSW-004
Speed/Duplex (RO): display the Speed/Duplex of the device connect to the port

Port Enabled: allow enable or disable the port of MGSW-004

Speed/Duplex: allow set Auto- negotiation, 100Mbps-full/half duplex, 10Mbps-full/half
duplex

Flow Control: allow enable or disable flow control on each port

Back Pressure: allow enable or disable Back Pressure on each port

VLAN Tagged: allow enable or disable VLAN Tagged on each port

Default VLAN ID: allow set VLAN ID 1~4095 on each port

Note: set and display the information of each port

Quit: back to previous menu

Download from Www.Somanuals.com. All Manuals Search And Download.



[Main]l [Ports Settings]l [Default VLAN ID]
module: 1, port: 1

Input Default VLAN ID (1..4095) or Qluit): a

[Main] [Ports Settings]
module: 1, port: 1

0.1 Link (RO): Up

0.2 Speed/Duplex (RO): 100/Full
1. Port Enabled: nabled
2. Speed/Duplex: Auto

3. Flow Control: Enabled
4. Back Pressure: Enabled
5. VLAN Tagged: No

6. Default YLAN ID: 1

1. Note:

Q. Quit

Select one function (1-7, Q): _

3.3.3 Address Table

This menu contains four items for MAC address record on each working port
All

Module

Module Port

Quit

QY Q.

1 1 00-03-79-01-0c-ff 1

[Main] [Address Tablel [Hodulel

Select one module (1-4) or O(uit):

[Main] [Address Tablel [Modulel

Select one module (1-4) or Q(uit): q

[Main] [Address Tablel

1. All

2. Module

3. Module Port
0. Quit

Select one function (1-3, Q): _

3.3.4 Spanning Tree Protocol

This menu contains three items to enable or disable STP:

(%) Enable
(%) Disable
/] Quit

. Ports Settings

. Bddress Table

. Spanning Tree Protocol

. Broadcast Storm Filter
TGHP

YLAN Hode (2 modes)
. WLAN for CPU (2 VLANs)
. Secure IP for Telnet and HTTP
. Save Current Settings
. Factory Default Settings & Reboot System
. Reboot Systenm
Quit

5 T0 S G5 i 0 = O U A= O R

Select one function (1-6, ¥, C, T, §, D, R, 0): &

[Main] [Spanning Tree Protocoll
Current state: Disabled

1. Enable
2. Disable
0. Quit

Select one function (1-2, 0):
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3.3.5 Broadcast Storm Filter
This menu contains three items to enable or disable Broadcast Storm Filter:

(%) Enable
(%] Disable

/] Quit

. Ports Settings
. Address Table
. $panning Tree Protocol
Broadcast Storm Filter

VLAN Hode (2 modes)

. VLAN for CPU (2 VLANs)

Secure IP for Telnet and HTTP

Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

. Quit

Select one function {1-6, ¥, C, I, S, D, R, Q): 5

WD WO T UM

[Main] [Broadcast Storm Filterl
Current state: Disabled

1. Enable
2. Disable
0. Quit

Select one function (1-2, Q): _

3.3.6 IGMP

This menu contains three items to enable or disable IGMP:
(%] Enable
(%) Disable

/] Quit

. Ports Settings

. Address Table

. Spanning Tree Protocol

. Broadcast Storm Filter
TGHP

. VLAN Hode (2 modes)
. YLAN for CPU (2 YLANs)
Secure IP for Telnet and HTTP
. Save Current Settings
. Factory Default Settings & Reboot System
. Reboot System
Quit

ST = O A~ W RS

Select one function (1-6, V, C, I, S, D, R, Q): 6

[Hainl [TGHP1
Current state: Disabled

1. Enable
2. Disable
0. Quit

Select one function (1-2, Q): _

3.3.7 VLAN Mode (2 modes)
This menu contains two items for 2 VLAN mode selections:

/] VLAN is valid for all packets Disable
/] VLAN is valid for broadcast and multicast packets, not for unicast packets.

/] Quit
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. Bddress Table
. Spanning Tree Protocol
f ?Eﬁadcasi Storm Filter

P
. YLAN Mode (2 modes)
. YLAN for CPU (2 VLANs)
. Secure IP for Telnet and HTTP
. Save Current Settings
. Factory Default Settings & Reboot System
. Reboot System
Quit

Select one function (1-6, ¥, C, I, S, D, R, Q): v

S0 Dt D = O U A D

[Hain] [YLAN Hodel
Current mode: 1

1. VLAN is valid for all packets
2. VLAN is valid for broadcast and multicast packets, not for unicast packets.
g Eor SmartBits test, this mode will get better throughput.

. Quit

Select one function (1-2, 0):

3.3.8 VLAN for CPU (2 VLANS)

This menu contains two items for 2 VLANSs for CPU:
(0] Current first VLAN for CPU: VLAN ID 1Current second
(%] VLAN for CPU: None

/] Quit

. Device Settings

. Ports Settings

. Address Table

. Spanning Tree Protocol
. Broadcast $torm Filter

VLAN Hode (2 modes)

YLAN for CPU (2 YLANs)

Secure IP for Telnet and HTTP

. Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

Quit

Select one function (1-6, ¥, C, I, §, D, R, 0): ¢

OO L S DU PN

[Main] [VLAN for CPUI
1. Current first VLAN for CPU: VLAN ID 1
%. gurreni second VLAN for CPU: None

. Quit

Select one function (1-2, Q):

3.3.9 Secure IP for Telnet and HTTP

This menu contains seven items for Secure [P setting:
Secure IP for Telnet: Disabled (default value)
Secure IP for HTTP: Disabled (default value)
Secure IP 1:

Secure IP 2:

Secure IP 3:

Secure IP 4:

/] Quit

3.3.9.1 Secure IP for Telnet

Q8 8 8 8 8 W\

Disable allow any PC login in MGSW-004by Telnet, enable allow the PC of secure IP login in
MGSW-004

3.3.9.2 Secure IP for HTTP

Disable allow any PC login in MGSW-004 by HTTP, enable allow PC of secure IP login in

11
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MGSW-004
3.3.9.3 Secure IP 1,2,3,4

Allow setting 4 Secure IP addresses of 4 PCs

. VLAN for CPU (2 YLANs)

. Secure IP for Telnet and HTTP

Save Current Settings

. Factory Default Settings & Reboot System
Reboot System

Quit

Select one function (1-6, ¥, C, I, S, D, R, Q): i

=TT =)

[Main] [Secure IP]

1. Secure IP for Telnet: Disabled
. Secure IP for HTTP: Disabled

Secure IP 1:

Secure IP 2:

Secure IP 3:

. Secure IP 4:

Quit

NN

Note: He suggest that you enable the HTTP option if the management CPU
uses an Internet real IP

Select one function (1-6, (Q):

3.3.10 Save Current Settings

This menu provide save current settings of this Switch.

[Main]

. Device Settings

. Ports Settings

. Address Table

. Spanning Tree Protocol

. Broadcast Storm Filter
IGHP

VLAN Mode (2 modes)

VLAN for CPU (2 VYLANs)

. Secure IP for Telnet and HTTP

Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

Quit

OO U 3 T OV A GO RS =

Select one function (1-6, V¥, C, I, §, D, R, Q): s

[Main] [Save Current Settingsl

Are vou sure? (Y, N):

3.3.11 Factory Default Settings & Reboot System

This menu provide restore to the default settings of this Switch

[Hain]

. Device Settings

. Ports Settings

. Address Table

. Spanning Tree Protocol

. Broadcast Storm Filter
TGHP

. VLAN Mode (2 modes)

. VLAN for CPU (2 VLANs)

. Secure IP for Telnet and HTTP

. Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

Quit

Select one function (1-6, ¥, C, I, §, D, R, Q): d

DO O U N

[Hain] [Factory Default Settings]

fAre you sure? (Y, N): _

3.3.12 Reboot System
This menu provides reboot the Switch
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[Mainl

. Device Settings

. Ports Settings

. Address Table

. Spanning Tree Protocol
Broadcast Storm Filter

VLAN Hode (2 modes)

VLAN for CPU (2 VLANs)

. Secure IP for Telnet and HTTP

. Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

Quit

Select one function (1-6, ¥, C, I, §, D, R, Q): r

OO WHO SN WN

[Main] [Reboot Systenm]

fAre you sure? (Y, N): _

3.3.13 Quit
This menu provide logout the switch

. Broadcast Storm Filter
TGHP

. YLAN Hode (2 modes)

. YLAN for CPU (2 VLANs)

Secure IP for Telnet and HTTP

Save Current Settings

. Factory Default Settings & Reboot System
. Reboot System

Quit

Select one function (1-6, ¥, C, I, $. D, R, 0): q

OTO WO =N

MAC Address: 00-00-1c-f3-0e-a2

Console Baud Rate: 9600, N, 8, 1
ddress: 192.168.99.62

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.99.254

Note 1: the management CPU module is available in YLAN 1 (changeable)
Note 2: the default User/Password is root/root

Type “go’ to enter main menu:
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Chapter 4 WEB MANAGEMENT

MGSW-004 support web management therefore in this section will introduce the configuration

and functions of the web-based management.

Before to use web management, please setup the IP Address with the console port (RS-232)

and use this IP address to configure MGSW-004 through the web interface or modify your

PC’s IP domain to the same with MGSW-004 then use the default IP address to remote
configure MGSW-004 through the Web interface.

4.1 login into switch

@

1%}
1%}
1%}

Use Internet Explorer

Type in IP Address of the MGSW-004 switch then press enter

Key in user name and password. The default user name is admin without password
The click ok

2%
@ Pleaze type pour uzer name and paszword,
Site: 203.70.249172
Fealm indes. htm
User Name |admin
Pazsword I
¥ Save this password in pour password list
0K Cancel

Modules
Ports

Statistics MGSW-004

Statistics 2

System Name: MGE W04

System Location: Somewhere

System Contact: Soneane

System Up Time: 0 days 0 hours § rinutes 33 seconds
IP Address: 192.188.99.62

Subnet Mask: 2852852550

Static Address Default Gareway: 192.188.99.254

Storm Filter MAC Address: 00-00-1e-F3Je-a7

Port Mirror Console: 9600, M, &, 1

IP Config Firmware Version: Yersion 2.02.8, May. 03, 2003
SNMF
Save & Reboot

Note: IF your web browser is [F, please enable Java secunty, see Help

Upgrade
Help

14
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4.2 Home
The homepage is display the configuration of the MGSW-004

An administratively-assigned name of the managed

System Name i
unit

System Location The physical location of this managed unit

System Contact The contact person for this managed unit.
System Up Time The time last since the managed unit

IP Address The IP address of the managed unit
Subnet Mask The subnet mask of the managed unit

Default Gateway The default Gateway of the managed unit

MAC Address The MAC address of the managed unit

Console The RS232 Console setting of the managed unit

Firmware Version The firmware version of the managed unit

4.3 Modules

This page shows the modules that have installed into the MGSW-004. The optional modules
can be 8-port 10/100Base N-Way Switch Module, 100Base-FX Fiber Module (ST/SC),
1000Base-LX Gigabit Module, 1000Base-SX Gigabit Module and 1 x 1000Base-T(Gigabit)

Home
Modules
Ports

Statistics MGSW-004

Statistics 2

vLa T
Trunk
STP

Port Security

Module 1: 8-port 10/100Base-TX Switch Module
Module 2: 4-part 100Bas FX(SC/ST) Fiber Madule

Priority Module 3: 1-port 1000Base-SX/LX Gigabit Fiber Module
Prigrity 2 Madule 4: I-port 1000 Base-5X/LX Gigabit Fiter Madule
IGMP

Static Address

Storm Filter

Port Mirror

IP Config
SNMP
Save & Rehoot

Mote: 8 different rmodules are available

Upgrade
Help

4.4 Ports
This page shows the port status of each port in each module, you can enable/disable each port,

configure Speed/Duplex for each port, and assign VLAN ID

15
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¢

Home
Modules
Ports
Statistics
Port Management
Statistics 2
VLAN Module Port Enabled Link  Speed/Duplex  Flow Control Back Pressure VLAN Tagged Default VLAK ID Note

Trunk 1V Tp JAute =] 100/Full I r ll—’—
STP T [futs =] 100/l B —

Port Security F

T
&

—v——wn:n—-m—lavm—u
b
<
a
a
o 1o T T 5 o o o o o |

5
.

I

<l

[
T
b

Priority
Priority 2
IGMP
Static Address
Storm Filter
Port Mirror

Gl
Kl
Kl

T
a
&

- [1007Fudl =

<
£y
£y

IP Config I - [T = I 5 l—l
SNMP 2 Il - [ I~ " e

Save & Rehoot o . [z ) I i

Upgrade 3 v S We F - R ] Il—li
i O T B - ® 1

4.5 Statistics (Port Counters) and Statistics 2 (RMON Statistics)

The Statistic page displays the detailed information about each port. You can compare and
evaluate throughput or other port parameters. All screen data is updated automatically .You
can clear 8 counters or packet seize counters of some ports by select the corresponding
"Clear" check boxes then press "Clear" button. To clear all counters of all ports, press the

"Select All" button then "Clear" button.

Home
Modules
Ports

Statistics

Port Management

Module Port Enabled Link  Specd/Duplex  Flow Contral Back Pressure ¥LAN Tagged Default YLAN ID Hote

1R u [Ate <] 100/l I (i T

Statistics 2

2w W [ 7] womil 1o r i
N T 3 r |
‘F B T ¥ i T
0 A o B 3 r T
6% e H - R = = ’1—’7
Static Address 1R B T B I r O
Storm Filter t ] N ETTCI R P r '1—,—
Port Mirror 1w . [Ty - @ " r ,-1—,7
IP Config 2\ e ,m N 5 r ,—1
RLE R i [ r O
Save & Rehoot B  [@ETE - = = —
TUpgrade 3 | ) ,m S o I ,1—,7
B N e R w r ,-1—,—

Home
Modules
Ports
Statistics

« Port 64 Byles 65127 Byles 128-255 Byles 256-511 Byles 512-1023 Byles 1024-1536 Byles Oversize Undersize Jabber

VLAN i 3961 1837 1765 854 156 3297
Trunk

STP

Port Security

2179 1661 1710 143 133 2149
n

IGM
Static Address

Storm Filter
Port Mi

IP C

Save & Reboot
Upgrade

7
3
4
5
6
T
8
1
2z
3
i
1
Help 4

i el ol el ol o) ol a Bl e el e B

oo ols oic ool ool o
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4.6 VLAN

A VLAN (Virtual LAN) is a group of switch ports designated by the switch as belonging to the
same broadcast domain. This feature allows workgroup to be defined on the basis of their
logical location instead of their physical location, and does not require recalling

The default VLAN is that all ports belong to VLAN 1. This switch support up to 4095 port-based
802.1Q-compatible virtual LANs (VLANS).

() PLANET

Networig & Cmmaniaon 2 T R T
Home
Modules
Ports

Statistics Virtual LANs (1..256 of 4095 Groups) Erey 256 flext 256

e e | mmass[ G

VLAN1 DDl LI Nare
Trunk Member  Pol  Potd  Pon3  Tomd Pt Pot6 Pan7  Putd
STP Modil:1 [ 2 I3 3 ¥ I I ¥
Port Security Modue2 R ¥ I v
Priority Mohls3 P
Priority 2 Modued 7
1GMP VLANZ ID:2 M tere
Static Address Member  Poil  Potd  Po3  Potd Pt  Podt6  Pon7  Puth
Storm Filter Modlel [ Imi r r |mi |mi [mi [mi
Port Mirror Modue2 [T [T |mi | mi
TP Config Mohls3 [T
SNMP Modued [T

Save & Rehoot Apply Trdo |

Upgrade
Help

Hate 1; Set Per Port Default VLAN ID (for untagged packets) first

Hote 2: VLAN 2049, 2304 is reserved for IGMP

In the VLAN management window, you will see 2 VLANSs in the page. To select a certain VLAN,

you can do the following:

Press ">>" button to display the next two VLANs
Press "<<" button to display the previous two VLANSs
Press ">>|" button to display the last two VLANS
Press "[<<" button to display the first two VLANs

Q 8 8 ¥ W\

Enter the VLAN index in the "VLAN" edit box then press "Go to" button

You can add, edit and remove port members of each VLAN and then finally press "Apply"
button only once to configure the desired VLANSs you want.
Note: if you want to set multiple VLANS, we suggest that you set Default VLAN ID for each port

first in Ports page.

4.7 Trunk

Port trunking is the ability to group several 10/100Base-TX or 100Base-FX ports to increase
the bandwidth between this switch and another compatible switch. This is an inexpensive way
to increase bandwidth. We define port trunking as the ability to group set of ports (up to 8)
within the same module into a single logical link. The port trunk acts as a single link between
switches. Multiple trunks may be implemented in this switch, but only one trunk can be created

within a module.

17
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Home
Maodules
Ports
Statistics MGSW-004
Statistics 2
VLAN

Triinie Trunk 1 Portl  Port2  Pot3  Portd o5 Porth Port?  Porf

STP T I O T e

Port Security Trunk 2 Botl  Pond o3 Pord

M2 © I [

hpply Tndo

Static Address Dote; Set trunk before seming STP
Storm Filter
Port Mirror
IP Config
SNMP
Save & Rehoot

Upgrade
Help

You can add, edit and remove port members of each trunk and then press "Apply" button after
you have finished configuring the trunks you need.

(Note: Make sure trunking ports are in the same VLAN group. )

4.8 STP

Spanning tree is a link management protocol that provides path redundancy while preventing
undesirable loops in the network. For Layer 2 Ethernet network to function properly, only one
active path must exist between two stations.

The spanning-tree algorithm calculates the best loop-free path throughout a switched network.
STP forces redundant data paths into a standby (blocked) state. If a network segment in the
spanning tree fails and a redundant path exists, the spanning-tree algorithm recalculates the

spanning tree topology and activates the standby path.

Home

Modules

Ports

Statistics

S

VLAN I Ensble Spamming Tres Profocol

Trunk Current Spanning Tree Root
O MAC Addres:
Part§
Root Priodity:
Root Max Age sec)
TEMP Root Hello Tims (sec).
Static Address Root Forwend Telsy fec)
Storm Filter Root Path Cost
Port Mirror Ruot Port

TP Config
SNMP

Spanming Tree Bridge Configuration

Prioity: [F7a
Save & Rehoot

Maze hge Tine 0 —
TUpgrade

Hello T 2
Help ——

Forward Delay: i5

18
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If you want to participate in spanning tree, have the "Enable Spanning Tree Protocol"

checkbox selected.

The Current Spanning Tree Root describes the unique root switch information for the instance

of spanning tree.

@  MAC Address: the MAC address of the root switch

@ Root Priority: The priority of the root switch

@  Root Max age (sec): the amount of time (in seconds) protocol information received on a
port is stored by the root switch

@  Root Hello Time: how often the root switch broadcasts Hello message to other switches

@  Root Forward Delay: the amount of time a port will remain in the listening and learning
states before entering the forwarding state

@ Root Path Cost: the path cost to the root switch from this switch

@  Root Port: the port providing the best path from the switch to the root switch

The Spanning Tree Bridge Configuration describes this switch information in the spanning tree

Note: Priority, Max Age Time, Hello Time and Forward Delay are unchangeable on this device.

4.9 Port Security
This function allows you to restrict specific MAC addresses to reside in some port. For
example, a dummy hub is attached to some port for extension, and you just only allow 2 users

to access this port at the same time, you can use the port security window to set the

parameters.
E = =l8lx|
© \
EEE 0 QD 40N mEneE P D OE-E
|#HED) [&] nip.192.168.99 62/ x| oEE
| B ol IRREFHEE & Vudows &) ST

() PLANET

Hewekn b oresnaton e
Home
Modules
Ports
Statistics =

L Port Security
Statistics 2
VLAN Wax Allowed HAC Address Count Per Port {1..127) 1
Trunk Moduwe Port Trunked Emabled Max Allowed MAC AddressCount Used Count
STP 1

Port Security

Priority
Priority 2
IGM

Storm Filter
Port Mirror
1P Config
SNMP
Save & Rehoot

Upgrade

i
i
i
i
i
i
T
i
i
i
i
i
i:0 T

2
3
4
5
6
7
8
1
Z
3
4
1

LT 0 B BT O 2 T R R AT LA A

I}

e = [ g et
el EE & || Eneeon. | @ @60 | S o [ERaEine. FEMes. | Cbetetios. | [BI@HE TR om0

To restrict the number of MAC address to reside in a port, you must do the following

@  Click the “ Enable “ checkbox for that port. IF the “ Enable “checkbox is uncheck,
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there is no MAC address count restriction for that port.
@  Type the number in the “ Max Allowed MAC Address Count “ edit for that port. The
upper bound of this number is the “ Max Allowed MAC Address Count per port “
@  Pressthe “ Press “ button
@  The “Used Count “ will tell you how many MAC address residing in the
corresponding port now.
Note: A trunked port is not allowed to enable the port security option.
4.10 Priority — 802.1p
There are two priority queues (high and low) on each port. Each port arbitrates between two
transmit queues (high and low priority).

The arbitration uses weighted round-robin between the high and low priority queues, and you

can adjust this weight.

Home

Modules

Ports

Statistics Port Priority - 802.1p
Statistics 2

BighfLow Queus Priority Weight (round robin): [8 pktbfrom HIGE, 1 pit fram LOW =

VLAN

Truike ) Mapping 802.1p 3 bits Priority Tag fo Internal HighfLow Priority Quene
Module Port AlwaysHigh Alvays Low

STP [ 1 7] 3 4 5 6 7

ic 1 r r r r F F F F

""" 2 r r r r r F F & F
7 W W 000 F F B F F

- [m A R E

Static Address 5wl O O n O (i ~ I I v
Storm Filter B = e B
Port Mirror 7 - 5 m B N 3 =2 B =
R 8 r r 0o o o o B 2B 2 B
SHRE  [u g o o0k B B E
Save & Rehoot - r r r r - % I I I~
Upgrade NE- [ I CE TR -
i i r AR TR E R

Programmable Mapping of 802.1p to Internal Priority

The received packets with 802.1q tag are assigned priority according to a flexible and
programmable mapping of the 802.1p user-priority tag (3 bits, value from 0 to 7) to the internal
priority queue. The default is to assign a packet to high priority queue when the 802.1p
user-priority tag is 4 to 7, and to low priority queue when the 802.1p user-priority tag is 0 to 3.
Please check the corresponding mapping checkbox to assign a high priority or uncheck that to
assign a low priority.

4.11 Priority 2 — TOS (Type of Service)

Each port can parse the header of an incoming IPv4 header and identify the Type-Of-Service
byte (TOS field). This is extremely important with the deployment of Microsoft Windows 2000
and the emerging DiffServ standard, which marks Voice-Over-IP and other real-time traffic

using this field. This feature provides Quality of Service (Qo0S).
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(JPARNET

Home

Modules

Ports

Statistics

Statistics 2 Port Priority - TPv4 Type of Service (Prioritize Voice-over-IP Packets)

VLAN
Trunk

STP

Port Security

Mapping 6 most significant bits (DSCE) of the IPv4 TOS byle to High/Low Priority Quene
Module Port Enable 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

33 34 35 36 37 38 39 4D AL 42 43 44 45 46 4T 43 49 50 51 52 53 54 55 56 57

~
E

r {mi

_|
=
=
=
=

r

]
9

r

9
]
]
a
9
9
9
9
]

Static Address O [
Storm Filter
Port Mirror
IP Config
SNMP
Save & Rehoot

Upgrade
Help
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T O O MR Y R
T o s S e i
TR W B A B B
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B L= = [ (N
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OO B B S B0 B RO
13 TR TR B B BE T BEE R

IF this function of a port is enabled, then the most significant 6 bits of the TOS (these 6 bits are
also known as the DiffServ Code Point "DSCP" field, value from 0 to 63) are used to assign a
priority to the packet received from this port. Please check the corresponding mapping

checkbox to assign a high priority or uncheck that to assign a low priority.

4.12 IGMP

IGMP is used in multicast communication network applications where one or more servers, for
example, video servers, generate multicast traffic. If you want your switch to support
multimedia and IP multicast, enable this option (default is enabled). When this option is
enabled, this switch only directs the multicast data packets to the ports where needed, saving
bandwidth. If "Forward with high priority" option is enabled, then the IP multicast traffic will

have a higher priority than other traffic.

Modules

Ports
Statistics
Statistics 2
VLAN
Trunk
STP

Port Security ™ Foreard with high priority

[™ Enable IGMP

Priority
Priority 2 Apply Tndo
IGME

Static Address

Storm Filter

Port Mirror
TP Config
SNMP
Save & Rehoot

Upgrade
Help
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4.13 Static Address

In this function, you can lock a certain MAC address (associated with a host) to a certain port.

Once a certain MAC address is locked to a certain port, this MAC address will not receive any

packets if it is moved to another port

(JPAANET

Home
Modules
Ports

Statistics MGSW-004

Statistics 2

Sty

Trunk

S Current Static Address Table (max 100) New Staric Address:

Port Security —|<< 2| MAC aidress W
Priority RBenove | YLAN ID: |1—
Priority 2 Renove All | Module: | |
Ij}lv[P _ —=

Storm Filter thpply Undo |
Port Mirror

IP Config
SNMP
Save & Rehoot

Mote: Staric address means mac address fixed 1 port

Upgrade
Help

Static addresses are manually entered into the Static Address Table

@ Enter the MAC address in the MAC Address field (ex. 00-00-00-00-00-01) and VLAN ID

(default is 1)

@  Select the Module and Port you want to associate with this entry with from the Port

drop-down box.
@  Click “<<Add” button
@ Press “ Apply “ button.

4.14 Storm Filter

Storm Filter can avoid any flooded data packets. This feature prevents the bursts of broadcast

traffic. Excessive broadcast packets (Broadcast Storms) can be filtered in our managed switch

by enabling the "Broadcast Storm Filtering" option.
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0O T ——

Home
Maodules
Ports

Statistics MGSW-004

Statistics 2
VLAN Broadeast Storm Filtering
Trumk
STP
e [ Enable Broadcast Storm Filtering
Port Security
Priority Broadcast Swom  Patl  Pot2  Pot3  Potd  PotS  Pot  Port?  Por@
Priority 2
iy Hiodule
IGMP
Hodule 2
- Hodule 3
8
Hodule 4

Port Mirror
IP Config

SNMP
Save & Rehoot

Apply Trdo

Mate; Broadeast St (sxcessive broadeast packets) occurs if & red "BS" text shown in a cell

TUpgrade
Help

4.15 Port Mirror

If you want to monitor all receive and transmit packets of one port. You can do the following:

4]

source module. Only one port can be monitored in one module at the same time
Choose the corresponding target module, port in "Mirror Target Module" and "Mirror
Target Port" choice box.

Click the corresponding "Enabled" check box.

Press "Apply" button

() PLANET

Warvrkoy & orssntaian
Home

Modules

Ports

Statistics MGSW-004

Statistics 2

VLAN Port Mirroring
Trunk = s 5 .

Enabled Mirror Sowrce Module Mirror Source Port Mirror Target Module Mirror Target Port
STP

B 1 [ 2l | H
Port Security I =0 0 B
s C ?
Priotity 2 r 3 It =l | =l
IGMP i 4 [ = = H
Static Address

honly | Tndo |

Storm Filter
Port Mirror
TP Config

SNMP
Save & Rehoot

Mote; Mirmr source port duplicares all Ri and TX packets to mirmor target port

Upgrade
Help
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4.16 IP Config

You can change the IP address, subnet mask and default gateway of the managed node. (You

can also do that from RS232 console). Enter the IP address, subnet mask and default gateway

in the corresponding edit box

MGSW-004

IP Address:

Subnet Mask:
Port Security

S Default Gatesay:
Priority
Priority 2
IGMP

Static Address
Storm Filter
Port Mirror
IP Confis
SNMP
Save & Reboot

I Change Password
Username (max 16):
Password (max 16):
Confirm Password (max 18):

Anly | Tindo |

Upgrade
Help

IP Configuration

192.168.99.62
[255.255.255.0
192.168.99.254

—
—
—

If you want to change the user name or password for the managed node, the following steps is

Enter the same password in "Password" and "Confirm Password" edit box

needed:

@  Click the "Change Password" checkbox

@  Enter the user name in "Username" edit box
(%]

@ Press the "Apply” button

You should reboot system to let your settings take effect if you have changed one of the IP

address, subnet mask and default gateway
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4.17 SNMP

You can manage the Switch using third-party’s SNMP (Simple Network Management Protocol)

agent. Access rights to the SNMP agent are controlled by community strings.

To set system name, system location and system contact, you can type the desired text string

in the corresponding edit box.

()

Home

Modules
Ports
Statistics
Statistics 2
VLAN

Trunk

STP

Port Security
Priority
Prionity 2
IGMP
Static Address
Storm Filter
Port Mirror
IP Config

Save & Rehoot
Tpgrade
Help

4.18 Save & Reboot

You can save current settings by click the "Current Settings" checkbox then press the "Apply"

button next to the checkbox. You should reboot the system so that your current settings will

take effect.

If you want to use the factory default settings, click the "Factory Default Settings" checkbox

System Name (max 64); [1GS W-004
System Location (max 64); Somewhere
System Contact (max §4): Soneone

Get Request Community (max 32):  [public
Set Request Community (max 32): public

Trap Community (max 32): lpuhnc—
[~ Send traps to the following managemant stations:

L 1P I—
.1 ,—
3. IP: l—‘
4.1 —

dpply Tndo |

then press the "Apply" button next to the checkbox. You should reboot the system so that your

current settings will take effect.

If you want to reboot system, click the "Reboot System" checkbox then press the "Apply"

button next to the checkbox

Home
Maodules
Ports
Statistics
Statistics 2
VLAN
Trunk
STP

Port Security

IGM

Static Address
Storm Filter
Port Mirror
1P Config
SNMP
Save & Rehoot

Upgrade
Help

MGSW-004

[~ Save Current Settings Foaly
[~ Factory Default Settings & Reboot KLy
[~ Save Settings o a file [— Brouse By
[ Load Scttings from a file &Reboot [ Boee By
[ Reboot System fiply.

Iote; Please wait a moment (abaut 15 seconds) after rebootng system
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4.19 Upgrade

You can on-line upgrade the firmware of the managed unit. The following steps is needed to

upgrade the firmware:

1%}
1%}

4]

Use HTTP or FTP to download the new version firmware from our website.

Enter password in the "Password" edit box.

Enter the file downloaded in the "File Path" edit box. (You can use "Browse" button to
select the file.)

Press the "Upgrade" button.

After you have successfully upgraded the new firmware, please reboot the system so that the

new firmware will take effect

(JPLANET

Home
Modules
Ports

Statistics MGSW-004
Statistics 2

.
Trunk

STP

Port Security
Priority File Path: I B |
Priority 2

IGMP %

Static Address
Storm Filter
Port Mirrer
IP Config
SNMP
Save & Rehoot

Password: [

Nate 1: Use IE 4.0 or above to upgrade, the systern sdll rehoot automatically after upgrading

Mote 2: Please restart your web broseer after upgrading o the nes version

Tpgrade
Help
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Appendix A Technical Specifications

Model MGSW-004
Ports 4 module slot

RS-232 DB-9 male
Dimensions 440mm x 227mm x 67mm
Weight 4.6kg
Power 100-240 VAC 50-60Hz

Requirement

Switch
architecture

Store-and-forward, Back-plane 9.6Gbs

Flow Control | Back pressure for half duplex, IEEE 802.3x for full duplex
Modules
Model MGSW-8TP MGSW-4ST MGSW-1SX MGSW-1GT
MGSE-4SC MGSW-1LX
Speed per 10/100Mbps 100Mbps, 1000Mbps, Full-duplex | 1000Mbps,
port Auto-negotiation | Full-duplex support | support Full-duplex
support
Media type RJ-45, 50/125,62.5/125um, | SX:50/125,62.5/125um, RJ-45
STP/UTP multi-mode ST/SC Multi-mode fiber category 5e
type LX:50/125,62.5/125uym | cable 4-pairs
Multi-mode fiber
8,9/125 single-mode
fiber
Port 8-port RI45 4-port Fiber-optic, 1-port Fiber-optic, SC 1-port
ST/SC STP/RJ-45
MAC 4K 12K 4K 4K
Address
EMI FCC Class A, CE Mark
Safety UL, cUL, CE
Temperature | 0°Cto 55°C
Humidity 10%~95%
Standards
IEEE802.3 10BASE-T
IEEE802.3u 100BASE-TX/100BASE-FX
IEEE802.3x Flow Control
IEEE802.3ab Gigabit Ethernet
IEEE802.1D Spanning Tree Protocol
IEEE802.1p Class of service
IEEE802.1Q VLAN Tagging ANSI/IEEE 802.3 N-Way Auto-negotiation
IEEE802.3z Gigabit Ethernet
Network IEEE802.1Q VLAN
management | Port Trunking

Spanning Tree Protocol

IGMP and Sniffer ( Port Mirroring )

SNMP network management

Port Priority - 802.1p & TOS ( Type of Service )
Static Address Table for manual address addition
Broadcast Storm Filter function
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Appendix B Cable Specification

10/100Mbps, 10/100Base-TX

Contact ‘ M DI MDI-X

1 1 3

2 2 6

3 3 1

6 6 2
RX+ 1 p|1 TX+
MDLX | TX* 3 »[3 Rx+
TX- 6 |6 RX-

Straight-Through Cable

TX+ 1
TX- 2
RX+ 3

1000Mbps, 1000Base T

Crossover Cable

1 TX+
2 TX-
3 RX+

6 RX-

Contact M DI MDI-X
1 Bl_DA+ BI_DB+
2 Bl_DA- Bl_DB-
3 Bl DB+ Bl_DA+
4 Bl _DC+ Bl_DD+

End node
MDI-II
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5 BI_DC- Bl_DD-
6 Bl_DB- Bl_DA-
7 Bl_DD+ Bl_DC+
8 Bl_DD- Bl_DC-
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