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Trademarks
Copyright @2002 PLANEX COMMUNICATIONSINC.

Contents subject to change without prior notice.
Pci is aregistered trademark of PLANEX COMMUNICATIONSINC.
All other trademarks belong to their respective proprietors.

Copyright Statement

No part of this publication may be reproduced in any form or by any means
or used to make any derivative such as translation, transformation, or
adaptation without permission from PLANEX COMUNICATIONS INC.

FCC Warning

This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commerdal environment. This
equipment generates, uses, and can rad ae radio frequency energy and, if
not installed and used in accordance with this user's guide, may cause
harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following
measures:
« Reorient or relocate the receiving antenna
« Increase the separation between the equipment and the receiver
« Connect the equipment into an outlet on acircuit different from the one
which the receiver is connected to

D 1 dfraraIALAAL S

« Consult the deder or an experienced radio/ TV technician for help
You are cautioned that changes or modifications not expressly approved
by the party responsible for compliance could void your authority to
operate the equipment.

Warnings: Wear an antistatic wrist strap to take other suitable measures to

prevent electrostatic discharge whenever handling the equipment.

CE Mark Warning

This is aClass B product. In a domestic environment, this product may
cause radio interference in which case the user may be required to take

adequate measures.
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Chapter 1
BLW-04EX Introduction

Congratul i ons on your purchase of a Baricade™ Wird ess Cabl @DSL
Broadband Router. PCI is proud to provide you with a powerful yet simple
communication device for connecting your local area network (LAN) to the
Internet. For those who want to surf the Internet at the lowest possible cost,
the BLW-04EX™ is the convenient, easy solution.

H- : @RS

About the BLW-04EX

The BLW-04EX provides Internet access to multiple users by sharing a
single-user account. The BLW-04EX features a WAN interface that allows
you to connect either a DSL or cald e modem. The BLW-04EX provides
extensive firewall protection services.

The BLW-04EX provides many cost-effective functions and management
benefits. It is simple to configure and can be up and running in minutes.

H-: Features and Benefits

« Internet connection to DSL or cable modem via a 10/100 Mbps WAN port

« Locd network connection via 10/100 Mbps B hernet ports or 11 Mbps
wireless interface (supporting up to 128 mobile users)

¢ 802.11b Compliant — interoperable with multiple vendors

« Provides seamless roaming within 802.11b WLA N environment

« DHCP for dynamic IP configuration, and DNS for domain name mapping

« Firewdl with Sateful Packe Inspection, client privileges, hacker
prevention, DoS, and NAT

o NAT also enables multi-user access with a single-user account, and virtual
server functionality (providing protected access to Internet services such
asweb, mail, FTP, and Telnet)

« User-definable application sensing tunnel supports applications requiring
multiple connections
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« Parental controls allows the user to limit certain web sites

« Email aerts when the users network is being compromise

« Easy setup through a web browser on any operating system that supports
TCP/IP

« Compatible with all popular Internet applications

1 [ Applications

Many advanced applications are provided by the BLW-04EX, such as:

LAN Access
The BLW-04EX provides connectivity to 10/100 Mbps devices, making it
easy to create a network in small offices or homes.

Internet Access

This devi ce supports I ntemet access through a DSL or cabl e comection.
Since many DSL providers use PPPOE to esteblish communications with
end users, the BLW-04EX includes a built-in dient for this protocol,
eliminating the need to install this service on your computer.

Shared | P Address

The BLW-04EX shares a single IP address with up to 253 users. Using only
one | SP account, multiple users on your network can simultaneously browse
the Internet.

Virtual Server

If you have a static IP address, you can set up the BLW-04EX to act as a
virtud host for nework address trandaion. Remote users access various
services & your site using the static IP address. Then, depending on the
requested service (or port number), the BLW-04EX routes the request to the
gopropriade server (at an internd network | P address). This secures your

D 1 dfram\ALanas S,

network from direct attack by hackers, and provides more flexible
management by allowing you to change internd network IP addresses
without affecting outside access to your network.

User -Definable Application Sensing Tunnel

You may define special applications that require multiple connections such
as Internet gaming, video conferencing, and Internet telephony. The BLW-
04EX will then sense the application type and open a multi-port tunnel for
it.

DMZ Hosts Suppor t

Allows a networked computer to be fully exposed to the Internet. This
function is used when the special application sensing tunnel feaure is
insufficient to allow an application to function correctly.

Security

The BLW-04EX supports security features that deny Internet access to
specified users, or drop requests for specific services. The BLW-04EX's
firewd| dso blocks common hacker atacks, including IP Spoofing Land
Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SY N flooding.
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Chapter 2
BLW-04EX Installation

Before installing the BLW-04EX ™, verify that you have the items li sted
under “Package Contents.” Also be surethat you have the necessary
cabling.

H- : @D

Package Contents

If any of theitems are missing or damaged, contact your local PCI

distributor.

« BLW-04EX Broadband Router

« Power adapter

« One CAT-5 Ethernet cable

« Four rubber feet

o Quick Installation Guide

o PCl Warranty Registration Card If possible, retain the carton and original
packing materialsin case there is a need to return the product.

_ Al Hardware Description

Please fill out and return the Warranty Registration Card to PCI, or register
on PCI's web site at www.planex.com.tw. The BLW-04EX Broadband
Router is covered by alimited lifetime warranty.

Hardwar e Description

The BLW-04EX Broadband Router may be connected to the Internet or to a
remote site using its RJ-45 WAN port. It may be connected directly to your
PC or to alocal area network using any of the four 10/100 autosens ng
switch ports.

These RJ-45 ports auto-negotiate the operating speed (10/100 Mbps) and
the duplex mode (half/full duplex).
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Access speed to the Internet depends on your service type. Full-rate
sy mmetric Digital Subscriber Line (ADSL) provides up to 8 Mbps
downstream and 640 Kbps upstream; G.lite (or splitterless) ADSL provides
up to 1.5 M bps downstream and 512 Kbps upstream; Cable modems
provide up to 36 Mbps downstream and 2 Mbps upstream. However, you
should note that the actua rate provided by specific service providers may
vary dramatically from these upper limits.

Though Internet access speed is determined by the modem type connected
to your BLW-04EX, data passing between devices connected to your local

area network can run up to 100 Mbps over the Fast Ethernet ports.

The BLW-04EX includes LED indicators on the front panel that simplify
installation and network troubleshooting.

m Front Panel

PUNES LEDY  WAN LED  TDOMLED
2-1. Front Panel

LED Indicators
The BLW-04EX includes L ED indicators on the front panel that
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simplify install

ation and network troubleshooting.
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2-2. Rear Panel
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1. Connect the LAN: You can connect the BLW-04EX to your PC, or to a
hub or switch. Run Ethernet cable from one of the LAN ports on the rear
of the BLW-04EX to your computer’s network adapter or to another
network device. You can also connect the BLW-04EX to your PC (using
awireless client adapter) viaradio signals. Position both antennas on the
back of the BLW-04EX into the desired positions. For more effective
coverage, you may want to position one antenna along the vertical axis
and thd
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Attach to Your Network Using Ethernet Cabling

The four LAN ports on the BLW-04EX can auto-negotiate the connection
speed to 10 Mbps Ethernet or 100 Mbps Fast Etherne, as wdl as the
transmission mode to half-duplex or full-duplex.(See Appendix B for details
on wiring.) Use twisted-pair cable to connect any of the four LAN ports on
the BLW-04EX to an Ethernet adapter on your PC. Otherwise, you can
cascade any of LAN ports on the BLW-04EX to an Ethernet hub or switch,
and then connect your PC or other network equipment to the hub or switch.
When inserting an R}45 plug, be sure the tab on the plug dicks into
position to ensure that it is properly seated.

Warning: Do na plug a phone jack comector into any R}45 port. This
may damage the BLW-04EX. Instead, use only twisted-pair cables with RJ>
45 connectors that conform with FCC standards.

Notes:

1. Use 100-ohm shidded or unshidded twisted-pair cabl e with RJ45
connectors for all comections. Use Category 3, 4 or 5 for connections
that operate at 10 Mbps, and Category 5 for connections that operate at
100 Mbps.

2. Make sure each twisted-pair cable does not exceed 100 meters (328 feet).

D 1 dfraraIALAAL S

2-4. Making LAN Connections

Attach to Your Network Using Radio Signals

Install awireless network adapter in each computer that will be connected to
the Intemet or your locd network via radio signals. PCI currently offers
severa wireless network cards, including the GW-DS110 Wireless PCI card
and the GW-NS11S Wireless PC card.

Rotate both antennas on the back of the BLW-04EX to the desired position.
For more effective coverage, position one antenna along the verti cal axis
and the other along the horizontal axis. Try to place the BLW-04EX in a
position that is located in the center of your wireless network. Normally, the
higher you place the antenna, the better the performance Ensure that the
BLW-04EX’s location provides optimal reception throughout your home or
office.

Computers equipped with a wireless adapter can communicae with each
other as an independent wireless LAN by configuring each computer to the
same radio channel. However, the BLW-04EX can provide access to your
wired/wireless LAN or to the Intemet far all wireless workstations. Each
wireless PC in this network infrastructure can talk to any computer in the
wirdess group viaa radio link, or access other computers or network
resaurces inthewired LA N infradructure or over the Intemet viathe BLW-04EX.
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The wireless infrastructure configuration not only extends the accessibility
of wireless PCs to the wired LAN, but also doubles the effective wireless
transmission range for wird ess PCs by retransmitting i ncoming radio
signals through the BLW-04EX.

A wireless infrastructure can be used for access to a central database, or for
connection between mobile workers, as shown in the following figure:

Wired to Wireless
Network Extension
.

. .,
Internet .- -
o Intemet
¢ Access
. Device
==
o o '\n .
. ] -
" — = .
) :
@ETN - . F
ss Cable/DSL e . « -Wirele:
3and Router \ N °, Broadt
I'-- .
e Meo——
- Wirgd AN N
TiVireless — E %, Wit
aptae T ECiad

2-5. Making WLAN Connections

Attach the BLW-04EX to the Internet
If Intemet services are provided through an xDSL or cable modem, use

unshidded or shielded twisted-pair Ethemet cable (Caegory 3 or geater)
with RJ-45 plugs to connect the broadband modem directly to the WAN port
on the BLW-04EX.
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BLW-04EX

- SR,

DSL/Cable /

Modem by ==
~h

2-6. Making WAN Connection

Note:
When connecting to the WAN port, use 100-ohm Category 3, 4 or 5
shid ded or unshielded twisted-par cable with RJ-45 connectors at both

ends for all connections.

Connecting the Power Adapter

Plug the power adapter into the power socket on the BLW-04EX, and the
other end into a power outlet. Check the indicator marked Power on the
front panel to be sure it is on. If the Power indicator does not light up, refer
to Troubleshooting in Appendix A.
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Chapter 3
CONFIGURING CLIENT PCSs

H- 1 CEEENIENEES

TCP/IP Configuration

To access the Internet through the BLW-04EX, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the BLW-04EX. The default network settings for the BLW-04EX are:

IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

Note:

These settings may be changed to suit your network requirements, but you
must first configure a least one computer as described in Chapter 5 to
access the BLW-04EX’s web configuration interface. (See Chapter 4 for
information on configuring the BLW-04EX.)

If you have not previously configured TCP/IP for your computer, refer to
“Configuring Client TCP/IP” on page 5-1.

All PCs connected to the BLW-04EX must be in the same IP subnet as the
BLW-04EX. The default |P address of the BLW-04EX is 192.168.1.1
(where x means 2-254) and the subnet mask is 255.255.255.0. You can set
the IP address for client PCs either by automatically obtaining an | P address
from the BLW-04EX’'s DHCP service or by manual configuration. See
“Setting Up TCP/IP to Work with the BLW-O4EX” on page 5-5.

dfram\ALanas Samanuale com A” !\vllnnunln S b Aand D) 1 =
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Chapter 4
CONIFIGURING THE BLW-04EX

dfrara\AasarS.

After you have configured TCP/IP on a client computer, use a web browser
to configure the BLW-04EX. The BLW-04EX can be configured by any
Java-supported browser including Internet Explorer 4.0 or above or
Netscape Navigator 4.0 or above. Using the web management interface, you

may oconfigure the BLW-04EX and view stati stics to monitor network
activity.

To access the BLW-04EX’ s managemert interface, enter the | P your web
browser address of the BLW-04EX in http://192.168.1.1

Note:
For some browsers, it may be necessary to include :8080 after the
management | P address. For example:http://192.168.1.1:8080

PCi-

Login Screen

ju]

Then click “LOGIN” (by default, there is no password).

17
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http://192.168.1.1

BLW-04EX

syoad
Lanner

aJve)

bRoad Lanner smart Manager

_ 1 Navigating the Web Browser Interfact

The BLW-04EX’s management interface feaures a Setup Wizard ard an
Advanced Setup section. Use the Setup Wizard if you want to quickly setup
the BLW-04EX for use with a cable modem or DSL modem.

Advanced setup supports more advanced functions like hacker attack
detection, IP and MAC address filtering, intrusion detection, virtua server
setup, virtual DMZ hosts, as well as other advanced functions.

Making Configuration Changes

Configurable parameters have adialog box or a drop-down list. Once a
configuration change has been made on a page, be sure to click the “ Apply”
or “Next” button at the bottom of the page to enable the new setting.

Note:

To ensure proper screen refresh after acommand entry, be sure that Internet
Explorer 5.0 is configured as follows: Under the menu “ Tools/Internet
Options/General/Temporary Internet Files/Settings,” the setting for “ Check
for newer versions of stored pages’ should be “Every visit to the page.”

BLW-04EX

m-:

LAN
ayoad
Lanner
ave)
bRoad Lanner smart Manager
LAN SETTING
LANIP

Use the LAN menu to configure the LAN IP address for the BLW-04EX
and to enable the DHCP server for dynamic client address allocation.

Set a period for the lease time if required. For home networks this may be
set to “Forever”, which means thereis no time limit on the | P address |ease.

IP Addr ess Pool

A dynamic IP start address may be specified by the user, e.g. 192.168.1.100
(default value). Once this start IP address has been assigned, |P addresses
running from 192.168.1.100 to 192.168.1.199 will be part of the dynamic IP
address pool. | P addresses from 192.168.1.2 to 192.168.1.99, and
192.168.1.200 to 192.168.1.254 will be available as static | P addresses.
Remember not to include the address of the BLW-04EX in the client address
pool. Also remember to configure your client PCs for dynamic IP address
alocation.
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Wireless Configuration
To configure the BLW-04EX as a wireless access point for wireless clients
(either stationary or roaming), all you need to do is define the radio channel,

the Service Set identifier (SSID), and encryption options.

ero=ad
Lanner

gvEe)

bRoad Lanner smart Manager

WIRELESS SETTING
a

v
Click ENTER

You must specify a common radio channel and SSID (Service Set ID) to be
used by the BLW-04EX and dl of your wirdess clients. Be sure you
configure all of your clients to the same values.

SSID: The Service Set ID. This should be set to the same value as other
wireless devicesin your network.

Note The SSID is case sensitive and can consist of up to 32 alphanumeric
characters.

SETUP WIZARD
For accurate timing of client filtering and log events, you need to set the
time zone. Select your time zone from the dropdown list. Click “Next.”

Broadband Type
Select the type of broadband connection you have.

oro=d
Lanner

ave)

bRoad Lanner smart Manager

tion method

Cable Modem
ayoad

Lanner
FJVE)

bRoad Lanner smart Manager

DHCP SETTING

. .

Your ISP may have given you a host name. If so, enter it into thisfield.

D 1 dfram\ALanas S, Mﬁnuals com A” !\vllnnunln S b And Dawnlaad

21

22




BLW-04EX

BLW-04EX

Click “Finish” to complete the setup. The Status page will open to allow
you to view the connection status, as well as other information. See “ Status’
on page 64 for details.

Static IP xDSL

ayoad
Lanner

ave)

bRoad Lanner smart Manager

STATIC IP ADDRESS SETTING

Some xDSL Internet Service Providers may assign a fixed (staic) IP
address for your gateway. If you have been provided with this information,
choose this option and enter the assigned | P address, subnet mask, gateway
IP, and DNS IP addresses for the BLW-04EX.

Click “Finish” to complete the setup. The Status page will open to allow
you to view the connection status, as well as other information. See “ Status’

on page 64 for details.

PPP over Ethernet

bRoad Lanner smart Manager

PPPoE SETTING

ENABLE

CONNECT DISCONNECT

Click ENTE

Enter the PPPOE user name and password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers.

Leave the Maximum Transmission Unit (MTU) on the default value (1492)
unless you have a particular reason to changeit.

Enter a Maximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity. If the
connection is inactive for longer than the Maximum Idle Time, it will be
dropped. Enable the Auto-reconnect option to automatically re-establish the
connection as soon as you attempt to access the Internet again.
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Bridge Mode o
Status Provides WAN connection type and status,
5yoad v 1 e s vt 3 OGP, T Froval
stam IP settings, as as g ' .
Lanner o
aVE) Displays the number of attached clients, the
firmware versions, the physical MAC address for
each media interface, and the hardware version and
bRoad Lanner smart Manager sorial number
BRIDGE MODE SETTING
Shows the security and DHCP client log.
192 169 1 1 Tools. Contains options to backup & restore the current
- - : - - configuration, restore all configuration settings to
the factory defaults, update system firmware, or
reset the systam.

Use your BLW-04EX as aBridge. Basic Setting
LAN
Basic Setting svoad
Use the web management interface to define system parameters, manage Lanner
and control the BLW-04EX and its ports, or monitor netwark conditions. aFJvEe)
The following table outlines the selections available from this program. bRoad Lanner smart Manager
LAN SETTING
Cable Types and Specifications
Cabls Type Max. Length [
10BASE-T | Cat.3,4,5UTP100m | 100-ohm (328 ) | RJ<45 E
100BASE-TX | Cat. § UTP 100m 100-0hm (328R) | RJ45 LEASE TME
=
LAN IP
Use the LAN menu to configure the LAN |P address for the BLW-04EX
and to enable the DHCP server for dynamic client address allocation.
Set a period for the lease time if required. For home networks this may be
set to “Forever”, which means there is no time limit on the | P address |ease.
Download-fromWww-Semanuals.com. All Maruals-Search-And-Dowrload-
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1P Address Pool

A dynamic IP start address may be specified by the user, e.g. 192.168.1.100
(default value). Once this start IP address has been assigned, IP addresses
running from 192.168.1.100 to 192.168.1.199 will be part of the dynamic IP
address pool. IP addresses from 192.168.1.2 to 192.168.1.99, and
192.168.1.200 to 192.168.1.254 will be available as static | P addresses.
Remember not to include the address of the BLW-04EX in the client address
pool. Also remember to configure your client PCs for dynamic |P address
allocation.

WAN

Soecify the WAN connection type provided by your Internet Service
Provider, then click “More Configuration” to enter detailed configuration
parameters for the selected connection type.

s1oad
Lanner

dVve),

bRoad Lanner smart Manager

PPP over Ethernet

PPPoE SETTING

CONNECT DISCONNECT

Click ENTE!

Enter the PPPOE user name and password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers.

The MTU (Maximum Transmission Unit) governs the maximum size of the
daa packets. Leave this on the default value (1492) unless you have a
particular reason to changeit.

Enter a Maximum Idle Time (in minutes) to define a maximum period of
time for which the Internet connection is maintained during inactivity. If the
connection is inactive for longer than the Maximum Idle Time, it will be
dropped. Enable the Auto-reconnect option to automatically re-establish the
connection when an application attempts to access the Internet again.
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Dynamic IP

wyoad
Lanner

ave)

bRoad Lanner smart Manager

DHCP SETTING

(N N I (T

The Host Name is optional, but may be required by some ISPs. The default
MAC address is set to the WAN's physical interface on the BLW-04EX. Use
this address when registering for Intemet service and do not change it
unless required by your ISP If your ISP used the MAC aldress of an
Ethernet card as an identifier when first setting up your broadband account,
connect only the PC with the registered MAC address to the BLW-04EX
and dick the “Clone MAC Address’ button. This will replece the current
BLW-04EX MAC address with the already registered Ethernet card MAC
address.

If you are unsure of which PC was originally set up by the broadband
technician, call your ISP and request they register a new MAC address for
your account. Register using the default BLW-04EX MAC address.

BLW-04EX

Static | P Addr ess Setting

eyo=d
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bRoad Lanner smart Manager

STATIC IF ADDRESS SETTING

1P =

omain Narme

If your Internet Service Provider has assigned a fixed |P address, enter the
assigned address and subne mask for the BLW-04EX, then enter the
gateway address of your ISP. You may need a fixed address if you want to
provide Internet services, such as aweb server, or FTP server.

Bridge Mode

sroad
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BRIDGE MODE SETTING

Use your BLW-04EX as a Bridge.
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BLW-04EX

Wireless Configuration

To configure the BLW-04EX as a wireless access point for wireless clients
(either stationary or roaming), all you need to do is define the radio channel,
the Service Set identifier (SSID), and encryption options.

aroad
_anner

gJvEe)

bRoad Lanner smart Manager

WIRELESS SETTING
0
.

v
Click ENTER

You must specify a common radio channel and SSID (Service Set ID) to be
used by the BLW-04EX and dl of your wirdess clients. Be sure you
configure all of your clients to the same values.

SSID: The Service Set ID. This should be set to the same value as other
wireless devicesin your network.

Note: The SSID is case sensitive and can consist of up to 32 a phanumeric
characters.

Transmission Rate: Set the data rate transmitted from the BLW-04EX. The
lower the data rate, the longer the transmission distance. (Default: Fully
Automatic)

Fully Automatic  »

Basic Rae: Sdect “All (1, 2, 5.5, 11Mbps)” from the drop-down list to
optimize the data transfer speed for your network. (Default: 1, 2Mbps)

All(1,2, 55, 11Mbps) v

Channd: The radio channel through which the BLW-04EX communicates
to PCsinits BSS.
(Default: “Auto™)

Note:
T he avail able channd settings are limited to locd regulations, which
determine the number of channelsthat are available.

Auto v

LCu R R B S T Y R

D 1 dfram\ALanas S, mﬂnuals com A” !\vllnnunln S b And Dawnlaad

31

32




BLW-04EX

BLW-04EX

Encryption

uroad
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DNS SETTING

Domain Nam

If you are transmitting sensitive data across wireless channels, you should
enable Wired Equivaent Privacy (WEP) encryption.

Encryption requires you to use the same set of encryption/decryption keys
for the BLW-04EX and all of your wireless clients. You can choose between
standard 64-bit or the more robust 128-bit encryption keys.

DISABLE v
E

40-bit WEP
128-bit WEP

You can automatically generate encryption keys or you can manualy enter
the keys. For automatic 64-bit security, you enter a passphrase that is used
to creae four keys (as shown below). The automatic 128-bit security
generates a single key by entering a passphrase.

LU= A0-hit WEP v

RU= Sl 126-hit WEP v

ate button,

If you use encryption, configure the same keys used for the BLW-04EX on
each of your wirdess clients. Note tha the Wired Equivalent Privacy
(WEP) protects datatransmitted between wireless nodes, but does not
protect any transmissions over your wired network or over the Internet.
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DNS
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DNS SETTING
-

Domain Name Servers map numericd |P addresses to the equival ent
doman name (eg., www.planex.com.tw). Your ISP should provide the IP
address of one or more domain name servers. Enter those addresses on this

screen.

Password Settings

aoroad
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PASSWORD SETTING

Current

Use this menu to restrict access based on a password. By default, there is no
password. For security you shoul d assign one before exposing the BLW-
04EX to the Internet.

Passwords can contain from 3-12 alphanumeric characters and are not case
sensitive.

If your passward is lost, or you cannot gain access to the user interface
press the Reset button on the rear panel (holding it down for at least five
seconds) to restore the factory defaults (default is“0000").

TimeZone

aroad
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TIME ZONE SETTING

(GMT-08:00) Taipei

Click ENTE] ont
Sets the time zone for the BLW-04EX. This informaion is used for | og
entries and client access control.

D 1 dfram\ALanas S, Mﬁnuals com A” !\vllnnunln S b And Dawnlaad

35

36




BLW-04EX

[ 4 S ADVANCED SETTING

Address M apping
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ed as multiple virtual IPs

Click ENTER

Allows one or more public |P addresses to be shared by multiple internal
users. Enter the Public | P address you wish to share into the “Globd |P’
fidd. Enter arange of internd IPs tha will share the globd IP into the
“from” field.

BLW-04EX

Virtual Server
b oad
Lanner
IFVE)

bRoad Lanner smart Manager

VIRTUAL SERVER SETTING

Public Port

©oooo0oo0000O0OO0O

(]
g

If you configure the BLW-04EX as a virtual server, remote users accessing
services such asweb or FTP at your local site via public I P addresses can be
automaticdly redirected to local servers configured with private IP
addresses. In other words, depend ng on the requested service (TCP/UDP
port number), the BLW-04EX redirects the externd service request to the
appropriate internal server and port.
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The WAN interface should have a fixed IP address to properly utilize this
function. For example, if you set Type/Public Port to TCP/80 (HTTP or
web) and the Private | P/Port to 192.168.1.2/8080, then all HTTP requests
from outside users will be transferred to port 8080 on 192.168.1.2.
Therefore by just entering the 1P Address provided by the | SP, Internet
users can access the service you provide at the internal address and port to
which the BLW-04EX redirects them.

Some of the more common TCP service portsinclude:
HTTP: 80, FTP: 21, Telnet: 23 and POP3: 110.

Security Settings Firewall

The firewall does not significantly affect system performance, so we advise
enablingit to protect your network users. Select “Enable’ and click the
“APPLY” button to open the Firewall submenus.

The BLW-04EX’s firewd | can provide the access control of connected
dient PCs, block common hacker atacks, including |P Spoofing, Land
Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Shork Attack, TCP null scan, and TCP SYN flooding. The
firewall does not s gnificantly affect system performance, so we advise
leaving it enabled to protect your network users.

Note:
When you select the “Enable” radio button of the “Enable or disable
Firewall module function” field, be sure to pressthe “APPLY” button.

BLW-04EX

Access Control

syoad
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bRoad Lanner smart Manager

Security Settings (Firewall)

Click ENTER to ue. ENTER

syoad
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Click ENTER R  ENTER

Using this option dl ows you to spedfy different privileges for the dient
PCs.

D 1 dfram\ALanas S, Mﬁnuals com A” !\vllnnunln S b And Dawnlaad

39

40




BLW-04EX BLW-04EX

Thefollowing items are included in the “ Access Control” screen: URL Blocking
syoad
Fleld Description T S
MNormal Filtering Table | Displays the IP address and filtering Fve)
status of the connected client PC
bRoad Lanner smart Manager
MAC Filtering Table Displays the MAC address of the client PC
AEEQWS m to set =h3 ;P admss cf an Access Control Add PC Thi
duli
Remote Management | administrator for a remote management

Note:
When you select the “Enable” radio button of the “Enable or disable
Firewall module function” field, be sure to pressthe “APPLY” button. : 5 Blocking

Using the alove screen to block access to the Web sites spedfied in the
table.
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Schedule Rule

syoad.
Lanner
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bRoad Lanner smart Manager

Schedule Rule Table (up to 10 rules)

Rule Name

Add Schedule Rule

You can filter Internet access for local clients based on the “Rule Name,”

and time of day.

1. Click on “Add Schedule Rule”

2. Define the appropriate settings for a schedule rule (as shown in the
following screen).

3. Click “OK” and then the “APPLY” button to save your settings. (as
shown on previous page)

bRoad Lanner smart Manager

Edit Schedule Rule

Name

Intrusion Detection
syoad
Lanner
ave),

bRoad Lanner smart Manager

Intrusion Detection
o

The Intrusion Detection feature of the BLW-04EX limits the access of the
incoming traffic from the WAN port. When the SPI feature is turned on, all
the incoming packets will be blocked unless certain types of traffic types are
checked by the users. When the user checks certain types of traffic, only the
particular type of traffic initiated from the Internd LAN will be dlowed
For example, if the user only checks “FTP service” from the Stateful Packet
Inspection heading, al the incoming traffic will be blocked except the FTP
connection initiated from the local LAN.
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o Stateful Packet Inspection

This option dlovs you to sdect dfferent applicaion types that are using
dynami c port numbers. If you need to use the Staeful Packet Inspection
(SPI) for blocking packets, check the radio button in the “Enable SPI and
Anti-DoS firewall protection” field and then check the inspection type that
you reed, such as Packet Fragmentation, TCP Connection, UDP Session,
FTP Service, H.323 Service and TFTP Service.

« Hacker Prevention Feature

The BLW-04EX firewd | inspects packets & the gpplication layer, and
maintains TCP and UDP session i nformation, including timeouts and
number of active sessions, provides the ability to detect and prevent certain
types of network attacks such as DoS attacks.

Network attacks that deny access to a network device are called denia-of-
service (DoY) attacks. Denials of Service (DoS) attacks are aimed at devices
and networks with a connection to the Intemet. Their god is not to steal
informati on, but to disable a device or network so users no longer have
access to network resource.

By using the above inspected information and timeout/threshold critieria,
the BLW-04EX provides the following DoS attack preventions: Ping of
Death (Ping flood) attack, SYN flood attack, IP fragment attack (Teardrop
Attack), Brute-force attack, Land Attack, |P Spoofing attack, IP with zero
length, TCP null scan (Port Scan Attack), UDP port loopback, Snork Attack
€etc.

Note:
The firewall does not significantly affect system performance, so we advise
enabling the prevention features to protect your network users.

BLW-04EX

o When hackers attempt to enter your network, we can aert you by e-mail
Enter your E-mail address for alerting hacker access. Specify your E-mail
servers, user name and password.

« Connection Policy Enter the appropriate values for TCP/UDP sessions

« DoS Criteriaand Port Scan Criteria Setup DoS and port scan criteriain the
spaces provided.

DMZ (Demilitarized Zone)

syo=ad
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DMZ SETTING

DMZ Function @ ENABLE @ DI

WAN IP ADDRESS LAN IP ADDRESS

If you have a client PC that cannot run an Internet application properly from
behind the firewall, then you can open the client up to unrestricted two-way
Internet access. Enter the IP address of aDMZ host to this screen. Adding a
client to the DMZ (Demilitarized Zone) may expose your local network to a
variety of security risks, so only use this option as alast resort.
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_ 4 MISC Setting
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bRoad Lanner smart Manager

MISC SETTING

Click ENTE g S ENTER

Allows aremote PC to configure manage, and monitor the BLW-04EX
using a standard web browser. Check “Enable” and enter the IP address of
the remote host. Click “APPLY.”

Note:
If you spedfy an IP address of 0.0.0.0, any host can manage the BLW-
04EX.

e« Main Menu

Tools

Use the “Tools” menu to backup the current configuraion, restore a
previously saved configuration, restore factory settings, update firmware,
and reset the BLW-04EX.
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Configuration Tools
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= RESTORE FACTORY DEFAULTS

Choose a function and click.

Reset

syoad
Lanner
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bRoad Lanner smart Manager

Click “Apply” to reset the BLW-04EX. The reset will be complete when the
power LED stops blinking.

Note:

If yau use the Resat button on the rear pand, the BLW-04EX performs a
power reset. If the button is held depressed for over 5 seconds, al the LEDs
will illuminate and the factory settings will be restored.
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RESTORY DEFAULT
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You can click the Reset to Default button to reset the settings of this device
to the default values.

BACKUP/RESTORE

syoad
Larnner
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bRoad Lanner smart Manager

Backup allows you to save the BLW-04EX's configuration to afile. You can
then check “Restore” to restore the saved badkup configuration file.
“Restore to factory defaults’ resets the Baricade to the original settings.
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Firmwar e Upgrade
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FIRMWARE VERSION : vil.62WLE
DATE : Jun 21 2002 17:58:26

UPDATE TYPE : IR =S
e —————
ENTER

This tool permits easy downloading of the latest Firmware. Download the
upgrade file from the PCI website (www.planex.com.tw) and save it to your
hard drive. Browse for the file and then dick “Apply”. Check the Staus
page Information section to confirm that the upgrade process was
successful.
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Status

The Status screen displays WAN/LAN oonnection staus, firmware, and
hardware version numbers, illegal attempts to access your network, as well

as information on DHCP clients connected to your network.

07/08/2002
07/08/2002
07/08/2002

Status

07/09/2002 16:48:43
<

sroad
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INFORMATION

Spooring® 14 Mip=152.168.1.100  mac=00-30-CC-08-CE-88

Ip Spootingtr 1

The following items are included on this screen:

Saction Description

INTERNET Displays WAN connection type and status.

GATEWAY Displays system IP settings, as well as DHCP and
Firewall status.

INFORMATION Displays the number of attached clients, the firmware versions,
the physical MAC address for each media interface, as well as
the hardware version and serial number.

Security Log Displays illegal attempts to access your network.

Save Click on this button to save a security log file.

Clear Click on this bution to delete the access log.

Refresh Click on this bution io refresh the screen.

DHCP Client Log Displays information on all DHCP clients on yournetwork.

Release Click on this button to confirm Dynamic settings.

Renew Click on this button to refresh Dynamic settings.

Chapter 5
CONFIGURING CLIENT TCP/IP

If you have na previoudy instdled the TCP/IP protocols on your dient
PCs, refer to the foll owing section. If you need information on how to
configure a TCP/IP address on a PC, refer to “Setting Up TCP/IP to
Work with the BLW-04EX” on page 5-5.

H- 1 CGCIrERE

Windows 95/98/M E

1. Click “ Start/Settings/Control Panel.”

2. Double-click the Network icon and sdect the “Configuraion” tab in
the Network window.

3. Click the“Add” button.

4. Double-click “Protocol.”

Select Network Component Type EHE

Click the type of netwark component you want ta instalk
Clignt Add..

Cancel |

Protacal
Service

Pratocal is a language’ a computer uses. Computers
must uze the zame protocol bo communicate
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5. Select “Microsoft” in the manufacturers list. Select “TCP/IP’ in the
Network Protocols list. Click the “OK” button to return to the Network
window.

Select Network Protocol |

Click the Natwark Pratacol that you want to install. then click OK. If you have
3 ah installation disk for this devies. elick Have Disk.

Manufacturers Network Pratocols:
Baryan Microsaft 32-bit DLC =]
EH Micrasoft DLC

NetBELI

wiaN support for ATM

winsack? ATM Service Pravider ~
Have Disk...

6. The TCP/IP protocol will be listed in the Network window. Click “OK”
to complete the installation procedure and restart your PC to enable the
TCP/IP protocols. The operating system may prompt you to restart your
system. Click “Yes’ and the computer will shut down and restart

Windows 2000

1. Click the“Sart” button and choose “ Settings,” then dick “Control
Panel.”

2. Double click the “Network and Dial-up Connections’ icon, then “Local
Area Connection” icon, and press the “Properties’ button in the
“General” tab.

3. Click the“install...” button to add the network component to your PC.

4. Double click on “Protocol” to add the TCP/IP protocol.
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Select Network Component Ty 2=l

Click the type of netwark component you want ta install:

Client
Service

Description

A protocol is a language vour computer uses ta
communicate with ather computers.

Add.. Cancel |

5. Choose “Internet Protocol (TCP/IP)” in the Network Protocols. Click the
“OK” button to return to the Network window.

Select Network Protocal E x|

Click the Network Pratecal that you want to install, then click OK. If you have:
8 an installation disk for this companent, click Have Disk.

Metwork Pratocal

AppleT alk Protocel
DLC Frotocol
Inteir TCR/IP)

Netyatk Monior Diivet
NLink IFX/SP</Mel10S Compatbe Transport Protocl

Have Disk
Cancel

6. The TCP/IP protocol will be listed in the Network window. Click “OK”
to complete theinstall procedure.
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| 5 PR Setting Up TCP/IP to Workwith the BLW-04EX

Windows 95/98/M E
1. Click “ Start/Settings/Control Panel.”
2. Double-click the Network icon. Highlight the TCP/IP line that has been
assigned to your network card on the “Configuration” tab of the Network
window.
Network HE
Configuration | dentfication | Access Contel |

The following nstwork companerts are installed

Client for Micrasolt Netwarks
5 PLANE> Pu/-100TA Fast Ethemet NIC

43} File and printer sharing for Microsoft Networks

Add | Remove | Puopeties |

Fiimary Network Logor:
[Client for Microsoft Networks |

Eile and Print Sharing.

Description

TCPAP is the protocol you use to connect ta the Intemet and
wide-aiea networks

Cancel

3. Click the “Properties’ button.

4. You may dynamically assign TCP/IP address settings to a client, or you
can manual ly configure a dient with address settings to meet your
specific network requirements. (Note that the default |P address of the
BLW-04EX is192.168.1.1.)

BLW-04EX

Windows 2000

1. Click the “Start” button and choose “Settings,” then click “Control
Panel.”

2. Double click the “Network and Dial-up Connections’ icon, then “Local

Area Connection” icon, and press the “Properties’ button in the

“Genera” tab.

3. Select the TCP/IP line that has been assigned to your network card in the
“Local Area Connection Properties” window.

4. Click the “Properties’ butt on to setthe TCP/IP praocol for the BLW-04EX.

Local Area Connection 2 Properties 21x|

General |

Conneet using:

I Ei PLANEX FWwi-100T4A Fast Ethemet NIC

Configure

Components checked are used by this connection

and Printer S haring for Wicrosolt Networks
CF/IF]

Inatal | Urninstal Proptties
P
Transmission Control Protocolintemet Fratacol The default

wide area netwark protorel that provides communication
auross diverse interconneeted nefworks

I~ Show icon in taskbar when connested

Clase Caricel

5. You can dynamically assign TCP/IP address settings to a client, or you

can manually configure aclient with address settings to meet y our
spedific network requirements. (Note that the default | P address of the
BLW-04EX is192.168.1.1.)
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Windows XP

1. Click the “start” button and choose “ Control Panel.”

2. Sdect the “Network and Internet Connections’ icon, then dick the
“Network Connections’ icon, and double click on the “LAN or High-
Speed Internet.”

3. Press the “Properties’ button in the “General” tab.

4. Select the TCP/IP line that has been assigned to your network card in the
“Local Area Connection Properties’” window.

5. Click the“Properties” buttonto set the TCP/I P protocd far the BLW-O4EX.

-k Local Area Connection Properties @E‘

General | Authentication | Advanced

Connect using:

HE PLANEX FW-100TA Fast Ethemet NIC

This connection uses the fallowing items,
18] Client for Microsoft Networks
434 File and Printer Sharing for Micrasoft Networks
43,05 Packet Scheduler

Intern [TCP/IP)
Description

Transmission Contrel Protacalntemet Pratacol The default
wide a2a netwark protoccl that provides cammunication
acrass diverse interconnected netwarks

[ Show icon in motification area when comnectsd

6. You can dynamically assign TCP/IP address settings to a client, or you
can manually configure a dient with address settings to meet your
specific network requirements. (Note that the default | P address of the
BLW-04EX is192.168.1.1.)
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Configuring Your Computer with Windows 95/98/M E

You may find that the instructions here do not exactly match your version
of Windows. This is because these steps and screenshots were created in
Windows 98. Windows 95 and Windows Millennium Edition are very
similar, but not identical, to Windows 98.

Step 1. Configure TCP/IP Settings

After you have completed the hardware setup by connecting your devices,
you need to configure the computer to connect to the BLW-04EX. You need
to determine how your ISP issues your IP address. Many |SPs issue these
numbers automatically using a networking technology known as Dynamic
Host Control Protocol, or DHCP. Other | SPs will specify your IP address
and associated numbers, which you must enter manually. Thisis aso known
as a static |P address. How your | SP assigns your | P address determines
how you will configure your computer.

1. From the Windows desktop,click “ Start/Settings/Control Panel.”

% Windows Update

s

Favortes

Documents

) Taskbar & Start Menu
(3) Folder Options.
7| Active Deskiop

By Windows Update.
Log Off Administrator

Shut Dawin..

uals.com. All Manusls-Seareh-And-Download-

58




BLW-04EX

BLW-04EX

2. Double-click the “Network” icon.

€3 Control Panel

-[0[]

e &% F= ]
Beb Fered Ci Com  Pase | Unda | Delele Piopeties

Address [[31 Cortrol Pare!

Accessibily  AddNew

Select an item to
View its description.

Control Oplons Hadware
fPonel
Disply Fonts
Use e setings n
Cantral Panel to
ersonalize your 2y
e ko)
Modems  Mouse
Power

m G

Add/Remave  DaterTime  Disc Dietestor
Progiams

B ¥

Infemel  Keyboard

®

ala
Souces (32bi)

e

Mulimedia
Fiinters

Technical Support Fassuords o Regiondl  Sounds
Technical Support Mansgemert Seltings
Sysem  Telphony  Users
[ [ 5] My Cormputer 7

3. On the “Network”window “Configuration” tab, double-click the

“TCP/IP" entry for your network card.

Network

Configuration | Identfication | Access Cantrol |

The follawing network components are installed

Client fior Microsoft Networks

2\ File and printer sharing for Microsoft Networks

Add | Remowe

15 PLANE?, Pw'-100TA Fast Ethernet NIC

| Fopeties |

Primary Metwork Logon

| Clent for Micrasoft Networks

Eile and Print Sharing..

Description

7|

TCPAP is the pratocal you use ta connect to the Intemet and

wide-area networks.

Cancel

4. Click the “1P Address’ teb.If “Obtain an |P address automaticdly” is
already checked, your computer is already configured for DHCP.Click
“Cancel” to close each window, and skip to “Step 2. Disable HTTP Proxy”
on page 5-12.

P/IP Properties K E3

Bindings | Advanced | NetBIOS 1
DNS Configuration | Gateway | WINS Configuration P Address

An IP address can be automatically assianed to this computer
If your network doss not autamatically assign IP addresses, ask
yaur network administrator for an addiess, and then type it in
the space belaw

o

in & [P addiess automatical

" Specily an IP address

Cancel
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5. Make a note of the current IP Address and Subnet Mask (aspaceis

TCP/IP Properties 2 x|

Bindings | Adwvanced I MNetBlOS I

DNE Configuiation  Gateway | WINS Configuration I IP Address

The first gateway in the Installed Gateway list will be the default.
The address arder in the list will be the order in which these
machines are used.

New gateway:

Installed gateways:

Bemoyve |

Cancel

provided on the next page).
6. Click the “Gateway” tab and record the numbers listed under “Installed
gateways.”

7. Click the “DNS Configuration” tab. Record the DNS servers listed under
“DNS Server Search Order.”

8. Click the “IP Address’ tab and then check “Obtan an |P address

dfraraIALAAL S
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TCP/IP Properties

Bindings | Advanced I MetBlOS |
DN Configuration | Gateway | WINS Configuration | IP Addiess

& Disabie BN
" Enable DNS

Hos:

N E Semven Search Dider

11 ZE |
FEive

Womait Suffiz Seach Widsf———————

— )

Pemove

ety I

automatically.” Click “OK.”
9. Windows may need your Windows 95/98/ME CD to copy some files.
After it finishes copying, it will then prompt you to restart your system.

System Settings Change

@ ‘o mist restart your computer before the new settings will take effect

Do you wank to restart your computer now?

Click “Yes’ and the computer will shut down and restart.
TCP/IP Configuration Setting
IP Address
Subnet Mask
Primary DNS Server . . .
Secondary DNS Server
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Default Gateway e

Step 2. Disable HTTP Proxy

You will need to verify that the “HTTP Proxy” feature of your web
browser is disabled. This is so that your web browser will be able to view
the configuration pages inside your BLW-04EX. The following
steps are for Internet Explorer and for Netscape. Determine which
browser you use and follow the appropriate steps.

Internet Explorer

3} hitp: //www._planex. com_tw/ - Microsoft Intemet Explorer,

| Ele Edi View Favoites | Took Help

J - > @ Mail and News ~ » @

Ezck Foryiard Stop  Svnchionize

T Windows Update
J Address -

1. Open Internet Explorer. Click “ Toolg/Internet Options.”
2. In the “Internet Options” window, click the “Connections’ tab. Click the

Internet Options

General | Securty | Content Connections | Frograms | Advanced |

Use the Connection Wizard to connect pour
computer to the Intemet

Dialup setting:

e

| Dialwhenevena netbrib conmestionis not present

4| {pverdil e connedlion

£ Bl il et Gormection

ComertaEfEuts e SeblEEl

I | B faim sy stem s=suityofieck before disfig)

Local Area Network [LAN] settings
( LAN Seftings

ok | cancel | ser |

D 1 dfrara\AasarS.
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“LAN Settings’ button.
3. Clear dl the check boxes and click “OK”. Click “OK” again to close the

Local Area Network (LAN]) Settings HE

 Automatic o d

Automatic configuration may averids manual settings. To snsure the
use of manual settings, disable automatic configuration.

I~ Butarnatically detect settings

™ Use automatic configuration script

eleliz

- Prowy server

™ Use a prowy server

Adldiess: Il Advanced.

I | Evpess pioseiventor el sdiesses

Cancel

“Internet Options” window.
Netscape

etscape.com - Netscape
File | Edit Wiew Go  Commuonicator  Help

T Cut Chr 45
Cupy irkec I-Tnma Search
T selectal Chri+A,

i Calendar

Find in Page... Ckrl+F
Find | Again e+
Search Internet

e

1. Open Netscape. Click “Edit,” then click “Preferences.”

2. In the “Preferences” window, under “Category,” double-click
“Advanced,” then click “Proxies.” Check “Direct connection to the

uals.com. All Manusls-Seareh-And-Download-
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Internet.” Click “OK”.
3. Repeat these steps for each Windows 95/98/ME computer connected to

=
Category:
[ Appearance Configure proxies to access the Intemet
- Fonts
. Colors
) Navigator & netwark prosy is used o provide addiianal secuily between your
" Languages computer and the Inlermet [usuall along with a frewal] and/or fo
| aoioaions ncrease peifaimance beluween nelworks by teducig redundant laffic
il via caching

~ Smart Browsing

Mail & Newsgroups @ Direct connection to the Intermet

Foaming Access € Manual prowy corfiguiation  ¥iew
Compaser
Offline: " Automatic proxy configuration
& Advanced Configwation oeation WRLE [
Cache
Prosies Ficload
Smartindate:

0C | Cancel Help

your BLW-04EX.
Step 3. Obtain | P Settings from Your BLW-04EX

Now that you have configured your computer to connect to your Wireless
Barricade it needs to obtain new network settings. By rd easing old IP
settings and renewing them with settings from your BLW-04EX,

BLW-04EX

1. Click “Start/Run.”
2. Type “WINIPCFG” and click “OK.” It may take a minute or two for the

Run H E3

Type the name of & program, folder, document, or Intemet
resource, and vindaws will open it for pou.

Open:  [wINIPCFG |
0K | Cancel | Bowse. |

“1P Configuration” window to appear.

3. From the dropdown menu, select your network card. Click “Release” and
then “Renew.” Verify tha your IP address is now 192.168.1.xxx, your
Subnet Mask is 255.255.255.0 and your Default Gateway is 192.168. 2.1.
These values confirm that your BLW-04EX is functioning. Click “OK” to

IP Configuration (- [ox]

[~ Ethemet Adapter Information
FLNEX o 00T Fast Ethern =]
Adapter Address | O0-80-CCAME3E4
P Address ’W
SubnetMask | pE52E52850
Default Gateway 19216611

TR | Rekase | Repew |

Releaseall | Renewall | Morenioss |
you will also verify that you have configured your computer correctly.
% ‘windows Lpdate
Frogins .
Favortes 3
@ Documents »
_% Seltings »
@ Eind »
@& o
w
Q3 .
e ——
-§ @ Log O Administrater.
H Shut Down,
i D " 1 dfran. \I\quu_Q Jals.Com. A” !\'ﬂﬁnnlnln\ S b Aand D) 1 »‘_
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close the “IP Configuration” window.

Configuring Your Computer in Windows 2000
Step 1. Configure TCP/IP Settings

After you have completed the hardware setup, you need to configure your
computer to connect to the BLW-04EX. You also need to determine how
your ISP issues your IP address. Many |SPs issue these addresses
automatically, using a networking technol ogy known as Dynamic Host
Configuration Protocol, or DHCP. Other ISPs will specify your IP address
and associated numbers, which you must enter manually. Thisis also known
a6 a dtatic IP address. How your ISP assigns your |P address determines
how you will configure your computer.

Hereiswhat to do:

Windows Update

| Programs

Dacuments

Search
Help

RUM...

Shut Down, ..

etwork and Diak-up Connections

»
Printers
) Taskbar & Start Menu...,

D 1

dfrara\AasarS.

1. From the Windows desktop, click “ Start/ Settings/Control Panel.”

~loix]

Fle Edt Wew Favortes Tools Hep
ek - W o G| Qisearch Dyroders (gnistory | B X o | E-
Address [[50) Control Panel

o, U E § B

accesshilty  AddfRemove  AddfRemove Administrative  Date/Time

Control Panel Options  Herdware  Programs
T
Uss the settings in Control Panel ko :{‘ Cﬁf ad %
personalize your computer, =
Display Folder Options Fonts Game Inkernet
Controllers  Options

Select an item to view ks
deseription.

Hetwork and  [Phone and  Power Gptions
Diakup o,/ Madem ..,

Regional  Scannersand  Scheduled  Sounds and
ameras Tad

Windows Updste
Windows 2000 Suppert Keybosrd Mouse

Printers
Options Mukimedia
System  Users and
Passwords

22 object(s) [ = ray Computer v

2. Double-click the “Network and Dial-up Connections” icon.

1 Network and Dial-up Connections

JFiIa Edit View Favorites Tools Advanced Help

J HBack » = - ‘ Qsearch [ Folders  (HHistory |%’ Ll ¢

J Address I Metwork and Dial-up Connectians

0 8 %

Make Hew | Local Area |
Connection  #Connection 2:

Netw;:irk and Dial-
up Connections

This Folder contains network.
connections for this computer, and
& wizard to help you create a new
connection.

3. Doude-dick theican tha cormregponds tothe conrection toyour BLW-04EX.

b Aand D) 1 a
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5. Double-click “Internet Protocol (TCP/IP).”

2ix 6. All the information that you need to record is on the “Internet Protocol
Genersl | (TCP/IP) Properties’ screen. Use the table on the next page to record the
'ESH S information. If “Obtain an IP address auamaicdly” and “ Obtain DNS
Dusstion: 01:0810 server address automaticdly” are dready checked, your computer is
Speed 1000bee already configured for DHCP. Click “Cancel” to close each window, and
Gt — gl_ — skip to “ Step 2. Disable HTTP Proxy” on page 5-18.
Bytes: E10,663 | 20131.779
7. Check “Obtain an IP address automaicdly” and check “Obtan DNS
| I server address automatically.” Click “OK.” Click “OK” or “Close” to
— close each window.
4. Click “Properties.” TCP/IP Configuration Setting
21 IP Adaress _—
General | Subnet Mask .
Corec uing Primary DNS Server S
I B3 PLANEX Fw-100T4 Fast Ethemet NIC
Secondary DNS Server . . .
Companents checked are used by this connestior: Default Gateway

Client for Microsoft Netwarks
File and Printer Sharing

for Microsoft Networks

B Nt mlocok Step 2. Disable HTTP Proxy
nstal Urinstal P You will need to verify that the “HTTP Proxy” feature of your web
e browser is disabled. Thisis so that your web browser will be able to view
e e LA S the configuration pages inside the BLW-04EX. The following steps
™ Show ioon ntaskbar when comnecled arefor Internet Explorer and for Netscape. Determine which browser you
oK Cancel
Download-fromWww:S uals.com. All Marsale-Search-Ane-Dewnioad-
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use and follow the appropriate steps.

Synchronize...

Local Area Metwork [LAN] Settings [7]x]
Internet Explorer ~Putomatic o
Automalic configuration may overide manual seftings. To ensure the
2§ Microsoft Intemet Explorer Lise of manual settings, disabls automatic configuration.
| Fle Edt Vew Favoites | Tooks Help I~ Auitomatically defect sefings
BMail and News » ™ Use automatic configuration seript
« =5 e =

I Use aprogy server

Back, ForErd Sean Addiess
e ‘Windows Update
| tddress [&1 —_— 5
T MSN Messenger Service [rros
e 5
| Links &1 Bestof the Web  &10 s &

Show Related Links

Adiiess; Pt Advanced

I | Bupess prom sevenforoosl addiesses

1. Open Internet Explorer. Click “ Toolg/Internet Options.” Carcel
2. Inthe “Internet Options’ window, dick the “Connections’ tab. Next,
Internet Options [2]]
Generl | Secuiity | Content  Connections | Programs | Advanced |
I Netscape
Use the Intemet Connection Wizaid to
connect your camputer ta the Internet. Netscape
Dialup setting: Edit ¥iew Go Wwindow Help
Add, I (S [Btrl
femse_| Cepy CulsC ﬁ?ﬁe sﬁzh
— Easie (Bt e
T Select &l Chlets
& | Heyendl aponmeston i - . People “ellow P
€ Dislireevar 3 ntwor. comeston i ot prese: i ChlE.  Chik
1 llyays iy cefull cormestion Feiridl ety LB 2]
Correntdzeraulis Home SetDefauls
1= | E=tfain system secuiyicheck befare dislg
Local Area Netwark (LAN) sefting:
[ Lo et | 1. Open Netscape. Click “Edit,” then click “Preferences.”
2. In the “Preferences” window, under “Category” double-click
g e “Advanced,” then dick “Proxies.” Select “Direct connection to the

click the “LAN Settings” button.
3. Clear all the checkboxes.

4. Click “OK,” and then click “OK” again to close the “Internet Options’
window.

D load-from-Www=Semaruals.com. All Mardals-S b And D), load-
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PiigiEneas 2. In the “Command Prompt” window, type “IPCONFIG /RELEASE”

—
o topcaance | IE < >
T ——— E— and press the <ENTER> key.
Forts
Calars
S Navigalor A network prow i used 10 provide sddionl securky between ot
Languages computer and the Intemet [usualy along with a firewalll and/or to ommand Prompt
Applicalions incresse performance between networks by reducing redundant haffic M Soft Wit 2000 [V,
Smat Browsig EeEip <C> Copyright -1999 Mic
. Ld;enl\ty ) & Direct connection to the Intemet c:>IPCONFIG ,RELEASE
vance. M il Fi ti i
Cache BT R SRR L‘ Windous 2088 1P Configuration
»
iz ETIEEE AT ress successfully released for adapter "Local Area Connection 2%
Cerliguration losalion URL]
ol

- Cancel Help
- 3. Type “IPCONFIG /RENEW’ and press the <ENTER> key. Veify that
Internet.” Click “OK.”

your |P address is now 192.168.1.xxx (2-254), your Subnet Mask is
Step 3. Obtain |P Seitings From Your BLW-O4EX 255.255.255.0 and your Default Gateway is 192.168.1.1. These values

Now tha you have configured your computer to connect to your BLW- confirm that your BLW-04EX s functioning.
04EX, it needs to obtain new network settings. By releasing old IP settings
and renewing them with settings from your BLW-04EX, you will aso verify (65 Copuright 130 1999 Wicrasart Corp.

that you have configured your computer correctly. oo satt 15 oot

Windows 208@ IP Configuration
1P address successfully released for adapter "Local Area Gonnection 2"

C:\>IPCONFIG ~RENEW

1. From the Windows desktop, click “Start/ Programs/ Accessories/ indous 2000 TP Conf iguration
Command Prompt ” [Ethernet adapter Local Area Connectien 2:

Connection-specific DNS Suffix
IP Add: P .
Subnet M, R
Default 192 168_1.

192.168.
2552

% Windows Lipdate

[ﬁ]ﬁ Netscape Update @ Synchronize
I A 3] windows Explorer

4. Type “EXIT” and press <ENTER>.

fypersnap-D¥ ¢
Documents le:tscape: Communicatar
5 lstscape SmartDownload >
Startup 4
Search » @& Internet Explorer
5] Outlook Express

Settings

Help

Run,

|
it

Shut Down.

D 1 dfram \AL AL S, mﬂnuals com A” !\vllnnunln S b And Dawnlaad
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Configuring Your Computer with Windows XP
Step 1. Configure TCP/IP Settings

After you have completed the hardware setup, you need to configure your
computer to connect to your BLW-04EX. You also need to determine how
your ISP issues your | P address. Many ISPs issue these nhumbers
automatically, using a networking technol ogy known as Dynamic Host
Configuration Protocol, or DHCP. Other ISPs will specify your IP address
and associated numbers, which you must enter manually. Thisis aso known
& a dtatic IP address. How your ISP assigns your | P address determines
how you will configure your computer.

Here iswhat to do:
1. From the Windows desktop, click the “start” button. Chocse “ Control
Panel.”

R tntermet _J My Documents
Internet Explorer

) E-mail %) My Recent pocuments >
Gutlook Express
ﬁ My Pictures
“! M Explorer Y vy s

@ wwindows Media Player 9’ My
@ swindows Movie Maker <

Computer

rol Panel

2 Printers and Faxes
w.@ Tour windaws k2
o) Fies ond Settings Transter | @) b and Supgort
izar p
D searth

Hyper3nap-DX ¢
Ld T Run...

allprograms [

Bewrload-from-\Waww-S uals.com. All Maruais-S
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Pick a category
-
@

Appearance and Themes

‘./'E' Network and Internet Connections
|7

?ﬁ Add or Remove Programs

\ve S
) s Gy el

3. Double click on the “LAN or High-Speed Internet.”

x )_.-' Search u_“ Folders | |:21]~

ections

LAN or High-Speed Internet

Gt
ectiom Enabled ;

nall ‘_&3; PLAMEY F-100TA Fast Fther,.. i

2. Select the “Network and Intemet Connections’ icon, then click the
“Network Connections” icon.

b Aand D) 1 &
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4. Click “Properties.”

- Local Area Connection Status

Gereral | Suppart

Connection
Status: Connected
Duration: 017
Speed; 100.0 Mbps
Achivity 5
Sent ~ﬂ: Fleceived
Biytes: 2,406 508

Close:

5. Double-click “Internet Protocol (TCP/IP).”

- Local Area Connection Properties

General | Authentication | Advanced
Connect using

HZ PLANEX Pw-100TA Fast Ethemet NIC

This comnection uses the following items:
B Client: for Microsoft Networks
$B1File and Printer Sharing for Microsoft Metworks
4=} 003 Packet Scheduler

o

Deseri

FaLlt

BLW-04EX

Internet Protacol (TCP/IP) Properties

Gereral | Alemate Configuration

You can get IP settings assigned automatically F your network suppoits
this capablty. Dtherwise. you need ta ask your network administalor for
the appropriste P settings.

@ Oblain an P address automaticaly
© Use the followin IF address:

(® Dbtain DS server address automatically
©) Use the following DNS server addiesses:

If “Obtan an |P address automaticdly” and “Obtain DNS server address
automatically” are aready selected, your computer is aready configured for

DHCP. Click “Cancel” to close each window, and skip to “Step 2. Disable
HTTP Proxy” on page 5-25.

7. Select “Obtain an |P address automatically” and then select “ Obtain

DNS server address automatically.” Then click “*OK.” Click “OK” or
“Close” to close each window.

TCP/IP Configuration Setting

IP Address
tedt | [ Show icon in nolification area when connec Subnet Mask
Primary DNS Server
- o Secondary DNS Server
6. All the information that you need to record is on the “Internet Protocol Default Gateway -
(TCP/IP) Properties’ did og box. Use the spaces below to record the
information.
Download-fromWww:S uals.com. All Maruats-Searsh-And-Bownioad:
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Step 2. Disable HTTP Proxy

You will need to verify tha the “HTTP Proxy” feature of your Web
browser is disabled. This is so that your Web browser will be able to view
the configuration pages inside your BLW-04EX. The following
steps are for Internet Explorer and for Netscape. Determine which
browser you use and follow the appropriate steps.

Internet Explorer
1. Open Internet Explorer and click the stop button. Click “Tools,” then

“Internet Options.”

2l Cannot find server - Microsaft Internet Explorer

Fle Edt View Favortes [RCIN Help

Mallsndtews b
< D [X | syrvonce..
windows Updste

52 Favorites

iddress | ] http:fuwn.planex,

Show Related Links

D The page car|

2. In the “Internet Options” window click the “ Connections” tab. Next, click
the“LAN Settings...” button.

Internet Options 22X

General | Secury | Frivacy | Content | Connestions | Progiams | Advanced

¢ Ta set up an Internet connection, click
Sehup,

Diakup and Vitual Private Network seflings
Add

Choose Settings if you need to configure a proxy
server For a connection.

Local srea Network (LAN) setings

LAN Settings do niot apply to dial-up connections. AN Seftings.
Choase Settings sbove For diskup settings.

D 1 dfrara\AasarS.
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3. Clear dl the checkboxes.

Local Area Netwark {LAN) Settings PX

Automatic configuration

Automatic configuration may overrids manual settings. To ensurs the
use of manual sektings, diseble aLtomatic configuration.

[ Automatically detect settings

[JUse automatic configuration script

Proxy server

[]Use @ proxy server For your LAN (These settings will not apply to
disk-ups o VPN comnetions),

4. Click “OK,” and then click “OK" again to close the “Internet Options’
Windows.

Step 3. Obtain I P Settings From Your BLW-04EX

Now that you have configured your computer to connect to your BLW-
04EX, it needs to obtain new network settings. By releasing any old IP
setings and renewi ng them with settings fram your BLW-04EX, yau will
aso verify that you have configured your computer correctly.

1. From the Windows desktop, didk the “ Start” button, then * Programs,”
then “Accessories,” and then click “Command Prompt.”

[ oy @ synone

) Email |2ty RecentDoc| @ Tour windows 12
2l Gt ecress [ actvate wndows

7 My Documents;

£ Windows Explorer
% Windows Catalog »

MSN Explorer indows Updat G o

b B s otz ) Windows Mo Maker
(G B worad

- @ Games >

’_l vindons o sk ) vhpersnsp0s >

B sartp ,
& e Explorer

ol NI sh Explorer
R T —

T —

HypersnapOK 4

uals.com. All Mardats-Searsh-Anrd-B:
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2. In the “Command Prompt” window, type “IPCONFIG /RELEASE” and
pressthe <ENTER> key.

Y - =[]

i B

indows XP LUers
right 1985-2001 Mi

C:\>ipconfig /release

Windous IP Configuration

Ethernet adapter Local Area Connection:

Connec pecific DNS Suffix
1P Add

Subnet
Default Gateway .

3. Type “IPCONH G /RENEW” ard press the <ENTER> key. Verify that
your IP address is now 192.168.1.xxx (2-255), your Subnet Mask is
255.255.255.0 and your Default Gateway is 192.168.1.1. These values
confirm that your BLW-04EX is functioning.

= Command Prompt -[ox]
[]

C:\>ipconfiy /release

indous IP Configuration

[Echernet adapter Local frea Connection:
Connect pecific DNS Suffix
1P Add;

Subnet
Default Gateway .

C:\>ipconfig srenew

Windous IP Configuration

Ethernet adapter Local Area Connection:
Gonnectio if i
IP Addres: . . 192.168.1.185
Subnet Mas . 255.255.255.0
Default G . 192.168.1.1
IC=N > hd

4. Type “EXIT” and press <ENTER> to close the “Command Prompt”
window.

D L
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Configuring Your Computer with WindowsNT 4.0
Step 1. Configure TCP/IP Settings

After you have completed the hardware setup, you need to configure your
computer to connect to your BLW-04EX. You need to determine how your
ISP issues your IP address. Many |SPs issue these numbers automatically
using a networking technology known a Dynamic Host Configuration
Protocol, or DHCP. Other |SPs will specify your |P address and associated
numbers, which you must enter manually. This is known as a static or fixed
IP address. How your ISP assigns your |P address determines how you will
configure your computer.

Hereiswhat to do:
1. From the Windows desktop click “ Start/ Settings/Control Panel.”

Brograms
@ Documents

Frinters
i’ a Taskbar.

Shut Down,
|l Start 55 Untitled - HyperSnap D, |

dfram\ALanas S mﬂnuals com A” !\vllnnunln S b And Dawnlaad
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2. Double-click the “Network” icon.

£ Contiol Panel
it

3. Click on the “Protocols’ tab.

Hetwork [ 2] <]
Idenification | Services Frotocols | Adapters | Bindings |

Metwork Protocols

fdd.. Bemove | Eropeties... Wz

- Deseription:
Transpaort Control Protocol/intemet Protocol. The defalt wide
aiea network protocol that provides communication acioss
diverse interconnected networks

Cancel

4. Double-click “TCP/ IP Protocol.”

D 1 dfrara\AasarS.

5. Click on the“IP Address’ tab.
6. In the“ Adapter” dropdown list, be sure your Ethernet adapter is selected.

Microsoft TCP/IP Properties BE
IPAddiess | DNS | wiNS Address | Routing |
40 IP address can be sutomatically assioned to this network card
by a DHCP server. | your network does not have a DHCP server,

sk your network administrator far an address. and then lype it in
the space below

dapter

" Obtsin an P addhess from a DHCP server
© Specifyan P addess

1P ecldress
Subnet sk
D il Gateway

Advanced.
C o ] coed | oo |

7. 1f “Obtain an IP address automaticdly” is already checked, your
computer is aready configured for DHCP Click “Cancel” to close each
window; and skip to “Step 2. Disable HTTP Proxy” on page 5-32. In the
“TCP/IP Properties’ dialog box, click the IP address tab to locate your 1P
Address, Subnet Mask, and Default Gateway. Record these values in the
space provided below.

Microsoft TCP/IP Properties I B3

1P Adchess DS | WINS Address | Fouting |

Host Hame: Domaire:
|

[ DNS Service Search Order

i

Do

Bea|| e RE|

- Domain Suffix Search Order ———————————————————

I

L

Bl

mea| || |

OK || Cencel || o

83
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8. Click the “DNS” tab to see the primary and secondary DNS servers.
Record these values in the appropriate spaces below.

9. After writing down your | P settings, click the “IP address’ tab. Check
“Obtain |IP address automatically” and click “OK.” Click “OK” again to
close the “Network” window.

10.Windows may copy files and will then prompt you to restart your
system. Click “Yes" and your computer will shut down and restart.

TCP/IP Configuration Setting

IP Address

Subnet Mask

Primary DNS Server .
Secondary DNSServer ..
Default Gateway

Step 2. Disable HT TP Proxy

You will need to verify that the “HTTP Proxy” feature of your web
browser is disabled. This is so that your web browser will be able to view
the BLW-04EX configuration pages. The following steps are for
Internet Explorer and for Netscape. Determine which browser you use
and follow the appropriate steps.

Internet Explorer
1. Open Internet Explorer. Click “Tool/Internet Options.”

2§ Microsoft Interne! Explorer
| Fie Edt ew Favores | Lok Help

- . - o Hai ard Hews 3 @
Bk Fowe | eSS Sean
e e——— Windows lipdate
| Bddress [&] _—_—
5N MesergerSenics -
| Links & Best of the e E]1 Show Rckted Links s &
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2. In the “Internet Options” window, didk the “Connections” tab. Next,
click “LAN Settings.”

Intemet Options ]

General| Secuity ] Corfent Cornections | Progians | Advanced |

Use the Inlemet ConnectionWizard to
carmect your compLter ta the Injemet

- Add,
EETe
Eetiae

J

o T —

e plu

(SarertEE Al I4bre. SEDEEU

I |Rettorm sisten sesutty cfiedl before wiafia)

Local drea Nemiark (LAN) settings
’7 LAN Settngs.
ok Canes! Bl

3. Clear dl the checkboxes.

4. Click “OK,” and then click “OK" again to close the “Internet Options’
window.

Local Ara Netwark (LAN) Settings

Autorralic confiouration may ovenide manual seltings. To ensure the
tonab configuralion

T i
I Use utomabs configuraion soipt

Fddiees

T Ute & pragy server

Fethiese Pt Fdvarisedh

I | Bvpess porsenverionace sddesses

=
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Netscape
1. Open Netscape. Click “Edit,” then click “Preferences...”

(S (S5

[ESp [ I-{:&;E Sf:r:h
Easte (ol ,i
Select Al Culvs o =

FPeople @ ‘ellow P:
FndnFage.. Cirl+F
el i i

Search Intenst

2. In the “Preferences” window, under “Category” double-click
“Advanced,” then dick “Proxies.” Check “Direct connection to the
Internet.” Click “OK.”

Preferences
Cotegory
E-Appeaance

Celors
) Havigator
- Langusges

A network prosy i used o provids additianl sesuiy betwsenyou
computer and the Iteret [usual alonguwith 3 irewal andJorto

v Crsmmus sy coniy poce—
T T .
TR
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Step 3. Obtain IP Settings From Your BLW-04EX

Now that you have configured your computer to connect to your BLW-
04EX, it needs to obtain new network settings. By releasing old |P settings
and renewing them with settings from the BLW-04EX, you will also verify
that you have configured your computer correctly.

1. On the Windows desktop, click “Start/ Programs/Command Prompt.”

FE Frograms Arcessores L4
=) HyperShap-D 4 3
= Documents 4 Startup »
@ Settings
@ “windowes NT Explorer
@ Eind 4
l_n:_T. Administrative Tools [Common] ¥
@ Help Fat32 v
Burn. @ Startup 3
(=), WiaDMaTOOL
Shut D ovn

g2 Untitled - HyperSnap-Di<

2. In the “Command Prompt” window, type “IPCONFIG / RELEASE” and
press the <ENTER> key.

D 1 dfram \AL AL S, Mﬁnuals com A” !\vllnnunln S b And Dawnlaad
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3. Type “IPCONHG /RENEW” ard press the <ENTER> key. Verify that
your |P Address is now 192.168.1.xxx, your Subnet Mask is
255255.255.0 and your Default Gaeway is 192.168.1.1. These vadues
confirm that the BLW-04EX is functioning.

released for adapter DPB38151"

4, Type “EXIT” and press <ENTER> to close the “Command Prompt”
window.

Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your screen.
This is because these steps and screenshots were created using Mac OS 8.5.
Mac OS 7.x and above are al very similar, but may not be identical to Mac
0S8.5.

Step 1. Configure TCP/IP Settings

After you have completed the hardware setup, you need to configure your
computer to comect to the BLW-04EX. You need to determine how your
ISP issues your IP address. Many |SPs issue these numbers automatically
using a networking technol ogy known as Dy namic Host Confi gurati on
Protocol, or DHCP. Other ISPs will specify your |P address and associated

BLW-04EX

Hereiswhat to do:
1. Pull down the Apple Menu. Click “Control Panels’ and select TCP/IP.

AboutThis Computer
) Apple DVD Player
A0 Apple System Profiler

Hme Edit View Special Help

[ calculator
B Chooser
(3], Clipboard alias

Appearance
1y Favorites »| Apple Menu Options
AppleTalk
A Colorsync
£ Mait Configuration Manager
(gl Microsoft office 98 M control Strip
Network Browser Date & Time
Note Pad alias Energy Saver

QuickTime Player Extensions Manager

(8 Recent Applications [ HEEEETE
{5l Recent Documents p{EEEIESHARAg
General Controls
B RecentServers M et
[ Remote Access Status Iomega Drive Options
scrapbook Keyboard
& sherlock 2 Launcher
43 simplelext alias Location Manager
< stickies Memory
Modem
Monitors
Mouse
MouseWare

Multiple Users
QuickTime™Settings
Remote Access
Software Update
Sound

Speech

Startup Disk

2. In the TCP/IP did og box, make sure that “Ethemet” is sdected in the
“Connect Via” field.

Gonnect via: [ Ethernet k2

— Setup
Canfigure :  (Uising BHCP Garver 2

Subnet mask: < will be supplied by server >

Router address: < will be supplied by server >

Search domains:

Mame server addr.. < owill be supplied by server >
numbers, which you must enter manually. This is also known as a static |P
address. How yaur |SP assigns your | P address determines how you wil |
. @]
configure your computer. (o
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If “Using DHCP Server” is aready selected in the “Configure” field, your
computer is aready configured for DHCP. Close the TCP/IP dialog box, and
skip to Step 2 Disable HTTP Proxy (bottom of this page).

3. All the informati on tha you need to recard is on the “TCP/IP” dialog
box. Use the space below to record the information.

4. After writing down your |P settings, select “Using DHCP Server” in the
“Configure” field and close the window.

5. Another box will appear asking whether you want to save your TCP/IP
settings. Click “ Save”.

Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

TCP/IP Configuration Setting

IP Address e
Subnet Mask e
Router e
Name Server

Step 2. Disable HTTP Proxy

You will need to verify that the “HTTP Proxy” feature of your web
browser is disabled. This is so that your web browser will be able to view
the BLW-04EX configuration pages. The following steps are for
Internet Explorer and for Netscape. Determine which browser you use
and follow the appropriate steps.

D 1 dfrara\AasarS.
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Internet Explor er

1. Open Internet Explorer. Click “Edit/ Preferences.”

& File View Go Favor
] Cut 8X

Copy 28C
Paste £
Baek Clear
SelectAll A
Find... 8F
M
@ o Find Again 86
il

Preferences.. #;

2. Inthe Internet Explorer “Preferences’ window, under “Network,” select
“Proxies.”

iternet Explorer Preferences:

T,

@ (ol B

3. Uncheck all checkboxes and click “OK.”

uals.com. All Manusls-Seareh-And-Download-
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Netscape
1. Open Netscape. Click “Edit/Preferences.”

& File fSi0W View Go Favor

2. In the column labeled “ Category,” select “Advanced.” Under the
“Advanced” category, select “Proxies.”

Preferenc

Categary
Hpplications Proxies
Smart Erowsing™

< Mail & Newsgroups
dentity
Mail Servers
Hews Servers

Configure proxies ta acoess the Internet

A nstuork proxy is used to provide additional sseurity bstuesn your
computer and the Internet (ususlly along with  Tirewall) and/or to
increase performance betwreen networks by reducing redundant traffic
via caching. Your system adminstrator can provide you with proper

Addressing
Messages prosy settings
Windaw Settings ® Girect comneotion fo the nternet

Copies & Folders
Formatting Q Manusl proxy configurstion

et Rosaipts
Disk Space Q) Autornatio proxy sonfiguration
< Compeser Genfigurtion eation (R | ]
Publish
< Boaming Acoess
i e eaton
< offine
Doeniosd

< advanasd _
Cuche =
Proxies
Smurtpaste |~

3. Select “Direct Connection to the Internet” and click “OK.”

D 1 dfram \AL AL S,
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Step 3. Obtain IP Settings From Your BLW-04EX

Now that you have configured your computer to connect to your BLW-
04EX, it needs to obtain new network settings. By releasing old |P settings
and renewing them with settings from the BLW-04EX, you will also verify
that you have configured your computer correctly.

1. Pull down the Apple Menu. Click “Control Panels’ and “TCP/IP.”

Bl Fite_Edit View Special Help
About This Computer

{3 Apple DVD Player

4D Apple System Profiler
H calculator
= Chooser
(¥ lipboard alias
& Control Paneis Appearance

i, Favorites Apple Menu Options
2 Key Caps AppleTalk
Colorsync

& Mail
[l Microsoft Office 98
125 Netwark Browser

Configuration Manager
Control Strip

Date &Time

Energy Saver
Manapor

b Aand D) 1 a
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BLW-04EX

] Dynamic | P Allocation via a DHCP Server

[5] TCP/IP
Connect wia: [ Ethernet :

Subnet mask

Router address

il be suppied by server »

il be suppied by server »

Check “Obtain an |P address automatically” on the |P Address tab. Do not
input any values under the Gateway tab, and check “Disable DNS’ on the
“DNS Configuration” tab. These settings will be automatically configured
by the DHCP server. Click “OK” and reboot your system to implement the

changes.
EERTER Al
TCP/IP Properties [7]x]
Bindings | Advenced | Nemios |
DNS Configuraion | Gateway | WINS Configuration [P Addiess
e Tconp Properies |
2. In the TCP/IP window, your new settings will be shown. Verify that your your newa sstats o
the space belows Bindings I Advanced 1 NelBI0S |

IP addressis now 192.168.1.xxx, your Subnet Mask is 255.255.255.0 and DG ] o e ez

your Default Gateway is 192.168.1.1. These vadues confirm that your

BLW-04EX isfunctioning.

3. Close the TCP/IP window.

& Oblanan P addiessal T st gateway inthe Instar
The adchess orde in the fist v MK AL
© Specilyan IP addiess:— machines ars used
Bindings | Advaced | NemiDs |
\Frdtiess I: DNS Corligution | Gatewsy | WINS Configuratin | 1P Adchess

 [iable OHS
St ek New gateway:

" EnableDN:
.. . E

WA e
Installed gateways:

I B G T S ATEH 11 B s
.

DIGHTEIT G117 SAToH ] e

,7 Ve

Fleriove

oK Cancal

95
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Manual |P Configuration

1. Check “ Specify an |P address’ on the IP Address tab. Enter an |P address
based on the default network 192.168.1.x (where x is between 2 and 254),
and use 255.255.255.0 for the subnet mask.

2. On the “Gateway” teb, add the |P address of the BLW-04EX (default:
192.168.1.1) in the “New gateway” field and click “Add.”

3. On the “DNS Configuration” tab, add the IP address for the BLW-04EX
and click “Add.” This automatically rd ays DNS requests to the DNS
server(s) provided by your ISP. Otherwise, add specific DNS servers into
the “DNS Server Search Order” field and click “Add.”

TCF/IF Froperiies HE|
indhgs adrneed | L7CP.1P Proportos HE
DN Emfguva\m | Getenay | wiNs Emrgmam \F
Bdings | Advanced | NeBIns
P aichecs can be automaticaly sssigned o it con DN Carfigwatin Galewey | S Coniigwation | IF Address

If your netwerk does nat automaticaly assign IP
V00t taalk st o an s, andiben typs
the space below The frst gateway in e Instalied Galewey 15t will be the defeuil
The address crdzrinthe list vl be the order n which hese
mactines aie Used.
€ Dbtain onF adeiess autcmeticall

@ Goscty an |P affess
New galeway

IFodgess: (192168, 2 .22 | [1s2.160. 2 .1 | | am |

Subnet Mask:  [255.255.255. 0 TCPAP Proy

e NelBInS
n | EE(BNay wws Garfiourstion | 1P Actiess

€ Disable DN

7 Enablo DHE

Host [y Comper Domain
— | DNS Server Seach Dider

AR Flemore. il

Domain Sufl Search Order

4. After finishing TCP/IP setup, click “OK,” and then reboot the computer.
After that, st up other PCs on the LAN according to the procedures
described above.

BLW-04EX

Verifying Your TCP/IP Connection

After installing the TCP/IP communication protocols and configuring an 1P
address in the same network as the BLW-04EX, use the “Ping” command to
check if your computer has successfully connected to the BLW-04EX. The
follaving example shows how the Ping procedure can ke executed in an
MS-DOS window. First, execute the “Ping” command:

ping 192.168.1.1

If amessage similar to the following appears:

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=2ms TTL =64

acommunication link between your computer and the BLW-04EX has been
successfully established.

If you get the following message,
Pinging 192.168.1.1 with 32 bytes of data:
Request timed out.

there may be something wrong in your installation procedure. Check the

following items in sequence:

1. Isthe Ethernet cable correctly connected between the BLW-04EX and the
computer?
The LAN LED on the BLW-04EX and the Link LED of the network card
on your computer must be on.

2. IsTCP/IP properly configured on your computer?
If the | P address of the BLW-04EX is 192.168.1.1, the | P address of your
PC must be from 192.168.12 - 192.168.1.254 and the default gateway
must be 192.168.1.1.

I f you can successfully Ping the BLW-04EX you are now ready to

connect to the Internet!
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Agﬂendix A
TROUBLESHOOTING

dfram\ALanas S,

This appendix describes common problems you may encounter and possible
solutions to them. The BLW-04EX can be easily monitored through panel
indicators to identify problems. If you cannot resolve any connection
problems after checking the indicators, then refer to the other sectionsin the
following table.

Troubleshooting Chart
Symptom | Actlon
LED Indicators

Power LED is OFF | - External power supply has failed or is
disconnected.
= Check connections between the
BLW-D4EX, the external power supply,
and the wall outlet.
= If the power indicator does not light
when the power cord is plugged in,
you may have a problem with the
power outlet, power cord, or external
power supply. If the unit powers off after
running for a while, check for loose power
connections, power losses, or surges at
the power outlet. If you cannot isolate the
problem, then the external power supply
may be defective, in this case, contact
PCI Technical Support for assistance.
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BLW-04EX

TROUBLESHOOTING

Troublasheotlng Chsrd
Bymptom | AcHon
LED ndflcalion
ink LED s OFF | + orfy 5t tho BUW.04EN and afimcned devios arn
d o,
* Eig worn She oabio b piuggod irtn: botn S BLA-GLEX
anvd T eaiwipatding dedin,
+VarSy thal tha precssr caltio type s ussd and Shat e
leeghh dons ol socsed the spaciing deie

& B suro thad he netwark intordoce on e stoched
dhaviles M. sanlgured Tor Ihe propel BammiminlEetan
spead and deplox mode.
= Chack T adfapbar an P afacdhod dedss and calie
mnnections for possthés defectn . Ropinos asy dofactm

adupier of Sabla Fiecaatan:

Nework Connocton Sronems

Cannot Plag tho | = Warlfy Sl the P addneiees dh propedy sorfigund,
BEWUDMEX B | For meosd nppilzalions, you shogi ges e BLW-DSEs
tha nimched LAN, | DHOP Linction i dynammosily Aedige 9 sosreibes io
aFthe BWMEX | i on the LAN, Hewever, I you manusty tonlgure
annot Ping aay | ¥ addreies on e LAN, vty i e same pebeot
davicnm on thi | BAETBER (NATWOTH Coppapant of e F addnsss) and
tached LAN SN e B Uiad 157 DTS e BLW-GMEX and e

LAN tevioes,

- Be sue e device you wanl ko Ping (and he devios
from which you m7e Pingmg) kave ssen oordgumd for
TR

dfrara\AasarS.

TROUBLESHOOTING

he web browser

Troubleshooting Chart
Symptom Actlon

Management Froblems

Cannot connect using the + Be sure to have configured the BLW-04EX

with a valid IP address, subnet mask, and
default gateway.

+ Check that you have a valid network
connection to the BLW-04EX and that the
port you are using has not been disabled.

+ Check the network cabling between the
management station and the BLW-04EX.

Forgot or lost the password

* Press the Reset button on the front panel
{holding it down for at least five seconds)
to restore the factory defaults

Printer Server
The printer cannot print, Make sure the parallel cable between the
or prints gargbage BLW-04EX and printer is connected and

is in good condition.

b Aand D) 1

uals.com. All Maruale-S

101

102




Appendix B
BLW-04EX CABLES

CABLES
Ethernet Cable

Specifications

Cable Types and Specifications

Cable Type Max. Length Connector
10BASE-T  (Cst. 3,4, 5UTP100m | 100-ohm (328ft)| RJ45
100BASE-TX Cat. 5UTP 100 m 100-ohm (328 ft) | RJ-45

Twisted-pair Cable

Caution: Do NOT plug a phone jack comector into any R}45 port. Use
only twisted-pair cables with R}45 connectors tha conform with FCC
standards.

For 10BASE-T/100BASE-TX connections, a twisted-pair cable must have
two pars of wires. Each wire pair is identified by different colors. For
example, one wire might be red and the other, red with white stripes. Also,
an RJ-45 connector must be attached to both ends of the cable.
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CABLES
Figure B-1 illustrates how the pins on the RJ45 connector are numbered.
Be sure to hold the connectors in the same orientation when attaching the

wiresto the pins.

% &7

Crossover Cable

c RJ-45 Pin Assignment
End 1 End 2
1{TD+) 3(RD+)
2(TD4) 6{RD-)

3 (RD+) 1(TD+)
6 (RD-} 2(TD4)

Pins4, 5, 7, and 8 are not connected.
RJ-45 Port Pin Assignments

Pin | MDI Signal Name* MDI-X Signal Name*

B-1. RJ}-45 Connector Pin Numbers

Straight-through Cable

Transmit Data (TD+)

Receive Data (RD+)

Transmit Data {TD-)

Reoceive Data (RD-)

Receive Data (RD+)

Transmit Data (TD+)

o W (N

Receive Data (RD-)

Transmit Data (RD-}

Straight-Through RJ-45 Pin Assignments
End 1 End 2

1(TD+) 1(TD+)

2{TD4) 2(TD-)

3 (RD+) 3 (RD+)

8 (RD} 6 (RD-)

Pins4, 5, 7, and 8 are not connected.

q vapr afidy

D 1 dfraraIALAAL S

Pins4, 5, 7, and 8 are not connected.
* The “+" and “-" signs represent the polarity of the wires tha make up
each wire pair.
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Appendix C
Specifications

Standards

|EEE 802.3 10BaseT Ethernet

|EEE 802.3u 100BaseTX FastEthernet

WAN Interface

10BASE-T/100BASE-TX

LAN Interfaces

10BASE-T/100BASE-TX

4 RJ-45 ports

LAN datatransfer rateis up to 10/20Mbps (10BaseT half/full duplex) or
100/200Mbps (100BaseT X with half/full duplex)

M anagement

Browser -based management

Both DHCP Server and Client provided

Advanced Features

Dynamic IP Address Configuration — DHCP, DNS
Firewall — Client privileges, hacker prevention, logging
Virtual Server viaNAT & NAPT

Virtua Private Network — PPTR L2TP, IPSec pass-through
Instrusion Detection, Email Alerting, Parental Control
Indicator Panel

LAN (Link, Activity), WAN (Link, Activity), Power
Dimensions

130 mm x 85 mm x 32 mm (5.12 x 3.35 x 1.26 in)
Weight

3709 (4.73 0z)
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SPECIFICATIONS

Input Power

9V 1A

Maximum Current

0.04A RM'S max.@110V/240V
Power Consumption

5 Watts max. @ 100-240 VAC
Temperature

Operating 0 to 40°C (32 to 104°F)
Storage -40 to 70°C -40 to 158°F (-40 to 158°F)
Humidity

5% to 95% (noncondensing)
Compliances

CE Mark BSMI

Emissions

FCC ClassB

VCCI ClassB
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