Introduction

TechNote

Hub and Spoke TZ170 VPNs with Checkpoint NG

This technote will detail all steps to get a Hub and Spoke setup between the SonicWALL SonicOS Enhanced and the
Checkpoint NG. Within this setup the Checkpoint NG will be the HUB and 2 TZ170 units will be the Spokes.

Versions Used

= SonicOS 2.5.0.2 Enhanced on both TZ170 units
= Checkpoint FW-1 NGAI

Sample Diagram

WAN: 207 88.91.77

TZ170

Metwork: 180.10.10.0/ 24
Gateway: 180.10.10.10

Tasklist
On the SonicWALL units:

Internet

WAMN: 67.115.118.94 WAN: 80.62.91.20

VPN

TZ170

Check Point
e Network: 10.234.234.0/ 24

Gateway: 10.234.234.1
Metwork: 182 168.170.0/ 24
Gateway: 192.168.170.1

= Create new network objects and groups
= Create new VPN Policy for the Check Point FW-1 NG
= Specify Destination Network(s), IKE Phase 1 and Phase 2 properties

On FireWall-1 NG:

= Create local(Check Point) LAN network objects and group
= Create remote(SonicWALL's) LAN network objects

Create new Interoperable Device objects
Edit the Check Point Gateway object
Verify the Topology

Manually define VPN Domain

= Create new VPN Star Community

= Edit VPN Star community properties
= Verify Security Rules

= Verify Address Translation Rules

Testing

= Verify that traffic flows through the tunnel.

= Verify that applications function properly through the tunnel.

= Verify that the tunnel can reestablish if either side is disconnected.

= Verify that the network map and documentation match the running configuration.
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Tech Note

Before You Begin

If you have not already done so, set up a management system connecting to the SonicWALL's internal LAN interface. The
SonicWALL should already be configured for internet access; if not, do this before completing any further steps. The
Check Point FireWall-1 NG server is also assumed to be properly configured for internet access.

Setup Steps

SonicWALL Setup Side Alice
Log into the SonicWALL'’s Management GUI using a current web browser.

The address objects will be created first, and then a group will be created to contain the address objects. From the
navigation bar on the left, click on ‘Network’ and then ‘Address Objects’, this will bring up the ‘Network > Address Objects’
page. In the ‘Address Objects’ section, click on ‘Add’ to create the address objects for the networks connected to the
Check Point FireWall-1 and SonicWALL. The first address object is for the LAN behind the Check Point FW-1.
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Tech Note

Next create an address object group for the two checkpoint address objects. On the ‘Network > Address Objects’ page in
the ‘Address Groups’ section, click on ‘Add Group...” to create the address group for the objects.

i 1
3 Add Address Object - Microsoft Internet Explorera =] £

Side_Bob_lan

i 1
3 Add Address Object - Microsoft Internet Explorera =] £
checkpoint_lan

PN

192.168.170.0 10.234.234.0

266.265.255.0

_ Ok | Cancal |

255.255.255.0|

_ Ok | Cancal |

Name: checkpoint_lan Name: Side_Bob_lan
Zone Assignment: VPN Zone Assignment: VPN
Type: Network Type: Network

Network: 192.168.170.0 Network: 10.234.234.0
Netmask: 255.255.255.0 Netmask: 255.255.255.0
Click ‘OK’ to finish. Click ‘OK’ to finish.

Next create an address object group for the two checkpoint address objects. On the ‘Network > Address Objects’ page in
the ‘Address Groups’ section, click on ‘Add Group...” to create the address group for the objects. The ‘Name;" is
"checkpoint_group"”

23 Add Address Object Group - Microsoft Internet Explorer

checkpoint_group

LAM Primary Subnet -

OPT Subnet

Secondary Default Gateway
“anHerten. Com Server
“EO Observer

WYAN Primary P

WYAN Primary Subnet

Select the "checkpoint_lan" object and ‘Ctrl’ or ‘Shift’ click to select the "Side_Bob_lan" object. Click the right arrow button
to add both objects to the group.

SONICWALL
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From the navigation bar on the left, click on ‘VPN’, this will bring up the ‘VPN > Settings’ page. In the ‘VPN Global
Settings’ section, make sure the ‘Enable VPN’ radio button is selected. In the ‘VPN Policies’ section, click on ‘Add’ to
create the new VPN policy for the Check Point FireWall-1.

SONICWALL> -

VPN > Settings VPH Policy Wizard... I Apply Cannﬂl F

VPN Global Settings

[¥ | Enable VP

Unique Firawall dentifiar. [000BB1057100

VPN Policies nemell  todgora 14 [
Gateway Destinations Crypto Suite Enable Configure
4 VAN GrougVPN ESP 3DES HMAG SHAT QKE) r WES
2 LAN GroughPH ESP IDES HMAC SHAT JKE) & VES
I7 3 DMZ GraupvPhl ESP 3DES HMAC SHAT (IKE) ] BV
[T 4 VLA GrouphPH ESP 3DES HMAC SHAT (KE) r b

Aid 3 naw enkry| i
4 PoliciesThned; cies Enabled, 14 Madmum Policies Allowsd

Currently Active VPN Tunnels teme w0 614 01

=

Status; Ready

The ‘VPN Policy’ window will then appear. On the ‘General’ tab page, ‘Security Policy’ section, select “IKE using
Preshared Secret” from the ‘IPSec Keying Mode:’ dropdown box.

S

: fo_Chockpaint
IPGec Primary Gateway Name or Address: f7ieteas
IPSec Secondary Gateway Name or Address: o000
Shared Secret frama to_Guess_anes

Latal I 1D (optional) | SomeWALL dentser =] HfHUB-TEST

Paer IKE ID {opsanal): [IP Address E | R

Name: "to_checkpoint"

IPSec Primary Gateway Name or Address: 67.115.118.94

Shared Secret: HaRd! to Gueb5 Allc3

Local IKE ID: SNWL Identifier HUB-TEST (the SonicWALL Identifier needs to be identical as the VPN SA name on the
CheckPoint NG)

Peer IKE ID: IP Address 192.168.170.1

SONICWALL>

4

Download from Www.Somanuals.com. All Manuals Search And Download.



Tech Note

Next select the ‘Network’ tab.

2 ¥PN Policy - Microsoft Internet Explorer =101 x|

MHetiork

Local Networks

' Choose local network frorm list LAN Primary Subnet j

 Local network obtains IP addresses using DHCP through this VER Tunnel

" Any address

Destination Networks

" Use this VPN Tunnel as default route for all Internet traffic

" Destination network obtains IP addresses using DHCF through this WPN Tunnel

' Choose destination network from list checkpoint_group

ENTEN T T

In the ‘Local Networks’ section, select the radio button next to ‘Choose local network from list’ and select "LAN Primary
Subnet" from the dropdown box.

In the ‘Destination Networks’ section, select the radio button next to ‘Choose destination network from list' and select
"checkpoint_group” from the dropdown box.

Next select the ‘Proposals’ tab. The default values should be correct, except the ‘Life Time’; normally "28800" should be
lowered to "3600" in both Phase 1 and 2 proposals. Verify that all values are correct.

/23 ¥PN Policy - Microsoft Internet Explorer i

Proposals

IKE (Phase 1) Proposal

Exchange |Aggresswe Mode

DH Group: |Gruup5

Encryption: |3DES

Authentication ISHA1

Life Time (seconds): ISEEIEI

Ipsec (Phase 2) Proposal

Frotocol: |ESF‘

Encryption: ISDES

Authentication: ISHA1

™ Enable Perfect Forward Secrecy

DH Group. IGrnupZ

Life Time (seconds): IEEEIEI

o f cos J |

SONICWALL>
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IKE (Phase 1) Proposal
Exchange: Aggressive Mode
DH Group: Group 5
Encryption: 3DES
Authentication: SHA1

Life Time (seconds): 3600

Ipsec (Phase 2) Proposal

Protocol: ESP

Encryption: 3DES

Authentication: SHAL

DH Group Group 2

Life Time (seconds): 3600

Do not enable Perfect Forward Security.

Next select the ‘Advanced’ tab.

/2 ¥PN Policy - Microsoft Internet Explorer P ]

Advanced

Advanced Settings

¥ Enable Keep Alive

) | Require authentication of VPN clients by RAUTH

User group for XAUTH users: I--Selact a user group-- j
™ Enable Windows Metworking (MetBIOS) Broadeast
" Enable Multicast

™ Apply NAT Policies

Translated Local Network: |——Se|ect Translated Local MNetwork— j

Translated Remote Metwork: I--Selact Translated Remote MNetwork-- j
Managementvia this SA: I~ HTTP [T HTTPS

User [ogin via thig 54 [~ HTTP [ HTTPS

Default LAN Gateway (optional) |D 0.00

WPM Policy bound to: Zone VWAN 2

ok s e |

Make sure that the option Enable Keep Alive is checked. All other options can be left as they are. Click the OK button.

This completes the settings on the SonicWALL TZ170 installed on Side Alice. Now, we will setup the Check
Point unit we will setup the TZ170 unit at Side Bob.

SONICWALL>
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SonicWALL Setup Side Bob
Log into the SonicWALL’s Management GUI using a current web browser.

The address objects will be created first, and then a group will be created to contain the address objects. From the
navigation bar on the left, click on ‘Network’ and then ‘Address Objects’, this will bring up the ‘Network > Address Objects’
page. In the ‘Address Objects’ section, click on ‘Add’ to create the address objects for the networks connected to the
Check Point FireWall-1 and SonicWALL. The first address object is for the LAN behind the Check Point FW-1.
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Next create an address object group for the two checkpoint address objects. On the ‘Network > Address Objects’ page in
the ‘Address Groups’ section, click on ‘Add Group..." to create the address group for the objects.

SONICWALL>
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1
2 Add Address Object - Microsoft Internet Explarera |u] -

checkpoint_lan

192.168.170.0

255.265.265.0

ok | cancel |

Name: checkpoint_lan
Zone Assignment: VPN
Type: Network

Network: 192.168.170.0
Netmask: 255.255.255.0
Click ‘OK’ to finish.

Next create an address object group for the two checkpoint address objects. On the ‘Network > Address Objects’ page in
the ‘Address Groups’ section, click on ‘Add Group...’ to create the address group for the objects. The ‘Name;" is

"checkpoint_group"

23 Edit Address Object Group - Microsoft Internet Explorer

checkpoint_group

All Autharized Access Points &
All Interface IP

All LAN Management 1P

All SonicPoints

Al AN [P

AllWAN Managerment [P

DMZ Interface [P

checkpoint_lan
Side_Alice_Lan

DMZ Subnets
Firewalled Subnets
LAM Interface IP

3 Edit Address Object - Microsoft Internet Explorere [m] JE

Side_Alice_Lan

180.10.10.0
266266 266.0

Ok | cancel |

Name: Side_Alice_lan
Zone Assignment: VPN
Type: Network

Network: 180.10.10.0
Netmask: 255.255.255.0
Click ‘OK’ to finish.

Select the "checkpoint_lan" object and ‘Ctrl’ or ‘Shift’ click to select the "Side_Alice_lan" object. Click the right arrow
button to add both objects to the group.

From the navigation bar on the left, click on ‘VPN’, this will bring up the ‘VPN > Settings’ page. In the ‘VPN Global

Settings’ section, make sure the ‘Enable VPN’ radio button is selected. In the ‘VPN Policies’ section, click on ‘Add’ to
create the new VPN policy for the Check Point FireWall-1.

SONICWALL
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SONICWALL>

VPN Global Settings

I¥ | Enabie VPN

Unigue Firewail identifier. [000681057 100

VPN Policies

Gateway

Destinations
71 WAN GrougVPN
[T 2 Lan GroupVFh
[T 3 DMZ GraupVPr

[T & WLAR GroupvPi

VPN > Settings VPN Policy Wizard... I Apply Canml F

torns |1 to 4 or4) [ <1 L[

Crypto Suite Enable Configure
ESF JDES HMAC SHA1 JKE) B }ﬂ i @
ESF 3DES HMAC SHAT KE) I Vi@
ESP 3DES HMAC SHAT (KE) i B EES
ESP JDEE HMAC SHA1 (KE) 0 )

A a v entry|
4 Folicie = TE I cies Enabied, 14 Maximum Palicies Allowed

lﬂemsi-1 bU{ﬂ)md DI.XI

Gurrently Active VPN Tunnels

=

Status: Ready

The ‘VPN Policy’ window will then appear. On the ‘General’ tab page, ‘Security Policy’ section, select “IKE using
Preshared Secret” from the ‘IPSec Keying Mode:’ dropdown box.

i

oon

| SomeWALL dentser =] HfHUB-TEST

IPSec Primary Gateway Name or Address:
IPSec Secondary Gateway Name or Address:

Sharsd Sacrat

Latal BE 10 {aptional)

E | R

|IF Address

Pier IKE 10 {ptanal):

Name: "to_checkpoint"”

IPSec Primary Gateway Name or Address: 67.115.118.94

Shared Secret: HaRd!_to_Gue55_BO0b

Local IKE ID: SNWL Identifier HUB-TEST

(the SonicWALL Identifier needs to be identical as the VPN SA name on the CheckPoint NG)
Peer IKE ID: IP Address 192.168.170.1

SONICWALL>
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Next select the ‘Network’ tab.

VPN Pulicy M rosall Tnternct Buplarer

Local Netwarks

= Choose local network from list LAN Primary Subnet -
" Local netwark obtaing IP addresses using DHCP through this VPN Tunnel
Ay addross

Destination Networks

™ Use this VPN Tunnel as defaull oute for all Intemet trafic
» [ a VPM Tunnel

. Choose destinalion netwerkfrom list | chackpoint_group x

In the ‘Local Networks’ section, select the radio button next to ‘Choose local network from list’ and select "LAN Primary
Subnet" from the dropdown box.

In the ‘Destination Networks’ section, select the radio button next to ‘Choose destination network from list’ and select
"checkpoint_group" from the dropdown box.

Next select the ‘Proposals’ tab. The default values should be correct, except the ‘Life Time’; normally "28800" should be
lowered to "3600" in both Phase 1 and 2 proposals. Verify that all values are correct.

VPN Pulicy M rosall Tnternct Buplarer

IKE (Phase 1) Proposal

Exchange: Aggressos Mode -
OH Broup. Group 5 -
Encrymtion: 3DES -
Authanitic abon: SHAL -
Life Time (seconds): 3600

Ipsec (Phase 2) Proposal

Protocol.

Encryntion:

Authertic aban’

I Enabée Perfect Forward Secrecy
D Group:

Lifi Tirrve (ecords).

IKE (Phase 1) Proposal
Exchange: Aggressive Mode
DH Group: Group 5
Encryption: 3DES
Authentication: SHAL

Life Time (seconds): 3600

SONICWALL>
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Ipsec (Phase 2) Proposal

Protocol: ESP

Encryption: 3DES

Authentication: SHAL

DH Group Group 2

Life Time (seconds): 3600

Do not enable Perfect Forward Security.

Next select the ‘Advanced’ tab.

VPN Pulicy M rosall Tnternct Buplarer

Advanced Settings

¥ Enatie Keen Alive
™ Require aumantcation of VPN clents by XAUTH

Uit groun for XAUTH users: 1 & i &

-

™ Enabie Wullicast

™ Apply NAT Palickes.
Translated Lotal Neswork:
Translabed Remole Metwork.

Management via this S

Uigar login via this Sa

Dot LAN Gabrwary (aptionial)

VPN Policy bound fo: Zor WAN i

Make sure that the option Enable Keep Alive has been checked. All other options can be left as they are. Click the OK
button.
This completes the settings on the SonicWALL TZ170 installed on Side Bob.

SONICWALL>
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Check Point FireWall-1NG Setup

Log into SmartDashboard.

m SmartDashboard

" Demo Mode IEaslc [Firewall] j

& User Name Iadmin

" Cerificate: I j J
Paszword: I ********

SmartCenter Server: |1 921681701 j

™ Read Only

Luit

More Cptions ==

Before the VPN can be setup it is necessary to create Network Objects for all devices and networks.
To create the network objects, first click on ‘Manage’ on the top of the SmartDashboard. Then
click on ‘Network Objects..

Ble [dt Yew Monoge Rukes Foloy Jearch Window ek

." from the drop down box.

|@o|iam| | bosaa||B|RFwlx | |[F5BE |
|22 = || Prlm e 4e || » & @ @ [ X
|2~E|¢h|ﬁb|&l®l B Securty | 2 aukvess Teaotoion | £ eee | @ [L-] |
| ==
:'::’“h‘ - = ErcDinan |~ Enctuman Spok | [E] Ay rate |~ tocryptadsenic | @ Eneretscorina | - toca
-:‘t:h- |—.|MH-ME| P Mewritr 3 Frc | [3] ey Trathc: Mm|@ﬁu“im.nu = Horm
(1% Dryemic St Accept YPH traffic rule (configured from the community)
¢ uemear Gataws | < - HUBTEST "~ Encrypted Senvc | () sccent %] Lep
I | = !
[ tamodue [*]ary Trathe | 15 microsonds | @) socept [5] wop .
L ewroson s JEIVICES. .
* any (3] sy Tratne * any @ noeept [5] s Resourcss, ..
jmp [] Ay Traic L2 hitps D nocent W] Loa . .
i i = - OPSEC Applications.. .
L] verkerterseen | [#] Ay Tratne ;; ) nccent (] toa
5 o = - SEervers...
VEQ_CHSERVEF | [#] Any Trathc CESERVER | 2y mconpt Lig fn
! ! L VECTOBSERVER . Idsers and Administrators, ..
] beeiwa [3] ary Tt * Aoy ) dop (5] Lon L.
. ST @ T Permissions Profiles.. .
* Ay [Fam e % sy |m¢w s = Time...
| ' — = VPN Communities. . .
For b, press FL [vanherten.com Resdfwiks | [ 4

The ‘Network Objects’ window will then appear. The first object to create is for the LAN subnet of the Checkpoint FW, it's
likely that these object already exist as they are used as the base for most rules. To create the LAN object, click the ‘New’
button at the bottom of the ‘Network Objects’ window, then select ‘Network’ from the dropdown box.

x|
- Metwork objects —
o | HNew. . Hemove |
Showe lm Mare ==
i - = heck Point ,
] blocked_P Mode »

CP_LAN
cpmaociule

Hew | Remove | Edit

Inkeroparabis Devics, ..

Damain. ., t\'s

CSE Device.. .

Sraup 3
Logical Sexver ...

| Address Fange, .,

Cloze I Actions... |

Help

Crenarmic Cbject. ..

| VolF Dormalrs L4
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The ‘Network Properties’ window will then appear.

x
General | MAT |

Hame AT —

Network Address: IW

Net Mask: W

et

Color: . -
Broadcast address:
’7(-' Included Mot included

ok | ol | Heb |

In this window, enter the object:

Name: CP_LAN
Network Address: 192.168.170.0
Net Mask: 255.255.255.0

The next network objects to create are for the LAN of the SonicWALL appliance at Side Alice and for the LAN of the

SonicWALL appliance at Side Bob.

From the ‘Network Objects’ window, click the ‘New’ button at the bottom of the ‘Network Objects’ window, then select

‘Network...” from the dropdown box.

Here we create the Network Object for the LAN of Side Alice. Make sure that the Object contains the correct LAN Network

Address and Net Mask. Within our example we used:

Name: Network_Alice
Network Address: 180.10.10.0
Net Mask: 255.255.255.0

zl
General | MAT |

Name: W

Metwork fddress: [18010100

Net Mask [

LComment: l—

Color: s -
Broadeast addiess
’Vﬁ' Included " Hot included

aK I Cancel Help
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Here we create the Network Object for the LAN of Side Bob. Make sure that the Object contains the correct LAN Network
Address and Net Mask. Within our example we used:

Name: Network_Bob
Network Address: 10.234.234.0
Net Mask: 255.255.255

ﬂ
General I MAT |

Hame [Network Bob

Network fddress: [102362340

Met Mask [szmszsm0

Comment ]

Color -
Broadoast addiess:
(r-‘ Included © Nt included

ok I Cancel | Help |

Next, edit the ‘Check Points’ network object. It should be named the same as the machine name then press the edit
button. If it does not exist, create it under ‘New’ > ‘Check Point’ > ‘Gateway...” and proceed to the next step.

ﬂ
—MNebwork objects ————————————————— Maw. .. Remove | E dit. .. | |
Showe ICheck Points leOFB_» Thock Point M
— Hoide ¥ Host..,
[ntercparable Davice... taakeway Jucter. ..
Webwark., . Embeddesd Device...
Diomnain. .. Externaly Managed Gateway .. .
OSE Device... Extermaly Managed Host,..
Group ¥

Logical Servar ..,
Address Range,..

Cloze I Actions... | Help | D:.-'narnu: Cb]Ed:...

\falP Domains ]

Hew.. | Bemave | Edit... |

SONICWALL
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The ‘Check Point Gateway’ page will appear. On ‘General Properties’, verify the ‘IP Address’ and that both ‘FireWall-1’
and ‘VPN-1 Pro’ are selected. In this example, the ‘IP Address’ is “192.168.170.1". When finished, click ‘Topology’ on the
left hand side.

Check Point Gateway - cpmodule x|
- General Properties Check Point Gateway - General Properties
Topalogy
i Mame: cpmodule
WPN i
Remate Access IP Address: |192.168.170.1 Get address | [ Dynamic Addiess

Authentication
Logs and Masters

Capacity Optimization Color [
Advanced )
Check Paint Products
Mersion: MG with Application Inteligence  —|  GetVersion
Type: Check Point Enterprise/Pro d
] Firzwall -
[wIWPN
[1QaS
1S ecureClient Palicy Server

(15 ecureClient Software Distribution Server
il Frimary Management Station k2l

Comment. |

Additional Products:
™ web Server

Secure Internal Communication

Commurication... D cn=cp_mamt, o=cpmodule. 52BuwE

ok | Cencel | Help |

On ‘Topology’, verify the network addresses of the ‘internal’ and ‘external’ networks listed under the ‘Topology’ section. If
nothing is populated in the topology fields, click ‘Get Topology...’

ol | [ Ed. | fewowe |

VPN Do
™ ANIP Addrettat behind G stivay Basad o Tepckogy infomation.

= Manualy defired [t e LA =] Hew.

ok | coel Hee |

In this example:

External network: “67.115.118.94"

Net mask : “255.255.255.255”

Internal network: “192.168.170.1"”

Net mask: “255.255.255.0”

(internal is also referred to as ‘This Network’).

In the VPN Domain’ section select ‘Manually defined’ and select the previously created “CP_LAN” Network Object with
the dropdown menu. When this is done you can close this page by pressing the OK button.

SONICWALL>
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It is needed to create also Interoperable Network objects for the both SonicWALL appliances. Go to ‘Manage’ > ‘Network
Objects’ now the Network Objects window will then appear. To create the ‘Interoperable Device’ object, click the ‘New’
button at the bottom of the ‘Network Objects’ window, then select ‘Interoperable Device’ ..." from the dropdown box. The
‘Interoperable Device’ window will then appear.

X}
— Hetwork objects: | Mew . Rermove |
= Check. Poink 4
Mods
Interoperabie Device, ., R
Metwork. . .
Darnain...
25E Davica,,.
Eroup »
Logical Serwer ...
New. | Remove | Edt. | address Range. ..
o= Wan| | Crynamic OI.:uect...
WalP Damairs »

In this window, under ‘General Properties’ enter
Name: SNWL_Alice

IP Address: 207.88.91.77

Next click ‘Topology’ on the left hand side.

5|
- General Properties
i Topolagy
WPN Mame: SMNWL_Alice
IP Address: |207.88.91.77 Get address
Comment. |
coo [ -

oK I Cancel Help

SONICWALL>
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On the ‘Topology’ page, under the VPN Domain’ section, select ‘Manually defined’ and select the previously created
“Network_Alice” Network Object with the dropdown menu. Click on ‘OK’ to finish.

An Interoperable Device Object needs also to be created for Side Bob. Go to ‘Manage’ > ‘Network Objects’ now the
Network Objects window will then appear. To create the ‘Interoperable Device’ object, click the ‘New’ button at the bottom
of the ‘Network Objects’ window, then select ‘Interoperable Device’ ..." from the dropdown menu.

51
General Properties Topology

logy!
VRN B

MName | |P Address | Metwark Mask, | IP Addresses behind interface

4| | Bl

Add.. | Edft. Hemoyve
WPN Domain

£ &Il IP Addresses behind Gateway based on Topology information

& Manually defined ML Metwork_tlice | Hew

ok | Concel | Hep |

The ‘Interoperable Device’ window will then appear.

x
— Generl Properties
- Topology
WPN Mame: SNwL_Bob
IP Address; |80.62.91.20 Get address
Comment; ||
CT [

oK I Cancel Help

SONICWALL>
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In this window, under ‘General Properties’ enter:

Name: SNWL_Bob
IP Address: 80.62.91.20
Next click ‘Topology’ on the left hand side.

On the ‘Topology’ page, under the ‘VPN Domain’ section select ‘Manually defined’ and select the previously created
“Network_Bob” Network Object with the dropdown menu. Click on ‘OK’ to finish.

Interoperable Device - SNYL_Bob

Topology

- General Fropetties

H y
VPN Get.

x|

MName | IP &ddress

| Notwork Mask [ IF Addiesses behind interface

Add.. | Edft. Bemove:

WFN Domain

= Manually defined

o]

" AllIP Addresses behind Gateway based on Topology information

Metwork_Bob - New..

Cancel |

Help |

Now all the Network Addresses are created which will be needed to setup the VPN SA on the Checkpoint NGAI unit.
Next, define the VPN. From the top menu, select ‘Manage’ and then ‘VPN Communities...”; the ‘VPN Communities’
window will appear.

% vanherten.com - Check Point SmartDashboard - ¥PN Manager =] x|
File Edit Yew Manage Rules Policy Search Window Help
gy um | anas |B|oad ot~ 9s88
| =R s || FelEle 2t e[ ala a B 5 |
T |Q |ﬁh |ﬂ; |,Q, | | B security | 55 Address Translation | {F: smartDefense B VPN Manager |:'§ Desktop Security
(- Hetwork Objects i = -
Check Paint = @ :@(
Hades HUB-TEST MyIntranet Rematefccess
Interoperable Devices
Hetworks
Groups
-] Dynamic Objects
&/

SNWL_Bob

e [l

cpmodule SNWL_Alice

Lo

For Help, press FL
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Tech Note

From the ‘'VPN Communities’ window, select the ‘New’ button on the bottom. Then select ‘Site To Site’ and ‘Star...” The
‘Star Community Properties’ page will appear.

¥PN Communities 5[

%P Communities:

Show: |4

HUB-TEST
5 Mylntranet
g: Remotefccess

Hew.. | Eemove |

=

Mew...

Femove | Edit...

Edi. |

LCloze I Actions... |

Help |

Sibe To Sike, ..

Starl LA

On the ‘Star Community Properties’ page, enter the VPN name in the ‘Name:’ field. In this example, the ‘Name:’ is "HUB-

TEST" which needs to be the same as the SNWL Identifier setup in the VPN SA on the Spokes.

Star Community Properties - HUB-TEST il
; General
- Cenhal Galeways
- Satelite Gateways Name: HUB-TEST
- Encluded Services
VPN Properties Comment. |
- Advanced Properties
" Shared Seerst el I

Enable VPN routing for satellites:

Community Traffic Security Policy

|—\<m

€~ To center only
" To center and to other satelites through center

' To center, or through the center to other satellites, to intemet and other

WPN targets

[ Accept all enciypted haffic.

Mate: The nle applies for all Internally Managed community members.

Log Traffic: a: defined in Global Properties, Logging Tab: |Log
oK I

Cancel | Hep |

For the ‘Enable VPN routing for satellites’ you need to select the option ‘To center, or through the center to other
satellites, to internet and other VPN targets. ’

At the Community Traffic Security Policy it is necessary to have the checkbox ‘Accept all encrypted traffic’ ticked. Next,
click on ‘Central Gateways'.

On the Central Gateways, click on the ‘Add..." button under the ‘Central Gateways:’ section. This will bring up the ‘Central
Gateways’ window. Select here the address object ‘cpmodule’ and press OK.
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Tech Note

Star Community Properties - HUB-TEST

Central Gateways

General

Satellite Gateways
- Excluded Services
VPN Properties
Advanced Properties

Gateways will be encrypted,

Participant Gateways:

Allthe connections between the Gateways below and the Satellite

" Shared Secret g comodule

Add... Edit.. Remove I

™ Mesh center gateways

o]

Help

Add Central Gateways

5 cpmoddule

The candidates must be defined as:

1. %PN-1 installed
2 Yergion MG FP1 and above [Only for Intemally managed).
3. Host, Gateway, Gateway Cluster or Interoperable Device

Cancel | Help |

Next, click on ‘Satellite Gateways’. On the Satellite Gateways, click on the ‘Add...” button under the ‘Satellite Gateways:’
section. This will bring up the ‘Satellite Gateways’ window.

Star Community Properties - HUB-TEST

Add Satellite Gateways

The candidates must be defined as:

1. WPN-1 installed
2 Wergion MG FP1 and above [Only for Intermally managed).
3. Host, Gateway, Gateway Cluster ar Interoperable Device

Cancel | Help |

o |

o Ganeral

stelite
VPN Froperties

% Shared Secret

- Excluded Services

- Advanced Froperties

Satellite Gateways

Central G ateways

Gateways will be encrypted

Pailicipant Gateways.

[01] stw_siice
SMAL_Foh

Add Edit Bemave I

o]

Allthe connections between the Gateways below and the Central

Concel |

Helo |

Select here the address objects ‘'SNWL_Alice’ and address object ‘'SNWL_Bob’ after this is done press OK.
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Tech Note

Click on 'VPN Properties'.

Star Community Properties - HUB-TEST

 Beneral VPN Properties

- Cenhal Galeways
- Satelite Gateways IKE [Phase 1] Properties

Excluded Services
S Peiform key exchange encryption with: | 3DES vl
; opeties
Shared Scarst Pefoim data inteariy with SHAT =

- Advano

|Psec [Phase 2] Properties

Perform IPsec data encryption with: 3DES 'I
Petform data integrity with: SHAT vI

ok | Coneel | Helo |

Enter the ‘IKE (Phase 1) Properties’ and the ‘IPsec (Phase 2) Properties’. In this example, the ‘IKE (Phase 1)’ section the

settings are as follows:

IKE (Phase 1) Properties
Perform key exchange encryption with: 3DES
Perform data integrity with: SHA1

Ipsec (Phase 2) Properties
Perform IPsec data encryption with: 3DES
Perform data integrity with: SHA1

Next, click on ‘Advanced Properties.’

Star Community Properties - HUB-TEST

General Advanced Properties
Central Gateways
- Satelite Gateways IKE [Phase 1]

* Excluded Services

VPN Properties Use Diffie-Hellman group: Group 61536 bit] =

Benegotiate IKE secunity associations every |50 3: minutes

Shared Secret

IV Use aggressive made

|Psec [Phase 2]

™ Use Perfect Forward Seciecy

Uze Diffie-Hellman aroup: Group 2 (1024 bit) =

Beneaotiate IPsec secunty associations every (3500 3: seconds

I~ Support Site to Site IP compression

Reset A'VPN Properties

NaT

[ Disable MAT inside the WPM cammunity

0K I Cancel Help
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Tech Note

In the ‘Advanced Properties’ section, under IKE (Phase 1), modify the ‘Renegotiate IKE security associations every’ field
to "60" minutes and the ‘Use Diffie-Hellman group’ should be "Group 5 (1536 bit). Tick the option ‘Use aggressive mode’
For the ‘Ipsec (Phase 2) Proposal’ section the settings are as follows: ‘Life Time (seconds)’ is "3600". Do not enable
Perfect Forward Security. At the ‘NAT' it is necessary to tick the option ‘Disable NAT inside the VPN community’

Click ‘Shared Secret'.

Star Community Properties - HUB-TEST

[ Germal  Shared Secret
i Cantral Gateways
b Gatelite Gateways
i Excluded Services
=il e Each Extemal member will have the falowing

o Advanced Properiss st ith allinkstml msmbers in this commmurity
i Shared Secrat

¥ Use only Shared Secret for all Extemmal members

Peer Nams Shared Secret

Edit Remove

0K I Cancel | Help |

On the ‘Shared Secret’ section, tick the option ‘Use only Shared Secret for all External members’. Highlight "SNWL_Alice"
in the ‘Peer Name’ table below. Click on the ‘Edit..." button to enter the secret. In this example, the shared secret is
"HaRd!_to_Gueb5_ Al1c3" press the OK button. After this Highlight "SNWL_Bob" in the ‘Peer Name’ table below. Click on
the ‘Edit..." button to enter the secret. In this example, the shared secret is "HaRd!_to_Gue55_BO0b" and press the OK

button.
insert secret |
Enter secret: IHaHdl_tn_Gu

Ok I Cancel |

Click ‘OK’ to finish the VPN Interoperability Hub Spoke setup between the SonicOS 2.5 Enhanced and Checkpoint NG
within the SmartDashboard. Make sure that the Policy has been installed onto the Checkpoint firewall to have it working.
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