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Introduction

Redundant Business DSL Access

In today’s business environment, loosing your internet link can have serious impact
on your daily operations: loss of revenue and loss of external communication with
branch offices, teleworkers or suppliers calls for a backup solution around the clock.

With the SpeedTouch Business DSL Routers (610(i),(s),(v)), you can offer Business
Class DSL Service to SME and SOHO users. The SpeedTouch 2101, in combination
with a 610 Business DSL router, allows you to have an ISDN Backup solution
satisfying to the most stringent redundancy requirements.

With a two box solution, you can differentiate your offering easily, tap into new
markets thanks to increased service reliability and increase your customer retention.

Backup Solution with the SpeedTouch 610 DSL Business Router

The SpeedTouch 2101 is connected using an Ethernet port to one of the Ethernet ports
on the SpeedTouch 610. When the connectivity from the SpeedTouch 610 to the
Internet is lost, all traffic towards the network is automatically re-directed over the
SpeedTouch 2101 and through the ISDN network to the internet User Cases.

Imagine your corporate customers in their daily operations. Banks, insurances
companies, travel agencies and so many other businesses can not afford any
downtime of their network or internet connection. Even with the reliability of our
SpeedTouch routers, you are not safe of network failures. Many other single points of
failure are dependencies you need to cover in these Business Critical applications.

Redundancy and backup is a value added service you can offer: return on investment

is high while your total cost of ownership remains low. Your customer’s business
will always be online.

Product Features

The SpeedTouch 210i router is packed with features that give it the flexibility to
provide a complete networking solution for almost any small to medium- sized office
environment.
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Ease of Installation

Y our SpeedTouch 210i is a sdf-contained unit that is quick and easy to indal. Physicdly,
It resembles an externd modem; however, it isacombination ISDN router and Ethernet
switch, and it uses twisted-pair Ethernet cables to connect to the host network.

Built-in Switch

A dua-speed NWay switch, the SpeedTouch 210i provides four ports for connecting
network end nodes—angle-user computers, servers, bridges, other routers, etc—through
standard “ gtraight-through” twisted-pair cables and one port for making an “uplink”
connection to another hub or switch through the same type of straight-through cable used
to connect end nodes.

ISDN Basic Rate Interface (BRI)

Using astandard S/T the SpeedTouch 210i supports DSS1 ISDN switches. The two
ISDN B-channels can be used independently for two destinations, or they can be bundled
together for one high-bandwidth connection supporting bandwidth-on-demand.

Dial On Demand

The Did On Demand feature alows a SpeedTouch 210i to autometicaly place acdl to a
Remote Node whenever thereis traffic coming from any workstation on the LAN (Loca
Area Network) to that remote Site.

Bandwidth On Demand

Bandwidth-on-Demand (BOD) for ISDN Interface: Asthe ISDN BRI interface has two
independent B channds, the BOD mechanism alows you to automaticaly add/drop aB
channd according to data traffic throughput.

Full Network Management

The SpeedTouch 210i incorporates SNM P (Simple Network Management Protocol)
support and menu-driven network management viaa Telnet connection or an embedded
Web configuration program.

PPP Security

The SpeedTouch 210i supports PAP (Password Authentication Protocol) and CHAP
(Chdlenge Handshake Authentication Protocal).

RIP-1/RIP-2

Routing Information Protocol (RIP) Support: Used in most LAN-to-LAN applications.
The RIP protocol exchanges routing information between routers.
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DHCP Support (Dynamic Host Configuration Protocol)

DHCP (Dynamic Hogt Configuration Protocol) allows | P addresses to be automatically
and dynamicaly assgned to hosts on your network.

Networking Compatibility

The SpeedTouch 210i is compatible with remote access products from other companies
such as Ascend, Cisco, and 3Com. Additionaly, Microsoft Windows 95, 98, 2000, and
Windows NT remote access capability are dl supported.

Firmware Upgrade (TFTP) Server

Using this sarver and the Firmware Upgrade Utility software, you may easily upgrade to
the latest firmware whenever enhanced features are added.

Web (HTTP) Server

A Web browser isthe most common tool used to surf the Internet. Y ou may use

Microsoft Internet Explorer or any Netscape browser to configure the Router. It' s as easy
as surfing a Website.

Remote Access Server (RAS)

RAS provides remote dial-in access services for home workers, branch offices, or
telecommuters. SpeedTouch 210i routers offer 10 did-in user profiles, incuding an
authentication mechanism through CHAP/PAP and Cdling Line Identification (CLID),
secure callback functions, and 16 Lan-to-Lan Dider Profiles.

Domain Name Server (DNS) Proxy

The DNS proxy maintains a DNS cache, including a mapping table between domain
names and | P addresses. The proxy aso remembers DNS query packets sent through the
router and saves them into its own DNS cache. For enhanced speed, when a DNS query
packet enters the router, the proxy searchesitsloca DNS cache. If matched, the router
sends an answer to the hogt that sent the DNS query packet. Only unmatched DNS
queries require querying a WAN Domain Name Server.
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Telnet Terminal Server
The Telnet User Interface (TUI) is an efficient method of configuring and
managing routers.
It utilizes a traditional command - line user interface and is mainly for
advanced configuration, management, and troubleshooting.

Built-in Flash ROM

The Flash ROM memory saves the router firmware and configurations, even
after power down.

Firewall
In addition to the built - in NAT mechanism, the Router features another
powerful firewall to protect your local network or to deny specified local users
access to unauthorized network services.

Remote Management

The system manager can remotely manage the routers through an ISDN remote
dial- in, ISDN, or DSL WAN interface.

Applications for your SpeedTouch 210i

Some applications for the SpeedTouch 210i include:
Internet Access
Your SpeedTouch 2101 supports TCP/IP protocol, which is the language used

for the Internet. It is also compatible with access servers manufactured by major
vendors such as Cisco and Ascend.
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Network Address Translation (NAT)

For smdll office environments, the SpeedTouch 210i dlows multiple users on the LAN to
access the Internet concurrently through a single Internet account. This provides Internet
access to everyone in the office for the price of asingle user.

NAT address mapping can aso be used to link two IP domainsviaa LAN-to-LAN
connection.

LAN-to-LAN Enterprise Connections

The SpeedTouch 210i can dia to or answer calls from another remote access router
connected to adifferent LAN. The SpeedTouch 210i supports TCP/IP and has the
capability to bridge any Ethernet protocol.

Remote Dial-In Server

The SpeedTouch 210i alows Remote Did-in Usersto did in and gain accessto your
LAN. Thisfesture enables users that have workstations with remote access capabilities,
e.g., Windows 98, to dia in using an ISDN terminal adapter (TA) to access the network
resources without physicadly being in the office.

What This Manual Covers

This manud is divided into thirteen parts.

Chapter One, “Introduction,” describes many of the technologies
implemented in the SpeedTouch 210i as well as product features,
€tc.

Chapter Two, “Installation and Setup,” is designed as a step-
by-step guide to ingdling the router. In addition, descriptions of
the front panel and rear panel are provided.

Chapter Three, “Basic Configuration and Internet Access,”
provides detailed explanations for basic setup and Internet access
setup. It also covers ISDN dia-up Internet access.

Chapter Four, “Remote Access,” provides an introduction to
remote access, including remote did-in access and LAN-to-LAN
access.

Chapter Five, “Advanced Setup,” describes how to enable the
remote activation function, and configure the BOD parameters, as
well as information relating to NAT setup and IP filter and firewdl
setup.
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Chapter Six, “System Management,” gives detaled
explanations of online status and management setup, as well as
information pertaining to diagnostic tools and rebooting the system.

Appendix A, “Troubleshooting and FAQ,” includes some of the
most Frequently Asked Questions.

Appendix B, “Basic IP Concepts” contains a brief of some
fundamental 1P concepts.

Appendix C, “IP Protocol and Port Numbers,” ligs many
commonly used | P settings.

Appendix D, “Technical Specifications,” ligs specifications
about the SpeedTouch 210i ISDN router.

Regardless of the gpplication, it isimportant that you follow the steps outlined in Chapters
2, “Ingtallation and Setup,” to correctly connect your SpeedTouch 210i to your LAN.
Y ou can then refer to other chapters of the manua depending on your specific ingalation
requirements.

What This Manual Doesn’t Cover

Thismanua assumes that you know how to use your computer and are familiar with your
communications software. If you have questions about using either one, refer to the manud
for the product.

Other Resources

For more information about your SpeedTouch 210i check the following sources:

Quick Ingdlation Guide.
CD-ROM

Packing List

Before proceeding further, check al items received with your SpeedTouch 210i againgt
thislist to make sure nothing is missng. The complete package should include:

One SpeedTouch 210i ISDN router.

One power adapter.

One Ethernet LAN cable.

One ISDN cable with RJ-45 connectors.

6
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One hard copy of the Quick Ingtdlation Guide.
Set-up CD- ROM
Safety Ingtructions Leaflet

Additional Installation Requirements

In addition to the contents of your package, there are other hardware and software
requirements you need before you can ingal and use your router. These requirements
include:
" AnISDN line

Ethernet connection(s) to your computer(s).

After the router has been successfully connected to your network, you can make future
changes to the configuration using a Telnet client application.
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Installation & Setup

Before You Start

Use only the power adapter supplied by THOMSON (16-18 VAC/1A)
Using an incorrectly rated power adapter will result in damage to the router.

Know the type of interface provided by your ISP or telecom. The standard model
only supportsthe ISDN BRI ST-interface. If you are an ISDN S/T-interface user,
you should have an NT-1 or NT-1 plus provided by your ISP or telecom.

Also, make sure the ISDN lineisavailable.

In case of emergency, unplug the power adapter fird.

Locate the device in aclean location. Do not block the ventilating dots on the rear
panel.

Cables must be attached to the correct ports; to do otherwise may result in damage to
the router. Keep cables away from wakways.

If you use S/T-interface, do not extend the ISDN line greater than 100 meters from
the NT-1 (NT-1 plus) box and the router.

If you use DSL/Cable, check that your subscribed DSL/Cable modem supports the
Ethernet interface for connecting to your PC. If not, you will be unable to connect it to
the router.

Ordering Your ISDN Line

If you do not have an ISDN lineindalled aready, we suggest that you order it from your
telephone company as soon as possble to avoid the long waliting period common when
ordering anew line. Use the information in this section to place the order. If you have
dready ingaled your ISDN line, you can check the following section to make sure that
you can use dl the features of your SpeedTouch 210i.

1
2.

Contact your local telephone company’s ISDN Ordering Center.

Make sure DSS1 switches are available since these are the only switch types currently
supported by the SpeedTouch 210i.

When the telephone company ingtals your ISDN line, be sure to obtain the following
information:
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a |SDN switch type.
a I1SDN telephone number(s).

Before you set up the router, you need to know the default settings of the SpeedTouch
210i as shown below:

Factory Default Settings:

Default I P Network Settings:
IP Address: 10.0.0.139
Subnet Mask: 255.0.0.0

DHCP Server: Disabled

Web Configurator:
Username: admin
- Password: <blank>
Note: Blank means no password required.

Telnet Console:

Password: <blank>

Note: Blank means no password required.
Management from the Internet: Not allowed

Virtual TA Saver: Enabled

Remote Dial-In Server: Disshle

The following section outlines how to connect your SpeedTouch 210i to your LAN and
ISDN line. Refer to the diagrams below to identify al of the ports on your device when
you make connections.
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The SpeedTouch 210i Front Panel

Names and descriptions of your router’ s front panel LEDs are given below:

¥ = e 3
| |

—_—m— —

S °© % 9ve 92790

- —

= n——u =

SpeedTouch 210i

POWER— Comes on as soon as you connect the router to the power
adapter and plug the power adapter into a suitable AC outlet.

STATUS— Should be blinking if the router is functioning properly.

| SDN — LI NK— Indicates that the router has an ISDN line connected to
the ISDN interface and it has been successfully initidized.

Note: On some NT1 boxes, the LINK indicator will go off when the ISDN line has been
idle for awhile. When the router is diaing or answering acdl, it should be on again.

|SDN — B1 and B2— Onif thereis an active ISDN session on that channd
or if that channe is making or receiving acal.

LINK/ACT— 1 through 4 These indicators light up when aport is
connected to a powered-on Ethernet/Fast Ethernet station. The LEDs blink
when information is tranamitted or received on a port.

100/10M - 1 through 4 These indicators light up when a port is operating &
100Mbps. Otherwisg, if thisindicator is dark and the corresponding L INK
indicator islit, then the port is operating at 10Mbps.

The SpeedTouch 210i Rear Panel

[ e —_—_—_— e
2 e [ N e
SpeedTouch 210i
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The SpeedTouch 210i has a power jack, an uplink port, four RJ-45 ports, an ISDN port
on the rear panel, and afactory reset button. Please note that only the THOM SON
supplied power adapter should be connected to the power jack.

POWER — This socket isa 16-18 volt, 1000 mA power input jack. If the
power adapter included with the router has been lost or misplaced, please
ensure that the replacement adapter meets both the voltage and amperage
requirements.

ETHERNET — The Ethernet ports function as anormal, dual speed NWay
Ethernet switch.

" Uplink — This port is used to connect the router to another
switch or hub usng a sraight- through twisted-pair cable. When
the Uplink port isused, Port 1x is unavailable.

Ports 1x to 4x — These four ports can be used to connect end-
dations to the router using straight-through cables.

| SDN — This socket is used to connect the ISDN lineto an NT-1.

Factory Reset:

Switch on your SpeedTouch 210i.

The Status LED flashes.

To reset the SpeedTouch 210i to the factory settings: Press and hold the
button for 5 seconds when the unit is switched on. The Status LED will flash
more quickly — at this moment, release the button and the router isreset to its
factory settings.

Hardware Installation

Connecting the Power Adapter

1. Connect the power adapter to the electrica outlet in the wall and to the power jack on
the rear panel of the router.

2. The Status LED should be blinking once every 2 seconds.

11
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Connecting to the Ethernet

The SpeedTouch 610i has 4 Ethernet ports and the SpeedTouch 210i router has 4 usable
Ethernet ports. After connecting the SpeedTouch 610 and SpeedTouch 210i, up to 6 PCs
can be connected without the need of an externd hub (one Ethernet port on each deviceis
used to connect both devices and uplink port is mutualy exclusive with port 1).

Use the Uplink Ethernet port on the SpeedTouch 210i to connect to the
SpeedTouch 610i.

Setting up PC Management

The Router has abuilt-in HTTP (Web) server for configuration. Before you use the router

to access the Internet, you should set up a management PC to log into the router for

further configuration. The management PC may be configured with afixed or dynamicaly
assigned IP address. For afixed |P address, use afree |P address,

such as 10.0.0.137. For the dynamic | P address, as described below, you need to set the

PC as a DHCP client, enable the DHCP server in the router, and then restart or renew the
network settings. The PC will then be assgned an I P address and related settings by the router.
The following examples are for a Microsoft Windows 95/98 machine set to use adynamic
dynamic |P address. For other operating systems, please refer to the OS user manuals.

Note: Typically the ST610 acts as a DHCP server, so there is no need to use the DHCP
server on the ST210i.

Checking the Network IP Configuration

Thefollowing explains how to setup the Transmisson Control Protocol/ Internet Protocol
(TCP/IP) in Windows 95/98. For more detailed information on TCP/IP setup, refer to the
Windows 95/98 help files. For other operating systems refer to the user manuals.

1. On the desktop, right-click Networ k Neighborhood. Click Properties. The Networ k
window will open:

12
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Network [ 7]

Configuration | Identificatinnl Brccess Cnntrnll

The fallowing netwark components are installed:

Client for Microzoft Metworks
& D -Link DFE-500T3 PCI Fast Ethemet Adapter [Rev BAC)
" TCPAP
2| File and printer sharing for Microsoft Networks

Add... | HEmavE | Eropertics |

Primary Metwaork Logan:
ICIient for Microzoft Metworks _'_I

File and Frint Sharing. . |

Description

ok | Cancel |

Y our particular sysem may differ from the window shown here. Check if you have an
Ethernet Network Interface card (NIC) ingtalled. If not, refer to the ingtallation
documentation from the NIC card manufacturer and ingtall the card and drivers.

If you have ingtalled the NIC card,

1. Click the Add button. The Select Networ k Component
Type didog box will open. This box has four options. Client, Adapter, Protocol,
and Service.

2. Select Protocol and dlick the Add button. The Select Networ k Protocol didog
box will open.

3. Sdect Microsoft in the left scrolling window, then select TCP/IP on the right, and
click OK. It will return to the Network diaog box.

Configuring the TCP/IP Protocol

1. Onthe Network didog box Configuration card, select TCP/IP and then click
Properties. The TCP/IP Properties diaog box will open.

13
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TCP/IP Properties

Bindngs | Advanced | MeBIOS |
DMS Configuration I Gatemway ! WINS Configuration  |F Address

An P address can be automatically assigned ta this computer.
I pour network, does not automatically azzign [P addresses, ask
your netwiork. adminiztrator for an address, and then type it in
the zpace below,

£ Ohbtain an [P address automatically

— Specify an IP address:

o

[Fddiess: | : M TR s | |

255. 0 .0 .0 |

SlEret et

2. OnthelP Addresstab, click Obtain an I P address automatically.

Y our computer will get an |P address, subnet mask, and other related | P network settings
from the router.

3. Onthe DNS Configuration tab, click Disable DNS.

TCP/IP Properties HE

Bindings | Advanced | NetBIns
DNS Configuration | Gateway | WINS Configuration | IP Address
o
—{" Enable DNS

fEt: |,3{5L—. Eleifi=lin

S Semver S ety [rder

dlirl. com; b

[T 11 a |
172191034 Bemuve
172.19.10.35 —
168.95.192.1

Wormal St Eeanst e

I forld |

Eemuve

Ok | Cancel

4. Click the Gateway tab.

14
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TCP/IP Properties

Bindngs | Advanced | MetBIOS
DMS Configuration  Gateway ! WMS Configuration I IP Address

The first gateway in the Inztalled G ateway list will be the default.
The address order in the list will be the order in which these
machines are uzed.

Hew gateway:

Inztalled gateways:

101.1.254 Remove |

Ok | Cancel |

5. Make the New gateway and I nstalled gateways fields blank and click OK . A diadog
box will pop up asking you to restart the PC. Click Yes.

Using the Web Configurator

Connecting to the Web Configurator viaa Web Browser

1. Launch the Web browser. Enter http://10.0.0.139 into the browser Address window
and press the Enter key.

J File Edit Wew Favoites Toolz Help

I R o B I A B = e . S ES L

Back Farmard Stop  Refresh  Home Search Favarites  Histary I il Print

| Address [@1 b/ 10.0.0.1391

2. An authentication diaog box will open.

15
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Enter Network Password [ 7 | x|

Please tppe your user name and pazsword,

Site: 1000139
Fealm Login to the Router web Configurator
Uzer Mame ||

Pazzword I

[ Save thiz password in pour password list

ak I Cancel |

3. If thisisthefirst time you setup the router, type admin as the User Name and leave the
Password field blank. Click OK.

4. The Web Configurator Setup Main Menu will open. On the main page, Modd,
Firmware Verson, Build Date/Time, and LAN MAC (Hardware) Address information

will be displayed.
SpeedTouch 210i
Ethernet Broadband Router

t Haiig Aidvancad

old Passward

M Passward

At enin ]
REetyps New Passivard
Exhmmat
[ Canzal | | Apphe | | Halp |
50N
Anl- b Aoz waz

:-rl:i.l

WA

Overview of the Web Configurator

The Setup Main Menu (see above figure) consigts of five groups: Home, Advanced,
Tools, Status, and Help. The following will describe the outline for each configuration
menu.

Home (Setup First):

1. Admin Setup:
Sets/changes the administrator password.

2. Ethernet Setup:

16
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Modifies the router's | P address and DHCP server settings.

3. Internet Access Setup: (required for Internet access)
Usudly the router functions as a border router for SOHO or home networking so
you must enter settings here to enable access to the Internet.

4. 1SDN Setup:
ISDN users need to select a country code. Sets some ISDN
numbering settings, eg. MSN numbers and Own (Calling) numbers.

5. Remote Did-1n Access Setup:
Remote access or LAN-to-LAN remote access settings are made here.

6. Virtua TA (Remote CAP) Setup:
Use this menu to create a Virtud TA user account and enable/disable the built-in
Virtud TA sarver.

Advanced Setup:

The following settings are for advanced configurations only. These items do not need to be
configured for standard Internet access.

1. Dynamic DNS
Supports the Dynamic DNS function.

2. Call Control Setup:
Sets bandwidth-on-demand (BOD) parameters for the MP (Multiple link PPP)
protocol. Also, some call control parameters may be set here.

3. Cdll Schedule Setup:
Supportstotals 15 profiles for cal schedule usage.

4. NAT (Network Address Trandation) Setup:
Sets NAT configurations, such as Port Redirection, etc.

5. Radius Client
This menu can be used to setup this router as a Radius client.

6. Static Route Setup:
Thismenu has 10 routing rules for atic routing usage. Here you may add/delete
or activate/deactivate any dtatic route.

7. Remote Did-in User Setup:
This menu supports 10 remote did-in accounts for remote access applications.

Y ou can manage these did-in accounts under the setup menu.

8. LAN-to-LAN Dider Profile Setup
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The LAN-to-LAN Dider Profiles are different from last setup menu. Here up to
16 LAN to LAN profiles can be set for access to up to 16 remote networks via
an ISDN line. These profiles have did-out/did-in/static route functions.

9. Frewdl Setup
The router has a powerful built-in firewdl. Up to 84 Cal Filter and Data Filter
rules may be set.

System M anagement:

1. Sydog Setup
The router can be setup asasydog client.

2. Time Setup:
Sats time information for the router.

3. Configuration Back/Restore
Router configuration can be saved in asingle file for retoretion later.

4. Management Setup
Thisdlowsyou to grant or limit access rights to manage the router. Also, you may
set HTTP or Telnet ports to specific port numbers of your choice.

5. Reboot System
Y ou can restart the router with the default configuration or with the current running
configuration.

6. Firmware Upgrade (TFTP Server)
Enablesthe TFTP server for firmware upgrades.

Status:

1. Online Status
Click thisitem to view the current online Satus and gatitics of the system.

2. Diagnogtic Tools.
Diagnodtic tools offers useful tools to diagnose the router or your network, eg.
view ARP table, routing table, NAT port map, DHCP server status, last triggered
packet, etc.

Help:
Help file can be accessed here.

Note: You should now have some basic concepts on how to setup and configure
the router. The following chapters will explain each setup menu and related settings
in more detall.
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Basic Configuration and Internet Access

Basic Setup (Setup First)
Thisgroup includes Administrator Password Setup, Ethernet TCP/IP and DHCP
Setup, and | SDN Setup.

Changing the Administrator Password

On firgt setup the router requires no password. However, for security reasons, we strongly
recommend that you set an administrator password for the router. If you do not set a
password for the router, any user can access the setting of the router and make changes
randomly from loca network or the Internet.

Click Administrator Password Setup, the following screen will open.

l Home Advan c_e'il -_T'u_:uuls' Status

Old Password 7 [

New Passward

Retype New Password - |

[Cancel] [ Apply ] [ Help ]

Old Password — If thisisthefird time you enter this menu, leave thisfied
blank.

New Password — Enter an adminisirator password.
Retype New Passwor d — Type the password again to confirm.

Configuring Ethernet TCP/IP Address and DHCP Server

The Router has four Ethernet ports for connecting to the local Ethernet network and
externa broadband device (i.e. DSL modem/router or Cable modem). There are two sets
of |P address settings for the Ethernet. The firgt |P address/netmask is for private users or
NAT users, and the second | P address/netmask is for public users or pure router (not
NAT) user. To dlow access of public users you need to subscribe a globally reachable
subnet from your 1SP.

For example, for some ISDN dial-up access, the ISP will assign afew public IP addresses
for your local network usage. Y ou could use one | P address for your router; the second
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| P address/netmask should be configured using the public | P address. Other local PCs
should set the router | P address as the default gateway. When the ISDN connection to the
ISP has been established, each local PC will directly route to the Internet. Also, you could
use thefirst | P address/netmask to connect to other private users (PCs). These user's IP
addresses will be trandated to the second | P address by the router and sent out via |SDN.

|

Etharmat

——
——
1S

Ll T

ViA

SpeedTouch 210i -

Ethernet Broadband Router

| Hama Achiancod Tunks Stame

LM 1P Network Gonfiguration

DHCP ferver Configuration
OF NAT Usaga ¢

Actisate (a1 ez L No

1000133 Start 10 addrase | 1000153

Router |P Network Configuration:
For NAT Usage

1st IP Address— Private | P address for connecting to alocd private network
(Default: 10.0.0.139).

1st Subnet Mask — Netmask for theloca private network (Default:
255.0.0.0).

For 1P Routing Usage— (Default: Disable)

Enable — Enable the 2nd | P address settings.

Disable — Disable the 2nd | P address settings.

2nd 1P Address— Set apublic IP address.

2nd Subnet Mask — Set a netmask for the public |P address.

DHCP Server Configuration:

Dynamic Host Configuration Protocol can automaticaly dispatch related |P settings to any
local user configured as a DHCP client. The DHCP server supports up to 253 users (PCs)
on the local network.

Activate— (Default: No)

Y es — Enable the DHCP server.

No — Disable the DHCP server.

Start IP Address— Set the start |P address of the | P address pool.

I P Pool Counts— Set the number of IPsin the IP address pool.

Gateway | P Address— Set the Gateway | P address.

DNS Server |P Address— (Default: None) DNS stands for Domain Name
System. Every Internet host must have a unique IP address. They may dso
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have an easy-to-remember name such as www.salon.com. The DNS server
convertsthis name into its equivaent 1P address.

Primary IP Address— Set the IP address of the primary DNS server.
Secondary | P Address— Set the | P address of the secondary DNS server.

If you leave both Primary 1P and Secondary |P Addressfidds blank, the router will assign
itsown IP address to local users as a DNS proxy server and maintain a DNS cache. If the
IP address of a Domain Name is dready in the DNS cache, the router will resolve the
Domain Name immediately. Otherwise, the router forwards the DNS query packet to the
externa DNS server by establishing aWAN (e.g. ISDN or DSL/Cable) connection.

Configuring the ISDN Interface

| Home Advanced Tools: Status Help
[SDMN Pork & Enable O Disable

Courntry Code ¢ International ¥
(win Wumbear

‘O Humbier means that the router will 1eli the
remoke and the 1S0ON number when it's placing an
autgoing call.

MSH numbers for the router
L
o iy
=

"MSM Mumbars" means that the router is able to
accept numbar-matched incoming calls. In

L addition, MSH service shauld be supported by the

local 150N network provider.

|Eaﬂ|:e|| | Anply ] | Halp

Country Code— Set the correct country code for proper function on your

local ISDN network.

Own Number — Set your ISDN number. The number you entered in thisfield
will be carried with every outgoing call to the users you cdled.

M SN Numbersfor the Router —"MSN Numbers' means that the router is
able to accept number-matched incoming calls. The router provides three
MSN number fields. Note that MSN services must be subscribed to from your
local telecom. By default, MSN function is disabled (i.e. leave the MSN
number fieds blank) under which dl incoming cals will be accepted without
number matching. Click OK to return to the M ain Setup Menu.

Internet Access Setup

For mogt users, Internet access is the primary application. The following sections will
explain more details of 1ISDN did-up access and broadband access setup. When you click
Internet Access Setup within the Quick Setup group, the following setup page will be

shown.
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Ethernet Broadband Router

. l Home Advanoed Tonls Stabus Help
felect the Intermet Aocess Mode:
e
e e

IS Dial.ugp Iniermed Access
D5L  Cablbe Radem ntemet Acoess

(oo s> PPPoE =3 Static |P
== PPTP
——

|

SOH
Uil

———e—

Five methods are available for Internet Access:

" Dialingto Single | SP — If you want to access the Internet viaasingle ISP,
click here.
Dialing to Dual I SP — If you have more than one ISP, click here to set up
two ISP didup profiles. You will be ableto did to both ISPs a the sametime.
Thisis mainly for those ISPs who do not support Multiple link PPP (ML-PPP).
In such cases diding to two | SPs can increase the bandwidth utilization of the
ISDN line to 128kbps data speed.
PPPoE — This feature is not relevant for the Back-up application

PPTP — Thisfeature is not relevant for the Back-up application

Static I P - Thisfeatureis not relevant for the Back-up application.

ISDN Dial-up Internet Access

Dialingto a Single ISP
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SpeedTouch 210i =
Ethernet Broadband Router
| Homa Ay an ool T reals Status Help
- Himgle: 5P =< Badk

Admin ISP ACCess Setup PRSP Setup

SR M Link Type ||:I|a|u|:| BoOOD b
Efiernet | &l i e S IF.E?EE"‘!‘EV_:

Idle= Tmeout i|ﬂ:| : spcono

e i

150M

1P Address Assignment Mathod (IPCPY
55w Ord Fiked 1P O res & NooCCynamic [F]

Fixed 1P #ddress |

Apply | Help |

| SP Access Setup

| SP Name— Enter your ISP name.

Dial Number — Enter the ISDN access number provided by your | SP.

User name — Enter the username provided by your 1SP.

Passwor d — Enter the password provided by your |SP.

Require | SP Callback (CBCP) — If your ISP supports the calback function,
check " Require | SP Callback (CBCP)" to enable the Callback Control
Protocol during PPP negotiations.

Scheduler (1-15) — Enter up to 4 index numbersfor cdls that have been
previoudy configured on the Call Schedule Setup windows (under Advanced
Setup).

PPP/MP Setup

Link Type— There are four link types:
[0 Link Disable - Disable the ISDN dial-out function.
[0 Diadup 64Kbps- UseoneSDN B channd for Internet access.
[0 Didup 128Kbps- Use both ISDN B channels for Internet access.
0 DidupBOD -BOD stands for bandwidth-on-demand. The router will
use only one B channd under low traffic dtuations. Once the single B
channd bandwidth isfilled, the other B channd will be dided automaticaly.
For more detailed BOD parameter settings, refer to the Advanced Setup
group® Call Control and PPP/MP Setup.
[J None not included.

PPP Authentication — There are two types of authentication:
0 PAPOnly - Set the PPP session to use the PAP protocol to negotiate
the username and password with the | SP.
0 PAPor CHAP - Set the PPP session to use the PAP or CHAP
protocols to negotiate the username and password with the 1SP.
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Idle Timeout — Idle timeout means the router will disconnect after being idle
for a preset amount of time. The default is 180 seconds. If you set the time to O,
the ISDN connection will remain aways connected to the | SP.

IP Address Assignment Method (1PCP)
Fixed IP and Fixed | P Address— In mogt environments you should not
change the default settings as most 1SPs provide a dynamic | P address for the
router when it connects to the ISP. If your ISP provides afixed IP address,
check Yes and enter the assigned IP address in the Fixed IP Addressfield.

Dialing to Dual ISPs

SpeedTouch 210i ~
Ethernet Broadband Router

[ Hime Auchwamesasl Taals Slatus Helg
Dusal 139 Hack
Admin Common Settings PPPSMP Setup
1. [ enable Dua 15P= Functior Lirk Typa Diglup BOD -
Etheriva! 2. [ maquire I5F callback (CHCR) FAP Authenticatan |PAP or CHAP &
Tela Timegut 13l
It Prinary 18P Batup Sacondary 15P Batup
I | lama [
ISDH Dial Mumber | Coual Murmber |
Usarhiarme | LIEBImame |
I
Pazsword [ Passwond |
1P Address Assignment Method (IPCP) 1P Address Assignment Method (IPCPY)
Fimed [P 3 ves @ Mo (Dynamic [F) Fined [P O Yes & No (Dynamic TR
Fizad [P sddress | Fizad [P &ddrass |
| Cancel | | Apply | | Help |

Most configuration parameters are the same as last section. This page provides an
" Enable Dual 1SPs Function" check box and adds a secondary 1SP Setup section.
Check the box and enter the second | SP information.

| SP Access Setup
| SP Name — Enter the Internet Service Provider Name.
Username — Enter the username obtained from your 1SP provider.
Password — Enter the password obtained from your |SP provider.

PPP/MP Setup
Link Type— You have three sdections:
[0 Link Disable— Disablesthe ISDN did-out function.
[0 Didup 128Kbps— Uses both ISDN B channels for Internet access.
[0 Didup BOD — BOD stands for bandwidth-on-demand. The router
will use only one B channd under low traffic Stuations. Once the Sngle
B channd bandwidth isfilled, the other B channe will be dided
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automaticaly. For more detailed BOD parameter settings, refer to the
Advanced Setup group > Call Control and PPP/MP Setup.
PPP Authentication — Two types of authentication
0 PAPOnly - Set the PPP session to use the PAP protocol to negotiate
the username and password with the | SP.
0 PAPor CHAP - Setsthe PPP session to use the PAP or CHAP
protocols to negotiate the username and password with the ISP,
IP Address Assgnment Method (ICPC)
Fixed 1P and Fixed | P Address— In most environments you should not
change the default settings as most 1SPs provide a dynamic | P address for the
router when it connects to the ISP. If your ISP provides afixed |P address,
check Yes and enter the assigned IP address in the Fixed IP Addressfield.
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Remote Access

This chapter explains the capabilities of remote access of the Router. Use the following
setup links on the Setup Main M enu to setup remote access functions.

Quick Setup
>> Remote Dial-1n Access Setup

Advanced Setup
>> Remote Dial-In User Setup
>> L AN-to-LAN Dialer Profile Setup

The term "Remote Access' covers two types of remote access. Thefirgt, "Remote Did-In
Access' means the router allows normal 1ISDN TA usersor NAT routers (IP sharing
routers) to did into the router for sharing the network resources of the loca network, or to
surf the Internet via a broadband device. The other remote access

function, "LAN-to-LAN Access," provides a solution to connect two independent LANsS
for mutual sharing of network resources. For example, the head office network can access
the branch office network, and vice versa

Remote Dial-In Access

Activating Remote Dial-In
In the Quick Setup group of the Setup Main Menu, click Remote Dial-In Access
Setup to enter the setup page.

| Home  Advanced

Remole Dial-In Access Selup

Dial-In Access Control ;PF' P#MP Protocol
Dial-in Service () Enable & Disabla {Dial-In PPP Authentication PAP or GHAR =
{Piutual suthentication (PARY ) ves & nD
| U=sername e
Password |
IP Address Assignment for Dial-In Users

Start IP Address 1921%0333

Dial-In Access Control
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Dial-In Service— Click Enable to dlow did-in service. Note that if you click
Disable, the router will not accept any in-coming ISDN cdls.

PPP/MP Setup
" Dial-In PPP Authentication — There are two choices:

0 PAP - Sdecting this option will force the router to authenticate did-in
users with the PAP protocol.
0 PAPor CHAP - Sdecting this option means the router will attempt to
authenticate dial-in users with the CHAP protocaol firdt. If the dia-in user
does not support this protocoal, it will fall back to use the PAP protocol for
authentication.

Mutual Authentication (PAP) — Enable thisonly if the connecting router

requires mutual authentication. By default, the option is set to No.

Username — Enter the mutua Authentication username.

Password — Enter the mutua Authentication password.

P Address Assignment for Dial-In Users

© Start IP Address— Enter a gtart | P address to be assigned to the did-in PPP
connection. Y ou should choose an | P address from the loca private network.
For example, if thelocal private network is 192.168.1.0/255.255.255.0, you
can choose 192.168.1.200 to be the Start |P Address. Because one ISDN
BRI has two independent data channdls (B-channels), it is possibleto dlow
two did-in users a the same time. Thefirg did-in user would be assigned the
start | P address and the second would be assigned the start 1P address plus 1.
Click OK.

Creating an Access Account for a Dial-in User

After activating the did-in capability, you must create an access account for each dia-in
user. From the Advanced Setup menu, dick Remote Dial-In User Setup to open the
page shown below. The router provides 10 access accounts for dia-in users.
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V SpeedTouch 210i -
Ethernet Broadband Router

m Advanced Tﬁuls Statl‘l; Hel.ﬁ

Remote Dial-In User Accounts: =» Setto Factory Default
!- Index !_ Dial-in Username [-Status | Index ! Dial-in Username r Status -
i | e I & | & | |
i | | ¢« | 7. | B
| & [T | « | & [ 1«

1. | e | = | 9. | L
s | T [w [
Status: v --- Active, ¥ --- Inactive

Set to Factory Default — Clicking here will cleer dl did-in user accounts.
Index: Click one of theindex numbers to open an individua setup page and
enter the detail setting for each account.

Dial-In Username— The“???” means the access account has not set up yet.
If an access account has been configured, the username will be shown.
Status — The symbol "v" means the account is active, "X" meansinactive.

Click the index number of an account to open an individua setup page for detail
SHiting.

V SpeedTouch 210i —=
Ethernet Broadband Router
ﬁ Advanced = Status

|Index No. 1 == Back| Clear |

User account and Authentication Callback Function
[ Check to enable the user account [ check to enable Callback function
Username |??'? | O specify the callback number
Password | | Callback Mumber | |

FA T A |SDD second(s) Check to enable Callback Budget Control

[ check to enable CLID authentication Callback Budget [30 | minute(s)
Peer ISDN Number | |

[Cancel] [ Apply J [ Help J

User Account and Authentication
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Check to enable the user account — Check thisitem to activate the
individua user account.

User name — Specify a username for the specific dia-in user.

Passwor d — Specify a password for the specific did-in user.

Idle Timeout — Default setting is 300 seconds. When a did-in connection has
been idled longer than the time limit, the router will drop the connection.
Check to enable CLID authentication — For extra security, enables the
option to dlow the did-in user to cdl only from a specific number. CLID
gands for Cdling Line Identification.

Peer ISDN Number — If CLID authentication has been enabled, enter the
did-in user's ISDN number.

Callback Function
The cdlback function provides a calback service for the did-in user. The router owner
will be charged the connection fee by the telecom.

Check to enable the Callback function — Enable the callback function.
Specify the callback number — This option is for extra security. Once
enabled, the router will only cal back to the specified ISDN number defined in
the next parameter, Callback Number.

Callback Number — If the previous option has been enabled, enter the did-in
user's ISDN line number here.

Check to enable Callback Budget Control — Enable the callback budget
control.

Callback Budget (Unit: minutes) — By default, the callback function hasa
30-minute time regtriction. The budget will be decreased automatically per
callback connection. Once the cdlback budget has been exhausted, the
calback mechaniam will be disabled automatically.
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SpeedTouch 210i
LAN-to-LAN Access

Broadband Access and
LAN-to-Lan
Caonnectivities work

simultaneously

|
==y !
1
I | : = - |
: (W oerwwsw| : [0 mm=w==w| [0 o o o || '/
ESpeedTouch 210i | E < _ ESpeedTouch 210i o
; I LANAGLEN = Cannection

The following sections are based on the network layout above to describe how to set up a
LAN-to-LAN profile to connect two private networks. In the above network layout, the

private network of the head office is 192.168.1.0/24 and the off-gte branch office
network is 192.168.2.0/24.

Before you begin to setup aLAN-to-LAN profile for each network, you should gather the
information shown in the following table.

Head Office Branch Office
Network ID 192.168.1.0/24 192.168.2.0/24
Router |P address/netmask 192.168.1/24 192.168.2.1/24
Assigned IPfor did-in 192.168.1.200 192.168.2.200
connection
Access Account UN: head; PW: head UN: branch; PW: branch
ISDN line number 1000 2000
Cdlback function Disable Dissble

Activating the Remote Dial-In Capability
In the Quick Setup group of the Setup Main Menu, click Remote Dial-In
Access Setup to enter the setup page. See the Remote Did-1n Access section earlier in
this chapter for afull explanation of the fidds on this page.

Head Office:
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r— SpeedTouch 210i -
Ethernet Broadband Router

l Home Advanced Tools Status Help

Remote Dial-In Access Setup

Dial-In Access Control PPP/MP Protocol

Dial-In Service ® Enable O Disable Dial-In PPP Authentication
Mutual authentication (PARY O ves @& Mo
Usernarme |
Password I:I

IP Address Assignment for Dial-In Users
Start 1P Address 1192168 1)200 |

[ Cancel | [ _Apply | [ Help ]

The IP range of the Head Office network is 192.168.1.0/24. The settings should be as
below:

Dial-In Service— Enadle
Start |P Address—192.168.1.200.

Branch Office:

'— SpeedTouch 210i —~—
Ethernet Broadband Router

I Home Advanced Tun.ls Status He-lp

1
|Remote Dial-In Access Setup

Dial-In Access Control iPPP/MP Protocol

Dial-In Service ® Enable O Disable Dial-In PPP Authentication PAP or CHAP »

Mutual authentication (FAPY) O yves & No

Usernarne |

IP Address Assignment for Dial-In Users
Start 1P Address 1192.168.2.200 |

[Cancel] L Apply_J [ Help ]

The IP range of the Branch Office network is 192.168.2.0/24, the settings
should be as below:
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Dial-In Service— Enable
Start |P Address—192.168.2.200

Creating a LAN-to-LAN Dialer Profile

After enabling the Did-in service, you must creste a LAN-to-LAN profile
for each network. From the Advance Setup menu, dick LAN-to-LAN
Dialer Profile to enter the setup page displayed below.

g SpeedTouch 210i —~=
Ethernet Broadband Router

“ Advanced Tools Status Help

LAN-to-LAN Dialer Profiles: »> Set to Factory Default
Index | Name [ Status Index Name | status

1 777 i 9. 777 [ %

2 i ® 10. LI %

3 i ® 1'i. i ®

4 T ® 12 i ®

] £t 3 13 R ®

6 TET ® 14. 2R ®

7 T ® 15. ¥ %

8 T % 16. e %
Status: v --- Active, ¥ --- [nactive

The router provides 16 LAN-to-LAN profilesfor connecting to up to
16 different remote networks.

Set to Factory Default — Clicking here will dear dl the LAN-to-LAN
profiles.

Index — Click anumber in the Index to open adetalled settings page for each
profile.

Name — Indicate the name of the LAN-to-LAN prafile. The symbol "7?7?"
means the profile is available.

Status — Indicate the status of the individua profiles. The symboal "v"' meansthe
profileis active and "X" meansit isinactive.

Click an index number to open an individual LAN-to-LAN profile settings page.
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— Ethernet Broadband Router
l Home Advanced Tools Status Help
5
Profile Index : 1 << Back | Clear |- 1
1. Common Settings
| Prafile Name 772 ' Call Direction @ Both © Dial-out © Dia-In
[ Enable this profile Idle Timeout  |300 | second(s)
é.'[)"ial—0ut S'ett.ings _
l Username .—955 | . Link Type | 64k bps V-i
Password [ | . PRP Authentication Mﬂ
T | : | %3 Compression @ on O off
Scheduler (1-15) Callback Function {CBCP)
| L L | L i | [ reguire Remote to Callback
| [ pProvide ISDN Mumber to Remote
3. Dial-In éet.tinlg_s .
Username [727 | | Link Type |.6r.1k bps ¥
ro— I || PPP Authentication  |PAP/CHAP |
[ Enahle CLID authentication 41 Comprassion ® on O off
PeerISEN Mimber | | Callback Function {CBCP)
i [ Enable callback Function
[ Use the Follawing Mumber to Callback
Callback Mumber | |
Callback Budget lD _| minute(s)
4.TGP/IP Network Settings .
Iy WAN TP 0000 | RIP Direction | THRX Both v
Remote Gateway IP 'b.D.D_D | RIP “ersion i;’er. 2 :Ji
Remate Netwark 1P ;EI.EI.EI.D For NAT operation, treat remote sub-net as
e |F'rivate P V|
Remote Network Mask | 255.0.0.0 | —d
’ Cancel ] ’ Apply ] ’ Help ]

Each LAN-to-LAN profile includes 4 subgroups: Common Settings, Did-Out Settings,
Did-In Settings, and TCP/IP Network Settings. The following will explain every subgroup
in detal.

Common Settings
" Profile Name— Specify aname for the remote network.
Enable this profile— Check here to activate this profile.
Call Direction — Specify the dlowed cdl direction for this profile.
[0 Both - alow access of both outgoing and incoming calls.
[0 Did-Out - dlow access of outgoing calls only.
[J Did-In- dlow access of incoming cals only.
Idle Timeout — Default setting is 300 seconds. When a connection of a profile
has been idled longer than the time limit, the router will drop the connection.

Dial-Out Settings
' User name — Specify a username for authentication by the remote router.
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Passwor d — Specify a password for authentication by the remote router.
Dial Number — Specify the destination ISDN number for diaup.
Scheduler (1-15) — Enter up to 4 index numbers for cals that have been
previoudy configured on the Call Schedule Setup windows (under Advanced
Setup).
Link Type— Indicate the did-out link type.
[0 Disable: Deactivate the did-out action.
[0 64kbps. Specify the outgoing connection speed is restricted to 64kbps
(one B-channd).
0 128k bps. Specify the outgoing connection speed is 128kbps (two B-
channels).
[0 BOD: Specify the link type to be dynamic bandwidth control
(Bandwidth-on-Demand).
PPP Authentication — Specify the authentication method. Normally set to
PAP/CHAP for the widest competibility.
VJ Compression —VJ Compression means TCP/IP protocol header
compresson. Normally set to "On" to improve band-width utilization.
Callback Function (CBCP) — The cdlback function isimplemented by the
CBCP protocol that is one of the PPP protocol suite.
0 Require Remoteto Cdlback - Inactive by default. When active, the
router exchanges connection information with the remote router and
requires the remote router to call back to make a connection.
0 Provide ISDN Number to Remote - In some cases, the remote router
requires the ISDN number for caling back. Check here to allow theloca
router to send the ISDN number to the remote router. The remote router
owner will be charged the connection fee by the telecom.

Dial-In Settings

User name — Specify an username to authenticate the dia-in router.
Passwor d — Specify a password to authenticate the dial-in router.
Enable CL1D Authentication — Limit the did-in router to be called from a
specific ISDN number.
Peer ISDN Number — If CLID Authentication is enabled, enter the remote
router's ISDN number in thisfield
Link Type— Refer to Dial-Out Settings.
PPP Authentication — Refer to Dial-Out Settings.
VJ Compression — Refer to Dial-Out Settings.
Callback Function (CBCP) — Checking here alows this router to accept
requests from aremote router for cal back.
[0 Enable Calback Function - Checking here to engble this function. The
router owner will be charged the connection fee by the telecom.
[0 Usethe Following Number to Callback:
- Callback Number: Check here and enter a callback number for
the router to cdl.
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- Cdlback Budget: Specify atime budget for the calback function.
By default the budget is set to zero, which means no call back
attempt will work.

TCP/IP Network Settings
The following settings are required for proper LAN-to-LAN operation.
My WAN IP —Inmost cases you may accept the default value in this field.

The router will then get aWAN | P address from the remote router during the
IPCP negotiation phase. If the WAN P addressis fixed by remote, specify the
fixed IP address here.
Remote Gateway | P — Specify the IP address of the remote router.
Remote Network | P — Specify the network identification of the remote
network. For example, 192.168.1.0 is a network identification of aclass-C
subnet with netmask 255.255.255.0 (/24).
Remote Network Mask — Specify the netmask of the remote network.
RIP Direction — The option specify the direction of RIP (Routing Information
Protocol) packets through the ISDN WAN connection.
RIP Version — Sdlect the RIP protocol version. Specify Ver. 2 for greatest
compatibility.
For NAT operation, treat remote sub-net as— Toggle between Private IP
and Public IP.
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Advanced Setup

This chapter explains the remaining options available in Advanced Setup:

Advanced Setup

>> Call Control and PPP/MP Setup
>> Call Schedule Setup

>> NAT Setup

>> Static Route Setup

>> | P Filter/Firewall Setup

Click Call Control and PPP/MP Setup to open the setup page displayed below.

- Ethernet Broadband Router

SpeedTouch 210i -

m Advanced Tools Status Help
Gall Control Setup
Dial Retry |U— _. titnes Remote Activation , |
| Dial Delay Interval iD Isecond(s)

PPP/MP Dial-Out Setup
.Basil: Setup
Link Type
PPP Authentication
TCP Header Compression
PPP Compression

Idle Timeout

|Bandwidth On Demand (BOD) Setup

[Dialup BOD | | High Water Mark 7000 |ops
|Pap orc_@l High Water Time 30 ] __-isecond(s)
i:_Nﬂ‘E__v:j_ Low VWater Mark .E_UU_U_ _:Ecps
[Mone Low Water Time 30 mfsecond(S)
|180 _|second(s) B

I Cancel ] [ Apply ] [ Help l

Enabling the Remote Activation Function

Some gpplications require the router to be remotely activated, or did up to the ISP using
the ISDN interface. For ingtance, if you are a user who accesses the Internet viaISDN
from home, usualy the diaup connection isidle when you are not a home. Y ou may want
to get some files from home while you are working in the office. This function dlows you to
make a phone cal to the router and ask it to dia up to the ISP. Then you can access your
home network to retrieve the files. Of course, you have to have afixed |P address and
expose some internal network resources, such as FTP, WWW etc.
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Click Call Control and PPP/MP Setup and specify a phone number in the Remote
Activation fidd.

Call Control Setup

Dial Retry and Dial Delay Interval

These two parameters set globa settings for ISDN didup access.

Dial Retry |E| titnes
Dial Delay Interval |E| second(s)

Dial Retry — Specify the did retry counts per triggered packet. A triggered
packet is any packet whose destination is outside the loca network. The
default setting isno did retry. If set to 5, for each triggered packet, the router
will did 5 times until it is comected to the I SP or remote access router.

Dial Delay Interval — Specify the interva between diaup retries. By defaullt,
theinterva is 0 seconds.

Remote Activation

If the router accepts acal from the number 12345678, it will disconnect immediately and
dial to the ISP. Note that I nter net Access Setup ® Dialing to a Single | SP should be

preset properly.

Remote Activation [12345675

PPP/MP Dial-Out Setup

PPP/MP Dial-0Out Setup

Basic Setup
Link Type |DislupBOD =]
PPP suthentication | PAP or CHAP 7]

TCP Header Compression INDne vI
Idle Timeout |1 a0 second(s)

Basic Setup
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Sdlect according to the | SP service type subscribed to and enter parameters according to
the setup you entered for Remote Access Setup in Chapter 4.

Bandwidth On Demand (BOD) Setup

BOD stands for bandwidth-on-demand for Multiple Link PPP (ML-PPP or MP). Click
Call Control and PPP/M P Setup to see the following settings.

| Bandwidth On Demand {BOD) Setup
High Water Mark ﬁ_ﬂa_cps
High Wwater Time Wsecond{sj
Low Water Mark chs
Low Water Time Wsecond{s)

These parameters are activated when you set the Link Typeto Dialup BOD. Usudly the
ISDN will use one B channel to access the Internet or remote network when you use the
Didup BOD link type. The router will use the parameters here to make adecison on
when to activate/drop the additional B channdl. Note that cps (characters- per-second)
measuresthe totd link utilization.

High Water Mark and High Water Time— These parameters specify the
conditions under which the second channd will be activated. When the
utilization of the first connected channd goes over the High Water Mark and
pest the High Water Time, the additiona channd will be activated. The link
gpeed will then be 128kbps (two B channels).

Low Water Mark and Low Water Time— These parameters specify the
conditions under which the second channd will be dropped. When the
utilization of two B channelsis under the Low Water Mark and past the High
Water Time, the additional channd will be dropped. The link speed will be
64kbps (one B channdl).

Note: If you are not familiar with the operation of ISDN and ML-PPP, be wary of
changing the default values.
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Call Schedule Setup

V SpeedTouch 210i
Ethernet Broadband Router

m Advanced Tools Status

ey

Hélp

Call Schedule Setup:

Index :_ Status . Index Status
1= # . 9. : ®
2 ® ﬂ ®
3. % 1. %
4. S 12. 7
S b 13. ]
6. ] 14. ES
i. ® 15. ®
8. ®
Status: v --- Active; ® --- Inactive

Users are dlowed to designate up to 15 scheduled calls, which the router will be ableto
receive based on the information filled out in the page below. Please note, however, that
no more than 4 cals can be scheduled at one time (see the Scheduler (1-15) parameter
located under Quick Setup ® Internet Access Setup for a Single ISP among other

places in the Setup Main Menu).
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V SpeedTouch 210i -
Ethernet Broadband Router
m Advanced Tools Status Help

Index No. 1
iéEnabIe Schedule Setup

Start Date (yiyyy-mm-de) 200 w1 VK v|

Start Time (hh:mm) 0 ™o =

Duration Time (hh:rmm) 0 .0 v

Action |Force On v:

[dle Timeout | 1 | minute(s). (max. 255, 0 for default)
How Often

O Once

@ VWeekdays
[ Sun Man Tue Wed Thu Frii Elgat

’ Cancel ] ’ Clear ] ’ Apply ] [ Help l

NAT Setup

Usudly you will usethe router as a NAT-enabled router. NAT stands for Network
Address Trandation. It means the router gets one (in Single ISP, PPPoE, PPTP) or two
(in Dud 1SPs mode) globdly re-routable IP addresses from the I1SP. Loca hosts will use
private network | P addresses defined by RFC-1918 to communicate with the router. The
router trandates the private network addresses to a globally routable

|P address that is then used to access the Internet. The following explains NAT features
for specific gpplications.

Click NAT Setup to open the setup page. On the page you will see the private |P address
definitions defined in RFC-1918.

Configure Port Redirection Table
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V SpeedTouch 210i -
Ethernet Broadband Router

“ Advanced Tools Status

Help

== Confiqure Port Redirection Table

== DMZ Host Setup
=> Open Ports Setup

== Wiew Well-Known Ports List

Private IP Address Range defined by RFC-1318:

10.0.0.0 - 10285255255 (10/8 prefix)
17216.00 - 172312552585 (17216712 prefix)
192.1688.00 - 192.1B8.255.285 (192.168/16 prefix)

Exposing Internal Serversto the Public Domain

The Port Redirection Table may be used to expose internd serversto the public domain or
to directly assign a specific port number to internal hosts. Externd hosts or domain can
specify port numbersto access interna network services, such as FTP, WWW, etc.

The following example shows how an internad FTP server is exposed to the public domain.
Theinternal FTP server isrunning on the local host addressed as 192.168.1.10.
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r SpeedTouch 210i -
Ethernet Broadband Router

“ Advanced Tools Status Help

Port Redirection Table =< Back |
IHIndex: Service Name | Protocol Public Port Private IP Private Port | Active
1 [FTP senver | [rcr @ | [ | | [192.168.1.10 NINEE || =
2 || | [ & | [ i || [o HE:
3 || E® [ E | [E_J [=m
« |1 E® [ 71 [ 1 [ =&
L |- & | b | | b || O
6 || EE [l || b | | =
7 | [ | |- & | [ i || b [ |
8 || | |- & | b ||l || [t | | =
o || |- & | [ | | b | | B
w0 || E&8 [ | [ E_1 | ®
’ Cancel ] [ Apply ] [ Help ]

As shown above, the Port Redirection Table provides 10 port-mapping entries for
interna hosts.

Ser vice Name — Specify the name for the pecific network service.
Protocol — Specify the transport layer protocol that supports TCP and UDP
options.

Public Port — Specify which port should be redirected to the interna host.
Private | P — Specify the private IP address of the internd host offering the
savice.

Private Port — Specify the private port number of the service offered by the
interna hogt.

Active — Check here to activate the port-mapping entry.

DMZ Host Setup

Click DM Z Host Setup to open the setup page. The DMZ Host settings alow a defined
interna user to be exposed to the Internet to use some special-purpose applications such
as Netmeeting, Internet games, etc.

DM Z Enable — Check to enable the DMZ Host function.
DMZ Host | P— Enter the |P address of DMZ host.
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'7 SpeedTouch 210i -
Ethernet Broadband Router
m Advanced Tools Status Help

DMZ Host Setup << Back

[ DMZ Enahble

DMZ Host [P : | | | | | | | |

Choose PC

[ Apply ] [ Help ]

Open Ports Setup

Click Open Ports Setup to open the following setup page.

“ Advanced Tools Status Help

a~

Open Ports Setup «= Back
Index Comment Local IP Address | Status

1. "

2. ®

3. %

£ ®

a. %

6. “ =

i ®

8. %

21 %

10. %
Status: v -— Active, # -—- Inactive

Fill in the appropriate information for each open port table entry and click OK to let the
changes take effect.
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m Advanced Tools Status Help

Index No. 1

___EEnahIe Open Paorts

Comment

Local Computer| || || H | [ Chooge PC ]
Protocol  Start Port End Part Protocol  Start Port End Port

=y oo o e o c—

=B ] =8 1F ]

s[—®pb__1p ] s [~®MbE __1p |

o ey o o O = | —

5[~ ®Mp b ] w=®pF F_ ]

[ Cancel ] [ Clear ] [ Apply ] [ Help ]

Weéll-known Port Number List

This page provides some well-known port numbers for your reference.

7—— SpeedTouch 210i ~
Ethernet Broadband Router

m Advanced Tools Status Help

Well-Known Ports List << Back
Service/Application Protocol Port Number

File Transfer Protocol (FTP) TCP 21

SSH Remote Login Protocol {ex. pcany'Where) UDP 22
Telnet TCP 23
Simple Mail Transfer Protocal (SMTP) TCP 25
Domain Name Server (DNS) UDP 53
WA Server (HTTP) TER a0

Post Office Protocol ver.3 (POP3) TCP 110
Metwork Mews Transfer Protocol (MMTP) TCP 119
Point-to-Point Tunneling Protocol (PPTP) TCP 1723
poANYYWHEREdata TER 5631
pocAMNYWHEREstat UDP 5632
MinVHC TCP 5000
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Static Route Setup

This menu contains 10 routing rules for static routing usage. Y ou may add/delete or
activate/deactivate any static route.

7—' SpeedTouch 210i -
Ethernet Broadband Router

m Advanced . Tools Status Help

Static route Configuration == Wiew Routing Tahle
|Index | Destination Address | Status | Index | Destination Address | Status
| @ 777 ol 7

IR I & | & |95 B

s [ N I [

e | N I [

s | I T o

Status: v ——- Active, ¥ -—- Inactive, 7 -—- Empty

Click on the desired index number from 1 to 10 on the window above.

V— SpeedTouch 210i -
Ethernet Broadband Router

m Advanced Tools Status Help

Index No. 1 << Back
Status/action: Empty/Clear s
Destination IP Address: 777

Subnet Mask:
Gateway IP Address:

Metwork Interface: LAN »

[Cancel] [ Anply ] [ Help ]
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IP Filter/Firewall Setup

The IP Filter/Firewall function helpsto prevent your local network againgt attack from
outside. It aso provides amethod of restricting users on the loca network from accessing
the Internet. Additiondly, it can filter out specific packets to trigger the router to place an
outgoing connection.

An Overview of the Firewall

The IP Filter/FHrewadl includes two types of filter: Cdl Filter and Data Filter. The former is
designed to block or alow IP packets that will trigger the router to establish an outgoing
connection. The latter is designed to block or alow which kind of |P packets are dlowed
to pass through the router when the WAN connection has been established. It works like
this when an outgoing packet is routed to the WAN, the IP Filter will decide if the packet
should be forwarded to the Cdl Filter or Data Filter. If the WAN connection has not been
established, the packet will enter the Call Filter. If the packet is not allowed to trigger
router diding, it will be dropped. Otherwisg, it will initiate a cdl to establish the WAN
connection.

If the WAN connection of the router has been established, the packet will pass through the
Data Filter. Packets match the block rule will be dropped and the contrary will be sent to
the WAN interface. Alternaivdy, if an incoming packet enters from the WAN interface, it
will pass through the Data Filter directly. If the packets match the block rule, it will be
dropped. Otherwise, it will be sent to the internd LAN. The filter architectureis shown as

below.
ISON Dial-In ISON Dial-In
LAN WAN
Qutgaing
Packet
) Pass
CallFiter | | Injtiate a Call
L Block
Call Phase {0 rap the Packek;
Data Phase
Data Filter ﬂ, Send Packet
o WaAN
Eloclk
[Drop the Packet)
Incoming
Packet

Send Packet | Fass

1o LAN Data Filter

l Black

{Drop the Packel)
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The Following sections will explain more about 1P Filter/Firewal Setup using Web
Configurator. The Filter has 12 filter setswith 7 filter rulesfor each set. There are atotal of
84 filter rdesfor the | P Filter/Firewall Setup. By default, the Call Filter rules are defined
infilter set 1 and the Data Filter rules are defined in filter set 2.

’7 SpeedTouch 210i ~=
Ethernet Broadband Router
m Advanced Tools Status .Help

e General Setup

+ Filter Setup =2 Set to Factory Default
Set Comments il Set Comments
L _- De.fault Caii-F.i-I.t"er ?_ .
2_ -Default Data Filter .i -
5 >
4. 10.
5. M.
6. 12.

General Setup — Some generd seitings are in the setup link.
Filter Setup — Here there are 12 filter setsfor IP Filter configurations.
Set to Factory Default — Click here to restore the filter rules to default values.

General Setup
On the Generd Setup page you can enable/disable the Cdll Filter or Data Filter and assign

a Start Filter Set for each, configure the log settings, and set the MAC address for
duplicate packets.
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V SpeedTouch 210i =
Ethernet Broadband Router
Advanced Tools Status I-iélp

Ge_neral Setu_p <<_Bac|_(

call Filter & Enable Start Filter Set | Set#l v
@ Disable

Data Filter & Enable Start Filter Set E_SEt#? o
) Disable

Log Flag [r_\lﬂe_v_:

MAC Address for Logged Packets Duplication

(1;2 000000000000

[Cancel] [ Apply ] [ Help ]

Call Filter — Check Enable to activate the Cdl Filter function. Assgn agart
filter set for Cdl Rlter.
Data Filter — Check Enable to activate the Data Filter function. Assign agart
filter st for Data Filter.
L og Flag — For troubleshooting purpose, you need to specify the filter log here.
[0 Nonre- Thelog function isinactive.
[0 Block - All blocked packets will be logged.
0 Pass- All passed packets will be logged.
0 No Match- Thelog function will record al packets that are
unmeatched.

Note: Thefilter log will be displayed on the Telnet termind when you typethe "log -f*
command.

MAC Addressfor Packet Duplication — Logged packets may aso be
logged to another location via Ethernet. If you want to duplicate logged packets
from the router to another network device, you must enter the MAC address
(HEX Format) of the other devices. Enter "0" to disable the feature. 1t will be
helpful under Ethernet switch environment.

Editing the Filter Sets
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(e

Filter Set 7 <« Back | Clear |
Comments | .
Filter Rule Active Comments
O
3 0O
1] &
[5] O
[e] O
] &

Mext Filter Set [ Mona

[Cancel | [ Apply | [ Help |

Comments — Enter filter set comments/description. Its maximum length is 22
characters.

Filter Rule — Click abutton numbered " 1" ~" 7" to edit the filter rule.
Active — Enable or disable the filter rule.

Next Filter Set — Specify the next filter set to link to after the current filter set.
Be aware of the sequence of the link and avoid any possible loop among the
filter sets.

The following setup pages show the default settings for Call Filter and Data Filter. Y ou will
see the Call Filter set is assigned to Set 1 and the Data Filter set to Set 2.
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Filter Set 2 <« Back | Clear |
Comments : E_Default Data Filter

Filter Rule Active GComments

xMetBios -> DMS

1 s T

Next Filter Set MNone ¥

[Cancel] ’ Apply ] [ Help ]

Editing the Filter Rules

Click the Filter Rule index button to enter the Filter Rule setup page for eech filter. The
following explains each configurable item in detall.

Comments — Enter filter set comment/description. Its maximum length is 14

characters.

Check to enablethe Filter Rule— Enable the filter rule,

Pass or Block — Specify the action to be taken when packets match therule,
0 Block Immediately - Packets matching the rule will be dropped
immediatdly.

[J Passimmediately - Packets matching the rule will be passed
immediatdly.

0 Block If No Further Match - A packet matching the rule and that does
not match further rules, will be dropped.

0 PassIf No Further Match - A packet matching therule,

and that does not match further rules, will pass through.

Branch to Other Filter Set — If the packet matches thefilter rule, the next
filter rule will branch to the specified filter set.

Duplicateto LAN — If you want to log the matched packets to another
network device, check thisbox to enableit. The MAC Addressis defined in
General Setup ® MAC Addressfor Packet Duplication.

L og — Check this box to enable the log function. Use the Telnet command "log
-f" to view the logs.

Direction — Set the direction of packet flow. For the Call Filter, this setting is
irrdlevant.

IN: Specify the rule for filtering incoming packets.

OUT: Specify the rule for filtering outgoing packets.
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Protocol — Specify the protocol(s) thisfilter rule will gpply to.
IP Address— Specify asource and destination |P address for thisfilter rule to
goply to. Placing the symbal "!" before a particular IP Address will prevent this
rule from being applied to that IP address. It isequd to the logicd NOT
operator.
Subnet Mask — Specify the Subnet Mask for the IP Address column for this
filter rule to apply to.
Operator — The operator column specifies the port number settings. If the
Start Port isempty, the Start Port and the End Port column will be ignored.
Thefilter rule will filter out any port number.
= If the End Port is empty, the filter rule will set the port
number to be the value of the Start Port. Otherwise, the
port number ranges between the Start Port and the End
Port (incdluding the Start Port and the End Port).
I=: If the End Port is empty, the port number is not equa
to the vaue of the Start Port. Otherwise, this port number
Is not between the Start Port and the End Port (induding
the Start Port and End Port).
> : Specify the port number islarger than the Start Port
(includesthe Start Port).
< : Specify the port number islessthan the Start Port
(includesthe Start Port).
Keep State — When checked, protocol information about the
TCP/UDP/ICMP communication sessonswill be kept by the IP Filter/Firewall
(the Frewdl Protocol option requires that TCP or UDP or TCP/UDP or
ICMP be sdlected for thisto operate correctly).
Sour ce Route — When Checked, the | P options of source routing will be
gpplied for therule.
Fragments — Specify afragmented packets action.
[0 Don't Care - Specify no fragment optionsin thefilter rule,
O Unfragmented - Apply the rule to unfragmented packets.
0 Fragmented - Apply the rule to fragmented packets.
[0 Too Short - Apply the rule only to packets that are too short to
contain a complete header.

Restricting Unauthorized Internet Services
This section will show asmple example to restrict access of WWW from certain locations.

In this example, we assume the IP address of the access-restricted user is 192.168.1.10.
Thefilter ruleis crested in the Data Filter set and is shown as below.
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Filter Set 2 Rule 2 <= Back | Clear |
T T e !

Comments ;W | [l check to enable the Filter Rule

Pass or Block Branch to Other Filter Set

Pass immadistely ] Mone

[ Duplicate to LAl I Loa

Diraction [ OUT peotoco! [N ~|
P Addrass Subnat Mask Oparator Start Port. End Port

Source 192188110 || 256 265 255,255 (32) v |= & | I
Destination E-any ||25‘5.2‘55.255.2‘55 @'32:'.% |= | |3:' "
[l keep State [ source Raute Fragments |Dont Care %

[Cancel | [ Aeply | [ Help |
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System Management

This chapter will show you how to manage your router usng the System
M anagement tools shown below:

System Management

>> Online Status

>> Time Setup

>> Management Setup

>> Diagnostic Tools

>> Reboot System

>> Firmwar e Upgrade (TFTP Server)

Online Status

Click Online Status to open the Online Status page. The example shown in the next page
has both ISDN B1 and B2 channd active and aso a Static P connection.

Home Advanced Tools Status “

System Status

System Uptime: 0:2:11
|11SDN Status

Channel Active Gonnection TX Pkts TX Rate RX Pkts RX Rate Up Time AOC
Bl Idle [---] ] 0 1] 0 0:0:0 u]
B2 Idle [---] ] o] ] ] oo o]
D Do

== Drop B1 > Drop B2
LAMN Status

IP Address TX Packets RX Packets
192.168.0.1 EE 65
WAN Status GW IP Addr -—--
Mode IP Address  TX Packets TX Rate RX Packets RX Rate Up Time
Rt s ] ] ] 8] 00:00: 00

== Drop PPPoE or PPTP

The Online Status page contains three subgroups. ISDN Status, LAN Status, and WAN
Status.

|SDN Status

Shows the connection status of B1, B2, and D channel, including ISP didup, active remote
did-in user, or LAN-to-LAN connection.

Active Connection — Showsthe ISP, active remote did-in user, or LAN-to-
LAN profile name and aso the IP address for each B channd.

TX Pkts— Totad numbers of transmitted | P packets sent during this connection
Sesson.

TX Rate— Transmission rate for outgoing data. The unit is characters per
second (cps).
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Time Setup

RX Pkts— Tota number of recelved I P packets received during this
connection session.

RX Rate— Reception rate for ingoing data. The unit is characters per second
(cps).

Up Time— Connection time. The format is HH:MM:SS where HH means
hours, MM means minutes, and SS means seconds.

AOC — The Advice of Charge (AOC) service dlows you to view information
concerning chargesfor acall.

Drop B1 — Click to disconnect the B1 channdl.

Drop B2 — Click to disconnect the B2 channd.

LAN Status

IP Address— IP address of the LAN interface.

TX Packets— Tota number of transmitted | P packets send since the router
was powered on.

RX Packets— Total number of transmitted |P packets received since the
router was powered on.

WAN Status

M ode — Indicates which broadband access mode is active. Depending upon
the broadband access mode, you may see Static IP, PPTP, or PPPoE.

GW IP Address— Indicates the gateway |P address.

IP Address— The 2nd IP Address of Ethernet or the IP address of WAN
interface that is from PPTP/PPPoE connection.

TX Packets— Tota number of transmitted IP packets sent during this
connection session.

TX Rate— Transmission rate for outgoing data. The unit is characters per
second (cps).

RX Packets— Tota number of transmitted | P packets recelved during this
connection session.

RX Rate— Reception rate for ingoing data. The unit is characters per second
(cps).

Up Time— Connection time. The format is HH:MM:SS where HH means hour,
MM means minute, and SS means second.

Drop PPPoE or PPTP — Click to disconnect the PPPoE or PPTP connection.

Click Time Setup to open a page that alows you to make configuration changes to the

time setup.
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Time Information << Back
Current System Time |2002 Nov 8 Fri17 : 18 : 28 | |__Inquire Time
Time Setup

® Use Browser Time
© Use Intermat Time Client

Time Protocal NTP (RFZ-13035)
Server IP Address | I__|| I |_ |
Tirne Zone (GMT) Greemwich Mean Time | Dublin

Automatically Update Interval

Cancel | [ Apply | [ Hep |

Management Setup

By default, the router may be configured and managed with any Telnet client or Web
browser running on any operating system. There is no requirement for additiona software
or utilities. However, for some specific environments, you may want to change the server
port numbers for the built-in Telnet or HTTP server, create access lists to protect the
router, or rgject system administrator login from the Internet.

Click Management Setup. The following setup page will display.
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Home Advanced Tools Status I-ielp

Management Access Control Management Port Setup

O Default Ports (Telnet: 23, HTTP: 80)
[ allaw management from the Internet @ User Define Parts
[ pisable PING from the Internet Felret Do 23 |
: | i_—__{
Access List HTTF Part qEL |
List IP Subnet Mask
1 i'_ | | - :i SNMP Setup
I | ] i O Enable SHMP Agent
2 | | bl _—
; : E Get Community jE[EL_IIEHE ]
3 | | | ¥ _ e
Set Community ;iErlvate |
Manager Host 1P | |
Trap Community ;ﬁpuhlic _|
Motification Host IP | |
Trap Timeout i1E| I seconds
[ Cancel ] l Apply ] [ Help ]

Management Access Control
“ Allow management from the Internet — Check to allow system
adminigrators to login from the Internet. The default setting is "not alowed".
Disable PING from the I nter net — Check to prevent Fing capability from
the Internet.

Access List

Y ou may pecify thet the sysem administrator can only login from a specific host or

network defined in the list. A maximum of three | Ps/subnet masks may be entered.
List IP — Specifies an IP address allowed to login to the router.
Subnet Mask — Specifies a subnet mask dlowed to login to the router.

M anagement Port Setup
Default Ports— Check to use standard port numbers for the Telnet and HTTP
servers.
User Defined Ports— Check and enter user-defined port numbers for the
Telnet and HTTP servers.

SNMP Setup
Enable SNM P Agent — Check to enable SNMP agent and then fill out the
appropriate information for the Get Community, Set Community, Manager
Host IP, Trap Community, Notification Host IP, and a Trap Timeout.
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Diagnostic Tools

Diagnogtic Tools provide useful tools for viewing or diagnosing the router. Click
Diagnogtic Tools to enter the following page.

| SODN/PPPoE/PPTP Diagnostics

SpeedTouch 210i -
Ethernet Broadband Router

Home Advanced Tools Status m

=+ |SDN / PPPoE / PPTP Diagnostics

== Triggered Dial-out Packet Header
== View Routing Table

== View ARP Cache Table

== View DHCP Assigned IP Addresses

== VWiew NAT Port Redirection Running Tahle

> Wiew NAT Active Sessions Table

In the ISDN /PPPOE /PPTP Diagnostics subgroups, the upper oneisfor
ISDN link status and the lower oneis for broadband access status.

i SpeedTouch 210i
Ethernet Broadband Router

ISDN/PPPoE/PPTP Diagnostics <<« Back | Refresh|
|ISDN Link Status | DOWN
i.Internet Access | _;>D_|;I_ISDN = W
'B Channel | B1 0 B2

I.Al::“ti'\.l'it'\dI | : Idle - _| Il:l-.l_é—. — N
i_Drup Cungc_t-iun | == Drop .B1 _i >>-B;J_E_ B2
IBruadband Access Mode /Status | -_—

|Internet Access == Dial PPPoE or PPTP

|WAN IP Address -—-

|Drnp Connection | »» Drop PPPoE or PPTP
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ISDN

Refresh — To obtain the latest information, click here to reload the page.

ISDN Link Status— If thelink isactive, thisfidd will show Up. Otherwise, it

shows down.

Dial I SDN — Clicking here causes the router to did to the preset ISP. Click
Internet Access Setup ® Dial to a Single | SP to configure did-up settings.
Activity — Digplays the connection name for each B channd. If the B channd is
idle it will show Idle.

[0 Drop B1 - Click to disconnect the B1 channel.

[J Drop B2 - Click to disconnect the B2 channd.

Broadband Access

Broadband Access M ode/Status—
Not relevant for the Back-up application.

WAN | P Address— The WAN |P address for the active connection.

Dial PPPoE or PPTP — Click to force the router to establish a PPPoE or
PPTP connection.

Drop PPPoE or PPTP — Click to force the router to disconnect the current
active PPPoE or PPTP connection.

Triggered Dial-out Packet Header

Triggered Did-out Packet Header shows the last 1P packet header that triggers the router

to did out.
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V SpeedTouch 210i
Ethernet Broadband Router

Home Advanced Status

|

Dial-out Triggered Packet Header =< Back | Refresh|

'HEX Format:
00 S0 B4 00 00 00-00 40 F4 4B 08 3C-08 00

I45 00 00 3E 41 D6 00 00-7F 11 8F 6C CO A8 00 64
|A8 5F 01 01 06 A7 00 35-00 24 84 3B 02 FD 01 00
;DD 0100000000 0000-0277 77 77087370460
|61 BE 74 65 63 03 63 6F-6D 00 00 O1 00 O1 00 a0
/D0 01 00 2B 09 D4 00 13-5B 1C 00 00 00 00 CO A8

|
! — -
[

|Decoded Format:

5192.158.0.100,1?03 -= 168.95.1.1,domain
:F‘r udp HLen 20 TLen 62

Refresh — Click to reload the page.
View Routing Table:

Click View Routing Tableto view the router's routing table.

V SpeedTouch 210i -
Ethernet Broadband Router
Home Advanced Tools Status “

Current Running Routing Table =<« Back | Refresh |
Eey: C - connected, 3 - static, R - RIP, ¥ - default, ~ - priwvate fa

G 192.168.0.0/ 255.255.255.0 is directly connected, IFO
w

The table provides current 1P routing information held in the router. To the left of each
routing rule you will see akey. These keys are defined as:

C --- Directly connected.

S --- Static route.
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R --- RIP.
* --- Default route.

To the right of each routing rule you will see an interface identifier:
IFO--- Loca LAN interface.
IF1--- ISDN B1 channd.
IF2 --- ISDN B2 channdl.

View ARP Cache Table:
Click View ARP Cache Tableto view the ARP (Address Resolution Protocol) cache

held in the router. The table shows a mapping between an Ethernet hardware address
(MAC Address) and an |P address.

V SpeedTouch 210i =
Ethernet Broadband Router

Home Advanced Tools Status “

Ethernet ARP Cache Table <+« Back | Refresh |
=
IF Address Mac Address
19z .1658.0.100 00-40-F4-4E5-05-30C

View DHCP Assigned | P Addresses

View DHCP Assigned | P Addr esses provides information on | P address assgnments.
Thisinformation is hdpful in diagnosng network problems, such as IP address conflicts,
etc.
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'7 SpeedTouch 210i
Ethernet Broadband Router

Home Advanced Tools Status “

| DHCPIP Assignment Table <+« Back | Refresh |
DHCF server: Running ~
Index 1P Address MAC Address Leased Time HOST ID -

1 192.1658.0.1 00-50-BA-00-00-00 FIXED IP -

v

View NAT Port Redirection Running Table

If you have configured Port Redirection (under NAT Setup), dlick to verify that your
Settings are correct for redirecting specific port numbers to specified interna users.

SpeedTouch 210i
Ethernet Broadband Router

Home Advanced Tools Status ﬁ

NAT Port Redirection Running Table << Back | Refresh |
MAT Port Redirection Running Table £ ]
Index Protocol Public Port Private IP Private Port
it ] o 0.0.0.0 a
2 ] o 0.0.0.0 u]
3 ] o 0.0.0.0 u]
4 ] ] 0.0.0.0 u]
5 ] ] 0.0.0.0 u]
[ ] o 0.0.0.0 u]
? 0 0  0.0.0.0 [u} F
=] ] o 0.0.0.0 u]
=) ] ] 0.0.0.0 u]
ia ] ] 0.0.0.0 u]
Protocol: 0 = Dissble, & = TCF, 17 = UDP »

View NAT Active Sessions Table

Asthe router is getting on the Internet through the built-in NAT engine, dlick View NAT
Active Sessions Tableto see which active outgoing sessons are online.
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V SpeedTouch 210i
Ethernet Broadband Router

Home Advanced Tools Status “

MAT Active Sessions Table =« Back | Refresh |
-~

Priwate IP :Port #Pseudo Port Peer IP :Port Ifno Status —

bl |

Each line across the screen indicates an active sesson. The following information is
displayed:
" PrivatelP, Port — Theinternd user's (PC's) IP address and port number.
#Pseudo Port — The public port number.
Peer | P, Port — The peer user's (PC's) |P address and port number.
[fno — Stands for interface number. The definition is listed below:
0 0--- LAN interface.
0 1---Blinterface.
0 2--- B2interface.
Status — Stands for the NAT mapping status. The satusis defined below:
0 0---lde
0 1--- Connecting.
0 2--- Connected.
0 3--- Intefacelinking.

SysL og Setting
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7 SpeedTouch 210i —
Ethernet Broadband Router
Home Advanced Tools M

Syslog Access Setup

[ Enable

Server IP Address

Destination Port

Cancel ] [ Clear ] [ Apply J [ Help ]

Reboot System

The Web Configurator may be used to restart your router. Click Reboot System to open
the following setup page.

V SpeedTouch 210i -
Ethernet Broadband Router

Do You want to reboot your router ?

& Using current configuration
O Using factory default configuration

[Cancel] [ Apply ] [ Help J

There istwo reboot options. Using current configuration and Using factory default
configuration. If you want to reboot the router using current running configurations, check
Using current configuration and click OK. To reset the router's settings to default
vaues, check Using factory default configuration and click OK.

The router will take 3 to 5 seconds to reboot the system.
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Appendix A — Troubleshooting and FAQs

The following section explains how to use Telnet terminal commands to diagnose your
network problems via the built-in debug tool. Our examples use Windows Telnet client
software. If you are aMac user, you should ingtd| third-party Telnet client software on
your computer. By default, the Linux has abuilt-in Telnet client.

Using the Telnet Terminal Commands

Click Start ® Run and type Telnet 10.0.0139 in the Open box as below. Note that
the IP address in the example is the default address of the Router. If you have changed the
default, enter the current 1P address of the router.

Run |

rezource, and Windows will oper it for o,

Qpen: !telnet 10.0.0.39 :J
ok I Cancel | Browse. . I

f Type the name of a program, folder, document, or Intermet
)

10.00.139 10.0.0.139

Click OK. The Telnet termina will open. If an adminigirator password has not been
assigned, follow the on-screen indructions to assgn one.

After assgning a password, type a question mark (?). You will seedl the possible Telnet
commands.
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£ Telnet - 192.168.0.1 M= B3

LConnect  Edit Terminal Help

Password:

%% WARMHIHNG 3636363636 36 36 36 36 363636 36 36 36 36 36363636 36 36 36 36 36-36-36 36 36 36 36 36.36-36 36 36 36 36 36 36-36 36 36 36 36 36 36 36-36 36 36 36 36 36 36 36- 36 36 36 3 3 36 36 3 3
* System has no password. *

* Please set password, using “'sys pass" commands. *
363636363636 36363636 36-36-363E-36-36-36-36-36-36 36363636 IE I 36363636363 I IE I I 3636 I 36 IE I I IEIE I IEIE I I I I I I I I I I I I I

Type % for command help

> 7

% Valid commands are:

exit ip ipf isdn log quit
sru sys wan

> 1

Command Help

If you are not familiar with these commands, type the command followed by a question
mark (?). For example, theip command isafirs level command. Typeip ? to get next
level commands as shown below.

> ip 7

% Ualid subcommands are:

addr arp ping route
> 1

Recall Commands

The Telnet terminal aso provides amethod to recall the command history. Use the Up and
Down arrow keys on your keyboard to recall previous commands.

Quitting the Telnet Terminal

Enter quit or exit to quit the Telnet termindl.

Viewing Call Logs

The Cdl log provides asmple method for troubleshooting the cal setup or WAN
connection problems. By default, the router records WAN connection messages. This
information can be helpful in diagnosing WAN connection problems. If you do not
understand the content, you can easlly save the log and send it to a support technician.
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The steps are:

1. Login to the Telnet termindl.

2. Typelog -F ctoclear dl cdl logs.

3. Ping to any outside host to trigger the router to dia from your PC.
4. Typelog -c to digolay the latest cdl log.

Viewing ISDN Logs

To capture messages exchanged on the ISDN interface, clear dl 1SDN logs before you
dart cagpturing the new log.

The steps are:

1. Login to the Telnet termindl.

2. Typelog -F wto clear al ISDN logs.

3. Ping to any outside host to trigger the router to dia from your PC.

4. Typelog -i to display thelatest ISDN log. To display &l ISDN logs saved in thelog
buffer, typelog -i -t.

Detailed | SDN log example:

The above example shows detailed D-channd SETUP messages only. Note that al 1ISDN
D-channd messages will be displayed when you type the log -i -t command. To use the
command, you will get to know whether the ISDN connection could be established or not.
Note that if you cannot read the details, please save these messages in file and attach to
support technician.

Viewing PPP Logs

To view PPPlogs, typelog -p.

The steps are:

1. Login to the Telnet termindl.

2. Typelog -F wto clear dl PPPlogs.

3. Ping to any outside host to trigger the router to dia from your PC.

4. Typelog -p to display the latest PPP log. To display dl PPP logs, usethelog -p -t
command.

The PPPlog is ussful in solving communication problems for normal 1ISDN didup, or
PPPoE and PPTP didup viaa DSL modem.

Viewing WAN Logs

Toview al WAN logsincluding ISDN D-chamnel and PPP/PPPoE/PPTP messages, the
smplest way isto typelog -w -t.

The steps are:
1. Login to the Telnet termindl.
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FAQs

2. Type" log -F w" to clear all PPP/PPPOE/PPTP and ISDN logs.

3. Ping to any outside host to trigger the router to dia from your PC.

4. Type"log -w" to display the latest WAN log. If you want to display al WAN logs, use
the log —w -t command.

The following section covers answers for some frequently asked questions.

1. What isthe default administrator password to login to therouter?

A: By default, you do not need a password to login to the router. However, for security
reasons, you should assign a password to protect your router against misusage and hacker
attack.

2. What isthe default | P address of the router ?
A: Thedefault IP addressis 10.0.0.139 with subnet mask 255.0.0.0.

3. Why doestherouter dial out very often?

A: Examine the packets that trigger the router to did out. Login to the Web Configurator
and click Diagnostic Tools® Triggered Dial-out Packet Header. You will seethe
triggered packet contents. Report the results to technica support by e-mail or telephone.

4. Why can't | connect to the Web Configurator ?
A: Remove the proxy server settingsin your Web browser.

5. Why can | ping to outside hosts but can not access I nter net Websites?

A: Check if the Primary and the Secondary DNS servers have been correctly setup on
your PC. Y ou should have received the DNS server settings from your ISP. If your PC is
running a DHCP client, remove any DNS I P address settings since the router will assgn
the DNS settings to the DHCP-dient-enabled PC.

6. How many I P addresses can the DHCP server of the router assign to local PCs?
A: Thebuilt-in DHCP server can support 253 | P addresses for loca network usage.
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Appendix B — Basic IP Concepts

This appendix describes some basic I P concepts, the TCP/IP addressing scheme and
show how to assign IP Addresses.

When setting up the router, you must make sure dl ports to be utilized on the router have
vaid IP addresses. Even if you will not use the ISDN or WAN ports, you should, &t the
very least, make surethe LAN port is assigned avdid IP address. Thisis required for
telnet, in-band SNIMP management, and related functions such as “trap” handling and
TFTP firmware download.

IP Addresses

The Internet Protocol (1P) was designed for routing data between network Stesal over
the world, and was later adapted to alow routing between networks (often referred to as
“subnets’) within any ste. 1P includes a system by which a unique number can be assigned
to each of the millions of networks and each of the computers on those networks. Such a
number is called an |P address.

To make IP addresses easy to understand, the originators of 1P adopted a system of
representation called “dotted decima” or “dotted quad” notation. Below are examples of
|P addresses written in this format:

201.202.203.204 189.21.241.56 125.87.0.1

Each of the four valuesin an |P address is the ordinary decimal (base 10) representation of
avaue that acomputer can handle using eight “bits’ (binary digits— 1s and 0s). The dots
are Imply convenient visua separators.

Zeros are often used as placeholders in dotted decimad notation; 189.21.241.56 can
therefore also appear as 189.021.241.056.

IP networks are divided into three classes on the basis of size. A full 1P address contains a
network portion and a“host” (device) portion. The network and host portions of the
address are different lengths for different classes of networks, as shown in the table below.
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0 i 18 24 31
ClassA [o] netig | hostid |
ClassB |10 neti hostid |
class¢ [1]1]o] nsiid hostid |
classD [1]1]1]0] multicast address |
classe [1]1]1]1 [o] reserved for future uss |

Networks attached to the Internet are assigned class types that determine the maximum
number of possible hogts per network. The previous figure illustrates how the net and host
portions of the | P address differ among the three classes. Class A is assigned to networks
that have more than 65,535 hosts; Class B isfor networks that have 256 to 65534 hosts;
Class Cisfor networks with less than 256 hosts.

IP Network Classes
Class Maximum Network Addresses (Host Maximum
Number of Portion in Parenthesis) Number of
Networks in Hosts per
Class Networ k
A 126 1(.0.0.0) to 126(.0.0.0) 16,777,214
B 16,382 128.1(.0.0) to 191.254(.0.0) 65,534
C 2,097,150 192.0.1(.0) to 223.255.254(.0) 254

Note: All network addresses outside of these ranges (Class D and E) are either reserved
or set aside for experimenta networks or multicagting.

When an |P address's host portion contains only zero(s), the address identifies a network
and not ahost. No physical device may be given such an address.

The network portion must start with avaue from 1 to 126 or from 128 to 223. Any other
vaue(s) in the network portion may be from 0 to 255, except that in class B the network
addresses 128.0.0.0 and 191.255.0.0 are reserved, and in class C the network addresses
192.0.0.0 and 223.255.255.0 are reserved.

The vaue(s) in the host portion of aphysical device's IP address can be in the range of O
through 255 as long asthis portion is not dl-0 or dl-255. Vaues outside the range of 0 to
255 can never appear in an | P address (0 to 255 isthe full range of integer valuesthat can
be expressed with eight bits).

The network portion must be the same for al the IP devices on adiscrete physica
network (a single Ethernet LAN, for example, or aWAN link). The hogt portion must be
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different for each IP device — or, to be more precise, each | P-capable port or
interface — connected directly to that network.

The network portion of an IP address will be referred to in this manuad as anetwork
number; the host portion will be referred to as a host number.

To connect to the Internet or to any private IP network that uses an Internet-assgned
network number, you must obtain aregistered IP network number from an Internet-
authorized network information center. In many countries you must gpply through a
government agency, however they can usudly be obtained from your Internet Service
Provider (ISP).

If your organization's networks are, and will dways remain, a closed system with no
connection to the Internet or to any other IP network, you can choose your own network
numbers as long as they conform to the above rules.

If your networks are isolated from the Internet, e.g. only between your two branch offices,
you can assign any |P Addresses to hosts without problems. However, the Internet
Assigned Numbers Authority (IANA) has reserved the following three blocks of 1P
Addresses specificaly for private (stub) networks:

Class Beginning Address Ending Address
A 10.0.0.0 10.255.255.255
B 172.16.0.0 172.31.255.255
C 192.168.0.0 192.168.255.255

It is recommended that you choose private network |P Addresses from the above list. For
more information on address assgnment, refer to RFC 1597, Address Allocation for
Private Internetsand RFC 1466, Guidelines for Management of IP Address Space.

Subnet Mask

In the absence of subnetworks, standard TCP/IP addressing may be used by specifying
subnet masks as shown below.

IP Class Subnet Mask
Class A 255.0.0.0
Class B 255.255.0.0
ClassC 255.255.255.0

Subnet mask settings other than those listed above add significance to the interpretation of
bitsin the IP address. The bits of the subnet mask correspond directly to the bits of the IP
address. Any bit an a subnet mask that isto correspond to anet ID bit in the |P address
must be set to 1.
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Appendix C — IP Protocol and Port

Numbers

Common Internet service protocols and | P port numbers.

IP Protocol Numbers

Protocol # Protocol Name Description
1 ICMP Internet Control Message [RFC792]
2 IGMP Internet Group Management [RFC1112]
6 TCP Transmission Control [RFC793]
8 EGP Exterior Gateway Protocol [RFC888,DLM 1]
9 IGP any private interior gateway [|ANA]
(used by Cisco for their IGRP)
17 UDP User Datagram [RFC768,JBP]
46 RSVP Reservation Protocol [Bob Braden]
88 EIGRP EIGRP [CISCO,GX 9]
115 L2TP Layer Two Tunneling Protocol [Aboba]
IP Port Numbers
Service TCP ub Notes
P
FTP 21 File Transfer
Telnet 23
SMTP 25 Simple Mail Transfer
DNS 53 53 [ Domain Name Server
Finger 79
WWWHTTP 80 World Wide Web HTTP
POP3 110 Post Office Protocol — Version 3
137 137 | NetBios Name Service
138 138 | NetBios Datagram Service
139 139 | NetBios Session Service
SNMP 161
SNMP Trap 162
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Appendix D - Technical Specifications

General
Ports
Number of Ports:
4 LAN ports RJ}45
1 Uplink port R}11
1 WAN port ISDN BRI ST
LED Reedout
Power
Status
ISDN Link, B1, B2
LAN Link/Act, 10/100M, 1, 2, 3, 4
LAN
Standard |EEE 802.3/802.3u
LAN Protocol CSMA/CD

Data Transfer Rates

10/100M bps auto-negotiation

Network Cables

10BASE-T:
2-pair UTP Cat.3, 4,5
(100m max. length)

EIA/TIA-568 100-ohm screened twisted-pair

100BASE-TX:
2-pair UTP Cat. 5
(100m max. length)

EIA/TIA-568 100-ohm screened twisted-pair

ISDN

Standard PPP/Multi-link
PPP

ISDN Protocols

ISDN speeds

ISDN BRI: up to 128,000bps

ISDN Interface

Standard BRI ST

11SDN BRI port:

64K bps B channel x 2
16Kbps D channel x 1

ISDN network Compatibility

ISDN switch type DSSL
Data Compression Hi/fin® LZS (Stac)
Routing

IP Packet Routing

TCP/IP with RIP-1 and RIP-2, static routes

Other Protocols UDP, TCP, NAT, DHCP, BAP/BACP, ICMP,
IGMP

Management

SNMP MIB-I|

Security PAP, CHAP, MS CHAP

Administrative password through Telnet only
Firewall filtering

Physical & Environmental

72

Download from Www.Somanuals.com. All Manuals Search And Download.




SpeedTouch 210i

DC Input:
External DC power adapter

16-18VAC, 1.0A

Power Consumption 12W max.

Ventilation Fanless

Operating Temperature 0-50 C (32 -122 F)

Storage Temperature -25 -55 C (-13 - 131 F)

Humidity 5% - 95% non-condensing

Dimensions 22.4cm x 13.2cm x 3.5cm

Emissions (EMI) CE,C-Tick

Telecom CTR3

Safety UL/CSA/TUV, C-Tick (for power adapter)
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Direct Numbers to SpeedTouch Hotline

In case of questions, problems or doubts, you can dial the direct Hotline numbers for the following countries :

Austria: 0900 940014 (1.08 Euro/Min)
Belgium: 0903 99506 (1.12 Euro/Min)
France: 0892 255111 (0.34 Euro/Min)
Germany: 0190 747615 (1.24 Euro/Min)
Italy: 899 000301 (1,00 Euro/Min)
Netherlands: 0902 375457 (0.70 Euro/Min)
Norway: 820 10010 (8.82 NKr/Min)
Sweden: 0900 1092515 (8.70 SKr/Min)

Switzerland: 0900 229966 (1.00 SFr/Min)

United Kingdom: 0906 3022114 (0.50 GBP/Min)

09:00 to 21:00 CET Monday - Saturday

Email : dslcontact@thomson.net
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Trademarks
THOMSON is aregistered trademark of THOMSON S.A.

All other trademarks belong to their respective owners.

CE Mark Warning

ThisisaClass B product. In adomestic environment, this product may cause radio interference in which case the
user may be required to take adequate measures.

All rights reserved ©2003, Thomson
Printed in Taiwan.

All trademarks are owned by their respective owners
Product specifications subject to change without prior notice.
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