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The information contained in this document is subject to change without prior notice. Copyright (C). All Rights Reserved.

TRADEMARKS
Ethernet is a registered trademark of Xerox Corp.

WARNING:

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment
is operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and if
not installed and used in accordance with the instruction manual may cause harmful interference in which case the user
will be required to correct the interference at his own expense.

NOTICE:

(1) The changes or madifications not expressively approved by the party responsible for compliance could void the
user's authority to operate the equipment.

(2) Shielded interface cables and AC power cord, if any, must be used in order to comply with the emission limits.

CISPR A COMPLIANCE:

This device complies with EMC directive of the European Community and meets or exceeds the following technical
standard.

EN 55022 - Limits and Methods of Measurement of Radio Interference Characteristics of Information Technology
Equipment. This device complies with CISPR Class A.

WARNING: This is a Class A product. In a domestic environment this product may cause radio interference in which case
the user may be required to take adequate measures.

CE NOTICE

Marking by the symbol indicates compliance of this equipment to the EMC directive of the European Community. Such
marking is indicative that this equipment meets or exceeds the following technical standards:

EN 55022: Limits and Methods of Measurement of Radio Interference characteristics of Information Technology
Equipment.

EN 50082/1:Generic Immunity Standard -Part 1: Domestic Commercial and Light Industry.

EN 60555-2: Disturbances in supply systems caused by household appliances and similar electrical equipment - Part 2:
Harmonics.
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1. Introduction

1.1 Introduction

Driven by recent advances in desktop computing technology, today_s network applications have increased
in speed, power and the ability to process information. To meet the demands of these more
bandwidth-intensive applications, this switch device provides significant increase in performance for your
Ethernet and Fast Ethernet network. The switch comes with high number of 10/100 Fast Ethernet switched
ports, each capable of transferring information simultaneously at full wire speed to control and allocate the
network bandwidth. It aso providestwo Gigabit Ethernet slots for migration to Gigabit network smoothly.

The key features of the switch units are:

High Port-aount and High Bandwicth
100FX aonn etivity

_ Coppe Gigebit connedtivity

Fiber Gigebit connedtivity

Network M anagement
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1.2 Features

19-inch rack mountable 24-Port 10/100 managed Fast Ethernet switch with two Giga expansion port
dots

Providestwodtendive100BaseFX port datsfor fiber connections

Non-blocking and store-and-forward switch engine performs forwarding and filtering at full wire speed.
Supports diversified optional Giga port modules for selection including 10/100/1000 copper type and
fiber type

Provides port control function for auto-negotiation, speed, duplex, and flow control configuration
Providesper-port Egress/Ingress data rate control function

Provides802.1X port-based network access control function

Provides broadcast storm filtering function

Provides 802.3ad port trunking function with up to 7 trunks

Supports input-port -based, output-port-based, and input-output-pair-based Sniffer function
RoiidstaicMACabesaditieinrgMACacbresarfiguaian

Providesingress port security function

Provides bridging delay bound control function

Supports Ethernet frame length up to 1522 bytes

Supports 802.3x flow control for full duplex mode and backpressure flow control for half duplex mode
Supports auto-aging with selectable inter-age time

Supports port-based VLAN and 802.1Q tag-based VLAN

Supports 802.1v protocol-based VLAN classification

Supports port-based priority and 802.1p CoSwith 2-level priorities

Supports Spanning Tree Protocol

Supports | P Multicasting and |GM P snooping

Supports stacking management function

Supports consol e/ Telnet/ SNM P/Web/Trap managements
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1.3 Hardware Specifications

10/100 Switched Ports Port 1 ~24, Tota : 24 ports
SR31BeT 83 0BT X anrdiat
Shielded RJ-45 with auto MDI-X function
Port 23, 24 Alternatives 100Base-FX connectivity

2 expansion module slots- Sot F23, F24

Giga Switched Ports

2 expansion Slots- Sat G1, G2
802.3z and 802.3ab compliant

S sgdcd101001000CE e
Supports optional Giga Fiber modules

Port Control Function

Port enable/disable

Auto-negotiation function

Speed, Duplex mode

Full duplex flow control function

Half duplex flow control function
Ingress datarate

Egress datarate

Port security (MAC learning function)

Flow Control Methods

802.3x pause frame based for full duplex

Backpressure for halt duplex mode

Forwarding speed

Max. 148,810 ppson 100M switched ports
Max. 1,488,100 ppson Gigehit switched ports

Trunking Function

|EEE 802.3ad compliant

Per trunk mode : Static or LACP
Upto 7 trunk groups (trunk ports)
Each is composed of up to 4 ports

Port Sniffering

One sniffer port (any one among 26 ports)
Up to 25 monitored ports
3 mode options - Tx/ Rx/ Tx+Rx traffic

MAT address aging time

control options - sU0 ~ /65 seconds

MAC Address Table

Size: 6K entriesfor
Auto-learned unicast addresses and
Static unicast/multicast addresses

Broadcast Storm Filtering

Threshold options - 5%,10%, 15%,20%, 25%

Hltering MAC Address

Destination address-based Tiltering

Network Access Control ~ 802.1X protocol support for all ports
Function Radius client configuration
Per port mode - Auto, Fu, Fa, No
QoS Function 2-level (High/Low) priority for Tx queues
Selectable Tx High/Low serviceratio
Priority Decision Method  First - Port-based priority

Second - 802.1p priority (Tag priority value)

VLAN Function

Mode options if enabled -
Port -based VLAN
802.1Q Tag-based VLAN

Port-based VLAN Max. 26 VLAN groups
VLAN-tagging isignored
No tag modification for tagged packets
802.1Q VLAN Max. 256 VLAN groups
-VLANID 2~4094
-Member portmode  Outgoing : Tagged, Untagged
- GVRP 802.1Q complaint (GARP 802.1P complaint)

- Protocol classification

802.1v compliant

TP MUlticasting Table

256 multicast address root entries

07100 Port LED Display
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Speed status
Duplex / Collision status

GigaPort LED Display Link / Activity status
Duplex / Collision status

Console Port RS-232, DTE, DB9
Baud : 9600, N, 8, 1, 0, No flow control
Dimenson Z23mim (W) X 225mim (D) X 43mm (H)
Power Input Rating 100 ~ 240VAC, 50/60Hz, 50W
Input voltage range 90~ 264VAC
Input frequency 47 ~ 440Hz
Power Consumption T7Wmin, Z6VW max.
Environmental Operating temperature : 0 ~50°C
Storage temperature:: -40~853C
Certifications FCC Part 15 ClassA
CE/CISPRClassA
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1.4 Software Specifications
Management interface

In-band SNMP over TCP/IP network

In-band Web browser over TCP/IP network

In-band Telnet over TCP/IP network

Out-of-band via Console port
SNMP Traps over TCP/IP network

RFC & Protocals
IPv4 IPversion4
TCP Transmission Control Protocol
UDP User Datagram Protocol
ARP Ehernet Address Resolution Protocol
ICMP Internet Control Message Protocol
SNMP  SNMPagent vl
MIB-2  Standard MIB
Traps Generic SNMPtraps
TFTP Trivia File Transfer Protocol
Telnet  Telnet protocol
HTTP  HTTP server for web management
GVRP GARP VLAN Registration Protocol
GARP  Generic attribute registration protocol
DHCP  Dynamic Host Configuration Protocol
IGMP Internet Group Management Protocol
RMON  MIB groups: Statistics, History, Alarm, Event
Bridge BridgeMIB
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1.4.1 Management Objects
Lisdmareppertdjesss pootechycrsdead Tdrdinafaes

M anagement Objects ConsoleTelnetWeb ~ SNMP
Boot diagnostics Yes - - -
Login check Yes Yes Yes -
Port configuration Yes Yes Yes -
Trunk configuration (& LACP) Yes Yes Yes -
VLAN configuration Yes Yes Yes -
QoS Priority configuration Yes Yes Yes -
MAC address aging setting Yes Yes Yes -
Broadcast storm filtering setting Yes Yes Yes -
Max. bridge transmit delay bound Yes Yes Yes -
Low queue delay bound setting Yes Yes Yes -
Low queue delay time setting Yes Yes Yes -
Port security setting Yes Yes Yes -
Collision retry forever setting Yes Yes Yes -
Port Sniffer (Mirrowing) setting Yes Yes Yes -
IP configuration (TCP/IP) Yes Yes Yes -
Username, password change Yes Yes Yes -

SNMP community string settings Yes Yes Yes -
SNMP device information settings Yes Yes Yes -

Trap manager configuration Yes Yes Yes -
STP configuration Yes Yes Yes -
Static Mac address configuration Yes Yes Yes -
Filter Mac address configuration Yes Yes Yes -
GVRP stting Yes Yes Yes -
IGMP setting Yes Yes Yes -
802.1X configuration Yes Yes Yes -
System firmware update (TFTP) Yes Yes Yes -
System firmware update (1K modem) Yes - - -
Default configurationfiledownload Yes  Yes Yes -

Current configuration backup (TFTP) Yes  Yes Yes -
Reboot switch with default settingsYes  Yes Yes -
Reboot switch with current settingsyes  Yes Yes -
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M anagement Objects ConsoleTelnetWeb  SNMP

Port state - enable/disable Yes Yes Yes Yes

Port status- link, speed Yes Yes Yes Yes

Port static counters Yes Yes Yes Yes

Device Mac address information Yes Yes Yes Yes

System firmware version information  Yes  Yes Yes -

System hardware version information Yes  Yes Yes -

System default configurationversion Yes  Yes Yes -

G1, G2 module information Yes Yes Yes Yes

F23, F24 module information Yes  Yes Yes Yes
Cooling Fanl Fan2 status Yes Yes Yes Yes

LACP status Yes Yes Yes -

IGM P snooping information - - Yes -
Stacking configuration - - Yes -
Stacking switches monitoring - - Yes -

RFC 1213 MIB-2 objects - - - Yes
RFC 1493 Bridge MIB - - - Yes
RFC 1271 RMON MIB (group 1,2,3,9) - - - Yes
142

Trap Events

The table below liststhe events the device will generate SNMP traps.
Generic: RFC1157 generic, Specific: EnterpriseSpecific

Type Trap Event

Gengric  Cold Start Device bootup

Generic  Authentication SNMP authentication failure

Generic  Port link change Port link down

Generic  Port link change Port link recovery

Specific  Fanlfailure Cooling Fan1 failure warning

Specific  Fanlfalure Cooling Fanl failure recovery

Specific  Fan2failure Cooling Fan2 failure warning

Specific  Fan2failure Cooling Fan2 failure recovery
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1.5 Function Descriptions
1.5.1 LACP Trunking Function
The switch provides a trunking function, which is compliant with 802.3ad standard. 802.3ad is a

specification from |EEE that allows us to bundle several physical port links together to form one logical
port , called atrunk between two devices. It supports Link Aggregation Control Protocol (LACP).

IEEE 802.3ad trunking also allows redundant connections between devices to be combined for nore
aggregate bandwidth between devices supporting LACP.

The LACP provides a standardized means for exchanging information between two link partners on a link
to alow their Link Aggregation Control instances to reach agreement on the identity of the Link
Aggregation Group to which the link belongs, move the link to that Link Aggregation Group, and enableits
transmission and reception functionsin an orderly manner.

The switch can support up to seven trunk groups, or called trunk ports or trunks. Each group isalogic
port and can have up to 4 physical port members. A physical port can only belong to one trunk group. Each

trunk group can be set LACP disabled or enabled. The operations are:

LACP disabled

If one trunk group is LACP disabled, it becomes alocal static trunk and all member ports are forced to be
work ports. The link aggregation is formed and there is no LACP negotiation taking place. Maximal four
member ports are allowed.

LACP enabled

If one trunk group is LACP enabled, it is called LACP static trunk. Link aggregation is formed through
LACP negotiation between link partners.

Up to four ports can be selected as member ports for each trunk group. However, the max. two ports, called
work ports can be aggregated at the same time. Those member ports which are not work ports are standby
to become work port if any current work port fails to operate. This transition takes about 30 seconds. Each
member port can be set LACP Passive or LACP active as described below:

LACP Passive: The port does not initiate the LACP negotiation, but it does understand the LA CP packet.
It will reply to the received LACP packet to eventually form the link aggregation if itslink partner is
requesting to do so (in active state).

LACP Active: Theport iswilling to form an aggregate link, and initiate the negotiation. The link
aggregate will be formed if itslink partner isrunning in LACP active or passive mode.

There are only three valid combinations to run the LACP link aggregate as follows:
__disabled to disabled state (forced link aggregate without LACP)

__ activeto active state

__ activeto passive state

Rulesof trunking
1. Up to seven trunk groups (trunk ports) can be created.

2. Each trunk group can be composed of up to 4 member ports.

3. The member port can be one of Port 1 ~ Port 24 and G1 - G2 port.

4. One switched port only can belong to one trunk group.

5. If VLAN group exist, all members of one static trunk group must be in same VLAN group.
6. LACP operation requires member portsin full-duplex mode.

7. Inastatic trunk group (LA CP disabled), four work ports are aggregated at the sametime.
8. Inan LACP trunk group, maximal two work ports can be aggregated at the same time.
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1.5.2 IP Multicast Function

Internet Protocol (IP) multicast is a bandwidth-conserving technology that reduces traffic by
simultaneously delivering a single stream of information to thousands of corporate recipients and homes.
Applications that take advantage of multicast include video conference, corporate communications,
distance learning, and distribution of software, stock quotes, and news.

IP Multicast delivers source traffic to multiple receivers without adding any additional burden on the source
or the receivers while using the least network bandwidth of any competing technology. Multicast packets
are replicated in the network by the devices supporting multicast protocols resulting in the most efficient
delivery of datato multiple receivers possible.

Multicast is based on the concept of a group. An arbitrary group of receivers expresses an interest in
receiving a particular data stream. This group does not have any physical or geographical boundaries - the
hosts can be located anywhere on the Internet. Hosts that are interested in receiving data flowing to a
particular group must join the group using IGMP. Hosts must be a member of the group to receive the data
stream.

IP Multicast address

IP Multicast addresses specify an arbitrary group of | P hosts that have joined the group and want to receive
traffic sent to this group. 1P multicast addresses range from 224.0.0.0 through 239.255.255.255. This
address rangeis only for the group address or destination address of |P multicast traffic. The source address

for multicast datagrans is always the unicast source address.
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IGMP
Internet Group Management Protocol (IGMP) is used to dynamically register individual hostsin a multicast

group on a particular LAN. Hosts identify group memberships by sending IGMP messages to their local
multicast router. Under IGMP, routers listen to IGMP messages and periodically send out queries to
discover which groups are active or inactive on a particular subnet.

RFC 2236 defines the specification for IGMP Version 2. There are four types of IGMP messages:

__ Membership query

__ IGMPVersion 1 membership report
__ IGMP Version 2 membership report
__ Leavegroup

Hosts send out IGMP membership reports corresponding to a particular multicast group to indicate that
they are interested in joining that group. The router periodically sends out an IGMP membership query to
verify that at least one host on the subnet is still interested in receiving traffic directed to that group. When
there is no reply to three consecutive IGMP membership queries, the router times out the group and stops
forwarding traffic directed toward that group.

With leave group message, the hosts can actively communicate to the local multicast router their intention

to leave the group. The router then sends out a group-specific query and determines whether there are any
remaining hostsinterested in receiving the traffic. If there are no replies, the router times out the group and
stops forwarding the traffic.
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IGMP Snooping

IGMP snooping requires the LAN switch to examine, or snoop, some Layer 3 information in the IGMP
packets sent between the hosts and the router. When the switch hearsthe IGMP host report from ahost for
a particular multicast group, the switch adds the host's port number to the associated multicast table entry.
When the switch hearsthe IGMP |eave group message from ahost, it removes the host's port from the table
entry.

Multicast Forwarding

In multicast routing, the source is sending traffic to an arbitrary group of hosts represented by a multicast
group address. The multicast router must determine which direction is upstream (toward the source) and
which direction (or directions) is downstream. If there are multiple downstream paths, the router replicates
the packet and forwards the traffic down the appropriate downstream paths - which is not necessarily all
paths.

The switch can support |P multicast if IGMP protocol is enabled. IGMP snooping function and status is
aso provided. Each IP multicast address is associated one Vlan ID and its member ports. The information
is available from management interfaces.

1.5.3 MAC Address Filtering Function

MAC address filtering alows the switch to drop unwanted traffic. Incoming traffic is filtered based on the
destination MAC addresses (DAS). The unwanted destination addresses are called filter MAC addresses.

The switch provides management function that allows LAN administrator to maintain the filter MAC
addresstable.
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1.5.4 Static MAC Address

The switch provides Static MAC Address setup function. The static MAC addresses are the MAC
addresses which are setup by LAN administrators and are not |earned by the switch automatically.

The static addresses are stored and referred in switch MAC address table permanently regardless of
whether the MAC addressesare physically disconnected to the switch.

Applying this function with port security function allows LAN administrator to build a protection
mechanism that let switch only serves granted devices.

Static MAC address rel ated settings:

Mac Address: Static Ethernet MAC address (12 digits)

Port num : The port number where the MAC addressis|ocated
Vlan | D : TressxidesMianDiotesttesif8 210V ANisreded

1.5.5 Port Security

A port in security mode does not learn any source MAC address (SA). Only the incoming packets with SA
existing in the switch static MAC address table can be forwarded normally. Otherwise, the packets are
dropped. This features provides a protection mechanism to restrict the devices link to the switch port.
Only deviceswith valid MAC addresses can be served by the switch.
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1.5.6 VLAN Function

Virtual LANs (VLANS) can be viewed as a group of devices on different physical LAN segments which
can communicate with each other as if they were al on the same physical LAN segment. It can create a
network that isindependent of physical location and group usersinto logical workgroups. The benefits are:
Confine broadcast traffic and Increased performance

Improved manageability

Network tuning and simplification of software configurations

Physical topology independence

Increased security options

The switch supports port-based, 802.1Q (Tagbased) and protocol-based VLAN. In the default
configuration, VLAN function is disabled.

1.5.6.1 Port-based VLAN

Up to 26 VLAN groups can be created. Each group has its own port members. The member ports are
selected among the physical ports on the switch. Packets can go among only members in the same VLAN
group.

Required configurations:
__Maintain (Create/delete/modify) VLAN groups
__ Manage the port members of each VLAN group

Note:
1. The ports which are not belonging to any group are treated as belonging to another single VLAN.

2. A trunk group istreated as aphysical port.
3. VLAN+tagging isignored in port-based VLAN mode.
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1.5.6.2 |IEEE 802.1Q VLAN (Tag-based VLAN)

Tagbased VLAN is an |IEEE 802.1Q specification standard. Therefore, it is possible to create a VLAN
across devices from different venders. IEEE 802.1Q VLAN uses a technique to insert a tag into the
Ethernet frames. Tag containsaVLAN Identifier (VID) that indicatesthe VLAN numbers.

The switch can classify each received packet as belonging to one and only one VLAN. If the received

packet is VLAN-tagged, the packet is classified as belonging to the VLAN specified in the VLANtag
header. If the received packet is untagged, it is classified as belonging to the default VLAN configured for
the ingress port.

Required configurations:

Enable or disable GVRP support

VLAN information including VID (2-4094) and name

Tagged member ports of each VLAN

Outgoing tag mode for each member port

Tag - outgoing frameswith VLAN-tagged

Untag - outgoing frames without VLAN-tagged

PVID (Port VID, 1-255 for untagged incoming frames) for each port
Ingress Rule 1 setting for each port : forward only packets with VID
matching configured PVID

Ingress Rule 2 setting for each port : drop untagged frames

PVID : thisfeatureis useful to accommodate the devices which do not support tagging to participate in the
VLAN.

GVRP - GARP [Generic Attribute Registration Protocol] VLAN Registration Protocol : GVRP
allows automatic VLAN configuration between the switch and nodes. If the switch is connected to adevice
with GVRP enabled, you can send a GVRP request using the VID of a VLAN defined on the switch, the
switch will automatically add that device to the existing VLAN. (GVRP - 802.1Q compliant, GARP -
802.1P compliant)

1.5.6.3 Protocol-based VLAN

In order for an end station to send packets to different VLANS, it itself has to be either capable of tagging
packets it sends with VLAN tags or attached to a VLAN-aware bridge that is capable of classifying and
tagging the packet with different VLAN ID based on not only default PVID but aso other information
about the packet, such as the protocol. The switch can support 802.1v compliant protocokbased VLAN
classification by means of both built in knowledge of layer 2 packet formats used by selected popular
protocols, such as Novell IPX and AppleTak’s EtherTalk, and others. Required configuration:

__ Roood stingfor eech VAN group definedin802.1Q VLAN mode

__If morethan two VLAN groups are configured with same protocol
value, make sure the member ports of those groups are not overlaping.

Any incoming untagged packet is checked and classified according the Protocol vs. VLAN mapping
settings. If an associated VLAN group isfound, the packet is calssified and isinserted with VID tag of the
group VLAN ID instead of input port PVID.

1.5.7 Spanning Tree Protocol

Spanning-Tree Protocol (STP) is a link management protocol that provides path redundancy while
preventing undesirable loops in the network. For an Ethernet network to function properly, only one active
path must exist between two stations. Multiple active paths between stations cause loopsin the network. If
aloop exists in the network, you might receive duplicate messages. When loops occur, some switches see
stations on both sides of the switch. This condition confuses the forwarding algorithm and allows duplicate
framesto be forwarded.
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To provide path redundancy, Spanning-Tree Protocol defines atree that

spansall switchesin an extended network. Spanning-Tree Protocol forces

certain redundant data paths into a standby (blocked) state. If one network segment in the Spanning-Tree
Protocol becomes unreachable, or if

Spanning-Tree Protocol costs change, the spanning-tree algorithm

re-configures the spanning-tree topology and reestablishesthe link by

activating the standby path.

Spanning-Tree Protocol operation istransparent to end stations, which
are unaware whether they are connected to asingle LAN segment or a
switched LAN of multiple segments.

STPredated parameters

Priority : A valueto identify the root bridge. The bridge with the lowest value has the highest priority and
is selected asthe root.

MAC Address: The MAC address of the switch asaunique identifier

to the network.

Max Age : The number of seconds a bridge waits without receiving Spanning Tree protocol configuration
messages before attempting a reconfiguration. Maximum Age Timer measures the age of the received
protocol information recorded for a port and ensures that this information is discarded when its age limit
exceeds the value of the maximum age parameter recorded by the switch. Thetime-out value for thistimer
isthe maximum age parameter of the switches.

Hello Time : The number of seconds between the transmission of Spanning Tree protocol configuration
messages. It determines how often the switch broadcastsits hello message to other switches.

Forward Delay Time : The number of seconds a port waits before changing from its Spanning Tree
Protocol learning and listening states to the forwarding state. Forward Delay Timer Monitors the time spent
by aport in thelearning and listening states. Thetime-out value is the forward delay parameter of

Spanning tree port states

Listening : Switches send messages to one another to establish the network topology and the optimal paths
to the different segments of the network. Other datais not transmitted.

Blocking : The switch enters the Blocking Stateif a path with higher priority isfound to exist during the
Listening State. Normal datais not transmitted.

Learning : The switch entersthe Learning State if no path with ahigher priority isfound during the
Listening State. Learned entries are entered in the Unicast Destination Forwarding Table. Normal data

is not transmitted.

Forwarding : The switch enters the Forwarding State after having been in the Learning State for a
predefined time period. Normal datais transmitted.

Per port control settings

PathCost : Specifies the path cost for each port. The Spanning-Tree Protocol uses port path costs to
determine which port to select as a forwarding port. Y ou should assign lower numbers to ports attached to
faster media (such as full duplex), and higher numbers to ports attached to slower media. The possible
rangeis 1 to 65535. The recommended path cost is 1000 divided by LAN speed in megabits per second.
Priority : Specify STP port priority for each port. The port (physical or logical) with the lowest priority
value has the highest priority and forwards the spanning-tree frames. The possible priority range is 0
through 255 (decimal). The default is 128. If all ports have the same priority value, the lowest port number
forwards the spanning-tree frames.

1.5.8 Port Sniffer Function

Port sniffer function is a method to duplicate all traffic occurred on the specified monitored ports to the
designated sniffer port. The traffic can be configured for incoming packets only or outgoing packetsonly or
both. The control settings are:

Sniffer Mode: Specify the traffic type for monitoring
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Options - Disable, Rx=incoming, Tx=outgoing, Both=Rx& Tx
Sniffer Port : Specify the port where performs monitoring

Monitored Port : Select the ports whose traffic will be duplicated to the monitoring port. Press Space key
for selection from the port member list.
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1.5.9 QoS Priority Function

This switch supports two priority levels, high and low, and provides two priority functions:
1. Port-based Priority (Static priority)

2.802.1p Priority (VLAN tagged priority)

Priority Classification Methods

Static priority is caled port-based priority. The priority level of a receiving packet is determined by the
configured priority of the input port where the packet is received and the content of the packet is ignored.
Each port must be pre-configured with apriority level for incoming frames or disabled setting.

802.1p Priority is a content-based priority method. If the receiving packet is an 802.1Q VLAN tagged
packet, the switch will check the 3-bit User Priority valuein TCI (Tag Control Information) field of packet

tag data. By this value, the packet is classified as high priority or low priority according to 802.1p priority
configuration. The map of priority valuesvs. priority levels must be pre-configured.

The switch uses the following rules:

1. Applies Static Priority method first for tagged or untagged packets.
2. If port static priority is disabled, applies 802.1p Priority method.

3. Untagged packets are treated as low priority.

Outgoing Service Policy
The switch provides two options for outgoing service policy for high priority packets and low priority
packets.

1. High priority alwaysfirst
2. Round robin method with specified [High : Low] ratio setting
This policy configuration can be set viathe management interface.
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1.5.10 802.1X Port-Based Network Access Control

For some |EEE 802 LAN environments, it is desirable to restrict access to the services offered by the LAN
to those users and devices that are permitted to make use of those services. IEEE 802.1X Port-based
network access control function provide a means of authenticating and authorizing devices attached to a
LAN port that has point-to4point connection characteristics, and of preventing accessto that port in casesin
which the authentication and authorization processfails. The 802.1X standard relies on the client to provide
credentias in order to gain access to the network. The credentials are not based on a hardware address.
Instead, they can be either a username/password combination or a certificate. The credentials are not
verified by the switch but are sent to a Remote Authentication DialIn User Service (RADIUS) server,
which maintains a database of authentication information. 802.1X consists of three components for

authentication exchange, which are asfollows:
BO2 1% Authenticator

-_

F’G Btatmn
{Supplicant)

'\
ﬂuthenhcatuon Server
{Radius server)

__An 802.1X authenticator: This is the port on the switch that has services to offer to an end device,
provided the device suppliesthe proper credentials.

__ An 802.1X supplicant: This is the end device; for example, a PC that connects to a switch that is
requesting to use the services (port) d the device. The 802.1X supplicant must be able to respond to
communicate.

An 802.1X authentication server: THdsRADIUSnatdeani i 31 ¢
mmmﬂmammmm@wmmmmmmamed
The 802.1X authenticator operates as a go-between with the supplicant and the authentication server to
provide services to the network. When a switch is configured as an authenticator, the ports of the switch
must then be configured for authorization. In an authenticator-initiated port authorization, a client is
powered up or plugs into the port, and the authenticator port sends an Extensible Authentication Protocol
(EAP) PDU to the supplicant requesting the identification of the supplicant. At this point in the process, the
port on the switch is connected from a physical standpoint; however, the 802.1X process has not authorized
the port and no frames are passed from the port on the supplicant into the switching engine. If the PC
attached to the switch did not understand the EAP PDU that it was receiving from the switch, it would not
be able to send an ID and the port would remain unauthorized. In this state, the port would never pass any
user traffic and would be as good as disabled. If the client PC is running the 802.1X EAP, it would respond
to the request with its configured ID. (This could be a username/password combination or acertificate.)

Afterthe switch, the authenticator receivesthe | D from the PC (the supplicant). The switch then passesthe
ID information to an authentication server (RADIUS server) that can verify the identification information.
The RADIUS server responds to the switch with either a success or failure message. If the responseis a
success, the port will be authorized and user traffic will be allowed to pass through the port like any switch

port connected to an access device. If the response is a failure, the port will remain unauthorized and,
therefore, unused. If there is no response from the server, the port will aso remain unauthorized and will
not pass any traffic.

Thefollowing configuration settings are required in the switch to make 802.1X function work:
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Enable 802.1X protocol

Radiusclient configuration -

Radiusserver |P : 1P address of the Radius server

Shared key : en encryption key for use during authentication sessions with the specified Radius server. It
must match the key used on the Radius server.

NASidentifier : identifier for this Radius client

Server port : the UDP destination port for authentication requests to the specified Radius server
Accounting port : the UDP destination port for accounting requests to the specified Radius server

Per-port 802.1X mode setting:

Auto (Au) - The port is set to the Authorized or Unauthorized state in accordance with the outcome of an
authentication exchange between the Supplicant and the Authentication Server.

Forced Authorized (Fa) - The port isforced to be in authori zed state.

For ced Unauthorized (Fu) - Theportisforcedtobeinunauthorized date

None (No) - The port is not necessary authorized.

Misc. configur ation:

quietPeriod - the period during which the port does not try to acquire a supplicant

txPeriod - the period the port waits to retransmit the NEXT EAPOL PDU during an authentication session
suppTimeout - the period of time the switch waits for a supplicant response toan EAP request

server Timeout - the period of time the switch waits for a server response to an authentication request
reAuthMax - the number of authentication attempts that must time-out before authentication fails and the
authentication session ends.

reAuthPeriod -the period of time after which the connected radius clients must be re-authenticated

Download from Www.Somanuals.com. All Manuals Search And Download.



2. Installation and Management

2.1 Panel Description

LED Indicators 1011 00TX Ports (Portl ~ 24)
*y

=

100FX Slots (Port23-F23, Port24-F24);

Console Part Power Switch  Power Socket

— —

o

" - - = -
R

| Gigabit Slots (Port25-G1 ~ Port26-G2)

2.2 AC Power Supply
One AC power cord which meets the specification of your country of origin was supplied with the switch
unit. Before installing AC power cord to the switch, make sure the AC power switch isin OFF position and
the AC power to the power cord is turned off. The switch supports wide range of AC power input
specifications asfollows:

Power Rating : 100 ~ 240VAC, 50/60Hz, 50W
Voltage Range: 90~ 260VAC

Frequency : 47 ~440Hz

Inrush Current : 24A @230V

Minima Consumption: 17W
Maxima Consumption: 26W
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2.3 Network Switched Ports

The switch provides three types of switched ports asfollows:
Port Number L abd Specifications  Port Type Modules
Port1-22 1-22 Fixed RJ-45 10/100TX No
Port23-24 23-24  Fixed RJ45 10/100TX No

F23- F24 Module slot 100FX Optional
Port25-26 Gl-G& Modulesot Gigabit Optional

2.3.1 10/100TX Ports
Thel0100TX potss poatshefdionirpaorediontypesaroddanees

Speed Compliance Cables Distance
10Mbps |EEE802310BASET Ca.3,4,5,5e 100 meters
100Mbps IEEE 802.3u100BASETX Ca.5,5e 100 meters

The ports can be configured to one of the following operating modes:

Auto mode : The port is auto-negotiation enabled and uses the speed and duplex settings as the highest
port capability for negotiation with its auto-negotiation capable link partner.

Nway_Forced mode : The port is auto-negotiation enabled and uses the speed and duplex settings as the
only port capability for negotiation with its auto-negotiation capable link partner.

Forced mode : The port is auto-negotiation disabled and uses the speed and duplex settings as the
connection configuration.
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2.3.2 100FX Modules
Port 23 and Port 24 also provide optional fiber connectivity. The following installation rules should be
applied:

100FX Modulelnstallation Working Connectors
F23 Slot F24 Slot Port 23 Port 24
None None P23 RJ45 P24 RJ-45
Installed None F23module P24RJ-45cannat beusd
None Installed P23 RJ45 F24 module
Installed Installed F23module F24 module
T, — — T — =" -..____‘\
_;’/ JFP1 '\_\
e o N

\OFF- Disable '|
|

“ON; Erab le ;
'\.‘\. ‘ /‘_.-

e

This figure illustrates an example of 100FX module. Every module has one jumper JP1 as shown. JP1
can be used to disable the module even the moduleisinstalled in the switch unit.

JP1 setting

ON - Short the jumper to enable the module
ON - Open the jumper to enable the module
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Thefollowing 100FX modules are supported by F23 and F24 dlots:

Part Number Connector Cable Distance

260-FMT Duplex ST MMF*2km
260-FMC Duplex SC MMF 2km
2260-FIM MT-RJ MMF 2km
2260-FVM VF-45 MMF 2km

260-FSA2  Duplex SC SMF* 20km

Note: * MMF - Multimode Fiber cable 50/125, 62.5/125nm
* SMF - Single Mode Fiber cable 87159151012%50m

Specifications
|EEE 802.3u 100BASEFX compliant, Fixed 100Mbps, Fixed Full duplex

Optical Specifications

Part Number Wavelength  Output Power I nput Optical Power
2260-FMT 1310nm -19~-14dBm -31dBmmin. -14dBm max.
2260-FMC 1310nm -19~-14dBm -31dBm min. -14dBm max.
2260-FIM 1310nm -20~ -14dBm -31dBm min. -14dBm max.
260-FVM 1310nm -205~-150Bm  -33dBm typ. sensitivity

260-FSA2  1310nm -18~-7dBm -32dBm max. sensitivity

Installation steps:
1. Turn the power to the switch off.

2. St JPL.
3. Insert the 100FX modules and screw the modul es securely.
4, Turn the power to the switch on.

F23 F24 slots with 100FX modqles —
=
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2.3.3 Gigabit Ports and Modules
Port 25 and Port 26, |abeled G1 and G2 respectively, support the following Gigabit modules:

Part Number Connector Cable Distance
2260-GT R}45 Cat.5e 100m
2260-SXC Duplex SC MMF625/125mm  220m

MMF 50/125mm 500m
2260-SXL Duplex LC MMF625125mm  220m
MMF 50/125mm 500m

2260-LXC Duplex SC MMF625/125mm  550m
MMF 50/125mm 550m
SMF 9125mm 10km

2260-SFP Depends on theinstalled pluggable fiber transceiver

Note: 2260-SFP module provides an SFP (Small Form factor Pluggable) cage which can accommodate
different types of SFP fiber transceivers. The transceiver is not included in the modul e package and should
be purchased separately.

Thefollowing figuresillustrate the outline of the Gigabit port modules:

Giganit Copper Modula
Gigabit Fiber Mcdu e
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Specifications

Part Number  Compliance Speed Duplex

2260-GT |EEE 802.32b 1000BASET 1000Mbps Half / Full
|EEE 802.3u 100BASETX 100Mbps  Haf/ Full
IEEE 8023 10BASET 10Mbps Haf / Full
Auto-negotiation function

MDI-X R}:5
2260-SXC |EEE 802.3z 1000BASESX 1000Mbps Full
2260-SXL |EEE 802.3z 1000BASESX 1000Mbps Full
2200-LXC |EEE 802.3z 1000BASELX 1000Mbps Full
2260-SFP |EEE 802.3z 1000BASEX 1000Mbps Full

(depends on the SFP transceiver installed)

Optical Specifications
Part Number  Wavdength Output Power 1nput Optical Power

2260-SXC 850nm -95~-4dBm -17 (sensitivity) ~0dBm
2260-SX L 850nm -95~-40Bm  -17 (sensitivity) ~ 0dBm
2260-LXC 1310nm -11~-3dBm  -22(sensitivity) ~-3dBm

The following SFP transceiver have been tested for the compatibility with 2260-SFP module for
1000BASE-SX compliance:

Part Number Wavelength Specifications
Agilent HFBR-5710L_LP 850nmVCSEL MM LC-Duplex
E20 EM125-LP3TA 850nm VCSEL MM LC-Duplex
E20 EM125-MP3TA 850nm VCSEL MM MT-RJ
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Giga Port ModuleIngtallation steps:
1. Turn the power to the switch off.

2. Insert the Gigabit modules and screw the modules securely.
3. Turn the power to the switch on.

_— G1, G2 slots with Gigabit modules

2.4 Rack Mounting

_—Rack mounting brackets

Two 19-inch rack mounting brackets are supplied with the switch for 19-inch rack mounting.
The steps to mount the switch onto a 19-inch rack are:

1. Turn the power to the switch off.

2. Install two brackets with supplied screws onto the switch as shown in above figure:
2. Mount the switch onto 19-inch rack with rack screws securely.

3. Turn the power to the switch on.
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2.5 LED Indicators

LED Name __ State |Interpretation

System LEDs
P(Power) On Power is supplied to the unit.
Off  No power issupplied to the unit.
C(Console) On  Txactivities
Off  NoTxorRx
D(Diag) Blink Diagnostic and initialization in process
On Diagnostic and initialization completed

Port 1 ~Port 24 LEDs
100/10 On Port speed is 100M bps.
Off  Port speed is 10Mbps.
Link/Act. On Port link up
Off  Portlink down
Blink Port Tx/Rx activities
FDX/Caoal. On Portisin full duplex.
Off  Portisin half duplex.
Blink Collisions

Port 25 (G1), Port 26 (G2) LEDs
Link/Act. On Port link up
Off  Port link down
Blink Port Tx/Rx activities
FDX/Col. On Portisin full duplex.
Off  Portisinhalf duplex.
Blink Collisions
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2.6 Cooling Fans

Cooling Fan?  Cooling Fan1

The switch is equipped with two cooling fans. Both fans are featured with failure detection function. When
the fan operation speed is below the specification, it is detected as a failure. The fan status can be

monitored viamanagement functions. One fan failure trap is also issued when fan failure event occurs.

Important :

Do not operate the switch unit when afan failure is detected. Without normal operation of the cooling fans,
the switch unit might not operate properly or even might be damaged due to not enough ventilation. Return
the defective unit to the dealer where it was purchased.
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2.7 Management Setup
The managed switch is featured with management functions and can be managed by using the following
methods:

Direct console connection over an RS-232 cable
Tenet software over TCP/IP network

SNMP manager software over TCP/IP network
Web browser software from Internet or Intranet over TCP/IP network
SNMP trap hosts from Internet or Intranet over TCP/IP network

Thefollowing figure illustrates a management mode diagram:

Corsole Managemert
Out-of-band Managerment

Broweser software

///;NMP Wanager

. TGPIIP network
Ni-bard Maragament , || ||

Tzlret software
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2.7.1 Setup for Out-of-band (Console) Management

Before doing any in-band management, it is necessary toperform console operation for configuring 1P and
SNMP related settings for the first time the switch is received for installation. Any PC running Windows
95/98/ or NT can be used as a console via COM port. Windows Hyper Terminal program is an ideal and the
most popular software for such console terminal operations.

To setup consol e operation, the steps are:
1. Find aproper RS-232 cable for the connection to aconsole terminal. If your are using PC asaterminal,
make sure the cable pin assignments complyto the following requirement.

Consoleport 9-pin PC COM port
Pin2 RXD

TXD

DTR
GND
DSR

o Ohw
OO DNW

2. Connect one end to the console port and connect the other end to the PC COM port.
3. Configure your PC COM port setting to match the RS-232 settings of the consol e port and start your
termind software.

Factory default settings of the Console port
Baud rate : 9600, N, 8,1, 0
Flow control : disabled

4. Turn the switch unit power on.

5. Press <Enter> key several timesin your terminal software until alogin prompt comes up. It meansthe
connection is proper.

The console port does not support modem connection. Refer to Chapter 3 for more information about
Console management.
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2.7.2 Setup for In-band Management

To perform an in-band management, it is necessary to connect the system to your TCP/IP network. The
steps are:

1. Configure IP and SNMP related settings to the device using direct console management when you
receiveit first timefor the installation.

2. Find a proper straight-through Category 5 UTP cable (maximal length 100 meters) for the connection.

3. Connect one end of the UTP cable to the UTP port of the media converter and connect the other end to a
network device, such as a switching hub, in your TCP/IP network.

4. Start your in-band management operations. For different management methods, refer to:
__ Chapter 3for Console and Telnet management

__ Chapter 4 for SNMP management
__ Chapter 5 for Web management

2.7.3 Quick Guide to Configure Switch IP Address
This section provides a quick instruction to configure a new IP address via Console port for the switch
received for the first time. The steps are;

1. Set up console connection as described in section 2.7.1.
2. Login with default username= admin and password=123.
3. Menu selections to enter |P configuration as follows:

Main Menu
-> Switch Static Configuration
-> Administration Configuration
-> | P Configuration
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3. Console and Telnet Operation

This chapter describes the detailed console operation. It can be applied to either out-of-band console
management or in-band Telnet management. Refer to Chapter 2 for installation details.

Cold Start
When the power to the switch isturned on, the device start initialization and self-test process. The self -test
messages are displayed as follows if a console connection is established successfully.:

Power-on Self-test Console message

$$$ Switch LOADER Checksum O.K I}

$$$ Press any key to start Xmodem receiver:

$$$ Switch IMAGE Checksum ...... 0.K 111

$$$ Loading IMAGE ... ..ot
$$$ Switch Power On Self Test...

$$$ CPU(arm7) Sdram Test Start..

++ Memory Test (Long) -.... o.K It
++ Memory Test (Short) ... O.K 111t
++ Memory Test (Byte) .... 0.K It

$$$ CPU(arm7) Sdram Test O.K 111

$$$ Switch Register R/W Test ...0.K 111
$$$ Phy Register R/W Test ...0.K 111
$$$ Embedded Sram Built In Self Test ...0.K 1!
$$$ Switch Data Area Checksum ...0.K Il!
$$$ Detect Module Card... 0.K 11!

$$$ Switch Engine Initialize...0.K 11!
$$$ Trunk Initialize...0.K 11

$$$ Port Initialize...0.K I1!

$$$ BwCtrl Initialize...0.K 111

$$$ Forwarding Initialize...0.K 1!l

$$$ Vlan Initialize...0.K 1!

Both console management and Telnet management are same in operation starting from login prompt.
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Direct Console Management
When you can see the self-test messages shown on screen properly, you can press <Enter> key to start

console login operation. Go to Login Prompt section in next page directly.

Tenet Management

Use Telnet software to perform the management operation. The most convenient solution is using the
built-in Telnet function in a Windows 95/98/ or NT PC. Enter into DOS window and invoke Telnet
command :

>telnet XXX.XXX.XXX.XXX

to connect to the device. The specified xxXX.xxx.xxx.xxx is the |P address of the device. Factory default IP
addressis 192.168.0.2.

A welcome message and login prompt are displayed if the connection is established properly.

Login Prompt
Thefollowing figureillustrates the login screen:

User Interface
Managed 24 + 2G Switch

login:xxxx
password : XXxXX

Username : admin
Factory default Password : 123

For security reason, the device supports a function to change the password in setup menu. It is
recommended to change the default password immediately after a successful login.
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3.1 Main Menu
When login successfully, the main menu is shown as follows:

Main Menu

Switch Static Configuration
Protocol Related Configuration
Status and Counters

Reboot Switch

TFTP Update Firmware

Logout

Configure the switch.

Arrow/TAB/BKSPC = Move ltemEnter= Select Iltem

Function description of the selected item:

Switch Static Configuration : Configure the switch related settings
Protocol Related Configuration : Configure the protocol parameters
Status and Counters : Show the status of the switch

Reboot Switch : Reboot the system or restore factory default configuration
TFTP Update Firmware : Use tftp to download firmware image

Logout : Exit the menu line program.
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Thefollowing operation convention is commonly used for later configuration pages:

Action menu:

<Quit> Exit configuration

<Edit> Edit each configuration value
<Save> Save dl configured values

<Previous Page> Browse previous configuration page
<Next Page> Browse next configuration page

Control keysfor action menu:

[Tab] key Moveto nextitem
[Backspacel key  Moveto previousitem
[Enter] key Confirm selection

Control keysused for <Edit> operation:

[Tab] key Moveto nextitem

[Backspace] key ~ Moveto previousitem

[Space] key Change configuration option

[CtrI+A] key Quit from <Edit> operation, back to action menu
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3.2 Switch Static Configuration
[Switch Static Configuration] menu is shown asfollows:

Managed 24+2G Switch : Switch Configuration

Port Configuration

Trunk Configuration

VLAN Configuration

Misc Configuration
Administration Configuration
Port Sniffer Configuration
Priority Configuration

MAC Address Configuration
Main Menu

Display or change port configuration
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3.2.1 Port Configuration
The following pageillustrates Port 1 ~ Port 8 configuration example:

Managed 24+2G Switch : Port Configuration

InRate OutRate FlowControl
Port Type (100K) (100K) Enable Auto Spd/Dpx Full Half

PORT1 100TX O 0 Yes AUTO 100 FULL On  On
PORT2 100TX O 0 Yes AUTO 100 FULL On  On
PORT3 100TX O 0 Yes AUTO 100 FULL On  On
PORT4 100TX O 0 Yes AUTO 100 FULL On  On
PORTS 100TX O 0 Yes AUTO 100 FULL On  On
PORT6 100TX O 0 Yes AUTO 100 FULL On  On
PORT7 100TX O 0 Yes AUTO 100 FULL On  On
PORT8 100TX O 0 Yes AUTO 100 FULL On  On

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item
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Port : Port number
Display names- PORT1 - PORT24, G1- G

Type: Port type
Display names- 100Tx, 100FX, 1000T, 1000FX

InRate: Input (Ingress) rate control setting, 100K bytes per unit.
Options -0 = disable rate control, 1 ~ 1000 vaid rate value

OutRate: Output (Egress) rate control setting, 100K bytes per unit
Options -0 = disablerate control, 1 ~ 1000 valid rate value

Enable: Port function enable / disabled control setting
Options - Y es=Enable, No=Disable

Auto : Port auto negotiation mode control setting
Options - Auto, Nway_Force, Force

Sod/Dpx : Port speed and duplex configuration control setting

Flow Control / Full : Full duplex flow control (Pause frame) setting
Options - On=Enable, Off=Disable

Flow Control / Half : Half duplex flow control (Backpressure) setting
Options - On=Enable, Off=Disable

Note:
1. Port 25 (G1 dot) and Port 26 (G2 dlot) are not displayed if no moduleisinstalled in the slot.

2. Input (Ingress) Rate control function works only when the port and itslink partner operate with flow
control enabled.
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3.3.2 Trunk Configuration
Trunk configuration example page

Managed 24+2G Switch : Trunk Configuration

01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 G @
IV VV V- o oo o oo oo oo oo

TRK1 STATIC
TRK2 LACP
TRK3 DISABLE
TRK4 DISABLE
TRKS DISABLE
TRK6 DISABLE
TRK7 DISABLE

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Select up to four member ports for each enabled trunk group.

Trunk port mode control settings for each trunk group:

DISABLE The group is disabled.
STATIC Normal trunk
LACP Thistrunk group is LACP enabled.

Refer to Chapter 1 for description of LACP trunking function.
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3.3.3 VLAN Configuration

Managed 24+2G Switch : VLAN Configuration

VLAN Configure

Create a VLAN Group
Edit/Delete a VLAN Group
Group Sorted Mode
Previous Menu

Configure the VLAN pvid and ingress.egress rules

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

3.3.3.1 VLAN Configure

Managed 24+2G Switch : VLAN Support Configuration

__VLAN Mode : PortBased

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

VLAN Mode control setting:

PortBased  Port-based VLAN isused.

802.1Q |EEE 802.1Q VLAN isused
Disabled VLAN function is disabled.

Note: When VLAN mode is changed, the switch must be reboot to make the change effective.
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If 802.1Q modeissHected, someaddtiond setingsarerenpired asfallows

Managed 24+2G Switch : VLAN Support Configuration

__VLAN Mode : 802.1Q

IngressFilterl IngressFilter2

Port PVID NonMember Drop Untagged Drop

PORT1 1 FORWARD DROP
PORT2 3 FORWARD FORWARD
PORT3 1 DROP FORWARD
PORT4 1 DROP FORWARD
PORTS 1 DROP FORWARD
PORT 6 1 DROP FORWARD
PORT7 1 DROP FORWARD
PORT8 1 DROP FORWARD

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Per port control settings:

PVID: Port VID

Optional values- 1~ 255

Ingress Filter / NonMember Drop: Drop or forward input VLAN tagged frames whose VID does not
match PVID associated to the input port. This ruleis applied only when input port is not the member port
of the associated VLAN group. Setting options- DROP, FORWARD

IngressFilter / UnTagged Drop: Drop or forward input untagged frames
Options - DROP, FORWARD
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3.3.3.2 Create a VLAN Group

CreateaPort-based VLAN group

Add _a VLAN Group

___VLAN Name: [Vlan2 ]__Grp ID:[2 1(1-4094)

Port Member

PORT1 Member

PORT2 Member

PORT3 No

PORT4 No

PORTS No

PORT6 No

PORT7 No

PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

New Port-based VLAN group settings:

VLAN name: Giveanametothisnew VLAN

GrpID: Givean ID number to thisnew VLAN (Valid vaues 1-4094)
Member : The port specified isthe member to thisnew VLAN.

Note:

If trunk groups exist, they are also listed after PORT26 and labeled TRK1, TRK2 .. and etc.. They also can
be configured as VLAN member.
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Createan 802.1Q VLAN

Add a VLAN Group

VLAN Name: [Vlan2 J___VLAN ID:[2 ](1~4094)
Protocol VLAN : None

Port Member

PORT1 UnTagged

PORT2 Tagged
PORT3 UnTagged
PORT4 No

PORTS No

PORT6 No

PORT7 No

PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select Item

New 802.1Q VLAN settings:

VLAN name: Giveanametothisnew VLAN

VLANID: GiveaVID tothisnew VLAN (Valid values. 2-4094)

Protocol VLAN:  Select protocol type.

Options- None
IP, ARP, AppleTak / NetBIOS,  Novdl IPX,
Banyan Vines C4 / Novell IPX (raw Ethernet)
Banyan Vines C5/ Spanning Tree Protocol BPDU
Banyan Vines AD / Null SAP, DECnet MOP 01
DECnet MOP02,  DECnet DPR, DECnet LAT
DECnet LAVC,IBM SN,  X.75Internet, X.25 Layer 3
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Member : Give amember setting, Options-
UnTagged : the specified port isamember port and outgoing frames

are not tagged.

Tagged : the specified port isamember port and outgoing frames
aretagged.

No: the specified port is not a member port

Note:
If more than two VLAN groups are configured with same protocol value, make sure the member ports of
those groups are not overlapping.

3.3.3.3 Edit / Delete a VLAN Group
Exampleto select one VLAN group for editing or deleting:

NAME VID NAME VID
DEFAULT 1
Vian2 2

action-> <Quit> <Edit> <Delete> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

CroostreVLANgauptretyoumatioerdtaciaea o enpresa .

Note:
The VLAN Nameand VLAN ID cannot be modified. Default VLAN VID=1 can not be deleted.
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Exampleto edit VVIan2 group:

Edit a VLAN Group
VLAN Name: [Vlan2 J___VLAN ID:[2 ](1~4094)
Protocol VLAN : AppleTalk/NetBIOS

Port Member

PORT1 UnTagged

PORT2 Tagged
PORT3 UnTagged
PORT4 No

PORTS No

PORT6 No

PORT7 No

PORT8 No

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select Item

3.3.3.4 Groups Sorted Mode

Set sorted mode for VLAN groups shown in Edit/Delete a VL AN aroup page as follows and the options
areSorted_by Name and Sorted by VID:

Managed 24+2G Switch : Group Sorted Selection

—Group Sorted : Sorted by Name

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select ltem
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3.3.4 Misc Configuration

Managed 24+2G Switch : Misc Configuration

MAC Age lInterval
Broadcast Storm Filtering

Max bridge transmit delay bound
Port Security

Collision Retry Forever

Hash Algorithm

Previous Menu

Configure the MAC aging time

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select Item

3.3.4.1 MAC Age Interval

Managed 24+2G Switch : MAC Aging Time

__MAC Age Interval (sec) [300] : 300
___(disable:0, valid value: 300-765)

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous ltem Quit=Previous Menu Enter= Select Item

Set the time interval that an inactive MAC address remained in the switch MAC address table. Options -
0=Disable, 300=Default, 300 ~ 765 seconds
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3.3.4.2 Broadcast Storm Filtering

Managed 24+2G Switch : Broadcast Storm Filter Mode

__Broadcast Storm Filter Mode : NO

action-> <Edit> <Save> <Quit>

Tab=Next Item BackSpace=Previous Item Quit=Previous Menu Enter= Select Item

Broadcast storm protection control setting:
Threshold options- NO, 5%,10%,15%,20%,25%

The threshold is the percentage of the total packet buffer occupied by queued broadcast packets. Upon
reaching the threshold, broadcast strom filtering mechanism is activated and further incoming broadcast
packets are dropped.
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3.3.4.3 Max Bridge Transmit Delay Bound

Managed 24+2G Switch : Max Bridge Transmit Delay Bound

_Max bridge transmit delay bound : QOFF
__Low Queue Delay Bound : ENABLE
—Low Queue Max Delay Time : 255(2ms/unit)

action-> <Edit> <Save> <Quit>

Max bridge transmit delay bound: Limit the packets queling timein switch. If engbled and queling time expired, the

cueued packetswill bedropped.
Options - OFF (default), 1sec, 2sec, 4sec

Low Queue Delay Bound: Limit the low priority packets queuing time in switch. If enabled and queuing
time expired, thelow priority packets queued in switch will be sent.

Low Queue Max Dday Time The maximal timethat alow priority packet will be queued in switch.
Options - 1~255, 255=default, (2ms/unit)

Note:

Make sure Max bridge transit delay bound control is enabled when Low Queue Delay Bound wntrol is
st toENABLE.
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3.3.4.4 Port Security

Managed 24+2G Switch : Port Security

Port Enable Security
(disable MAC learning)

PORT1 Enabled
PORT2 Enabled
PORT3 Enabled
PORT4 Disabled
PORTS Disabled
PORT6 Disabled
PORT7 Disabled
PORT8 Disabled

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

A port in security mode will be locked and disabled to perform further MAC address learning. Only the
incoming packets with source MAC address already existing in the switch MAC address table can be
forwarded normally. Otherwise, the packets are dropped.

Options - Enabled, Disabled
For specific security application, user can disable the port from learning any new MAC addresses, then use

the static MAC addresses operation to define alist of MAC addresses that are allowed to pass through the
secure port.
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3.3.4.5 Collision Retry Forever

Managed 24+2G Switch : Collision Retry Forever

__Collision Retry Forever : Enabled

Collision Retry control setting for half duplex mode :

Options- Enabled = collision retry forever
Disabled = collision retry 48 timesthen drop frames

3.3.4.6 Hash Algorithm

Managed 24+2G Switch : Hash Algorithm

___Hash Algorithm : Enabled

Hash method for MAC addresstable :

Options- CRGHash = Use CRC hash for table index
DirectMap = Use direct map for table index

Note:
It isrecommended not to change the default value.
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3.3.5 Administration Configuration

Managed 24+2G Switch : Device Configuration

Change Username
Change Password

Device Information
IP Configuration
Previous Menu

Managed 24+2G Switch : UserName Configuration

__UserName : Admin

The user nameisauthorized to login into Console, Telnet, Web management interfaces.
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3.3.5.2 Change Password

Managed 24+2G Switch : Password Configuration

Old Password : Xxxxx
New Password : Xxxx
enter again I XXXX

The password is used together with UserName for login operation.

3.3.5.3 Device Information

Managed 24+2G Switch : Device Configuration

___Name : KS-2260

—Description : 24+2G Fast Ethernet switch
___Location : Tech support
__Contact : David

Each device unit can be configured with above information for management purpose.
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3.3.5.4 IP Configuration

Managed 24+2G Switch : Device Configuration

DHCP : Disabled

IP Address : 192.168.0.2
—Subnet Mask : 255.255.255.0
___Gateway : 192.168.0.1

action-> <Edit> <Save> <Quit>

I P related parameters assigned to this switch device:

DHCP : DHCP client function setting
Enable : enable DHCP client function to get adynamic | P address
Disable: disable DHCP client function and use current | P address

IP Address: Current IP address assigned to the switch unit
Subnet_Mask : Subnet mask assigned to the switch unit
Gateway : Default gateway | P address assigned to the switch unit

Note:

1. If DHCPisenabled, the displayed I P address is the | P address given by DHCP server. Any modification
tothis|P addressisignored.

2. If DHCP s enabled and no DHCP server isavailable in your network, current |P addressis used.
3. A modified IP address is accepted and will be saved only when DHCP setting is disabled.
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3.3.6 Port Sniffer Configuration

Managed 24+2G _Switch : Port Sniffer

—Sniffer Mode : Rx
__Sniffer Port - PORT1
—Monitored Port:

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Control settings are:

Sniffer Mode: Specify the traffic type for monitoring
Options - Disable sniffer, Rx=incoming, Tx=outgoing, Both=Rx& Tx

Sniffer Port : Specify the port where performs monitoring.

Monitored Port : Select the ports whose traffic will be duplicated to the sniffer port. Press Space key for
selection.
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3.3.7 Priority Configuration

Managed 24+2G Switch : The Priority Configuration

Port Static Priority
802.1p Priority
Previous Menu

Two priority methods are provided:
__ Port Static Priority (Port-based Priority)
__ 802.1p Priority

Note:
The switch usesthe following rules:

1. Applies Static Priority method first for tagged or untagged packets.
2. If port static priority is disabled, applies 802.1p Priority method.
3. Untagged packets are treated as low priority.
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3.3.7.1 Static Priority

Managed 24+2G Switch : Port Priority

Port Priority
PORT1 Low
PORT2 Low
PORT3 High
PORT4 High
PORTS Disable
PORT6 Disable
PORT7 Disable
PORT8 Disable

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Specify the static priority level for each port.

The options are:

Disable: Port priority isdisabled. 802.1p priority method is applied.
Low: All' incoming packets are treated aslow priority.

High:  Allincoming packetsaretreated as high priority.
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3.3.7.2 802.1p Priority

Managed 24+2G Switch : 802.1p Priority Configuration

Priority
Priority
Priority
Priority
Priority
Priority
Priority
Priority

QoSMode

action->

(@)
=
(@]
=

[y
=
o
=

\S)
=
(@]
=

w
=
o
=

=
2

~N O U
T | |
DO |©
T lxT |

First Come First Service

<Quit> <Edit> <Save>

Priority 0~ 7 : Packet priority value map to high or low level.
Options - Low = low priroity packet, High = high priority packet

QoSMode: Service policy how output ports serve the queued packets
Options - First ComeFirst Service = by queued sequence (no priority)
All High before Low = high priority packetsfirst
High/Low Queue Service Ratio=>H[X] :L[x], wherex=1~7
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3.3.8 MAC Address Configuration

Managed 24+2G Switch : MAC Address Configuration

Static MAC Address
Filtering MAC Address
Previous Menu

Managed 24+2G Switch : Static MAC Address Configuration

MAC Address Port Num VIan ID MAC Address Port Num Vlan ID

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

This configuration allows you to <add> more than one specific and static MAC addresses into the switch
MAC address table. Those static addresses will stay in table permanently and will not be removed even

when aging time out or the switch is powered off. <Edit> and <Delete> functions are also provided to
maintain those static MA C addresses.
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Add static MAC address

Managed 24+2G Switch : Add Static MAC Address

___MAC Address: 0040F6FE0005
___Port Num : PORT3
__Vian ID : 2

action-> <Edit> <Save> <Quit>

MAC Address: the Ethernet MAC address

Port Num : press <Space> key to select the port number
Vlan ID : If tag-based (802.1Q) VLAN is enabled on the switch, each static address isassociated with one

VLAN. Type the VID to associate with the MAC address. For port-based VLAN, this setting is not
displayed.

Sdect one static MAC addressto edit or delete

MAC Address Port Num VIlan ID MAC Address Port Num Vlan ID
0040F6FEQ005  PORT3 2
O040F6FEOAOL  PORTS 2

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

Use[Tab] or [Back Space] key to choose the target address for <Edit>or <Delete>actions.
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3.3.8.2 Filtering MAC Address

Refer to Chapter 1 for description of MAC address filtering function. The operations to Add/Edit/Delete a
filter MAC address are similar to the operations for static MAC address table. The following page shows an

example of filter MAC addresstable;

MAC Address Vlan ID MAC Address VIlan ID

action-> <Quit> <Add> <Edit> <Delete> <Previous Page> <Next Page>

Managed 24+2G Switch : Add Filter MAC Address

__MAC Address: 0040F6FE0005
__Vian ID : 2

action-> <Edit> <Save> <Quit>

MAC Address: Typethe MAC addressto filter.

Vlan ID : If tag-based (802.1Q) VLAN is enabled on the switch, type the VID to associate with the filter

MAC address.
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3.4 Protocol Related Configuration

Managed 24+2G Switch : The Protocol Related Configuration

STP

SNMP

GVRP

1GMP

LACP

802.1x
Previous Menu

Managed 24+2G Switch : Spanning Tree Protocol

STP Enable

System Configuration
Perport Configuration
Previous Menu

Refer to Chapter 1 for description about Spanning-Tree Protocol and its related parameters, status and
settings.
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Managed 24+2G Switch : STP Enabled/Disabled Configuration

STP : Enabled

Spanning Tree function can be enabled or disabled. Press Space key to select enable or disable.

System Configuration

Managed 24+2G Switch : STP System Configuration

Root Bridge Information Configure Spanning Tree Parameters
Priority 32768 Priority (0-65535) 132768

Mac Address :  0040F6FEO008

Root_Path_Cost > 0 Max Age (6-40) 120
Root Port :  Root

Max Age 20 Hello Time (1-10) 2
Hello Time 2

Forward Delay : 15 Forward_Delay_Time (4-30) :15

Current spanning tree information about the Root Bridge is shown on the left side and new values for
STP parameters are configured on theright side.

The settings are:
Priority : The priority isassigned to the switch. The higher valueislower priority. Range: 0 - 65535

Max Age : The number of seconds a bridge waits without receiving Spanning Tree protocol configuration
messages before attempting a reconfiguration. Vaid value: 6 ~ 40.

Hello Time : The number of seconds between the transmission of Spanning Tree protocol configuration
messages. Valid value: 1~ 10.

Forward Delay Time : The number of seconds a port waits before changing from its Spanning Tree
Protocol learning and listening states to the forwarding state. VValid value : 4 ~ 30.

For descriptions of STP status and parameters, refer to Chapter 1 - Spanning Tree Protocol section.
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Perport Configuration

Managed 24+2G Switch : STP Port Configuration

Port PortSate PathCost Priority
PORT1 Forwarding 10 128
PORT2 Forwarding 10 128
PORT3 Forwarding 10 128
PORT4 Forwarding 10 128
PORT5 Forwarding 10 128
PORT6 Forwarding 10 128
PORT7 Forwarding 10 128
PORT8 Forwarding 10 128

action-> <Quit> <Edit> <Save> <Previous Page> <Next Page>

PortState : Spanning tree port state status
Possible states- Forwarding, Blocking, Listening, Learning

Control settings:

PathCost : Specifiesthe path cost for each port. The possible rangeis 1 to 65535. The recommended path
cost is 1000 divided by LAN speed in megabits per second.

Priority : Specify STP port priority for each port. The possible priority range is O through 255 (decimal).
The default is 128. If all ports have the same priority value, the lowest port number forwards the
spanning-tree frames.

For descriptions of STP status and parameters, refer to Chapter 1 - Spanning Tree Protocol section.
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3.4.2 SNMP

Managed 24+2G Switch : SNMP Protocol

System Options
Community Strings
Trap Managers
Previous Menu

Use this page to setup SNMP related parameters and SNMP trap hosts related parameters.

3.4.2.1 System Options

Managed 24+2G Switch : System Options Configuration

System Name :

action-> <Quit> <Edit> <Save>
Settings:
Sysem Name: Specify alogical nameto the switch unit.
System Contact : Specify the name of contact person regarding the unit.
System L ocation : Type the location where the switch unit islocated.

These settings are used for SNMP MIB-11 objects.
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3.4.2.2 Community Strings

Managed 24+2G Switch : SNMP Community Configuration

Community Name Write Access
public Restricted
private Unrestricted

action-> <Add> <Edit> <Delete> <Save> <Quit>

This page shows current Community strings which are allowed to access MIB objects of the switch unit via
SNMP management interface. Up to four communities can be configured. Action commands are;

<Add> : Create anew community string.
<Edit> : Edit settings.
<Deete> : Select astring to delete

Add/Edit aCommunity String

Managed 24+2G Switch : Add SNMP Community

Community Name: Command-1
Write Access : Restricted

action-> <Edit> <Save> <Quit>

Community Name : Specify the name of one community string which is allowed to access this switch
unit.

Write Access: Spaifythesncesidtatoizsiotecamuriyrame
Options - Restricted = Read only, Unrestricted =Read/Write
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3.4.2.3 Trap Managers

A trap manager isamanagement station that allows to receive SNMP traps. An SNMP trap isissued by the
switch when the associated trap event occurs in the switch. A trap manager is defined by its | P address and
acommunity string. Up to three trap managers can be configured.

Managed 24+2G Switch : Trap Managers Configuration

1P Community Name

Action commands:

<Add> : Create anew trap manager
<Edit> : Edit atrap manager settings
<Ddete>Ddeeatrgp mareger

Add/Edit atrap manager

Managed 24+2G Switch : Add SNMP Trap Manager

IP - 192.168.223.100
Community Name: public

action-> <Edit> <Save> <Quit>

Trap manager settings:
IP: 1P address of the trap manager.
Community Name: Community hame associated to the trap manager
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343 GVRP
This page you can enable or disable the GVRP (GARP VLAN Registration Protocol) support.

Managed 24+2G Switch : GVRP Configuration

GVRP : Enabled

action-> <Edit> <Save> <Quit>

Options - Enabled, Disabled

3.4.4 IGMP
This page you can enable or disable the IGMP support.

Managed 24+2G Switch : IGMP Configuration

IGMP : Enabled
action-> <Edit> <Save> <Quit>

Options - Enabled, Disabled
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3.4.5 LACP
Thismenu list is used to configure LACP trunk groups.

Managed 24+2G Switch : LACP Configuration

Working Ports Setting
State Activity

LACP Status

Previous Menu

Managed 24+2G Switch : LACP Group Configuration

Group LACP LACP Work Port Num

TRK1 Disabled 4

action-> <Edit> <Save> <Quit>

Group : Display the trunk group ID.
LACP: Display the trunk group LACP setting.

Setting:
LACP Work Port Num : Specify the maximal number of ports can be aggregated at the same time. A

trunk group with LACP disabled must be specified with 4. An LACP enabled trunk group can be specified
upto 2.
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3.4.5.2 State Activity

Managed 24+2G Switch : LACP Port Active State Configuration

Port State Activity Port State Activity
1 Active 14 Passive

2 Active 15 Passive

3 Active 16 Passive

4 Active 17 Passive

5 Passive 18 Passive
6 Passive 19 Passive
7 Passive 20 Passive
8 Passive 21 Passive
9 Passive 22 Passive
10 Passive 23 Passive
11 Passive 24 Passive
12 Passive 25 Passive
13 Passive 26 Passive

action-> <Edit> <Save> <Quit>

Use <Edit>.command to set LACP state activity mode for each port.

State Activity setting options-

Active : The port automatically sends LACP protocol packets. If it belongsto atrunk group whichis set to
LACP mode.

Passive: The port does not automatically send LACP protocol packets and responds only if it receives
LACP protocol packets from the opposite device.

Note:
If atrunk group isset to LACP mode, all its member ports are set to [Active] default.
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3.4.5.3 LACP Status

Managed 24+2G Switch : LACP Group Status

Group Key

Port_No 1234

action-> <Quit> <Previous Page> <Next Page>

This page shows L ACP status of each trunk group.

3.4.6 802.1X

Managed 24+2G Switch : 802.1x protocol

802_1x Enable

System Configuration
PerPort Configuration
Misc Configuration
Previous Menu

This menu is used to configure 802.1X function related settings. For more information about 802.1X
function, refer to Section 1.5.10 802.1X Port-Based Network Access Control.
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3.4.6.1 Enable 802.1X Protocol

Managed 24+2G Switch : 802.1x Enabled/Disabled Configuration

802.1x : Enabled

action-> <Edit> <Save> <Quit>

Thismenu isused to enable 802.1X function of the switch.

3.4.6.2 802.1X System Configuration

Managed 24+2G Switch : 802.1x System Configuration

Radius Server IP: XXX.XXX.XXX.XXX
Shared Key : 12345678

MAS, Identifier : NAS L2 SWITCH
Server Port : 1812

Accounting Port : 1813

action-> <Edit> <Save> <Quit>

Thismenu is used to setup Radius server related parameters asfollows:

Radius Server IP: | P address of the Radius server

Shared Key : an encryption key for use during authentication sessions with the specified Radius server. It
must match the key used on the Radius server.

NAS I dentifier : identifier for this Radius client (this switch)

Server Port : the UDP destination port for authentication requests to the specified Radius server
Accounting Port : the UDP destination port for accounting requests to the specified Radius server
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3.4.6.3 802.1X Per Port Configuration

Managed 24+2G Switch : 802.1x Port Status

(Force Unauth= Fu, Force Au=Fa, Auto=Au, None=No)

Port Status
PORT1 No
PORT2 No
PORT3 No
PORT4 No
PORT5 No
PORT6 No
PORT7 No
PORT8 No

action—> <Quit> <Edit> <Save> <Previous Page> <Next Page>

Thismenu is used to configure per-port 802.1x mode. The options are:

Au (Auto) - The port is set to the Authorized or Unauthorized state in accordance with the outcome of an
authentication exchange between the Supplicant and the Authentication Server.

Fa (Forced Authorized) - The port isforced to be in authorized state.

Fu (For ced Unauthorized) - Theportisforcedtobeinunauthorized date

No (None) - The port is not necessary authorized.
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3.4.6.4 802.1X Misc. Configuration

Managed 24+2G Switch : 802.1x Misc Configuration

__Quiet-period <0..65535, default=60>
___Tx-period <0..65535, default=30>

—Supplicant-timeout <0..300, default=30>:
___Server-timeout <0..300, default=30>
___ReAuthMax <1..10, default=2> 2
___Reau-period <0..9999999, default=3600>: 3600

IEIBISIE

action-> <Edit> <Save> <Quit>

Thismenu isused to setup 802.1x protocol related timers and parameters asfollows:

Quiet Period - the period during which the port does not try to acquire a supplicant

Tx Period - the period the port waits to retransmit the NEXT EAPOL PDU during an authentication
session

Supplicant Timeout - the period of time the switch waits for a supplicant response toan EAP request

Server Timeout - the period of time the switch waits for a server response to an authentication request
ReAuthMax - the number of authentication attempts that must time-out before authentication fails and the
authentication session ends.

Reauth Period - the period of time after which the connected radius clients must be re-authenticated

Note: Theunit of the timer settingsis second.
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3.5 Status and Counters

Managed 24+2G Switch : Status and Counters

Port Status

Port Counters
System Information
Previous Menu

Menu functions:
Port Status: display the status of all switched ports and trunk groups.

Port Counters: display the statistic counters of each ports.
System Information : display system related information, cooling fan status, and all slot module status.
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3.5.1 Port Status

Managed 24+2G Switch : Port Configuration

Link InRate OutRate Flow
Port Status (100K) (100K) Enable Auto Spd/Dpx Control

PORT1 Down 0 0 No AUTO 100 Full On
PORT2 Down (0] 0 No AUTO 100 Full On
PORT3 Down 0 0 No AUTO 100 Full on
PORT4 Down 0 0 No AUTO 100 Full on
PORTS Up 0 0 Yes AUTO 100 Full Off
PORT6 Down 0 0 No AUTO 100 Full On
PORT7 Down 0 0 No AUTO 100 Full On
PORT8 Down 0 0 No AUTO 100 Full On

action-> <Quit> <Previous Page> <Next Page>

Thispagedisplay current port statusfor al switched ports Thedatusare

Link Status: Display port link status

InRate : Display the input rate control (100K /unit) setting value.

OutRate: Display the output rate control (100K /unit) setting value.

Enable: Display the port function setting. (Y es=Port is enabled, No=Port is disabled)
Auto : Display the port Nway mode: Auto , Nway_Force, Force.

Sod/Dpx : Display the port speed and duplex status.

FlowContral : Display the flow control status.

Note:

In auto / Nway force mode, it displays the flow control status after negotiation. In force mode, it displays
the flow control setting.
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3.5.2 Port Counters

Port TxGoodPkt

Managed 24+2G _Switch : Port Counters

TxBadPkt RxGoodPkt RxBadPkt TxAbort Collision DropPkt

PORT1
PORT2
PORT3
PORT4
PORTS
PORT6
PORT7
PORT8

O O O o oo oo

OOOgoOOO
OO0 O o oo oo
00 0 o o0 oo
OO0 o0 o o0 oo
OO0 o0 o o0 oo

action-> <Quit> <Reset AlIlI> <Previous Page> <Next Page>

The page displays some port statistic counts. The counts are:

TxGoodPkt : Good Tx packet count
TxBadPkt : Bad Tx packet count
RxGoodPkt : Good Rx packet count
RxBadPkt : Bad Rx packet count
TxAbort : Aborted Tx packet count
Callision : Collision count
DropPkt : Dropped packet count

Use <Reset All> to clear the counters of the selected port.
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3.5.3 System Information

MAC Address
Firmware version
ASIC version
PCBA version

G1 Module Type

G2 Module Type
F23 Module Type
F24 Module Type

FAN-1 Status
FAN-2 Status

Managed 24+2G Switch : System Information

- 0040F6FEOO05
I XX
IOXAXX

oX.XX

T N/A VA 1
T N/A VA 1
: VA VAL
D VA VAl

= Normal
= Normal

The system information includes:

MAC Address: The unique MAC address assigned to this switch unit
FirmwareVersion : Display the switch firmware version.
ASIC Version : Display themain controller version.
PCBA Version : Display the switch Hardware version.
G1ModuleType: Display moduleinformationin G1 dot.
G2Module Type: Display moduleinformation in G2 dot.
F23Module Type: Display moduleinformation in F23 dot.
F24 Module Type : Display moduleinformationin F24 dot.
FAN-1 Status: Display status of Cooling Fanl.

FAN-2 Status: Display status of Cooling Fan2.
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3.6 Reboot Switch

Managed 24+2G Switch : Restart Configuration

Restart
Default
Previous Menu

3.6.1 Restart

This command will reboot the switch with current configuration setting values. Confirmation prompt is:
———————————————————————————————————————————————————— Rebooting device .....

3.6.2 Default
This command will reboot the switch with default configuration. Confirmation prompt is:

-—= -- Resetting to the default will restart the
system automatically 1111

Do you want to continue? (y/n)

Refer to Appendix A for factory default values.
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3.7 TFTP Update Firmware

Managed 24+2G Switch : TFTP Update Firware Configuration

TETP Update Firmware
TFTP Restore Configuration

TFTP Backup Configuration
Previous Menu

This menu supports:
TFTP Update Firmware: Update the switch firmwareviaTFTP
TFTP Restore Configuration : Download default configuration file to the switch from the TFTP server

TFTP Backup Configuration : Backup current configuration settings of the switch as aimage file to the
TFTP server
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3.7.1 TFTP Update Firmware

Managed 24+2G Switch : TFTP Update Firmware

TFTP Server :192.168.0.15
Remote File Name : image.bin

action-> <Edit> <Save> <Quit>

The stepsto use TFTP to update switch firmware are:

1. Start your TFTP server and place the image file of the new firmware on the TFTP server.

2. Use <Edit> command to specify TFTP server |P and file name:

TFTP Server : Typethe |P address of your TFTP server.
Remote File Name : Type theimage file name of the new firmware

5. Press[Ctrl+A] to go back to action line.
6. Use <Save> command to start downloading theimagefile.
7. When command completed successfully, the image file download finished too.

8. Restart switch to start the new firmware by the command asfollows:
Main Menu

-> Reboot Switch
-> Restart
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3.7.2 TFTP Restore Configuration

Managed 24+2G Switch :Restore Configuration File

TFTP Server 1 192.168.0.15
Remote File Name : data.dat

action-> <Edit> <Save> <Quit>

The stepsto use TFTP to restore switch configuration are:

1. Start your TFTP server and place the image file of new configuration file on the TFTP server.
2. Use <Edit> command to specify TFTP server and file name:

TFTP Server : Typethe | P address of your TFTP server.
Remote File Name: Typethefile name of the new configuration

5. Press[Ctrl+A] to go back to action line.
6. Use <Save> command to start downloading thefile.
7. When command completed successfully, theimage file download finished too.

8. Use Default command to reboot the switch as follows:
Main Menu

-> Reboot Switch
-> Default

Download from Www.Somanuals.com. All Manuals Search And Download.



3.7.3 TFTP Backup Configuration

Managed 24+2G Switch :Upload Configuration File

TFTP Server 1 192.168.0.15
Remote File Name : newdata.dat

action-> <Edit> <Save> <Quit>

To use TFTP to upload current switch configuration and save it as a backup image file onto TFTP server.
The steps are:

1. Start your TFTP server.
2. Use <Edit> command to specify TFTP server and file name:

TFTP Server : TypethelP address of your TFTP server.
Remote File Name: Type the file nameto save current configuration

5. Press[Ctrl+A] to go back to action line.
6. Use <Save> command to start uploading current switch configuration.
7. When command completed successfully, the image file upload finished too.
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4. SNMP Management

SNMP management are performed at a network management station running SNMP network management
application manager software. Thefollowing figureillustrates an example model:

{SNMP agent)

SMWP Marmgw
Station

SMMP Trop
WMananzr 3fation

The switch unit serves as an SNMP agent and provides the capabilities that allows network administrators
via SNMP protocol to set parameters and view switch status defined in the standard MIB-II and private
MIB. A trap manager is a management station that allows to receive SNMP traps. An SNMP trap is issued

by the switch when the associated trap event occursin the switch.

Download from Www.Somanuals.com. All Manuals Search And Download.



4.1 Coniguring SNIVIP Settings viaConsole Operation
Before performing SNMP operation, proper SNM P settings must be configured. The SNMP related settings
are:

Name : Logic nameto identify the switch unit

L ocation : Location where the switch unit isinstalled

Contact : Contact person regarding the switch unit

Community string : SNMP communities to which the SNMP manager belongs and access right to the
switch unit ( read only or read/write)

Trap Managers: | P addresses of trap managersto which atrapis

issued and the community to which the trap manager belongs.

Up to four SNMP communities and up to three trap managers are supported by the system SNMP agent.

4.2 SNMP MIB-2 and Private MIB

Usethe NMP management goplication softwareto compilethe MIB filefirgt before performing any menegement operation. The
following MIB gandardsaresupported:

RFC1I21I3  MIB2

RFCI4B  BridgeMIB

RRCI643  EthemetlikeMIB

RFCIZ7r1  RMION MIB gatidics hitory, dam, evert group
PivateMIB (Device Spedific)

Thefollowing MIB-2 objects are related to the switched ports and are indexed by a port number 1 ~ 27 (27
= CPU port):

Port M1B-2 Objects Set/Get  Value Options

ifindex.1 ~27 Get Physical port number
ifDescr.1~ 26 Get text - Port 1~26 on unit 1
ifDescr.27 Get text - ethernet switch low driver
ifTypel~27 Get erhernet-csmacd(6)
ifSpeed.1~24 Get 100000000=100M, 10000000=10M
ifSpeed.25 ~ 26 Get 100000000=100M, 10000000=10M
1000000000=1000M, 0=No module
ifSpeed.27 Get 10000000=10M
ifAdminStatus.1 ~ 27 Set  up(l) = enable port
down(2) = disable port
ifAdminStatus.1 ~ 27 Get up(1) = port is enabled
down(2) = port isdisabled
ifOperStatus.1 ~ 27 Get up(1) = port status link up
down(2) =patdetdirkconn
ifLastChange.1 ~ 27 Get Time of port status change
ifInOctets.1 ~ 27 Get Port total bytesreceived
ifiInUcastPkts.1 ~ 27 Get Port total unicast packet received
iflnNUcastPkts.1 ~ 27 Get Rattoemnunicatpedetrenaved
ifinDiscards.1 ~ 27 Get Port total packet dropped
ifinErrors.1 ~ 27 Get Port total error packet received
ifOutOctets.1 ~ 27 Get Port total bytes sent
ifOutUcastPkts.1 ~ 27 Ge Port total unicast packet sent
ifOutNUcastPkts.1 ~ 27 Get Ratiodnouncatpede st
ifOutDiscards.1 ~ 27 Get Port total packet aborted
ifOutErrors.1~ 27 Get Port total error packet sent
ifOutQLen.11 Get Port total output queued packets
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Thefollowing are device-related private MIB objects:

Private M1B Objects Set/Get  Value Options

DeviceNameO Get KS2260

PortNumber.0 Get 26

F23 Module0 Get N/A(0)
FX_Module(1)

F23 Module0 Get N/A(0)
FX_Module(1)

G1 _Module.0 Get N/A(Q)

TP_10/100/1000T(1)
FX_1000SX_SC(2)
FX_1000SX_LC(3)
FX_1000LX_SC(4)
FX_1000LX_SC(5)
FX_1000LX_SC(6)
FX_1000LX_LC(7)
FX_1000LX_LC(8)
FX_1000LX_S3 SC(9)
FX_1000LX_S5 SC(10)
FX_1000LX_S3_SC(11)
FX_1000LX_S5 SC(12)

G2_Module.0 Get SameasG1l ModuleO
FanStatus1.0 Get Norma (0)
Warning(1)
FanStatus2.0 Get Normal (0)
Warning(1)

Refer to MIB file, ks2260-v1.xx.mib for the details. Thisfile can be used for MIB compiler.
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4.3 SNMP Traps

The switch supports the following SNM P traps. When the trap event occurs, the SNMP agent will generate
atrap notification to SNMP trap manager stations. Up to three trap managers can be supported. Each trap
manager must be configured with : 1P address and Community string which the trap manager belongs.

The provided traps and associated events are:

Trap Name RFC1157  Event of Trap Generated
Cold Start Generic The deviceis powered on or reboot

Authentication Generic
Port link change Generic
Port link change Generic
Fan 1 failure Specific
Fan 2failure Specific

remotely and completeinitialization
SNMP community authentication failure
Any switched port link down

Any switched port link recovery

Fan 1 failure warning or recovery

Fan 2 failure warning or recovery
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5. Web Management

The managed switch features an http server which can serve the management requests coming from any
web browser software over internet or intranet network.

Web Browser
Microsoft Internet Explorer 5.0 or later

I mportant:
The switch does not support any version of Netscape browser software.

Best Display Resolution
1024 x 768 pixdsup
High color (16 bit) up

Sat |P Addressfor the device unit
Before the device can be managed from a web browser software, make sure a unique IP address is

configured to the device. Refer to Section 2.7 for how to set IP address and related parameters for the
managed switch unit. The parameters are:

__ IPaddress

__ Subnet mask
__ Default Gateway
_ Usarname

__ Password
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5.1 Start Browser Software and Making Connection
Start your browser software and enter the |P address of the device unit to which you want to connect. The
IP addressis used as URL for the browser software to search the device.

URL : hittp:/AOcK X0 XXX/

Factory default |P address : 192.168.0.2

Enter Network Pazsword E I
% Pleaze type pour uger name and pazsword.

Site: 192.168.0.2
Frealm indes. hitrn
Uzer Mame i

Pazsword i

™ Save thiz password in your password list

(] 4 I Cancel

Login the Username and Passwor dto enter web management. Refer to Appendix A for factory default
values.
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5.2 Web Management Home Overview
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Welcome to
NS-2260 Web Management ...

Dore [T [ ke
This page provides the following menu list. Each menu is described individualy in the following sections.

Menu

Port Status

Port Statistics
Administrator
Stacking

TFTP Update Firmware
Configuration Backup
Reset System

Reboot
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5.3 Port status
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This page shows all port status in a scroll bar list. The status are dependent on user settings and the
negotiation results as follows:

State: Display port function status including-
Config: function setting - On = enable, Off = disable
Atual : status- On = enabled, Off = disabled

Link Status: Down = No Link, UP = activelink is established

Auto Negatiation : Display the auto negotiation mode setting and status
Config/ Atual
Auto = engbleauto negatiationwith thespecified highest capetility
Force = disable auto negotiation and use forced mode
Nway-force = enable auto negotiation with the specified capability
Note : Specified capability means speed and duplex configuration

Speed status: Display port speed setting andstatus
Config: port speed capability setting
Atual : port speed isused currently
Port 1-24 : 10/100Mbps
G1 port, G2 port : 10/200/2000Mbps

Duplex status: Display duplex setting and status
Config: port duplex capability setting - Full, Half
Atual : port duplex mode is used currently - Full, Half

Flow Control: Display the flow control settings and status
Config/Full : On = enable for full duplex, Off = disable
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Config/Half : On = enable for half duplex, Off = disable
Atual : current flow control status

Rate Control : Display the port rate control settings (unit=100K bytes)
Atual/Ingr : Display the port effective ingressrate setting
Atual/Egr : Display the port effective egressrate setting
Off = therate control isdisabled.

Priority : Display the port port-based priority setting
High = the port is high priority port.
Low =theportislow priority port.
Disable = port-based priority is disabled.

Port Security : Display the port security setting (SA MAC learning)
On = security on and SA MAC address|learning is stopped
Off = port security off and performs normal MAC address |earning
Note: SA = Source MAC addressin the received packet
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5.4 Port Statistics
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This page displaysthe function, link status, and statistic counters of all ports by ascroll list. The status and
countersare;

State: On = port isenabled, Off = port is disabled
Link : port link status, Down = link down, Up =link up
TxGoodPkt : Good transmitted packet count
TxBadPkt : Bad transmitted packet count

RxGoodPkt : Good received packet count

RxBadPkt : Bad received packet count

TxAbort : Aborted packet count

Collision : the number of collisions

DropPkt : Dropped packet count

Press [Reset] button to reset all counters.
Click port icons on the switch image to also see asingle port counters as follows:
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a Port 1 Statuz

5.5 Administrator
Administrator menu provides the following management functions:
IP address

Switch settings

Console port information
Port controls

Trunking

Filter database

VLAN configuration
Spanning tree

Port Sniffer

SNMP

Security Manager

Stack Settings
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5.5.1 IP Address
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Available settings:
DHCP : DHCP function setting
Enable: enable DHCP client function to get dynamic | P address

Disable: disable DHCP client function and use static IP address
IP Address: Static |P address assigned to the managed switch unit
Subnet_Mask : subnet mask setting
Gateway : Default gateway | P address

Click Buttons:
[Apply] : confirm and apply the setting changes
[Help] : description about the settings

The switch unit must be reset to use the new | P parameters.
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5.5.2 Switch Setting

This menu provides the following functions:

Basic : the basic information of the managed switch unit
ModuleInfo : theinformation of the Gigabit modulesinstalled
Advanced : some switch related settings

5.5.2.1 Basic Information
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Description : The name of switch type

MAC Address: The unique MAC address assigned to the switch unit
FirmwareVerson : Thefirmwareversion built-in

ASIC Verson : The switch controller version of the switch unit
PCBA Version : The hardware version of the switch unit

FAN-1 Status: The status of cooling Fanl - NORMAL, WARNING
FAN-2 Status: The status of cooling Fan2 - NORMAL, WARNING

Download from Www.Somanuals.com. All Manuals Search And Download.



5.5.2.2 Module Info
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Module information of Port 23 F23 dot, Port 24 F24 dot, G1 port, and G2 port :

TYPE : The type of the moduleinstalled in port slot
DESCRIPTION : The description about the installed module
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5.5.2.3 Advanced
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Miscellaneous settings:

MAC Address Ageout Time: Type the number of seconds that an inactive MAC address remainsin the
switch addresstable. The valid range is 300~765 seconds (must be multiple of 3). Default is 300 seconds.

Max bridge transmit delay bound control : Limit the packets queLing timein switch. If enabled and queLing time
expired, thequeued pecketswill bedropped. Options - OFF (default), 1sec, 2sec, 4sec

Enable Low Queue Delay Bound : setting to limit the low priority packets queuing time in switch. If
enabled and queuing time expired, the low priority packets queued in switch will be sent.

Note: Make sure Max bridge transit delay bound control is enabled when Low Queue Delay Bound
control isset to ENABLE.

Max. Delay Time: max. low queuing time, value range 1 ~ 255 (2ms/unit)
Broadcagt Storm Filter Mode : To configure broadcast storm control, enable it and set the upper

threshold applied to al ports. The threshold is the percentage of the port total bandwidth used by broadcast

traffic. When broadcast traffic for a port rises above the threshold set, broadcast storm protection becomes
active. Thevalid threshold values are 5%, 10%, 15%, 20%, 25% and Off.
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Priority Queue Service settings (select one of the following three modes):

First ComeFirst Service: The sending sequence is based on the order that packets arrived.

All High beforeLow : The high priority packets sent before low priority packets.

WRR : Weighted Round Robin. Select the ratio preference for high priority packets vs. low priority
packets in queues.
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802.1p QoS Palicy / High Priority Levels: Define each of the possible priority value 0 ~7 in a received
tagged packet maps to high or low priority level.

Callison Retry Forever : collision retry mode for half duplex
Disable: retry 48 timesfor collision situation and drop frames
Enable: retry forever for collision situation

Hash Algorithm : Hash method for MAC address table |ookup
CRC-Hash : use CRC-hash method
DirectMap : use MAC address direct map method

802.1x Protocaol : enable or disable 802.1X protocol for port-based network access control function. Refer
to Menu -> Administrator -> 802.1x Configuration for further 802.1x settings.

Click buttons:

[Apply] : confirm and apply the settings
[Default] : use default valuesfor al settings
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5.5.3 Console Port Information
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Console port configuration:

Baudrate(bits/sec) : Fixed baud rate - 9600

Databits: 8

Parity Check : none
Stop Bits: 1
Flow contral : none

Download from Www.Somanuals.com. All Manuals Search And Download.

|4 Trimran



5.5.4 Port Controls
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This page allows to change per port configuration settings asfollows:

Port : Select the ports to perform setup. More than one port can be selected at the same time for setup.

See next page for control settings.

Note:
All default values displayed for setup are not current setting values, but the factory default valuesinstead.

The current values for the selected ports are displayed beneath [ Apply] button.

Control settings:
State: Disable or enable this port function.

Auto Negotiation : Set auto negotiation mode for this port, options-
Auto = encbleautonegatiationwiththehighest capatility
Nway = enable auto negotiation with the specified capability
Force = disable auto negotiation and use forced mode

Speed : Set speed for this port (the highest capability if Auto mode)
Port 1- 24 options : 100, 10
G1, G2 ports options: 1000, 100, 10 (depends on module type)

Duplex : Set duplex mode for the selected port, options -
Full = Full duplex
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Half = Half duplex

Flows control/Full : Enddeor disshleflow contrd fundioninfull duplex
Flows control/Half : Bredeadsieiovaridfurdianinhefd dex

Rate Control/Ingress: Control ingress data rate (incoming bandwidth)
Rate Control/Egress: Control egress data rate (outgoing bandwidth)
Thevalid rangeis 0~ 1000. (Unit = 100K), 0 = disable rate control

Port Priority : Port-based priority setting
Options - Disable, High, Low

Port Security : Enable or disable port security mode

Click Button:
[Apply] : confirm the changes for the selected ports.
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5.5.5 Trunking
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This page shows settings and status of trunking function. Refer to Chapter 1 fo r the description of LACP
trunking function.
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5.5.5.1 Aggregator settings
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System Priority : A value used to identify the priority between two active LACP link partners. The switch
with the lowest value has the highest priority and is selected asthe active LACP.

Group 1D : There are seven trunk groups are supported to be configured. Choose the [Group ID] and click
[Get] to get current settings. Up to 7 groups are supported.

LACP : Enable or disable the group LACP static trunking group. If disabled, the group is local static
trunking group and link aggregation isformed without LACP negotiation.

Work ports : Specify the maximal number of ports for link aggregation at the same time for the trunk
group. For a static trunk group, four must be specified. For an LACP trunk group, the maximal value is
two.

Member ports: Select the ports to join the trunking group. Click [Add] to add selected port into member
list. Click [ Remove] to remove the sel ected member port. Up to four ports can be selected as member ports.

Click Buttons:

[Apply] : apply the changes for the selected group ID.
[Delete] : delete the selected Group ID
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5.5.5.2 Aggregator Information
The following pagesillustrate three examples:

No active group configured.
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Two Static Trunking groups are configured.
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One LACP trunk group is formed. Trunking information between Actor and Partner are shown.
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5.5.5.3 State Activity
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Per port LACP mode:

Active (select) : The port can start LACP negotiation with its link partner by sending LACP protocol
packet automatically.

Passive (not select) : The port does not send LACP protocol packets automatically and responds only if it
receives LACP packetsfromitslink partner.

Click Button:
[Apply] : Apply the changes.
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5.5.6 Forwarding and Filtering Database
5.5.6.1 IGMP Snooping
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Control setting:
IGMP Protocol : enable IGMP function to collect IP multicast data base and perform IP multicast
operation

Multicast Group Information:
This page displays the IGMP snooping information. IP multicast addresses range from 224.0.0.0 through

IP address: |Pmulticast address (group)

VID: itsassociated Vlan ID
Member ports: member ports of the group
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5.5.6.2 Static MAC Address
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Thispageisused to maintain Static MAC address data base. Refer to Chapter 1 for the description of Static
MAC address function.

Static MAC address related settings:

Mac Address: Static Ethernet MAC address (12 digits)

Port num : The port number wherethe MAC addressiis located
Vlan | D : TheesxideVianiDiheactesif8210QVLANisr e

Click Buttons:

[Add] : to add the new static MAC address
[Delete] : to delete the specified static MAC address
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5.5.6.3 MAC Address Filtering
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This page is used to maintain filter MAC address table. MAC address filtering alows the switch to drop
unwanted traffic. Traffic is filtered based on the destination addresses (DAS). Refer to chapter 1 for the
function description.

Filter MAC address settings:
Mac Address: The destination MAC addressto befiltered
Vlan ID : Theassociated Vlan ID to thisaddress, if 802.1Q VLAN isenabled.

Click Buttons:

[Add : to add the new filter MAC addressinto thefilter table
[Delete] : to delete the MAC address from thefilter table
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5.5.7 VLAN configuration
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The switch supports port-based, 802.1Q (tag-based) and protocol-base VLAN in this page. In the default
configuration, VLAN support is disable. Refer to Chapter 1 for more description about VLAN function.

VLAN mode selection:
NoVLAN - VLAN isdisabled

Port Based VLAN
802.1Q - 802.1Q VLAN with Protocol classification option

Note:
Change VLAN mode, you have to reboot the switch for valid value.
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5.5.7.1 Port-based VLAN
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Click:

[Add] : to create anew VLAN group

[Edit] : to edit an existing VLAN group
[Delete] : to deleteaVLAN group
[PrPage] : to browse previous group page
[NextPagd : to browse next group page
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A Port-based VLAN group contains the following settings:
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VLAN name: Name of the VLAN group
Group ID : Unique D for the group
Member ports: list of ports belonging to the group 1D

Click [Apply] to confirm the changes.

Note:

If the trunk groups exist, you can seeit (ex:TRK1,TRK2_..) in select menu of ports, and you can configure

it as the member of the VLAN or not.
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5.5.7.2 802.1Q VLAN
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This page is used to display current configured Tag-based VLAN, create a new VLAN, and enable or
disable GVRP protocol. Up to 256 VLANS can be configured. When enabling 802.1Q VLAN, al ports on
the switch belong to default Vlan ID 1. The default VLAN can not be del eted.

GVRP (GARP VLAN Registration Protocol) support can be enabled for the 802.1Q VLAN mode.

Click Buttons:

[Add] : createanew VLAN

[Edit] : edit an existing VLAN

[Delete] : deleteaVLAN

[PrPage] : browse previous VLAN page
[NextPagd : browse next VLAN page
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Add anew VLAN
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Basic page settings:
VLAN Name: name for the new VLAN
VID : VLAN ID of thenew VLAN (vaue: 2-4094, default: 1)
Protocol Vlan : setting for protocol support as follows:
None
IP, ARP, AppleTak/NetBIOS
Novell_IPX, Banyan Vines C4/Novell IPX(raw Ethernet)
Banyan Vines C5/ Spanning_Tree Protocol_BPDU
Banyan_Vines AD/Null_SAP, DECnet MOP_01
DECnet_ MOP_02, DECnet_ DPR
DECnet LAT, DECnet LAVC
IBM_SNA, X.75_Internet, X.25_Layer 3

Download from Www.Somanuals.com. All Manuals Search And Download.



Edit member ports: select member ports from available port box
[Add] - add one member port

[Remove] - remove a member port
Click [Next] : to set tag/untag mode for the member ports

Note:
If more than two VLAN groups are configured with same protocol value, make sure the member ports of
those groups are not overlapping.
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Tag: outgoing frameswith VLAN-Tagged.
Untag : outgoing frames without VLAN-Tagged.
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Port VID Settings
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Click [Port VID] to set per port VID and Ingress filtering rules. Multiple port selection at the same time for
same settingsis allowed.

Port VID Settings:

Port VID (PVID) : theport VLAN ID that will be assigned to untagged traffic on agiven port. The range
is1~255, default PVID is 1.

Ingress Filtering Rule 1 : Drop or forward input VLAN tagged frames whose VID does not match PVID

associated to the input port. This rule is applied only when input port is not the member port of the
associated VLAN group.
IngressFiltering Rule 2 : Drop Untagged Frame.
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5.5.8 Spanning Tree
This page shows an example of STP Root Bridge information of the switch.
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This page shows an example of STP port status
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Refer to Chapter 1 for the description of Spanning Tree Protocol.
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STP parameters settings:
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STP State: Enable or disable STP function

Priority : A value used to identify theroot bridge. The b ridge with the lowest value has the highest priority
and is selected astheroot. Valid values: 1 through 65535.

Max Age: The number of seconds a bridge waits without receiving

Spanning-Tree Protocol configuration messages before attempting areconfiguration. Valid values: 6 ~ 40
Hello Time : The number of seconds between the transmission of Spanning-Tree Protocol configuration
messages. Valid values: 1~ 10

Forward Delay time : The number of seconds a port waits before changing from its Spanning-Tree
Protocol learning and listening states to the forwarding state. Valid values: 4 ~ 30

Refer to Chapter 1 for STP Parameter Descriptions.
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STP port parameters settings:
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Port Priority : Priority value for becoming the root port. The rage is 0-255, default setting is 128, the
lowest number hasthe highest priority.
Path Cost : Specifies the path cost of the port that switch uses to determine which port are the forwarding
ports the lowest number isforwarding ports, the rage is 165535 and default value base on IEEE802.1D

10Mb/s = 50-600 100Mb/s = 10-60 1000Mb/s = 3-10

STP port status:

Port State: Forwarding, Blocking, Listening, Learning

Refer to Chapter 1 for STP Per Port Parameter and status Description.
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5.5.9 Port Sniffer
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Sniffer Mode: Select one of sniffer modes, options-
DISABLE : Disable sniffer function
RX : All Rx traffic on monitored ports are copied to Analysis port
TX : All Tx traffic on monitored ports are copied to Analysis port
BOTH : Both Rx and Tx traffic are copied to Analysis port
Sniffer Port : The port can be used to see al monitored port traffic. It can connect to a LAN analyzer or
netxray. Select None when sniffer function is disabled.
Monitored Ports: Select monitored ports

Refer to Chapter 1 for description of Port Sniffer function.
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5.5.10 SNMP
SNMP Parameters
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This pageis used to configure SNMP related parameters as follows:
Name: Name to be used for the switch.

Location: Thelocation of the switch.

Contact : A name of aperson or organization

Click [Apply] to apply the settings.
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SNMP Managers
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Community String and access control settings:
Community String : The community string serves as a password which alows remote SNMP manager
stations to access the switch management objects via SNMP protocol. Max. Up to 4 community strings are
supported.

RO : Accesstight for Reed Only isassodiated tothecommunity string

RW : Aaesighfo Red\VWridsssodaeeioheammuntysirg
Click Buttons:

[Add] : Add the specified community string
[Remove] : Delete the selected community string
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SNMP Trap Managers
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A trap manager is a management station which can receive SNMP trap messages sent by the switch when
predefined trap events occur.

SNMP Trap Manager settings.

IP address: |P address of the trap manager station
Community : Community string belonging to the trap manager
Click Buttons:

[Add] to add anew trap manager

[Remove] to delete atrap manager

Max. Up to 3 trap managers are supported.
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5.5.11 Security Manager
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This page is used to configure the user who is allowed to access the switch via direct console, telnet and
web management interfaces.

User name: Typethe new user name

Assign/Change password : Type the new password

Reconfirm password : Retype the new password

Click [Apply] to apply the changes.
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5.5.12 802.1X Configuration
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This menu includes three 802.1X function related settings:
System Configuration : Parameters for connection to a Radius server

PerPort Configuration : Per port 802.1X mode settings
Misc Configuration : 802.1X protocol related timers and parameters
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System Configuration
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Radius Server |P: | P address of the Radius server

Server Port : the UDP destination port for authentication requests to the specified Radius server
Accounting Port : the UDP destination port for accounting requests to the specified Radius server

Shared Key : an encryption key for use during authentication sessions with the specified Radius server. It
must match the key used on the Radius server.

NAS I dentifier : identifier for this Radius client (this switch)

Click [Apply] to apply the changes.
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5.5.12.1 802.1X PerPort Configuration

| B Edb Mew Favoabs Took Heo
| o= - = - @ G Dsesn Erwoms Frg | - 3wl o .
[ ez ) iz e D 2 |

R R
Hicsiveis
Prart Steakus
L et
4 el St e Lok e st ferfurt Coafigusatio Misx, Canfignratini
- I:I:H\l'll.lpﬂ‘_tlr\!ﬁ
Pl e Configure 802 1x Par Port State
j Tianiireg
o Fithel hatabaea
e WL Cormigrdsn
% Spanning Tra
| Prerd Sriifter
le  SHMF
Ly L LELTTR
e EI) b o g
e Stack Zatin gy -’ﬂlh'l Hslp
| ke 1
. B Port Status
PEIE s -
i e i AORTL [
| Rocatiyelom PORTE Ho
e PORT3 Mo
i e PORTS HD
POHTS Ho
POIRTH Ho
PORTY Mo
BOETH [2[5) ;l
Bl tore [T | o Trmeraad

Thispageisused to set per port 802.1x authorization state mode. The options are:

Au (Auto) - The port is set to the Authorized or Unauthorized state in accordance with the outcome of an
authentication exchange between the Supplicant and the Authentication Server.

Fa (Forced Authorized) - The port isforced to be in authorized state.

Fu (For ced Unauthorized) - Theportisforcedtobeinunauthorized state

No (None) - The port is not necessary authorized.

Click [Apply] to apply the changes.
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5.5.12.2 802.1X Misc Configuration
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Thispageis used to setup 802.1x protocol timers and parameters:

Quiet period -the period during which the port does not try to acquire asupplicant (unit: second)

Tx period - the period the port waits to retransmit the NEXT EAPOL PDU during an authentication

session (unit: second)

Supplicant timeout - the period of time the switch waits for a supplicant response toan EAP request (unit:
second

Server %imeout - the period of time the switch waitsfor a server response to an authentication request (unit:
second)

M ax requests - the number of authentication attempts that must time-out before authentication fails and the
authentication session ends.

Reauth period - the period of time after which the connected radius clients must be re-authenticated (unit:
second)

Click [Apply] to apply the changes.
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5.5.13 Stack Settings
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The switch supports stack management feature. More than one of the switches can be grouped together asa
switch stack. As the stack is configured, all switches in stack can be managed from the master unit easily
without memorizing many |P addresses and tedious login procedures. Up to 16 switch units can be

configured as a switch stack.
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This pageisused to configure a stack information in this master unit. The configuration includes:

Stack Name - Give anameto this stack
Master Name - Give a name to the master unit of the stack. The name is used for identifying each unitin a
stack easily.

Configure other membersin the stack:

Member Unit No. - the sequence number of each member unit
Name - Give an identified name to the member unit
|P address - The | P address of the member unit

Username - Thelogin username of the member unit
Passwor d- The password of the member unit

Click [Apply] to confirm the setup for member unit #2 to unit #8.
Click [Reset] to clear all settings of the stack.
Click [ Next] to switch to next configuration page for member unit #9 to unit #16. The setup is same asthis

page.

All information is stored in the master switch for stack management. To enter stack management, click
[Stacking] in main menu. Refer to next section for stack management operation.

Note:

If the setup information of a member unit is incorrect, the associated unit will not be able to be connected
and managed.
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5.6 Stacking

Click [Stacking] in main menu to enter into switch stack management for up to 16 units. No more than one
IP address, login procedures are required for multiple switch management. The following figure illustrates
astack composed of three units.

Stack View

Stack 1

Mol

IP:192.168.0.216
Configuration

Port Status List

Stop Auto Refresh Auto Refresh B0 sec | Auto Refresh 120 sec

Auto Refresh 60 sec

This page showsthe following information:

- Stack name displayed on top of the stack

- Switch port status of all units presented by graphical switch images
- The sequence number of the unit

- The configured name of the unit

- The IP address of the unit

When more than three units are in the stack, use scroll bar to browse the other units.
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Besides showing information, two buttons are provided next each switch image. They are used for further
management operations asfollows.

[Configuration] : enter full web management home page of the unit
[Port Status List] : show detailed port configuration and status of the unit by atable list. Refer to section
5.3 for status explanation.

The port status showing in the switch images are refreshed automatically with a default period of 60
seconds. Three options are provided at the bottom of the stack image asfollows:

[Stop Auto Refresh] : Disable auto refresh
[Auto Refresh 60 seq : Auto refresh period of 60 seconds
[Auto Refresh 120 se] : Auto refresh period of 120 seconds

Note:
If any of the IP, username and password information of one member unit isincorrect, the associated switch
image will not be displayed. One disconnected blank page is displayed instead.

Close Stack View window to exit stack management.
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5.7 TFTP Update Firmware
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The steps to update the firmware of the switch are:

1. Start your TFTP server.
2. Copy the firmware imagefile of new version into the TFTP server.

3. Inthisweb page, specify the | P address of the TFTP server, in where the new firmwareimagefileis
stored.

4. Inthis page, specify Firmware File Name of the new imagefile.
5. Click [Apply] to start the download operation.
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6. Click [Update Firmwar €] in following download complete message to confirm the update.
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7. Reboot the system
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5.8 Configuration Backup
5.8.1 TFTP Restore Configuration
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The function is used to download a new default configuration file from a TFTP server into the switch. The
steps are:
1. Start your TFTP server.

2. Copy the new default configuration file into the TFTP server.

3. Inthisweb page, specify the | P address of the TFTP server, in where the new default configuration file
is stored.

4. Specify Backup File Name of the new configuration file.
5. Click [Apply] to start the download operation.
6. Reset the system to use the new default configuration data.
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5.8.2 TFTP Backup Configuration
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This function is used to backup (upload) current configuration settings of the switch unit onto a TFTP
server. The steps are:

1. Start your TFTP server.

2. Inthisweb page, specify the | P address of the TFTP server, to where the current configuration datais
saved.

3. Specify Backup File Name of the configuration file to be saved.
4. Click [Apply] to start the upload operation.
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5.9 Reset System
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Thisfunction is used to reset the switch withdefault configuration data.

Click [Reset] to start the operation.
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5.10 Reboot
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Thisfunction is used to reboot the switch with current configuration settings.

Click [Reboat] to start operation.
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6. Update Firmware from Console

The switch also supports firmware update from console port. The operation is performed over 1K Xmodem
protocol.

Casesto update firmwar efrom console:

1. Power on the switch and press any key from console within 5 seconds. The switch enters 1K X modem
receiver mode.

2. The switch enters 1K Xmodem receiver mode automatically when it detects firmware checksum error
while booting.

Setup 1K Xmodem on Hyper Terminal
1. Press[Disconnect] to stop Hyper Termina.

2. 1K Xmodem only works on 57600 baudrate. Enter File > Property to set COM port for baudrate
57600, 8 data hit, None parity, 1 stop bit, No flow control.

3. Press[Connect] to reconnect to the switch.

4. Enter Transfer -> Send File command.

5. Specify thefile name of the firmware imagefile.
6. Specify 1K Xmodem protocol.

7. Click [Send] button to start file transfer.

When finishing downloading image, the switch will update firmware automatically and reboot. Change
COM port baudrate back toto 9600bps.
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Appendix A: Factory Default Settings

IP Address Related Settings

DHCP Disabled
Static |P Address 192168.0.2
Subnet Mask 255.255.255.0
Default Gateway 19216801
Per Port Settings
Port Function Enabled
Auto-negotiation Auto
Speed 100Mbps (Port 1-Port 24)
1000Mbps (Port G1, G2)
Duplex Full (All ports)
Flow Contral / Full Enabled
Flow Control / Half Enabled
Ingress Rate Control 0- Off
Egress Rate Control 0- Off
Port Security Off
Switch Unit Related Settings
User Name Admin
Password 123
Age-out Time 300 seconds
Max. Bridge Transmit Delay Bound Off
Enable Low Queue Delay Bound Off
Max. Low Queue Delay Bound 255 (2mg/unit)
Broadcast Storm Filtering 25%
Collision Retry Forever Disabled
Hash Method CRGHash
802.1x Protocoal Enabled
Trunking Notrunk group
IGMP Enabled
Static MAC Address None
Filter MAC Address None
Port Sniffer Function Disabled
QoS Priority Settings
Port Priority Disabled ( All ports)
802.1p Priority Level Low priority for Level 0~3
High priority for Leve 4-7
Priority Queue ServiceMode  All High before Low
VLAN Settings
VLAN Mode NoVLAN
Port -based VLAN No group (if enabled)
8021Q VLAN GVRP enabled

802.1Q VLAN Groups All portsinVID=1Vlan Name=Default
Tag rule= Untag for all member ports
PVID =1, Protocol type: None
Ingress Filtering Rule 1 : enabled
Ingress Filtering Rule 2 : disabled

Spanning Tree Protocol Settings

STP Function Disabled
Bridge Priority 32768
Bridge Max. Age 20

Hdlo Time 2
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Forward Delay Time 15

STP Port Priority 128 (All ports)

STP Port Path Cost 10 (All ports)
SNMP Related Settings

System Name Null

System Location Null

System Contact Null

Community String 1 String = public, Accessright = RO
Community String 2 String = private, Accessright = RW
Community String 3& ,4 Not available

SNMP Trap Manager Settings
Trap Manager 1 Not available
Trap Manager 2 Not available
Trap Manager 3 Not available
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802.1X Function Settings

802.1X Protocal Disabled

Radius Server IP 192.168.0.59
Shared Key 12345678

NAS Identifier NAS L2 SWITCH
Server Port 1812

Accounting Port 1813

Port 802.1x mode None (no control) for al ports
Quiet Period 60 seconds

Tx Period 30 seconds
Supplicant Timeout 30 seconds

Server Timeout 30 seconds

Max Reguests 2times

ReAuth Period 3600 seconds
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