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Introduction

This chapter introduces terminology and concepts about BGP for IPv4 and BGP4+ for IPv6,
including the concepts of autonomous system numbers (ASN), path attributes (PA), and
both internal and external BGP and BGP4+.

For basic BGP and BGP4+ configuration examples, see Chapter 2, BGP and BGP4+
Configuration.

For details about the commands used in these examples, or the outputs from validation
commands, see Chapter 3, BGP and BGP4+ Commands. This chapter provides an
alphabetical reference of commands used to configure the Border Gateway Protocol

for IPv4 (BGP) and for IPv6 (BGP4+).

BGP and BGP4+ Overview

Border Gateway Protocol (BGP for IPv4 and BGP4+ for IPv6) is an exterior gateway protocol
(EGP). The purpose of BGP is to advertise, learn, and choose the best paths inside the
Internet.

ISPs (Internet Service Providers) use BGP to exchange the Internet routing table with each
other. Enterprises also use BGP to exchange routing information with ISPs, allowing the
Enterprise routers to learn Internet routes.

RFCs 1771 (BGP4), 1654 (first BGP4 specification), 1105, 1163, 1267 (older version of BGP)
describe BGP and BGP4. RFC 2283 Multiprotocol Extensions for BGP-4 describes BGP4+.

BGP not only enables ISPs to exchange routes with each other, but also to control what
data passed through their networks. ISPs need to keep fine control over the routes that
they advertise out of their network, and who they advertise those networks to. They have
commercial reasons for sending different traffic through different paths. In particular, ISPs
whose main service is to provide bulk Internet backbone transport need to be very sure
whose data they are transporting, as they do not want to be transporting data on behalf
of people who have not paid for the service.

Since the paths via which Internet data is directed are subject to commercial agreements,
network providers need to be able to implement policies that control the content of their
route tables, and control the routes that they advertise to which neighbors. Internal
routing protocols like OSPF and RIP do not have facilities for the types of policies that BGP
needs. Although some filtering can be performed in OSPF and RIP, the sets of parameters
that can be filtered on are rather limited.

So, instead of just using metric as the criterion for choosing the best route to a destination,
BGP uses a process with path attributes, where path attributes are a variety of parameters
that are associated with routes and exchanged in routing updates. BGP has an elaborate
best path algorithm that is controlled by these path attributes, and allows network
engineers flexibility in how routers choose the best BGP routes.

Moreover, the routing protocols used between ISPs are advertising huge numbers of
routes (potentially hundreds of thousands of routes), so the routing protocol they use
needs to be efficient, not a protocol that requires regular updates of all the routes (as the
30 minute refresh OSPF requires). BGP was developed to operate quite differently from
OSPF or RIP.

BGP does not send route updates to multiple neighbors in the local subnet (as is typical
with IGPs), but uses TCP (port 179) to establish connections to just a specific set of peer
routers with which it will exchange routing information. BGP peer routers can be in the
same subnet, or can be separated by several routers.
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BGP does not send any more route updates than it absolutely has to. When routers first
peer up, they exchange the route table data that they wish to inform each other of.
Thereafter, they only send each other route information if anything changes.

BGP and BGP4+ ASNs and AS_Path Attributes

BGP and BGP4+ uses BGP path attributes (PAs). PAs define information about a path, or
route, through a network. Some BGP and BGP4+ PAs describe information that is used to
choose the best BGP or BGP4+ route. PAs are also used for other purposes, such as
preventing routing loops.

If no BGP or BGP4+ PAs have been explicitly set, BGP and BGP4+ routers use the BGP and
BGP4+ AS_Path (autonomous system path) PA when choosing the best route among
competing routes. The AS_Path PA itself has many subcomponents, one of which is the
autonomous system number (ASN)

The integer ASN identifies one organization that considers itself autonomous from other
organizations. Each company with a network that connects to the Internet can be
considered to be an autonomous system and can be assigned an ASN. (IANA assigns
unique ASNSs.) Each ISP has an ASN. Some large ISPs have multiple ASNs.

When a router uses BGP or BGP4+ to advertise a route, the prefix/ length is associated with
a set of PAs, including the AS_Path. The AS_Path PA associated with a prefix/ length lists
the ASNs that would be part of an end-to-end route for that prefix as learned using BGP or
BGP4+.

BGP and BGP4+ use the AS_Path for two key functions:

m  Choose the best route for a prefix based on the shortest AS_Path.

m  Preventrouting loops.
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Internal and External BGP Concepts

BGP defines two classes of neighbors (peers): internal BGP (iBGP) and external BGP (eBGP).
These terms use the perspective of a single router, with the terms referring to whether a
BGP neighbor is in the same ASN (iBGP) or a different ASN (eBGP).

A BGP router behaves differently in several ways depending on whether the peer
(neighbor) is an iBGP or eBGP peer. The differences include different rules about what
must be true before the two routers can become neighbors, different rules about which
routes the BGP best path algorithm chooses as best, and even some different rules about
how the routers update the BGP AS_Path PA.

When advertising to an eBGP peer, a BGP router updates the AS_Path PA, but it does not
do so when advertising to an iBGP peer.

Public and Private ASNs

IANA administers the assignment of ASNs as it does with IP address prefixes. ASNs must be
assigned as unique values since if ASNs are duplicated, the BGP loop prevention process
may prevent parts of the Internet learning about a route.

IANA controls the ASN numbering space. Using the same process as for IPv4 addresses,
ASNs are assigned to different organizations. The previous 16-bit BGP ASN has a decimal
range of 0 through 65,535. The 32-bit BGP ASN has a decimal range of 1 through
4,294,967,295.

Like the public IPv4 address space, the public BGP ASN space has similar issues. To help
overcome this issue, the ASN assignment process requires that each AS justify whether it
truly needs a publicly unique ASN or whether it can just as easily use a private ASN. RFC
5398 reserves a small range of ASNs for use in documentation so that documentation
avoids the use of ASNs assigned to organizations.

Private ASNs allow routers inside an AS to participate with BGP, using the same ASN as
other organizations. An AS can use a private AS where the AS connects to only one other
ASN. Loops cannot occur at that point in the BGP topology, so unique ASNs in that
network do not exist. Loops cannot occur with BGP advertising the best path for a prefix.

Outbound Routing Toward the Internet

The main reason to use BGP between an Enterprise and an ISP is to influence the choice of
best path (or best route). However, since the majority of the end-to-end routes exist inside
the Internet, it is hard to determine which exit point from the Enterprise is a better route.

Enterprises typically have two major classes of options for outbound routing toward the
Internet: default routing and BGP. Using default routes is reasonable. This section
discusses default routes toward the Internet, and outbound routes toward the Internet.
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BGP is useful when you have at least two Internet connections. BGP is most useful when
you want to choose one outbound path over another path for particular destinations in
the Internet. Consider BGP when you have multiple Internet connections, where you want
to make some packets take one path and you want other packets to take another path.

External BGP (eBGP) Concepts

This section describes the basics of eBGP to configure, verify, and advertise eBGP routes:

m External BGP (eBGP): describes connections, configuration and commands to verify
eBGP.

m Verifying BGP: describes the contents of the BGP table, and routes learned with eBGP.

m Advertising eBGP routes to ISPs: shows how to configure eBGP to advertise routes.

External BGP (eBGP)

BGP first forms a neighbor relationship with peers. BGP then learns information from its
neighbors, placing information in a table named the BGP table. BGP analyzes the BGP
table to choose the best route for each prefix in the BGP table, placing those routes into
the IP routing table.

This section discusses the configuration of eBGP peers (called neighbors), with settings
that may be needed for eBGP connections to result in working BGP neighborships, then
discusses the BGP table, listing the learned prefix/ length and path attributes (PA).

eBGP Neighbor Configuration
At a minimum, a router participating in BGP needs to configure the following settings:

m The ASN for the router configured from a router bgp (BGP and BGP4+) command
from Global Configuration mode on the router to enter Router Configuration mode.

m The P address and ASN of each neighbor from a neighbor remote-as (BGP and
BGP4+) command from Router Configuration mode, once the ASN is configured with
the router bgp (BGP and BGP4+) command in the Global Configuration mode.

How Routers become eBGP Neighbors

Routers must meet several requirements to become BGP neighbors:

m  Alocal router’s ASN must match the reference from the neighboring router to that
ASN as specified from the router bgp (BGP and BGP4+) command.

m  The BGP router IDs of the two routers must not be the same.
m  Each router must establish a TCP connection with the other router.
The remote router’s IP address specified from the neighbor remote-as (BGP and

BGP4+) command and used in that TCP connection must match what the local router
configures from a router bgp (BGP and BGP4+) command.
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How to verify eBGP Neighbor Status

The two most common commands to display a BGP neighbor’s status are:
show ip bgp summary (BGP) and show ip bgp neighbors (BGP).

The show ip bgp neighbors (BGP) command shows detailed output per neighbor.

The show ip bgp summary (BGP) command shows summary output per neighbor.

Administratively Controlling Neighbor Status

To administratively disable any BGP neighbor, enter BGP configuration mode with the
router bgp command and issue the neighbor <neighborid> shutdown command to set
an idle state.

To administratively enable any BGP neighbor, enter BGP configuration mode with the
router bgp command and issue the no neighbor <neighborid> shutdown command to
set an idle state.

Use the debug bgp (BGP) command to see the BGP messages.

Verifying BGP

When a BGP router has established its eBGP neighbor relationships, that router can
advertise and learn routes using BGP. To learn routes, a BGP router does not need
additional configuration beyond the configuration of eBGP neighbor.

To advertise routes to eBGP peers, particularly the public IP address prefix(es) used by that
Enterprise, the Enterprise BGP router needs some additional configuration.

The BGP table is important in the process of learning and using routing information with
BGP. A router stores all learned BGP prefixes and PAs in its BGP table. The BGP router
chooses which route for each prefix is the best BGP route. The BGP router advertises its
BGP table to its neighbors, so the best route for each prefix is advertised to neighbors.

BGP Update Messages

When a BGP neighborship reaches the established state, those neighbors begin sending
BGP Update messages to each other. The router receiving an Update places those learned
prefixes into its BGP table, regardless of whether the route appears to be the best route.
BGP puts all learned routing information into its table, and then BGP processes all such
potential routes to choose the best route for each prefix.

The format of the Update message tells us about BGP as a Path Vector algorithm. The
message lists a set of PAs and then a long list of prefixes that use that set of PAs. So, you
might view the BGP Update message as focusing on advertising paths, or a set of PAs,
along with the associated list of prefixes that use the advertised path. BGP uses the
information in the combined set of PAs to make a decision of which path is best.

Verify the BGP Table

Verify BGP to check the prefixes in the BGP table and confirm that the right prefixes have
been learned from the expected neighbors. The BGP table should hold all learned prefixes,
from each neighbor, except for any prefixes filtered by an inbound BGP filter.

For a router configured with a neighbor route-map (BGP and BGP4+) command, the
local router would first filter the routes and then add the allowed routes into the BGP
table. The show ip bgp (BGP) command lists the entire BGP routing table.
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Viewing a subset of the BGP Table

When accepting full BGP updates, the number of BGP table entries may be too large for
the show ip bgp (BGP) command listing thousands of prefixes. So instead use the show
ip bgp summary (BGP) command that only lists the number of prefixes received from
each neighbor.

Advertising eBGP routes to ISPs

Outbound routes let the Enterprise routers forward packets toward the Internet. At the
same time, the ISPs need to learn routes for the Enterprise’s public IP address space. This
section of this chapter examines the options for advertising these routes. In particular, this
section looks at two options:

m BGP network (BGP and BGP4+) command
m  Redistribute from an IGP (RIP/RIPng/OSPF/OSPFv3)

Advertising eBGP routes with the network command

The BGP network (BGP and BGP4+) command installs the prefix defined in the BGP table
to be advertised to peers. The route does not have to exist in the routing table. BGP does
not use this command to enable BGP on interfaces. This command compares the
command’s parameters and the contents of that router’s IP routing table, as follows:

Look for a route in the router’s current IP routing table that exactly matches the
parameters of the network (BGP and BGP4+) command. If a route for that exact prefix/
length exists, then put the equivalent prefix/ length into the local BGP table.

This assumes a BGP default setting of no auto-summary. With auto-summary
configured, the router adds a route for that classful network to the BGP table:

m If the exact classful route is in the IP routing table

m If any subset routes of that classful network are in the routing table

Advertising eBGP routes with the redistribute command

Instead of using the network (BGP and BGP4+) command to add routes to the BGP table,
BGP routers can use a redistribute command for OSPF, OSPFv3, RIPng, and RIP to
redistribute routes from an IGP into BGP.

m  Advertise the public address range, not the private IP address range, to the BGP table.

m Advertise one route for the public address range, not individual subnets of the range.

Routers that run BGP may already run an IGP and have learned routes for either the entire
public range either as one route or with subset routes. If a single route exists for the entire
public range, then you need to add a redistribute command for OSPF, OSPFv3, RIPng, and
RIP to the BGP configuration to redistribute only that single route into BGP.
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Internal BGP (iBGP) Concepts

Routers that run BGP often run an IGP, such as OSPF, and have learned routes for the public
range either as one route or with subset routes. If a single route exists for the public range,
then you can add a redistribute (into BGP or BGP4+) (BGP and BGP4+) command to the
BGP configuration to redistribute that route, and only that route, into BGP.

IGPs do not handle the public routing table. Internally peered BGP routers are capable of
exchanging routing information without redistributing into an IGP. But an IGP can be used
to connect two or more distant iBGP peers, and redistribution into an IGP may be used.

iBGP between Internet connected routers

When an organization uses more than one router to connect to the Internet, and those
routers use BGP to exchange routing information with their ISPs, those same routers need
to exchange BGP routes with each other as well. The BGP neighbor relationships occur
inside that organization, making these routers iBGP peers.

iBGP with two Internet connected routers

Two Internet-connected routers in an Enterprise need to communicate BGP routes to each
other because these routers may want to forward IP packets to the other Internet-
connected router, which in turn would forward the packets into the Internet.

With an iBGP peer connection, each Internet-connected router can learn routes from the
other router and decide if that other router has a better route to reach some destinations
in the Internet. Without that iBGP connection, the routers have no way to know if the
other router has a better BGP path.

Configuring iBGP

The most basic iBGP configuration differs only slightly compared to eBGP configuration.
The configuration does not explicitly identify an eBGP versus an iBGP peer. Instead, for
iBGP, the neighbor’s ASN listed on the neighbor remote-as (BGP and BGP4+) command
lists the same ASN as the local router’s router bgp (BGP and BGP4+) command. This is
because the local router and the neighbor are in the same ASN.

For eBGP, the neighbor remote-as (BGP and BGP4+) command lists a different ASN.

The configuration to use loopback interfaces as the update source mirrors configuration
for eBGP peers, except that iBGP peers do not need to configure the neighbor ebgp-
multihop (BGP and BGP4+) command.

For iBGP connections, only the following steps are required to make two iBGP peers use a
loopback interface:

1. Configure an IP address on a loopback interface on each router.

2. Configure each router to use the loopback IP address as the source IP address, for the
neighborship with the other router, using the neighbor update-source (BGP and
BGP4+) command.

3. Configure the BGP neighbor remote-as (BGP and BGP4+) command on each router
to refer to the other router’s loopback IP address as the neighbor IP address in the
neighbor remote-as (BGP and BGP4+) command.
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4. Make sure each router has IP routes so that they can forward packets to the loopback
interface IP address of the other router.

Verifying iBGP

iBGP neighbors use the same messages and neighbor states as eBGP peers. The same
commands for BGP neighbor verification can be used to verify iBGP peers. The show ip
bgp summary (BGP) command lists neighbors. The show ip bgp neighbors (BGP) and
show bgp ipv6 neighbors (BGP4+) commands list many details specifically for the
neighbor for BGP and BGP4+ respectively.

Understanding Next-Hop Reachability Issues with iBGP

With IGPs, the IP routes added to the IP routing table list a next-hop IP address. With few
exceptions, the next-hop IP address routes exist in a connected subnet.

BGP advertises these particular IP addresses as the next-hop IP addresses because of a
default behavior for BGP. By default, when a router advertises a route using eBGP, the
advertising router lists its own update-source IP address as the next-hop address of the
route. In other words, the next-hop IP address is the IP address of the eBGP neighbor, as
listed on the neighbor remote-as (BGP and BGP4+) command. However, when
advertising a route to an iBGP peer, the advertising router (by default) does not change
the next-hop address.

The IP routing process can use routes whose next-hop addresses are not in connected
subnets as long as each router has an IP route that matches the next-hop IP address.
Two main options exist to ensure reachability to these next-hop addresses:

m Create IP routes so that each router can reach these next-hop addresses that exist in
other ASNs.

m Change the default iBGP behavior with the neighbor next-hop-self (BGP and
BGP4+) command.

Using neighbor next-hop-self to change Next-Hop Address

The second option for dealing with these unconnected next-hop IP addresses changes
the iBGP configuration, so that a router changes the next-hop IP address on iBGP-
advertised routes. This option requires the neighbor next-hop-self (BGP and BGP4+)
command to be configured for the iBGP neighbor relationship.

With this command configured, the router advertises iBGP routes with its own update-
source IP address as the next-hop IP address. Because the iBGP neighborship already relies
on a working route for these update source IP addresses, if the neighborship is up, then IP
routes already exist for these next-hop addresses.

IGP Redistribution and BGP Synchronization

Redistributing BGP routes into the IGP can solve routing loop problems. Redistributing
BGP routes into the IGP prevents routing loops by giving routers the best exit point for
each destination.

Redistributing eBGP-learned Internet routes into the IGP is the BGP feature started with
the synchronization (BGP and BGP4+) command, where iBGP learned routes must be
synchronized with IGP-learned routes for the same prefix before they can be used. If an
iBGP learned route is to be considered to be a usable route, then that same prefix must be
in the IP routing table and learned locally or via an IGP, such as OSPF.
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The synchronization feature tells a BGP router not to consider an iBGP-learned route as
best unless the prefix is learned locally or via an IGP and is currently in the IP routing table.

BGP synchronization prevents reachability issues by preventing a BGP router advertising
routes learned from an iBGP peer unless the route is learned locally, or via an IGP.

If the route does not exist in the routing table, because an IGP has not learned the route,
then BGP will not use or advertise the learned prefix. If BGP advertised the route to an
external peer, then the external peer would consider that path valid. This is the resulting
problem if synchronization is not enabled and there are non-BGP routers in the transit AS.

The eBGP peer would send traffic to the BGP router advertising the prefix and that router
would be able to pass the traffic on since the IGP routers between the two iBGP routers do

not know the prefix.
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How to configure BGP and BGP4+

This section describes BGP and BGP4+ configuration tasks and the commands required.
For example configurations with sample topologies, see Chapter 2, BGP and BGP4+
Configuration.

Initial BGP and BGP4+ Configuration Tasks

There are two initial BGP and BGP4+ configuration tasks described in the below sections.
More advanced BGP and BGP4+ configuration tasks are described later in this chapter and
are also available separately in the How to Configure BGP and BGP4+ Technical Guide:

m How to enable BGP and BGP4+ Routing
m  How to configure BGP and BGP4+ Neighbors

How to enable BGP and BGP4+ Routing

To enable BGP or BGP4+ routing and establish a BGP or BGP4+ routing process, use the
following commands starting in Global Configuration mode:

awplus(config)#

router bgp <asn> This command enables a BGP or BGP4+ routing process, which
places the router in Router Configuration mode.

awplus(config-router)#

network {<ip-prefix/length>| Thiscommand flagsan IPv4 network as local to this

<ip-network-addr>} [mask autonomous system and enters it to the BGP table.
<network-mask>] [route-map
<route-map-name>] [backdoor]

awplus(config-router)# This command flags an IPv6 network as local to this

network {<ipv6-prefix/length> |

autonomous system and enters it to the BGP4+ table.

<ipvb6-network-addr>} [route-map

<route-map-name>]

How to configure BGP and BGP4+ Neighbors

Like other EGPs, BGP must completely understand the relationships it has with its
neighbors. Therefore, this task is required.

BGP supports two kinds of neighbors: internal and external. Internal neighbors are in the
same autonomous system; external neighbors are in different autonomous systems.
Normally, external neighbors are adjacent to each other and share a subnet, while internal
neighbors may be anywhere in the same autonomous system.

To configure BGP neighbors, use the following command in Router Configuration mode:

awplus(config-router)#

neighbor <neighborid> remote-as This command specifies a BGP neighbor.

<as-number>
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BGP and BGP4+ Neighbor Route Filtering

You can filter BGP and BGP4+ advertisements in two ways with neighbors:

m  Use autonomous system path filters, as with the ip as-path access-list (BGP and
BGP4+) Global Configuration mode command and the neighbor filter-list (BGP and
BGP4+) Router Configuration mode command

m  Use access or prefix lists, as with the neighbor distribute-list (BGP and BGP4+)
Router Configuration mode command.

If you want to restrict routing information that is learned or advertised, you can filter BGP
routing updates to and from neighbors. You can define an access list or a prefix list and
apply it to the updates.

To filter BGP routing updates for IPv4 routes, use the command below in Router
Configuration mode:

neighbor <neighborid> This command filters BGP routing updates to and from
distribute-list <access-1list> neighbors as specified in an access list for IPv4 routers in
{in|out} Router Configuration mode.

To filter BGP4+ routing updates for IPv6 routes, use the command below in Address Family
Configuration mode:

neighbor <neighborid> This command filters BGP routing updates to and from
distribute-list <access-1list> neighbors as specified in an access list for IPv6 routes in
{in|out} Address Family Configuration mode.

BGP and BGP4+ Path Filtering by Neighbor

You can specify an access list filter on both incoming and outbound updates based on the
BGP autonomous system paths. Each filter is an access list based on regular expressions.
To specify the access list filter, define an autonomous system path access list and apply it
to updates to and from particular neighbors.

To configure BGP path filtering, use the following commands starting in Global
Configuration mode:

ip as-path access-list (BGP and This command defines a BGP-related access list.
BGP4+)

router bgp <asn> Thiscommand enters Router configuration mode

neighbor <neighborids> Thiscommand establishes a BGP filter for an IPv4 path in the
filter-list <listname> {in]|out} Router Configuration mode.
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To configure BGP4+ path filtering, use the following commands starting in Global
Configuration mode:

ip as-path access-1