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A\ SAFETY NOTICE

Do not open service or change any component.
Only qualified technicians are allowed to service the equipment.
Observe safety precautions to avoid electric shock

Check voltage before connecting to the power supply.
Connecting to the wrong voltage will damage the equipment.

LIMITATION OF LIABILITY AND DAMAGES

THE PRODUCT AND THE SOFTWARES WITHIN ARE PROVIDED "AS IS," BASIS. THE
MANUFACTURER AND MANUFACTURER’S RESELLERS (COLLECTIVELY REFERRED TO AS
“THE SELLERS”) DISCLAIM ALL WARRANTIES, EXPRESS, IMPLIED OR STATUTORY,
INCLUDING  WITHOUT  LIMITATION  THE IMPLIED  WARRANTIES  OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE,
OR ANY WARRANTIES ARISING FROM COURSE OF DEALING, COURSE OF
PERFORMANCE, OR USAGE OF TRADE. IN NO EVENT WILL THE SELLERS BE LIABLE FOR
DAMAGES OR LOSS, INCLUDING BUT NOT LIMITED TO DIRECT, INDIRECT, SPECIAL
WILFUL, PUNITIVE, INCIDENTAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES,
DAMAGES FOR LOSS OF BUSINESS PROFITS, OR DAMAGES FOR LOSS OF BUSINESS OF
ANY CUSTOMER OR ANY THIRD PARTY ARISING OUT OF THE USE OR THE INABILITY
TO USE THE PRODUCT OR THE SOFTWARES, INCLUDING BUT NOT LIMITED TO THOSE
RESULTING FROM DEFECTS IN THE PRODUCT OR SOFTWARE OR DOCUMENTATION,
OR LOSS OR INACCURACY OF DATA OF ANY KIND, WHETHER BASED ON CONTRACT,
TORT OR ANY OTHER LEGAL THEORY, EVEN IF THE PARTIES HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. THE ENTIRE RISK AS TO THE RESULTS AND
PERFORMANCE OF THE PRODUCT OR ITS SOFTWARE IS ASSUMED BY CUSTOMER.
BECAUSE SOME STATES DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY
FOR DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO THE PARTIES. IN NO
EVENT WILL THE SELLERS’ TOTAL CUMULATIVE LIABILITY OF EACH AND EVERY KIND IN
RELATION TO THE PRODUCT OR ITS SOFTWARE EXCEED THE AMOUNT PAID BY

CUSTOMER FOR THE PRODUCT.
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ELECTRICAL SAFETY AND EMISSIONS STANDARDS

This product meets the following standards.

U.S. Federal Communications Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part |5 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate this equipment.

For operation within 5.15 ~ 5.25GHz frequency range, it is restricted to indoor environment.

This device complies with Part |5 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause
harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired
operation.

Radiation Exposure Statement: This equipment complies with FCC radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with minimum distance 20cm between the radiator & your
body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

The availability of some specific channels and/or operational frequency bands are country dependent and are firmware programmed at

the factory to match the intended destination. The firmware setting is not accessible by the end user.

CE Marking Warning

This device complies with the essential requirements of the R&TTE Directive 1999/5/EC. The following test methods have been applied
in order to prove presumption of conformity with the essential requirements of the R&TTE Directive 1999/5/EC:

EN60950-1: 2006

Safety of Information Technology Equipment

EN 50385: 2002

Product standard to demonstrate the compliance of radio base stations and fixed terminal stations for wireless telecommunication
systems with the basic restrictions or the reference levels related to human exposure to radio frequency electromagnetic fields
(1'10MHz - 40 GHz) - General public

EN 300 328 VI1.7.1 (2006-10)

Electromagnetic compatibility and Radio spectrum Matters (ERM); Wideband transmission systems; Data transmission equipment
operating in the 2,4 GHz ISM band and using wide band modulation techniques; Harmonized EN covering essential requirements under
article 3.2 of the R&TTE Directive

EN 301 893 VI.4.1: (2007-07)

Broadband Radio Access Networks (BRAN); 5 GHz high performance RLAN; Harmonized EN covering essential requirements of
article 3.2 of the R&TTE Directive

EN 301 489-1 V1.8.1 (2008-04)

Electromagnetic compatibility and Radio Spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC) standard for radio equipment
and services; Part |: Common technical requirements

EN 301 489-17 V1.3.2 (2008-04)

Electromagnetic compatibility and Radio spectrum Matters (ERM); ElectroMagnetic Compatibility (EMC) standard for radio equipment
and services; Part |7: Specific conditions for 2,4 GHz wideband transmission systems , 5 GHz high performance RLAN equipment and
5,8GHz Broadband Data Transmitting Systems.

This device is a 2.4 GHz wideband transmission system (transceiver), intended for use in all EU member states and EFTA countries,
except in France and Italy where restrictive use applies.

In Italy the end-user should apply for a license at the national spectrum authorities in order to obtain authorization to use the device

for setting up outdoor radio links and/or for supplying public access to telecommunications and/or network services.

Download from Www.Somanuals.com. All Manuals Search And Download.




AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router User Manual v

This device may not be used for setting up outdoor radio links in France and in some areas the RF output power may be limited to 10
mW EIRP in the frequency range of 2454 — 2483.5 MHz. For detailed information the end-user should contact the national spectrum

authority in France.
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Preface

Purpose of This Manual

This manual is intended for customers and/or network administrators who are responsible for installing and
maintaining the AT-WR2304N |EEE 802.1 | b/g/n, Small Business Wireless Router.

How This Manual is Organized
This guide contains instructions on how to install AT-VWR2304N IEEE 802.1 | b/g/n, Small Business Wireless

Router.
Chapter | Overview, describes the features, LEDs and ports on the equipment.
Chapter 2 Installation, describes how to install the hardware.
Chapter 3 PC Setting, describes how to prepare a PC for the equipment configuration.
Chapter 4 Network Configuration, describes how to configure the equipment.
Chapter 5 Security, describes wireless network security configuration of the equipment.
Chapter 6 Advanced Setting, describes all setting items of the equipment.
Chapter 7 Troubleshooting, describes what you should do when the equipment does not

operate correctly.

Document Conventions

This guide uses several conventions that you should become familiar with before you begin to install the
product:

&> Note

A note provides additional information. Please go to the Allied Telesis website
http://lwww.alliedtelesis.com for the translated safety statement in your language.

A Woarning

A warning indicates that performing or omitting a specific action may result in bodily injury.

A Caution

A caution indicates that performing or omitting a specific action may result in equipment damage or
loss of data.

PN 613-001217 Rev. A
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Contacting Allied Telesis

This section provides Allied Telesis contact information for technical support as well as sales and corporate
information.

Online Support

You can request technical support online by accessing the Allied Telesis Knowledge Base:
http://wwwe.alliedtelesis.com/kb/. You can use the Knowledge Base to submit questions to our technical
support staff and review answers to previously asked questions.

Email and Telephone Support

For Technical Support via email or telephone, refer to the Support & Services section of the Allied Telesis
web site: http://lwww.alliedtelesis.com/support/.

Warranty

For product registration and warranty conditions please visit Allied Telesis website:
http://www.alliedtelesis.com/support/warranty/

Where to Find Web-based Guides

The installation and user guides for all Allied Telesis products are available in portable document format
(PDF) on our web site at www.alliedtelesis.com. You can view the documents online or download them
onto a local workstation or server.

Returning Products

Products for return or repair must first be assigned a return materials authorization (RMA) number. A
product sent to Allied Telesis without an RMA number will be returned to the sender at the sender’s
expense.

To obtain an RMA number, contact Allied Telesis Technical Support through our web site:
http://wwwe.alliedtelesis.com/support/.

Sales or Corporate Information

You can contact Allied Telesis for sales or corporate information through our web site:
http://www.alliedtelesis.com/. To find the contact information for your country, select Contact Us - >
Worldwide Contacts.

Firmware & Software Updates

New releases of firmware or software for our managed products are available from either of the following
Internet sites:

o Allied Telesis web site: http://lwww.alliedtelesis.com/support/software/

e Allied Telesis FTP server: ftp://ftp.alliedtelesis.com/

If you prefer to download new firmware or software from the Allied Telesis FTP server from your
workstation’s command prompt, you will need FTP client software and you must log in to the server. Enter
“anonymous” for the user name and your email address for the password.

Tell Us What You Think

If you have any comments or suggestions on how we might improve this or other Allied Telesis documents,
please contact us at http://www.alliedtelesis.com.
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Chapter |: Overview

Thank you for purchasing Allied Telesis AT-WR2304N. The AT-WR2304N IEEE 802.11 b/g/n, Small
Business Wireless Router is a wireless communications router for devices on your network. It provides
continuous, high-speed access between your wireless and Ethernet devices. You administer the
AT-WR2304N |EEE 802.11 b/g/n, Small Business Wireless Router using the AT-WR2304N web interface
configuration menu.

Features
The features of the AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router include:

Wireless LAN port offers a theoretical bandwidth of 300 Mbps.
All LAN ports have 10/100Mbps Switching HUB interface

Security support via WPA-PSK, WPA2-PSK, WPA/WPA2-PSK, WPA-EAP, WPA2-EAP,
WPA/WPA2-EAP

VPN pass through includes PPTP, L2TP, and IPSec

Various WAN connect types, including DHCP/Static IP/PPPoE/PPTP
Dynamic DNS supported

Support Router Mode and AP Mode

Support Wireless Distribution System (WDS) and AP Repeater Mode
Support standard Wi-Fi WPS

Support multiple SSID (up to 4)

Top and Back Panels

A WPS button presents on the top panel. The LEDs on the top panel show the power, wireless and
connection status while power, WAN, LAN and antenna connectors are on the back panel together with a
reset button.

I
AV Allied Telesis”

AT-WR2304N

(ORCOR0) [mjajajn
TR

| \j
T Y

—&‘ _ (NI \/jj

WPS Button

|

Power LED - T
Wireless LED —— LAN LEDs
WAN LED

Power Connector Reset

LAN Ports WAN Port

Antenna Connections

Figure |: Top and Back panels
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LEDs

The Power LED on the AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router is described in
Table I.

Table I: Power LED

LED State Description
POWER | Off The router is not receiving power.
On The router is booting or failed to update F/W.

Blinking | The router is operating or updating F/W.

The Wireless/WPS LED is described in Table 2.

Table 2: Wireless/WPS LED

LED State Description

Wireless/WPS | Off Wireless LAN is off.
On Wireless LAN is on.
Blinking Network activity is occurring.
Quick blinking | WPS is working.

The WAN LED is described in Table 3.

Table 3: WAN LED

LED State Description
WAN LED | Off No link is detected.
On A network link to WAN has been made.

Blinking | Network activity is occurring.

The LAN LEDs are described in Table 4.

Table 4: LAN LEDs

LED State Description
LAN LEDs | Off No link is detected.
On A network link to LAN has been made.

Blinking | Network activity is occurring.
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Chapter 2: Installation

Reviewing Safety Precautions

Please review the following safety precautions before you begin to install the AT-WR2304N IEEE 802.1 |
b/g/n, Small Business Wireless Router.

JAN

A\

Warning

To prevent electric shock, do not remove the cover. No user-serviceable parts inside. This unit
contains hazardous voltages and should only be opened by a trained and qualified technician. To
avoid the possibility of electric shock, disconnect electric power to the product before connecting
or disconnecting the LAN cables.

Woarning
Do not work on equipment or cables during periods of lightning activity.

Woarning
Power cord is used as a disconnection device. To de-energize equipment, disconnect the power
cord.

Pluggable Equipment. The socket outlet shall be installed near the equipment and shall be easily
accessible.

Warning
Operating Temperature. This product is designed for a maximum ambient temperature of 40°
degrees C.

All Countries: Install product in accordance with local and National Electrical Codes.

Caution
Do not install in direct sunlight, or a damp or dusty place.

Installation Guidelines

Allied Telesis recommends that you have an Allied Telesis-certified RF specialist conduct a site survey to
determine the ideal locations for all your Allied Telesis wireless network devices. To conduct a proper site
survey, you need to have proper equipment and training.

The following general practices should be followed in any installation:

e Locate routers centrally within areas requiring coverage.

e  Overlap router radio coverage areas to avoid shadow areas.

e Position the router so that its LEDs are visible. The LEDs are useful for troubleshooting.

e Install wired LAN cabling within node limit and cable length limitations.

e Use an uninterruptible power supply (UPS) when AC power is not reliable.

Proper antenna placement can help improve range. For information about antenna options, contact your
local Allied Telesis representative.

When determining ideal locations for the routers, be aware that you may see network performance
degradation from microwave ovens, cordless telephones, and other routers. For more information, see the
next sections.
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Microwave Ovens

Microwave ovens operate in the same frequency band as 802.1 Ig and 802.1 Ib radios; therefore, if you use
a microwave oven within range of your wireless network, you may notice network performance
degradation. Both your microwave oven and your wireless network will continue to function, but you may
want to consider relocating your microwave oven out of range of your router and wireless clients.

Cordless Telephones

IEEE 802.1 | bg radio may experience interference from some cordless telephones. For optimal performance,
consider operating cordless telephones out of range of your routers.

Other IEEE 802.1 Ib devices

IEEE 802.1 Ib devices that are configured for the same frequency and that are in the same radio coverage
area may interfere with each other and decrease throughput. You can reduce the chance of interference by
configuring routers at least five channels apart, such as channels 1, 6, and | I.
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Unpacking the Wireless Router

To unpack the AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router, perform the following
procedure:
I.  Remove all components from the shipping package.

o Note: Store the packing material in a safe location. You must use the original shipping material
if you need to return the unit to Allied Telesis.

2. Place the router on a secure, level surface.
3. Ensure that the following hardware components are included in your router package. If any item
is missing or damaged, contact your Allied Telesis sales representative for assistance.

Package Contents

e One AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router
e Two antennas

e One AC adapter

e One RJ-45 cable

e Two rubber feet

e  One installation guide

Antennas Installation

To install the antennas, perform the following procedure:

. Remove the antennas from their package.
2. Locate the antenna connectors in the back of the AT-WR2304N IEEE 802.11 b/g/n, Small
Business Wireless Router, as shown in Figure 2.

Figure 2: Location of the Antenna Connectors

3. Screw antennas to antenna connectors, as shown in Figure 3.

Figure 3: Connecting Antennas
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You can try repositioning antennas until you get the best signal strength.

Using the Wireless Router on a Desktop

You can place the AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router on a desktop or other
flat surface.

To place the AT-WR2304N |EEE 802.11 b/g/n, Small Business Wireless Router on a desktop, perform the
following procedure:

I. Turn the router over so that the top is resting on a flat surface.

2. Attach the two rubber feet to the bottom of the router as shown in Figure 4.

Figure 4: Attaching the Rubber Feet

3. Turn the router over and place it on a flat, secure surface such as a desk or table, leaving ample
space around the unit for ventilation.

Connecting the Wireless Router to the LAN

To connect the AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router to the LAN, perform the
following procedure:

Note: For the first configuration, the AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless
Router needs to connect to a computer with a RJ-45 cable.

&

I. Locate the RJ-45 cable in the box.

2. Connect one end of the cable to a computer’s Ethernet card. You will use this computer for the
first configuration.

3. Connect the other end of the cable to one of the LAN ports on the back of the router, as shown
in Figure 5.
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Figure 5: Attaching the LAN Cable

Connecting the Wireless Router to the WAN

To connect the AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router to the WAN, perform the
following procedure:
I. Locate another RJ45 cable, which usually is with modem.
2. Connect one end of the cable to a modem or an existing network.
3. Connect the other end of the cable to WAN port on the back of the router, as shown in
Figure 6.

Figure 6: Attaching the WAN Cable

Powering On the Router

To power on the router, perform the following procedure:

& Woarning: Do not work on equipment or cables during periods of lightning activity.

& Warning: Power adapter is used as a disconnection device. To de-energize equipment,
disconnect the power adapter.

I. Plug the power adapter on the back panel, as shown in Figure 7, and plug the power adapter into
a wall outlet.
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Figure 7: Connecting the Power Adapter
2. Verify that the Power LED is orange. If the LED is off, refer to Chapter 7: Troubleshooting.

The router is now powered on and ready for the first configuration.
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Chapter 3: PC Setting

TCP/IP Configuration

For the first configuration, please configure you PC. The following steps and screen shots maybe dissimilar
in different operating systems. This manual mainly takes Microsoft Windows Vista/XP as examples.

<Windows Vista >
I. Click on “Start” = “Control Panel”.

Control Panel
Default Programs

Help and Support

All Programs

T T — T = —

-

Figure 8: Windows Start Menu

2. In “Control Panel”, double click on “Network and Sharing Center”. Click on “View Status”
under “Local Area Network”.

Network and|JEEPsne > Newrksnd Shaing Gt oW seor -

Sharing -
Center Network and Sharing Center

B Sharing and Discovery

DEOOE

Figure 9: Windows Vista Network and Sharing Center

3. Click on “Properties”.

- —— "
T LocalArza connectionStares TR ﬂ]
i |
|
General |
|
|
Connection |
1Py Connectivity: Local |
1Py Connectivity: Local
Mexia State: Enabled
Duration: n0:52:09
Speed: 100.0 Mbps
Details
(]
|
Activity
-~ |
Sent & —  Received
SRR [
L4
Bytes: 33619 | 43289
|
([ @rperies ) [JBoizste ) [ mogrese ) (
|
[
Close |

Figure 10: Windows Vista Local Area Connection Status

4. In “Networking” tab, select “Internet Protocol 4(TCP/IPv4)” and then click on “Properties”.
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[ Wireless Network Connection Properties ===
Networking | Sharing |

Connect using

& Atheros ARS007EG Wireless Network Adapter

This connection uses the following tems:
¥/ JE} 0 Packet Scheduler

[¥] = File and Printer Sharing for Micmosoft Networks
§v - Intemet Protocol Version 4 (TCPAPv4) '

Driver
Wl -« Link-Layer Topolagy Discovery Respos

ex

g Nawwr
[

)
Instal T

Propeties
Descrption

Hlows your compuier to access resources on a Micrascft
network.

[ ok ][ Cancel

Figure | 1: Windows Vista Local Area Connection Properties
5.

In “General” tab, select both “Obtain an IP address automatically” and “Obtain DNS server
address automatically”, and then click on “Advanced...”.

Internet Protocol Version 4 (TCP/IPyd) Properties

Co s
General [ Atemate Configuraton|

You can get IP settngs assigned automaticaly if your network supports
this capabilty. Ot

need to ask your network admiistrator
for the appropriate IP settings.

‘ @ Obtain an 1P address automatically ’

' @ Obtain DNS server adcress automatically ’
e e TOloIG DG Server saaresses

=)

=

Figure 12: Windows Vista TCP/IP properties
6.

In “DNS” tab, uncheck “Register this connection’s addresses in DNS” box, and then click on
“OK))'

CEEET e

[P settings | o5 [wims

DNS server addresses, n order of use:

add E Re

“The folowing three settings are applied to al connections with TCP/IP
abled. For resolution of unqualfied n

(® Append primary and comnection specific DN suffixes
7] Append parent suffxes of the prinary DIS suffix
Append these DS suffxes (n order):

==

Figure 13: Windows Vista advanced TCP/IP Settings
7. Click “OK?” to close all of the windows.

<Windows XP/2000 >
l.

In “Control Panel”, double click on “Network Connections” to open it.

e

=}

- Netwark
Connections.
2.

Right click on “Local Area Connection” and select “Properties”.
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LAN or High-Speed Internet

Disable
Status
Repair

Bridge Connections

Create shortcut

Rename

Figure 14: Windows XP/2000 Local Area Connection

3. In “General” tab, select “Internet Protocol (TCP/IP)” and then click on “Properties”.

~L Local Area Connection Properties E

“Generd | Authentication | Advanced

Connect using
B9 3Com EtherLink XL 10,100 PCI TX NIC (3C3058-TX)
This connection uses the following items:

] 158 Client for Microsoft Networks
1 JBlFile and Printer Sharing for Mictosoft Networks

Descriplion

Transmission Contiol Protocolintemet Protocol. The default
wide area network protoco tha provides communication
acioss diverse interconnected networks.

[ Show icon in notification area when connected

\

Figure 15: Local Area Connection Properties

4. In “General” tab, select both “Obtain an IP address automatically” and “Obtain DNS server
address automatically”, and then click on “Advanced...”.

Internet Protocol (TCP/IP) Properties

General | Alemate Configuiation

You can get IP setings assigned automaticaly if your network supparls
this capabilty. Otherwise, you need o ask your network administiator for |
the sppropriate IP settings

|
I ‘ @ Obtain an P address automaiicaly ' |
: ) Use the folowing Tess:
| m p

(@) Obtain DNS server address automatically |
‘ 75 e Tolowng DG servefaoaestes

Preferred DNS server: |

|| Akemate DNS server

—> )
Co

Figure 16: Internet Protocol (TCP/IP) Properties

5. In “DNS” tab, uncheck “Register this connection’s addresses in DNS” box, and then click on
“«OK”.

Advanced TCP/IP Settings B[]

| General| DNS | WiNS

DNS server addresses. in order of use:

‘ Add

- |

=

| The folawingthee setings ae applied 1o 3l canrecions with TCRAP
enabled. For tesclucn of unqualfed names

@ Append piimary and connection speiic DNS sffikes
4ppend parent sulfies of the primaty DNS sulfx
© Append these DNS sufises in order)

| b

[ Register this connection’s addiessesin DNS

Figure 17: Advanced TCP/IP Settings

6. Click “OK” to close all of the windows.
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<Mac OS 10.5/10.6 >

I.  In Macintosh category, go to “System Configuration”.

2. Open “Network” configuration. If there is no “Network” configuration, select “Show all”.

3. In “Network” window, select “Built-in Ethernet” in “Show”, and then go to “TCP/IP”, select
“Using DHCP” in “Configure 1Pv4”.

e6o Network

[« = ["showan | Q

Location: | Automatic w#]
Show: [ Built-in Ethernet )

[CTCP/IP| PPPoE  AppleTalk  Proxies Ethernet

contigure ipva:( Using DHCP )

1P Address: 192.168.3.1 ( Renew DHCP Lease )

Subnet Mask: 255.255.255.0 DHCP Client ID:

0f required)
Router.

DN Servers: (Optional)

Search Domains: (©ptional)
1PV6 Address: fe80:0000:0000:0000:020d:93ff-fed2:94d2

(Configure v6.) @

)
1" cick the tock o prevent further changes Chssistme) (ChppivNow)

Figure 18: Mac OS Network

4. Click on “Apply Now”.

Browser Configuration

The following operation is for Windows Vista/XP users. If you are using Windows 2000/98/Me, you can skip
this session.
I.  Open Internet Explorer from program list.

72
€
2. Select “Tools” 2 “Internet Options”.

a TIMS Home Page - Microsoft Internet Explorer -8 & ~ [ Page ( o) v)
Fle Edt View Favorite{ | Tools |Help

Delete Browsing History...
&Back v = v @ [ el and News * o Bodke N
— x| - op-up Blocker
Adiress [ htp: /fwww.dtf.w: >V:d:°”ze'c'j : Phishing Fiter ’
—’ i) % Manage Add-ons 4

Wnow Related Links Work Offine

‘Windows Update
Full Screen Fi1
Menu Bar
Toolbars >

Windows Messenger
Diagnose Connection Problems. Y

( Internet Options

Figure 19: IE Tool bar

3. In “Connections” tab, check “Never dial a connection”, and then click on “LAN Settings...”.
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Internet Options -a

| General | Security | Privacy Eonbanti Cornections Programs | Advanced |

@, Tosetup an Internet connection, click
=] setup,

ni

55 TEH (Defaul]

|
Chaose Settings if you need to configure a proxy
server fo jor
(&) Never dial a connection

() Dial whenever a netfyark connection is not present
O &lwayps dial my defadlt connection

ip and Virtual Private Network settings

Local Area Network [L&

LAN Settings do not app
Choose Settings above For di

] seltings

Figure 20: IE Internet Options

4. Uncheck those three boxes, and then click on “OK”.

Local Area Network (LAN) Settings 2%

Automatic configuration

Automatic configuration may override manual settings. To ensure the
angf manual settings, disable automatic configuration.

] afitomaticaly detect settings
[[]uke automatic configuration script
Proucd server

[T]0fe 2 rosy server for your LAN (These, settings wil not apply to
difl-up or YPN connections).

‘Bddress: | Port: |

[]Bypass praxy server for local addresses

Cancel

Figure 21: IE LAN Settings

5. Click on “OK” to close all of the windows.
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Chapter 4: Network Configuration

First Configuration

Before using the equipment correctly, you must process first configuration. Please perform the following
procedure:

A Note: For firewall and anti-virus programs might interrupt the configuration, we suggest turning
those programs off temporarily until the end of the first configuration.

I.  Open a browser (e.g. Internet Explorer) and enter IP address 192.168.1.1.
2. You are prompted for a username and password. The default user name is “manager” and the
default password is “friend”, as shown in Figure 22. Then click on OK.

Wincows Security @
The server 192168.1.1 at Default: manzger/fiiend requires a uszmarre and
passwaord.

‘Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authenticztion without a secure
connection).

| manager |

[7] Remember my credentizls

Cancel

Figure 22: Login Dialog Box

3. Click on “Wizard” on the left side, as shown in Figure 23.

AP Router Mode [~]

AVE Allied Telesis |

Status LAN DHCP sd.ednle] Log Monitor | Langquage

AT-WR2304N
You can use the Status page to monitor the connection status for the WAN/LAN interfaces,
firmware and hardware version numbers, any illegal attempts to access your network and
information on all DHCP client PCs currently connected to your network.

System
System

izard Model ~ Wireless 11n Router
Mode AP Router
Internet Uptime 2 hours 11 min 57 sec

Current Date/Time  2009/01/01 02:12:02

Wireless
Hardware version  1.0.0
Firewall Serial Number 088227339
Kernel version  1.0.0
Advanced Application version  1.0.0
Tools WAN Settings

Attain IP Protocol  Dynamic IP Address
P address  —
Subnet Mask  —

] ,,_\_—/——_‘—f——w.,,_

Figure 23: Setting Page

4. The step-to-step wizard will guide you to process the first configuration. Please choose the
operation mode you want to use and then click on “Next”. This guild takes “AP Router Mode”
as an example.

Download from Www.Somanuals.com. All Manuals Search And Download.



AT-WR2304N IEEE 802.1 1 b/g/n, Small Business Wireless Router User Manual 17

Please choose the Operation Mode.

AP Router is the most common Wireless LAN
device with which you will work as a Wireless
LAM administrator and Internet Access Point.
AP Router provides clients with a point of
access into the Internet.

©) AP Repeater Mode: AP Repeater Mode provides a wireless

- upstream link into a network instead of being
hard-wired to the network and using its
Ethernet port.

Figure 24: Wizard

5. Depends on the Internet type you chose, you might be prompted for more information which is
provided by you ISP.

a. Static IP Address: If you are using static IP Internet service, please select this item.

Please, enter the data which is supplied by your ISP.

Login Method: Static IP Address | = |

primary DS : ]
Secondary DNS (Optional) : l:l

Mext

Figure 25: Wizard > Static IP

& Login Method: Select “Static IP Address”.

& IP address: Input the parameter provided by your ISP.

®  Subnet Mask: Input the parameter provided by your ISP.

&  Default Gateway: Input the parameter provided by your ISP.

&  Primary DNS: Input the parameter provided by your ISP.

&  Secondary DNS: You can optionally input secondary DNS here.

b. Dynamic IP Address: If you are using Internet provided by CATV company, or community
broadband service, please select this item. For the complex factors, the connection might get
failure. Please refer to your ISP for solution when encountering problem.

Please, enter the data which is supplied by your 15P.

Login Method: ﬂ
Hostname - .

Next
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Figure 26: Wizard > Dynamic IP Address

@  Login Method: Select “Dynamic IP Address”.
Hostname: If your ISP does not specify this parameter, keep default value.
& Mac: Click on “Clone MAC Address” to get MAC address from PC.

c. PPP over Ethernet: If you are using Internet service with a username and a password, please
select this item.

Setup Wizard

Please, enter the data which is supplied by your ISP.

Login Method: PPP over Ethemet E|
Username :

Password :

Service :

MTU : 1492 (512<=MTU Value <=1492)

Figure 27: Wizard > PPP over Ethernet

Login Method: Select “PPP over Ethernet”.

Username: Input the parameter provided by your ISP.

Password: Input the parameter provided by your ISP.

Service: You can optionally input service name here.

MTU: Maximum transmission unit. It is recommended keeping default value.

999 8§ 9

d. PPTP: If you are using PPTP Internet service, please select this item.

Setup Wizard

Please, enter the data which is supplied by your ISP.

Login Method: PPTP E

WAN Interface Settings :

WAN Interface Type : Dynamic IP Address E

Hostname :

MAC Address : 000000000000 Clone Mac
PPTP Settings :

Login :

Password :

Service IP address :

Connection ID : 0 (Optional)

MTU : 1400 (512<=MTU Value<=1492)

Next

Figure 28: Wizard > PPTP

@ Login Method: Select “PPTP”.

WAN Interface Type: Choose your IP address type according to your situation.
Static IP Address: If you choose “Static IP Address”, you need to provide IP address, subnet
mask, and gateway IP address.
Dynamic IP Address: If you choose “Dynamic IP Address”, please input hostname provided
by your ISP. You can click on “Clone MAC” to get MAC address from PC.

Login: Input the parameter provided by your ISP.

Password: Input the parameter provided by your ISP.

Service IP address: Input the parameter provided by your ISP.

Connection ID: You can optionally input connection ID here.

MTU: Maximum transmission unit. It is recommended keeping default value.

99998

6. To choose a security level for your Wi-Fi connection, click on the bar above, as shown in Figure
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29. AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router will automatically offer a
SSID and a key, which are necessary when you perform a wireless connection. You can change
both as you need. Then click on “Next”.

Please choose the security level in the security bar

Lowest NN I N IO N i

Encryption method: WPBAZ PSE

Zuthentication Type: AES

Please input S55ID in the following box.

Please input 8 ~ &3 ascii characters or 64
hexadecimal characters in the following key box.

SSID : allied

Key : 1234567830

Figure 29: Security Level

& SSID: SSID is a name of wireless network for your identification. The default value is “allied”.
&  Key: Input 8~63 ascii characters (from 0~9, a~z) or 64 hexadecimal characters (from 0~9, a~f).

7. When the message “Setup successfully” shows up, click on “Reboot” to apply the settings.

System Configuration:
Operation Mode : AP Router

'WAN Configuration:
Connection Type : Dynamic IP Address

WLAN Configuration :

SSID : allied
Security : WPAZ pre-shared key
WLAN Key : 1234567890

WLAN Router setup successfully. Please click reboot button to reboot system.

Reboot
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Chapter 5: Security

Security setting is the first thing you need to do after you build up a wireless network. To protect your
network from unlawful use, please perform the following procedure.

WEP

WEP encryption is compatible with most wireless devices. If you are not sure which encryption standard is
suitable for all devices, please use WEP.
I. Go to “Wireless” = “Security”.

AP Router Modo [=]
AV Allied Telesis
AT-WR2304N
This page allows you setup the wireless secuity, Tum on WEP or WPA by using Encryption Keys
could prevent any unautharized 3ccess to your wirebess network.
System SSID Selection : ATISC060 =
Broadcast S5I0 : Enatle =
Wizard d
WHM Enabie =
IR Encryption : Disable -l
Wireless Enable 802.1x Authentication
- Apply | | Cancel
Firewall

Figure 30: Wireless > Secutity

2. Configure the parameter.

@  SSID Selection: If you enable more than one SSID, select here to configure.
&  Broadcast SSID: Enable or disable SSID broadcast. The default value is “Enable”.
&  WMM.: Enable or disable WMM function. The default value is “Enable”.
&  Encryption: Select “WEP”.
Brevont ot Unautharised accees 16 your wirloss network. o1 WP BY using Encryption Keys could

SSID Selection : allied

Broadcast SSID : Enable -

WMM : Enable -

Encryption : WEP -

Authentication type : @ Open System () Shared Key () Auto

Key Length : 64-bit -

Key type : ASCIl (5 characters) -

Default key : Key1

Encryption Key 1 : i

Encryption Key 2 : i

Encryption Key 3 :

Encryption Key 4 : i

[[] Enable 802.1x Authentication

Figure 31: WEP Encryption

@ Authentication type: It is recommended choosing “Auto”.
& Key Length: Select authentication key length here.
&  Key Type: Select authentication key type here.
&  Default Key: Select an encryption key as the default key.
.

Encryption Key: Input your encryption key according to the length and format you select.
64-bits:
ASCII (5 characters): Pick from 0~9, a~z, and input 5 characters as the key.
Hex(10 characters): Pick from 0~9, a~f, and input |10 characters as the key.
128-bits:
ASCII (13 characters): Pick from 0~9, a~z, and input |3 characters as the key.
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Hex(26 characters): Pick from 0~9, a~f, and input 26 characters as the key.
&  Enable 802.1x Authentication: 802.1x Authentication works with RADIUS server. In this
example, please uncheck this box.
3. Click on “Apply” to save the settings.

A Note: To make connection successful, You must configure the wireless adapter the same
setting with the wireless router.

WPA Pre-shared Key

WPA strengthens network security by means of key derivation function, which is more secure then WEP.
Please make sure that the wireless adapter is compatible with this encryption.
I. Go to “Wireless” - “Security”.

This page allows you setup the wireless security. Turn on WEP ar WPA by using Encryption Keys could prevent
any unauthorized access to your wireless network.

SSID Selection : allied

Broadcast SSID : Enable -

WMM : Enable ~

Encryption : WPA pre-shared key -

WPA type : WPA(TKIP) @ WPA2(AES) WPAZ2 Mixed
Pre-shared Key type : Passphrase -

Pre-shared Key :

‘ Apply ‘ ‘ Cancel

Figure 32: WPA Pre-shared Key Encryption

2. Configure the parameter.
&  SSID Selection: If you enable more than one SSID, select here to configure.
&  Broadcast SSID: Enable or disable SSID broadcast. The default value is “Enable”.
&  WMM: Enable or disable WMM function. The default value is “Enable”.
&  Encryption: Select “WPA pre-shared key”.
&  WPA Type:
WPA (TKIP): WPA is the first generation of WPA encryption technology. Select it if your
wireless adapter does not support the latest standard.
WPA2 (AES): WPA2 use more rigorous encryption then WPA. Please make sure that the
wireless adapter is compatible with the encryption standard, or please select “VWPA2 Mixed”.
WPAZ2 Mixed: The equipment detects connected wireless adapter and automatically switch
between WPA and WPAX. It is recommended using this setting.
&  Pre-shared Key Type:
Passphrase: 8~63 character key.
Hex(64 characters): 64 character key.
& Pre-shared Key: Input your encryption key according to the pre-shared key type you select.
3. Click on “Apply” to save the settings.

A Note: To make connection successful, You must configure the wireless adapter the same
setting with the wireless router.

WPA RADIUS

WPA RADIUS is usually implemented in enterprise environment. Before perform this setting, please make
sure you have a RADIUS server ready.
I. Go to “Wireless” - “Security”.
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This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent
any unauthorized access to your wireless network.

SSID Selection : allied -

Broadcast SSID : Enable -

WMM : Enable ~

Encryption : WPA RADIUS -

WPA type : WPA(TKIP) @ WPAZ2(AES) WPA2 Mixed

RADIUS Server IP |
address :

RADIUS Server port : 1812

RADIUS Server password :

| cancel

Figure 33: WPA RADUS Encryption

2. Configure the parameter.
SSID Selection: If you enable more than one SSID, select here to configure.
Broadcast SSID: Enable or disable SSID broadcast. The default value is “Enable”.
WMM: Enable or disable WMM function. The default value is “Enable”.
Encryption: Select “WPA RADIUS”.
WPA Type:
WPA (TKIP): WPA is the first generation of WPA encryption technology. Select it if your
wireless adapter does not support the latest standard.
WPA2 (AES): WPA2 use more rigorous encryption then WPA. Please make sure that the
wireless adapter is compatible with the encryption, or please select “WPA2 Mixed”.
WPAZ2 Mixed: The equipment detects connected wireless adapter and automatically switch
between WPA and WPAX. It is recommended using this setting.
RADIUS Server IP Address: Please contact your IT administrator for the value.
RADIUS Server Port: Please contact your IT administrator for the value.
RADIUS Server Password: Please contact your IT administrator for the value.
3. Click on “Apply” to save the settings.

Note: To make connection successful, You must configure the wireless adapter the same
setting with the wireless router.
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Chapter 6: Advanced Setting

System

This page shows system status, LAN settings, DHCP, log and statistics. Please access by clicking on “System”
on the left side.

Status
This page displays information about firmware version, WAN/LAN/WLAN settings.

AP Router Made [~

AVE Allied Telesis e et e s eommana e S
AT-WR2304N
You can use the Status page to monitor the connaction status for the WAN/LAN interfaces,
firmware and hardware version numbers, any illgal attempts to access your network and
information on all DHCP dient PCs currently connected to your netwark,
System L
System F
Wizard Model  Wireless 11n Router
Mode AP Router
Internet Uptime 2 hours 11 min 57 sec
) Current Datg/Time  2009/01/01 02:12:02
Wireless
Hardware version  1.0.0
Firewall Serial Number 08B227339
Kernel version  1.0.0
Advanced Application version  1.0.0
WAN Settings
Tools

Attain IP Protocel  Dynamic IP Address
1P address
Subnet Mask -

_,__\\_\———______._———r‘—”-w-w.,

Figure 34: System > Status

LAN

In this page, you can perform LAN settings, such as virtual IP, subnet mask, DHCP server, etc.

AP Router Mode [=]

AVE Allied Telesis
AT-WR2304N
You can enable the Broadband routers DHCP server to dynamecally allocate IP Addresses to your LAN
client PCs. The broadband reuter must have an [P Address for the Local Area Network,
System LAN TP
1P addrass : 152 168.1 1
Wizard 1P Subnet Mask : 255255 255.0
802.1d Spanning Tree :  Dxsabled [=]
Internet
DHCP Server
Wirel
oiecs DHCP Server : Enabled []
Firewall Lease time Foreer =
rews Start 1P : 152 168.1.100
End IP 152 168.1.200
Advanced Domain name : ATWRZIDIN
Tools Apgly || Cancel

Figure 35: System LAN

& |P address: LAN IP of this equipment. Do not change it unless special need.

& IP Subnet Mask: The default value is “255.255.255.0”.

&  802.1d Spanning Tree: Spanning Tree Protocol (STP) is a standard mechanism to maintain
network bridge and switch. When conflict occurs, it coordinates network bridges and switches.
The default value is “Disabled”.

&  DHCP Server: When “Enabled” is selected, the equipment sends IP address as a DHCP server.
When “Disabled” is selected, you have to manually assign IP and subnet mask. The default value is
“Enabled”.
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&  Lease time: You can set lease time here. Client PC has to request an IP again after a certain
portion of the lease time has expired.

Start IP: You can limit the IP range here. This parameter works in DHCP “Enabled”.

End IP: You can limit the IP range here. This parameter works in DHCP “Enabled”.
Domain name: In usual situation, please keep the default value.

9 9 9

DHCP

This page shows information about PC connecting to AT-VWR2304N IEEE 802.11 b/g/n, Small Business
Wireless Router.

AP Router Mode | =
S i : = s
AVE Alied Telesis TR
AT-WR2304N

DHEP Client Table

This DHCP Client Table shaws dient 19 address assigned by the DHCP Server
System

- 1P address MAC address Expiration Tirme
; 192.168.1.100 00:16:04:BE:00:5E Forever
Wizard
Refresh

Internet

You can assign an 1P address to the speaific MAC address
Wireless Enable Static DHCP 1P

1P address MAC address
Firawall
Add Reset

Advanced

Current Static DHCP Table :
Tools NO. 1P address MAC address Select

Reset Apply || Cancel

Figure 36: System > DHCP

& Enable Static DHCP IP: This function helps you to identify specific client by its MAC address.
Check the box to enable this function. Input IP address and MAC address, and then click on “Add”
to add a static DHCP IP.

& Current Static DHCP Table: All static IP information is listed here.

Current Static DHCP Table :
NO. IP address MAC address Select
1 192.168.1.15 000FEA40BIAD al
2 192.168.1.16 00:0FEB42B5:A2 al
[ Delete Selected ] I Delete All ] [ Reset ]

Figure 37: System > Current Static DHCP Table

e Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on

“Delete All” to remove all rules.

Schedule

AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router provides schedule function by which you
can administrate firewall and power-saving operation.
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AP Router Mode [=]
AVE Alied Telesis I AT T

¥ou can use the Schedule page to Start/Stop the Services regularly. The Schedule will start to run,
when it get GMT Time from Time Server. Please set up the Time Server comectly in Toolbox. The
services will start at the time in the following Schedule Table or it will stop,

System
Enabled Schedule Table (up to 8)
Wizard NO. Description Service Schadule Select
Add Eda
Internet Appty | | Cancel
Wireless

Figure 38: System > Schedule

&  Enable Schedule Table: Check the box to enable this function. To add a schedule, perform the

following procedure.
I.  Click on “Add”.
2. Configure the following parameter-.

You can use the Schedule page to Start/Stop the Services regularly. The services will start at the time in the following Schedule
Table or it will stop.

Schedule Description : [schedule 03
Service : [ Firewatt [] Power Saving
Days : O Bvery Dy
) [ Mon [ Tue [0 Wed [ Thw [ Fri [ sat [ Sun

. ] All Day (use 24-hour clock)
Time of day : Limm i g
From 0 0 |To[0 ¢

Figure 39: System > Schedule Settings

& Schedule Description: Give the scheduled task a name to identify.
&  Service: Check the service you want to schedule.
& Days: Check the weekday you want to schedule.

& Time of Day: Input the starting and the ending time.
3. Click on “Apply” to add the rule. All schedule rules are listed in the table.

You can use the Schedule page to Stari/Stop the Services regularly. The Schedule will start to run, when it get GMT Time from
Time Server. Please set up the Time Server correctly in Toolbox. The services will start at the time in the following Schedule

Table or it will stop.

Enabled Schedule Table (up to 8)

NO. Description Service Schedule Select
1 schedule 01 Firewall All Time—Mon, Tue I~ |
2 schedule 02 Power Saving From 00:00 to 15:00—Wed, Thu a
3 schedule 03 Furewall Al Tﬁne—M°§‘;Z§;W5d* Ll Fa S

[ Delete Selected | [ Delete Al

Figure 40: Schedule Table

Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

Log
System log is displayed in this page.
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AP Router Mode [=]

AVE Aliied Telesis

AT-WR2304N

View the system operation mformatson.
System
Wizard
Internet

Wireless

Firewall

Advanced

Tools

Figure 41: System > Log

@ Save: Click on “Save” to save the log as a text file.
®  Clear: Click on “Clear” to remove all log information.

Monitor

This page shows real-time bandwidth information, including WAN and wireless LAN.

AP Router Mode [=]

AVE Allied Telesis

AT-WR2304N
You can monitor the bandwsdth in different interface. This page will refresh in every five seconds.

Bandwidth Monitor (WLAN)

Systeam
L
7
Wizard Bandwidth Monitar (WAN) ‘ pree
s,
Internet it [ . “.51‘1'"5
CHE R : 0.00KB
Wireless Seconds B
P
Firewall ey i
Seconds
Advanced
Tools

_____J e 8

Figure 42: System > Monitor

Language

This page shows available system language.

AP Router Mode [=]

AV Allied Telesis T

AT-WR2304N
You can select other language i this page.

System Multiple Language : Cnosas yow weguge =

Wizard

Internet

Figure 43: System > Language

Wizard

Please refer to Chapter 4: Network Configuration for Wizard configuration.
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Internet

This page provides internet settings. Please set configuration according to your Internet type. If necessary,
ask your ISP for assistance. Please access by clicking on “internet” on the left side.

Status

This page shows current Internet status. Click on “Renew” to reload the page.

AP Router Mode [
AL Allied Telesis gy
AT-wR23°4N View the current internet connection status and related mformation.
Syste WAN Settings
Artain [P Protocol  Dynamac [P Address
Wizard 1P address
Subnet Mask
Internet Dafault Gateway
MAC address  00:02:6F:54:00:07
Wireless Primary DNS
Renew
Firewall
Advanced

Figure 44: Internet > Status

Dynamic IP

If you are using Internet provided by CATV company, or community broadband service, please configure
this page. For the complex factors, the connection might get failure. Please refer to your ISP for solution
when encountering problem.

AP Router Mode [=]

AVE Allied Telesis

AT-WR2304N
Vou can select the type of the account you have with your 159 provider,
Hostrame :
System
MAC address : 000000000000 Clone MAC
Wizard

Apply || Cancel

Internet

Figure 45: Internet > Dynamic IP

&  Hostname: If your ISP does not specify this parameter, keep default value.
®  MAC address: Click on “Clone MAC” to get MAC address from PC.
Click on “Apply” after configuration.

.
Static IP
If you are using static IP Internet service, please configure this page.
AP Router Mode [=]
AL Allied Telesis ey
BN You can select the type of the account you have with your 15P provider.
System 1P address:
Wizard 1P Subnet Mask :
Default Gateway :
Internet Primary DMS :
Secundary DNS :
Meed Apply | | Cancel
Firewall
Advanced

Figure 46: Internet > Static IP

& IP address: Input the parameter provided by your ISP.
& |P Subnet Mask: Input the parameter provided by your ISP.
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&  Default Gateway: Input the parameter provided by your ISP.

@ Primary DNS: Input the parameter provided by your ISP.

&  Secondary DNS: You can optionally input secondary DNS here.
Click on “Apply” after configuration.

PPPoE

If you are using Internet service with a username and a password, please configure this page.

AP Router Mode [=]

AVE Aliied Telesis

AT-WR2304N )
You can select the type of the account you have with your ISP provider.
in:

System Logs,

Password :
Wizard Service Name

MTU R (512<=MTU Value <=1492)
Intarnat r——

Authentication type : Auto |
Wireless Type : Keep Connection -

Tdle Timeout : 0 (1-1000 Mirtes }
Firewall Apply || Cancel

Advanced

Figure 47: Internet > PPPoE

Login: Input the username provided by your ISP.
Password: Input the parameter provided by your ISP.
Service Name: You can optionally input service name here.
MTU: Maximum transmission unit. It is recommended keeping default value.
Authentication type: Choose the authentication type of ISP here. It is recommended selecting
“Auto”.
Type:
Keep Connection: When “Keep Connection” is selected, the equipment will always be on
line. It is recommended selecting “Keep Connection”.
Automatic Connection: When “Automatic Connection” is selected, the equipment
connects when accessing to the Internet.
Manual Connection: When “Manual Connection” is selected, you need to manually connect
the equipment to the Internet.
& ldle Timeout: You can set maximum idle time here. The equipment disconnects if there is no
activity in a period of time.
Click on “Apply” after configuration.

999 8§ 9

q

PPTP

If you are using PPTP Internet service, please configure this page.

AP Router Mode [=]

AL Allied Telesis

AT-WR2304N »
You can select the type of the account you have with your ISP provider
System WAN Interface Settings :
WAN Interface Type © Dynamic IP Addrss = |
Wizard Hostname :
MAC address : 000000000000 Clone MAC
Internet
PPTP Settings :
Wireless Login :
Password :
Firewall
Service IP address :
Advanced Connection 1D : ] {Opuanal)
MTU : 1400 {512<=MTU Value <=1492)
Tools Type : Keep Connection =
Idle Timeout © 10 (1-1000 Minutes )

e am—

Figure 48: Internet > PPTP
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&

WAN Interface Type: Choose your IP address type according to your situation. If you choose
“Static IP Address”, you need to provide IP address, subnet mask, and gateway IP address.
Address”. If you choose “Dynamic IP Address”, please input hostname provided by your ISP. You
can click on “Clone MAC” to get MAC address from PC.
Hostname: Input the parameter provided by your ISP.
MAC Address: Click on “Clone MAC” to get MAC address from PC.
PPTP Settings: Input the parameter provided by your ISP.
Login: Input the parameter provided by your ISP.
Password: Input the parameter provided by your ISP.
Service IP address: Input the parameter provided by your ISP.
Connection ID: You can optionally input connection ID here.
MTU: Maximum transmission unit. It is recommended keeping default value.
Type:
Keep Connection: When “Keep Connection” is selected, the equipment will always be on
line. It is recommended selecting “Keep Connection”
Automatic Connection: When “Automatic Connection” is selected, the equipment
connects when accessing to the Internet.
Manual Connection: When “Manual Connection” is selected, you need to manually connect
the equipment to the Internet.
Idle Timeout: You can set maximum idle time here. The equipment disconnects if there is no
activity in a period of time.

Click on “Apply” after configuration.

Wi ireless

This page shows wireless LAN settings of AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router,
including SSID, security, access control and WPS. Please access by clicking on “Wireless” on the left side.

Basic

&
(=ad
&

AP Router Mode [=]
AVZ Allied Telesis I T T
AT-WR2304N This page allows you to define SSID, and Channel for the wireless connection. These parameters are
used for the wireless stations to connect to the Access Point.
System Radio : @ Enable ) Disable
Wizard Mode : e [=
Band : 2.4 GHz (B+GoN) [=]
Intern
ntemet Enable SSID#: 1=
Wireless SSI01 : ATIS4CO80
Auto Channel : Enable @ Disable
Firewall Channel : 1[=]
Advanced -
Apply. | [ Cancel
Tools

Figure 49: Wireless > Basic

Radio: You can switch on or off the wireless function. The default value is “Enable”.
Mode: You can switch wireless mode here.
AP: To use this equipment as a wireless broadband router.
WDS: To perform this mode, you need 2 AT-WR2304N. Please refer to next session for
detail configuration.
Band: Select the wireless band standard. It is recommended to remain default setting.
Enable SSID#: AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router provides up to
4 SSID. Enable more than one SSID here.
SSID: Name your wireless connection here. It helps to identify your wireless LAN network. The
default value is “allied”, though it is recommended to have a unique SSID.
Auto Channel: Enable or disable auto channel function here. The default value is “Disable”.
Check Channel Time: Identify a period of time to renew channel.
Channel: Identify a specific channel here. The default value is “I 1.

Click on “Apply” after configuration.
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WDS-P2MP

P2MP mode implement is applied to connect two environments with different LAN. Both of the AP cannot
provide wireless services to users.

Interm
ES

Modem NI
(€44 @'===x

Mode: WDS Mode Mode: WDS Mode
Channel Number: 11 Channel Number: 11
ESSID: AP1 ESSID: AP2

Input AP2 MAC address Input APT MAC address

AP1 and AP2 are both AT-WR2304N
Figure 50: WDS P2MP Diagram

APl

Please set AP| according to the following procedure.
I.  ConnectaPC and one of the LAN ports on AP| with a RJ-45 cable, and then set the PC static IP,
e.g: 192.168.1.100.
2. In web browser, access 192.168.1.1 to enter the configuration menu, and then click on
“Wireless” - "Basic”.

This page allows you to define SSID, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point.

Radio : @ Enable © Disable

Mode : WDS -

Band : 2.4 GHz (B+G+N) ~

Enable SSID#: 1 -

SSID1 : AP1

Auto Channel : _Enable @ Disable

Channel : 1 -

MAC address 1 : 00026F54C007

MAC address 2 : 000000000000

MAC address 3 : 000000000000

MAC address 4 : 000000000000

Set Security : m

3. Use the following settings:
Radio: Enable.
Mode: WDS.
Band: 82.4GHz (B+G+N) (must be the same with AP2).
SSID: API.
Auto Channel: Disable.
Channel: || (must be the same with AP2).
MAC Address I: input AP2 MAC address. The format is “xxxxooooxooaocx”.

9999999
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&  Set Security: You can optionally set wireless security by clicking on “Set Security”. Click on
“Apple” to save the sattings.
4. Click on “Apply” and wait for re-booting.

AP2

Please set AP2 according the following procedure.
I.  Remove the cable from API, and then connect to one of the LAN ports on AP2.
2. In web browser, access 192.168.1.1 to enter the configuration menu. Click on “System” >
“LAN” and use the following settings:

AP Router Mode [=]

AV Allied Telesis

AT-WR2304N

You can enable the Broadband routers DHCP server to dynamically alocate IP Addresses to your LAN
chent PCs. The broadband router must have an [P Address for the Local Area Network,

System LAN TP
1P address : 19216811
Wizard 1P Subnet Mask : 255255 255.0
802.1d Spanning Tree :  Dxsabled [=]
Internet
DHCP Server
Wirel
oiecs DHCP Server : Enabled [=]
Firewall Lease time Forever  |=
i Start 1P : 152 168.1.100
End IP 152 168.1.200
Advanced Damain name : ATWRZI0EN
Tools Apgly || Cancel

< IP Address: 192.168.1.1
&  DHCP Server: Disable.
3. Click on “Apply” to save the settings.
4. Go to “Wireless” - ”Basic” and use the following settings:

This page allows you to define SSID, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point.

Radio : @ Enable © Disable

Mode : WDS ~

Band : 2.4 GHz (B+G+N) ~

Enable SSID#: 1 -

SS5ID1 : AP1

Auto Channel : C)Enable @ Disable

Channel : 1 -

MAC address 1 : 00026F54C007

MAC address 2 : 000000000000

MAC address 3 : 000000000000

MAC address 4 : 000000000000

Set Security

& Radio: Enable.
& Mode: WDS Mode.
&  Band: 2.4GHz (B+G+N) (must be the same with API).
&  SSID: AP2.
&  Auto Channel: Disable.
& Channel: || (must be the same with API).
&  MAC Address I: input APl MAC address. The format is “xxxxxxxxxxxx”.
®  Set Security: The security setting must be the same with API.
5. Click on “Apply” to save settings.
6. Set the PC to “Obtain an IP address automatically”.

Download from Www.Somanuals.com. All Manuals Search And Download.



32

AT-WR2304N - IEEE 802.1 | b/g/n, Small Business Wireless Router - User Manual

WDS-Repeater

Wi-fi Distributed System (WDS) can efficiency extend the range of wireless signal. Both of the wireless
routers provide wireless service. WDS implement requires two sets of AT-WR2304N. Please perform the
following procedure.

Wireless User )
Wireless User

™ )
) ,.?
~
) )
Inter@ - A
)
Modem D))))))) I
(CCCOCCQ ==
IP Address: 192.168.1.1 IP Address: 192.168.1.2
AP1: AP Repeater Mode AP1: AP Repeater Mode
Channel Number: 11 Channel Number: 11
ESSID: AP1 ESSID: AP2
DHCP: Server Mode DHCP: Disable
Input AP2 MAC address Input AP1 MAC address

AP1 and AP2 are both AT-WR2304N
Figure 51: WDS Repeater Diagram

APl

Please set AP| according to the following procedure.
I. Connect APl LAN port and a computer with a RJ-45 cable. Set the PC static IP, such as
192.168.1.100.
2. In management configuration menu, check top-right side and make sure the equipment is at “AP
Router Mode”. You might need to wait for rebooting after this setting.
3. Go to “Wireless” = "Basic”. Make sure the following configuration:

AP Router Mode [=]
AV Allied Telesis T
AT-WR2304N This page allows you to define SSID, and Channel for the wireless connection. These parameters are
used for the wireless stations to connect to the Access Point
System Radio : @ Enable ) Disable
Wizard Maode : & =]
Band : 2.4 GHz (BeGoN) (]
Intern )
Hirs Enable SSID#: 1[=]
Wireless SSID1 : ATIS4CO80
Auto Channel : Enable @ Disable
Firewall Channel 1 1[=]
Advanced Apty] [[Gancel
Tools

Figure 52: WDS Settings (API)

Radio: Enable.
Mode: AP.
Band: 2.4GHz (B+G+N).
Auto Channel: Disable.
Channel: || or other fixed channel.
4. Click on “Apply” to save the settings.
5. Go to “Wireless” = "Security” and set encryption. Refer to Chapter 5 for the configuration.

99998
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AP Router Modo [=]
AL Allied Telesis
AT-WR2304N
This page allows you setup the wreless secunty, Tum on WEP or WPA by using Encryption Keys
could prevent any unautharized ccess to your wireless network.
System SSID Selection : ATIS4C060 (=]
Broadcast SSI0 : .
Wizard
WHM : Enabie v
aet Encrypion : Disable -
Wireless Enable 802.1x Authentication
. Apgly | [ Cancel
Firewall

Figure 53: WDS Security Settings (AP1)
6. Click on “Apply” to save the settings.

AP2
Please set AP2 according to the following procedure.
. Un-plug the cable connecting the PC and API, and connect it to AP2.
2. In management configuration menu, check top-right side and make sure the equipment is at
“Repeater Mode”. You might need to wait for rebooting after this setting.

Repeater Mode

AP Router Mode

Repeater Mode

3. Go to “Wireless” > “Basic”, Click on “Site Survey”.

Repeater Mode
AV Allied Telesis prumpprermmr
AT-WR2304N
This page allows you to define SSID, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point.
S Radio : @ Enable © Disable
Wizard
Mode : Repeater
Wireless Band : 24GHz (B+GN) -
Enable SSID#: 1~
Tools
SSID1 =
Site Survey :
Wireless Information
SSID: test
Status: Connected
Channel : 1
Apply

Figure 54: WDS Settings (AP2)

4. Find and select AP SSID. Click on “Connect” to set encryption configuration.

Site Survey
. Signal
NO. Select Channel SSID BSSID Encryption Auth (%) Mode
1 @ 1 AP_0012378913 00:09:41:E9:99:10 WEP AUTOWEP 15 11b/g
[ 2 . 1 AP1 00:09:41:E9:99:11 WEP AUTOWEP 24 11b/g ]
3 @ 1 Office 00:09:41:E9:99:12 WEP AUTOWEP 29 11b/g
4 1 test 00:09:41:E9:99:13 MNONE OPEM 20 11b/g

Figure 55: WDS Site survey

5. Set encryption according to AP|’s wireless setting. Click on “Apply”.
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This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys could prevent any
unauthorized access to your wireless network.
Site Survey Settings
Network Name (SSID) : Virtual Wireless Network 3
Encryption : WEP -
Key Length : 64-bit -
Key type : ASCIl (5 characters)
Default key : Key1
EncryptionKey 1: =
Encryption Key2: &
Encryption Key 3:
Encryption Key 4: %%

Figure 56: WDS Security Settings (AP2)

6. Unplug the RJ-45 cable, and set the PC to “Obtain an IP address automatically”.

Advanced

AP Router Mode [=]

AVE Aliied Telesis e T

AT-WR2304N
These settings are only for more technically advanced users who have a sufficient knowledge about
wireless LAN, These settings should not be changed unless you know what effect the changes will
have on your Broadband router,

System
Fragmaent Threshold = 236 {256-2346)
Wizard RTS Threshold : 7
Beacon Interval @ 100
Internet
DTIM Period :
Wireless Data rate : Ao [=]
M Data rate : Aattey |
Firewall
Channel Bandwidth : ® auto 20/40 MHZ 20 MHZ
Advanced Preamble Type : Long Preamble @ Short Preamble
CTS Pratection : & auto O Mways O None
Tools Tx Power : 100 % []

Apply | | Cancel

e ———

Figure 57: Wireless > Advanced

Fragment Threshold: The maximum fragment size.

RTS Threshold: The maximum RTS pocket size.

Beacon Interval: The interval of AP beacon.

DTIM Period: Delivery Traffic Indication Message. It is recommended keeping default value.
Data rate: It is recommended keeping default value “Auto”.

N Data rate: It is recommended keeping default value “Auto”.

Channel Bandwidth: It is recommended keeping default value “Auto 20/40 MHz”.
Preamble Type: You can switch between “Long Preamble” and “Short Preamble”.

CTS Protection: It is recommended keeping default value “Auto”.

Tx Power: Configure this parameter to limit signal range. The default value is “100%”.

99999999498

Security

Please refer to Chapter 5: Security for the configuration.

Filter

You can protect the network from unauthorized wireless user by means of MAC address filter. Only listed
MAC address is allowed to connect to the AP.
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For security reason, the Access Point features MAC Address Filtering which only allows authorized MAC Addresses to
associate with the Access Point

Enable Wireless Access Control

Description MAC address

MAC Address Filtering Table :

NO. Description MAC address Select

Figure 58: Wireless > Filter

& Enable Wireless Access Control: Check the box to enable this function.

& Description: Specify a description for identification.

&  MAC Address: Input the MAC address you want to allow. The format is “xxxxxxxxxx”.

&  MAC Address Filtering Table: All authorized MAC address filtering rules are listed here.

MAC Address Filtering Table :

NO. Description MAC address Select
1 authorized001 00:1A:0F:B1:0A:10
2 authorized002 00:1A:FF:B1:0A:10
Delete Selected | | Delete All | | Reset |

Figure 59: MAC Address Filter Table

A Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

WPS

Wi-fi Protected Setup (WPS) provides an easy way to connect to a secured AP. To perform WPS, make sure
that the wireless adapter supports VWPS feature. There are 3 ways to perform the setting.

A Note: The configuration and terminology in wireless adapter utility maybe dissimilar in different
models.

<Push Button Connection >

Push button connection provides a simplest way to build a connection. It is recommended using this way.
I. Push the WPS button on AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router. The
wireless/WPS LED should blink quickly.
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T I
AV Allied Telesis

AT-WR2304N

[mjajajo)

Figure 60: WPS Button Diagram

2. Open wireless adapter utility, and then find WPS configuration item. Click on “Rescan” to find

the AP.
corega Wireless Utility 3]
Protile | Link Status | Site Survey | Stotistics | Advenced | Qo3 WES Configuration | about |
b e
T0-0E-2E-44-00- |4 | | WPAZ_ [ BES
00-14-79-CB-E WEP | Ehociapn
~PinCode
| [ozrsosad
 Contig Mo
Enollse | =
S50 [ MAC Address [ Authenticat. [ Eneryption | ]
Dissommet |
Expoit Pr fi}ﬂ
PN |[W WES Associate 1E | TRy
PEC e e
i

Figure 61: PBC Settings (Wireless Adapter)

3. Click on “PBC” button. The connection will be built in seconds.

Note: You need to push “PBC” button on wireless adapter in 120 seconds. Otherwise you
need to perform the procedure from step |.

<Input PIN Code to Wireless AP>

I. Push the WPS button on AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router. The
wireless/WPS LED should blink quickly.

2. Open wireless adapter utility, and then find WPS configuration item. Configure the “Config
Mode” to “Enrollee”. Note the 8-character PIN Code.
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corega Wireless Utility ®

Protile | Link Stotas | Site furvey | Statistes | Advonced | Qo3 WPS Contigusation | Abowt |

Pin Code

02150826

551D | MAC sddiess Anihentioat | Encryption |

Disconuect
Export Frofile
PN WPS Associate IE | B &2
FEC |V WPSPobelE  fopsaocisnotued
59

Figure 62: PIN Settings (Wireless Adapter)

3. In AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router configuration menu WPS
page, input the 8-characher PIN code to “WPS via PIN”.
4. Click on “Start to Process. The connection will be built in seconds.

Advanced | Security | Filter | wes |Clientuist| policy

WPS : Enable

Wi-Fi Protected Setup Information

WPS Current Status :  cConfigured Release Configuration
Self Pin Code : 55542722
SSID : allied

Authentication Mode : WPA pre-shared key

Passphrase Key : 1234554123
WPS Via Push Button : Start to Process
(wes via oo )

Figure 63: PIN Settings (Wireless Router)

Note: The configuration and terminology in wireless adapter utility maybe dissimilar in different
models.

S

Note: After pushing “PBC” button on wireless adapter, you need to complete operation on
wireless adapter in 120 seconds. Otherwise you need to perform the procedure from step |.

§

<Input PIN Code to Wireless Adapter>

I. In AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router configuration menu WPS
page, note the 8-character Self PIN Code.
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Basic | Advanced | Security | Fil WPS | Client List | Policy

WPS : Enable

Wi-Fi Protected Setup Information

'WPS Current Status : Configured [ Release Configuration
[Self Pin Code : 55542722 ]

SSID : allied

Authentication Mode :  WPA pre-shared key

Passphrase Key : 1234554123

WPS Via Push Button : Start to Process

Figure 64: Self PIN Settings (Wireless Router)

2. Open wireless adapter utility, and then find WPS configuration item. Configure the “Config
Mode” to “Registrar”, and then input the Self PIN Code.

corega Wireless Utility &

Profile | Link Statos | Site Swvey | Staisics | Advanced | Qo§  WES Configuration | about |
S50 | BssID [c.]m [ uthen_ [ Encryp Rescan
Eitmovse O0-0E-ZE-44-82-.. 4 WPAZ. AES
cst 00-0ATSCBE 8 Urkno . WEP inlorotior

Fin Cods
30536082
~Conlig Mode
Registror v
SSID | MAC Address [ Authenticat [ Encryption | Tt =
ExReglWOOODDD  00-0000-00-0000  WPAZPSK  AES -
Comnect
Rotate
Dissonnect
Export Profile

WES Associste IE

FBC ¥ WESEmbelE  [Wpg ciotus is disomected
FEE el

Figure 65: PIN Settings (Wireless Adapter)

3. Click on “PIN” button. The connection will be built in seconds.

§

Note: The configuration and terminology in wireless adapter utility maybe dissimilar in different
models.

Note: You need to complete wireless adapter operation in 120 seconds. Otherwise you need
to perform the procedure from step |.

<WPS Parameter>

AP Router Mode [=]
AL Allied Telesis TN
AT-WR2304N WPS ¥ Enable
Wi-Fi Protected Setup Information
WPS Currant Status :  unConfigurad
System Self Pin Code : 55542722
SSID ATISACO60
Wizard Authentication Mode :  Disable
Passphrase Key :
Internet
WPS Via Push Button : | Stan lo Process
Wiraless WPS via PIN : Start to Process
Firewall
Advanced

Figure 66: Wireless > WPS

&  WPS: Check the box to enable this function.
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&  WPS Current Status: The message “configured” means wireless encryption is property set.
Disable encryption function by clicking on “Release Configuration”.

& Self Pin Code: This is the WPS PIN code of AP. You can input this PIN code to wireless adapter.
Refer to <Input PIN Code to Wireless Adapter>for the detail configuration.

& SSID: This is the SSID of AT-WR2304N |EEE 802.11 b/g/n, Small Business Wireless Router-.

& Authentication Mode: It shows the current authentication mode information.

& Passphrase Key: It shows the authentication key of AT-WR2304N IEEE 802.1 | b/g/n, Small
Business Wireless Router. If the wireless adapter does not support WPS, you will need it to
connect to this wireless router.

& WPS Via Push Button: Click on “Start to Process” to perform WPS PBC setting. Refer to
<Push Button Connection > for the detail configuration.

&  WPS Via PIN: Input wireless adapter PIN code and click on “Start to Process” to perform VPS.
Refer to <Input PIN Code to Wireless AP> for the detail configuration.

Client List

This page shows wireless LAN client information. You can reload the page by clicking on “Refresh”.

AF Router Mode [=]

AV Allied Telesis

AT-WR2304N
WLAN Client Table :
This WLAN Chient Tabla shows client MAC address associate to this Broadband Router
LA Interface HAC Address Sigmal (%) Tdie Time
. No client connecting to the Router.
Wizard
Refresh
Internet

Wireless

Figure 67: Wireless > Client List

Interface: It shows the SSID that client is connecting to.
MAC Address: It shows the client’'s MAC address.
Signal (%): It shows the signal quality.

Idle Time: It shows the idle time of the client.

Policy

In this page, you can manage the equipment’s wireless networking policy. AT-WR2304N IEEE 802.1 | b/g/n,
Small Business Wireless Router gives flexibility to configure each SSID for your need.

AP Router Mode [=]
AL Allied Telesis T
AT-WR2304N
SSID 1 Connection Control Policy
WAAN Connection Enatle =]
S Communication between Wireless elients Enatde | =
Wizard Communication between Wireless clients and Wired chients Enatée [+
Internet Apply | [ Cancal
Wireless

Figure 68: Wireless > Policy

&  WAN Connection: When this function is enabled, users who connect to this SSID are allowed
to connect to WAN. When this function is disabled, users cannot visit WAN resource.

&  Communication between Wireless Clients: When this function is disabled, users cannot
connect to other wireless users, but are allowed to connect to LAN users.

&  Communication between Wireless Clients and Wired Clients: When this function is
disabled, users cannot connect to LAN users, but are allowed to connect to other wireless users.

Firewall

This page provides setting such as port filter, IP filter, port forwarding, DMZ, DoS and VPN. Please access by
clicking on “Firewall” on the top-left side.
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Enable

AP Restar Mode =]

AV Allied Telesis I T

AT-WR2304N
Firewall sutomatically detects and blocks Denial of Service (DoS) attacks. URL blocking, packet
fitering and SPI (Stateful Packet Inspection) are also supported. The hadkers attack will be recorded
associated with bmestamp i the security logging area

System

Wizard Firewall: @ Enable © Disable
Internet
Wireless
Firewall

Advanced

Tools

e ———

Figure 69: Firewall > Enable

% Firewall: Enable or disable firewall feature here. The default value is “Enable”.

Advanced

This page provides VPN functions including PPTP / IPSec pass through on VPN connection. You can enable
by checking the box. Enable this function by checking the box.

AP Router Mode [=]
AV Allied Telesis e
AT-WR2304N
Description Select
VPN PPTP Pass-Through s
System
VPN IPSec Pass-Through i
Wizard Agply || Cancel
Internet
Wireless
Firewall
Advanced

Tools

__ﬂ_\_/‘,’— s

Figure 70: Firewall > Advanced

DMZ

Use this function if the connection port of on-line game is uncertain, or the connection varies every time. To
enable DMZ, perform the following procedure.

I.  Assign the PC you want to apply DMZ a static IP.

2. Go to “System” - “DHCP”, and then check the box Enable Static DHCP IP.
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3.

AV Aliied Telesis
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AP Router Mode [=

= 4
AT-WR2304N DHCP Client Table
Thes DHCP Client Table shows dient 1P address assigned by the DHCP Server
System .
1P address. MAC address Expiration Time
192.168.1.100 00:16:04:BE: 00: 5E Forever
‘Wizard
Refresh
Intemet ou can assign an IP address to the specific MAC address
Wireless Enable Static DHCR TP
1P address. MAC address
Firewall
Add Reset
Advanced
Current Static DHCP Table :
Tools NO. 1P address MAC address Select

Fagst Apgly || Cancsl

Figure 71: DMZ Settings

Input the “IP Address” and “MAC Address”, and then click on “Add”. Apply the setting.

4. Go to “Firewall” = “DMZ”. Select the PC from “Please select a PC”, and then click on “<* to

5.

add it to “Local IP Address”.

AV Allied Telesis R

AP Router Mode [=]

AT-WR2304N

If you have 3 local cient PC that cannot run an Intermet applcation properly from behind the NAT
firewall, you can open unrestricted two-way Internet access for this dient by defining a Virtual DMZ
Host.

System

Enable DMZ

Wizard Local TP Address : < | |Please select a PC. [=]

Internet Apply | | Cancel

Wireless

Firewall

Advanced

Tools

_‘\_—'/—,7'—-_.

Figure 72: Firewall > DMZ

Check “Enable DMZ” to apply the change.

Note: To enable DMZ might make computer suffer from hacker attacks. Please use only when
necessary. You must apply static IP on the Client PC.
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DoS

AP Router Moda [=]
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AT-WR2304N

The Firewall can detect and block DOS attacks, DOS (Denial of Service) attacks can flood your
Internet Connection with invakd packets and connection requests, using so much bandwidth and so
many resourcess that Intermet access becomes unavadable.

System
Wizard
Block DoS © @ Enable  Disable
Internet \-Apply | | Cancel
Wireless
Firewall

Advanced

Tools

N

Figure 73: Firewall > DoS

& Block DoS: Enable or disable DoS blocking here. The default value is “Enable”.

MAC Filter
You can restrict LAN and WLAN network by MAC address.

AP Router Mode [=]
"N e MU fiotic | advanced | DMz | DoS | MACEier | pEilier |URLFilee
AT-WR2304N
MAC Filters are used to deny or allow LAN computers from accessing the Intermnet.

Enable MAC filtering

System
@ Deny all chents with MAC address bsted below to access the network
y Allgw all chents with MAC address listed below to access the network
Wizard
Description LAN MAC Address
Internet
Ad Resel
Wireless
e y MAC Filtering table :
frewall NO. Description LAN MAC Address  Select
Advanced Resat Apply | | Cancel
Tools

____\_’/"’—'A T

Figure 74: Firewall > MAC Filter

& Enable MAC filtering: Check the box to enable this function. When “Allow all...” is selected,
only users in MAC Filter Table are allowed to connect to the equipment. When “Deny all...” is
selected, the listed users are not allowed to connect to the equipment.

Description: Specify a description for identification.

LAN MAC Address: Input the MAC address you want to manage here. The format is
xxxxxxxxx. Click on “Add” to add a rule.

@  MAC Filter table: All MAC address filtering rules are listed here.

§ 9

MAC Address Filtering Table :

NO. Description MAC address Select
1 authorized001 00:1A:0F:B1:0A:10 I
2 authorized002 00:1A:FF:B1:0A:10 [
Delete Selected ] [ Delete All ] [ Reset ]
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Figure 75: MAC Address Filter Table

o Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

IP Filter

You can restrict network by IP address. IP address listed in the filter table will be prohibited from accessing
Internet.

AF Router Mode [=]

AV Allied Telesis I

AT-WR2304N
IP Filters are used to deny or allow LAN computers from accessing the Internet.
Enable 1P Filtering Table
System
@ Deny all chents with [P address ksted below to access the network
Al il chien h 1P ad 55 I J b he ne £
Wizard low all chents with 1P address listed below to access the network
Description :
Internet Protocel : Beth [x]
Wi Local 1P Address : -
ireles:
ol Port range :
Firewall Add Resel
Advanced NO. Description  Local IP Address  Protocol  Port range  Select
Reset
Tools

Apgly | [ Cancel

e m————

Figure 76: Firewall > IP Filter

& Enable IP Filter Table: Check the box to enable this function.

& Description: Specify a description for identification.

®  Protocol: Select protocol here.

Local IP Address: Input the IP you want to restrict. You can Input a single IP or a range.

Port range: Input the service port you want to restrict. You can Input a single port or a range.
Click on “Add” to add a rule.

All IP address filtering rules are listed at lower page.

NO. Description Local IP Address Protocol Port range Select
1 IP filter 01 192.168.1.5-192.168.1.6 BOTH 20 " |
2 IP filter 02 19216818 BOTH n a
Delete Selected ] [ Delete All ] [ Reset ]

Figure 77: IP Filter Table

o Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

URL Filter

In this page, URL filter can restrict users from visiting specific URL or webpage contents specific keyword.
You can set up to 20 rules.
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AP Router Mode =]
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You can block access to certain Web sites for a particular PC by entenng either a full URL addrass or
just a kayword of the Web site
System Enable URL Blocking
URL /keyword
Wizard Add | [ Resel
Internet Current URL Blocking Table :
NO. URL /keyword Select
Wireless
Reset Apply | [ Cancel
Firewall
Advanced
Tools

s

Figure 78: Firewall > URL Filter

@  Enable URL Blocking: Check the box to enable this function.
& URL/keyword: Input URL or keyword here.
&  Current URL Blocking Table: All URL/keyword filtering rules are listed here.
Current URL Blocking Table :
NO. URL/keyword Select

1 keyword "]

24 www keyword.com ]

Delete Selected ] ’ Delete All ] [ Reset l

Figure 79: URL Filter Table
2 Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on

“Delete All” to remove all rules.

Advanced

This page provides advanced settings, including NAT, port forwarding, port mapping, port trigging, ALG,
QoS and Routing. Please access by clicking on “Advanced” on the left side.

NAT

AP Router Mode [=]
AV Allied Telesis e |Portmap, | Porthw,  Portti, | ALG | UPWP | QoS | Roating
AT-WR2304N
NAT[Network Address Translation) involves re-writing the source and/or destination addresses of IP
packets as they pass though a Router or firewall, NAT enable multiple hosts on 3 private network to
access the Internet using a singhe pubhc IF address.
System
@ Enabl i 1
Wizard HAT Enable " Disable
Internet Apply.
Wirgless
Firewall

Figure 80: advanced > NAT

@ NAT: Enable or disable NAT function here. The default value is “Enable”.
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Port map.

Port Mapping re-directs a range of service port from the Internet / WAN Port to a particular LAN IP
address. It is helpful when you host servers behind the router NAT firewall.

AP Router Mode [=]

AV Allied Teless T

AT-WR2304N
Entries in this table allow you to automatically redirect common network services to a specific PC
behind the NAT firewall. These settings are only necessary if you wish to host some sort of server
like 3 web server or mail server on the local netwark .
System
Enable Port Mapping
‘Wizard -
Description :
Internet Local IP :
Protocol : Beth [=]
Wireless Port range :
Firewall tikdy| - |l
Current Port Mapping Table :
Advanced NO. Description Local 1P Type Portrange  Select
Tools Heset Apply | | Cancel

e ——

Figure 81: Advanced > Port Mapping

&  Enable Port Mapping: Check the box to enable this function.

&  Description: Specify a description for identification.

& Local IP: Input LAN [P address.

&  Protocol: Select protocol here.

&  Port Range: Input the service port range here.

& Current Port Mapping Table: All port mapping rules are listed here.

Current Port Mapping Table :
NO. Description Local IP Type Port range Select
1 Port Mapping 01 192.168.1.11 BOTH 28 ]
2 Port Mapping 02 192.168.1.13 BOTH 3335 O
Delete Selected ] [ Delete All ] [ Reset ]

Figure 82: Current Port Mapping Table

A Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

Download from Www.Somanuals.com. All Manuals Search And Download.



AT-WR2304N - IEEE 802.1 | b/g/n, Small Business Wireless Router - User Manual

Port fw,
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You can configure the router as a Virtual Server allowing remote users to access services such as
Web or FTP at your local PC. Depending on the requested senice (TCP/UDP) port number, the router
will redirect the external seraice request to the appropriate internal server (located at one of your
System local PCs)
Enable Port Forwarding
Wizard
Description :
Internet Local TP
Protocel : Both [=]
Wireless Local Port ©
Firewail Public Port :
Add Resat
Advanced
Current Port Forwarding Table ©
Tools HO. Description Local TP Local Port  Type Public Port Solect
Reset Apply || Cancel
Figure 83: Advanced > Port Forwarding
&  Enable Port Forwarding: Check the box to enable this function.
& Description: Specify a description for identification.
& Local IP: Input local IP address.
& Protocol: Select protocol here.
& Local Port: Input local port number, which is the public port will be sent to.
& Public Port: Input public port here.
&

Current Port Forwarding Table: All port forwarding rules are listed here.

‘Current Port Forwarding Table :
NO. Description Local IP Laocal Port Type Public Port Select
1 Port forwarding, 192.168.1.53 3030 BOTH 3030 ]
2 port forwarding 192.168.1.54 80 BOTH 80 " |
Delete Selected ] [ Delete All I [ Reset ]

Figure 84: Current Port Forwarding Table
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o Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

Port tri.

AT-WR2304N

System
Wizard
Internet
Wireless
Firewall
Advanced

Tools

AV Allied Telesis

AP Router Mode [=]

Port Triggering, atse called Spedial Applications allows you to use Intemnet applications which
normally do not function when used behind a frewall,

Enable Tripger Port

Description :

Popular applications : | Select an appcation (| | Add
Trigger port : s
Trigger type : Bath [=]
Public Port :
Public type - Beth [x]
Acd Reset

Current Trigger-Port Table :

Trigger Public
s Public Part

NO. Trigger port type

Select

Reset Apply || Cancel

e

Figure 85: Advanced > Port Triggering

& Enable Trigger Port: Check the box to enable this function.
& Description: Specify a description for identification.
&  Popular applications: Several suites of popular software are listed here. Select the application

and click on “Add”.

& Trigger port: Input trigger port here according to the application.

&  Trigger Type: Select trigger protocol here.

& Public Port: Specify public port here.

& Public Type: Select public protocol here

&  Current Trigger-Port Table: All port triggering rules are listed here.

Select
0
0

Current Trigger-Port Table :
NO.  Trigger port T‘;‘;ﬁ" Public Port Publictype  Name
1 775 BOTH 51200-51201.51210 BOTH Dialpad
2 28800 BOTH 2300-2400.47624 BOTH Mggfna:”"ﬂg
Delete Selected ] [ Delete All ] [ Reset ]

Figure 86: Current Port Triggering Table

A Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.

ALG

Application layer gateway (ALG) provides a channel to exchange information on the open environment.

Check the box to enable ALG.
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AP Router Mode [+

AL Alied Teless TN

AT-WR2304N The ALG (Applcation Layer Gateway) serves the purpase of a window beétween correspondent
application processes 5o that they may exchange information on the open emaronmant,
System Description Select
HIZ3
Wizard MM
TFTR
Internat L
Egg
Wireless IRC
Amanda
Firewall
Quakel
Advanced Tak
Psec
Tools
FTP
S1P

Figure 87: Advanced > ALG

UPnP

Universal Plug and play (UPnP) automatically detects devices and software which support UPnP in LAN, such
as on-line games or MSN Messenger.

AP Router Mode [7]
AV Aliied Telesis I T
AT-WR2304N .
Universal Plug and Play is designed to support nvisible’ rking, and
automatic discovery for a range of device from a wide range of vendors. With UPnP, a device can
dynamically poir a netwaork, obtam an IP address and learn about the presence and capabisties of
sm“ cther devices al Daevices can with each other directly
Wizard &
UPRP: O Enable @ Disable
Internet Hoply
Wireless

Figure 88: Advanced > UPnP

& UPnP: Enable or disable UPnP here. The default value is “Disable”.

QoS

Quality of service (QoS) is applied to provide better network quality to specific user or service.

AP Router Mode [=]

AV Aliied Telesis

T
BUWRZSCAN Quality of Service (QS]) refers to the capability of a network to provide better senace to selected
natwork traffic. The primary goal of QoS is to provide pricnity induding dedicated bandwidth,
controfled jittes and latency (required by some real-ime and interactive traffic, and improved loss
System charactenstics. Also important is making sure that providing prority for one or more flows does not
make cther flows fail
Wizard
QoS : Priority Queus © Bandwidth Allocation ® Disabled

Internet

Wireless Aoty

Firewall

Figure 89: Advanced > QoS

Priority Queue

Priority Queue gives high priority to services which require much bandwidth for real-time or interactive

traffic, such as web browsing or on-line games. To implement priority queue, please perform the following
procedure.
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QoS: @ Priority Quene () Bandwidth Allocation () Disabled
Unlimited Priority Queue
Local IP Address Description
192.168.1.55 The IP address will not be bounded in the QoS limitation
High/Low Prierity Queue
Protocol High Priority  Low Priority Specific Port
FIP e ® 2021
HTTP ® O 30
TELNET (O] O 3
SMTP e ® 25
POP3 * ® 110
Name: O ® Both + -
Name: * ® Both L
Name: O ® Both L

Figure 90: Advanced > QoS (Priority Queue)

I.  Go to Advanced = QoS, and then select “Priority Queue”.

2. You can additionally assign an unlimited IP address which is not limited by all rules. Input the IP
address in “Local IP Address”.

3. Assign the priority of each protocol. You can also manually input QoS rule.

4. Click on “Apply” to save the configuration.

Bandwidth Allocation
Bandwidth allocation assigns a maximum or minimum bandwidth to users by IP.

Quality of Service (Qo8) refers to the capability of a network to provide better service to selected network traffic. The primary goal
of QoS is to provide priotity including dedicated bandwidth, lled jitter and latency (required by some real-time and interactive
traffic), and improved loss characteristics. Also important is making sure that providing priority for one or more flows does not
malie other flows fail .
QoS : (O Priotity Queue (¥ Bandwidth Allocation () Disabled
Type: Download v
Local IP range : -
Protocel : ALL
Port range : 1 - |65535
Policy : Min
Rate(bps) : Full %
Current QoS Table:
HO. Type Local IP range Protocol Port range Policy Rate{bps) Select
192.168.1.29 ~ _
1 Download 192.168.1.33 ALL 1~65533 Min FULL ]
2 Download 192.168.135 ALL 21~21 Max ™M O
Delete Selected ] [ Delete All ] [ Reset ]

Figure 91: Advanced > QoS (Bandwidth Allocation)

&  Type: Select the type you want to apply QoS.

& Local IP range: Input the IP you want to manage here.

& Protocol: Select network service here.

&  Port range: Corresponding service port shows here when the Protocol is selected. You can also
manually input the value.

& Policy: When “Min” is selected, the equipment guarantees a minimal traffic capability. When
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“Max” is selected, the equipment restricts the rate under specific limitation.

@ Rate(bps): Select a speed you want to allocate to the rule. Click on “Add” to add a rule.
&  Current QoS Table: All QoS rules are listed here.
Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
év‘ [ ”»
Delete All” to remove all rules.
Routing

Before you apply routing function, you need to disable NAT first.

AP Router Mode [~]

AVE Allied Telesis

AT-WR2304N
You can enable Static Routing to turn off the NAT function of the router and let the router forward
packets by your routing policy .
System To take Static Route effect, please disable NAT function.
Wizard V| Enable Static Routing
zan Destination LAN IP :
Subnet Mask :
Internet ubnet Masl
Default Gateway :
Wireless Hops:
Interface : LAN [+]
Firewall Add Reset

Current Static Routing Table :
NO.

Advanced B
Destinallon LAN  subnet Mask ~ Default Gateway Hops Interface Select

Delete All Reset Apply | [ Cancel

Tools

Delete Selected

77»\—/%_7__”_7“

Figure 92: Advanced > Routing

& Enable Static Routing: Check the box to enable this function.
&  Destination LAN IP: Specify the destination LAN [P address of static routing rule.
& Subnet Mask: Input the subnet mask of the corresponding IP address.
&  Default Gateway: Input the default gateway of destination.
&  Hops: Specify the Max Hops number of static routing rule.
&  Interface: Select the interface here.
& Current Static Routing Table: All static routing rules are listed here.
Current Static Routing Table :
NO. Destina[tFi'on LAN Subnet Mask Default Gateway Hops Interface Select
1 192.168.1.5 255.255.255.0 192.168.1.1 1 LAN
2 192.168.1.21  255.255.255.0 192.168.1.1 1 LAN
Delete Selected | | Delete All | | Reset |
Apply Cancel
Figure 93: Current Static Routing Table
o Note: You can remove a rule by checking the item and clicking on “Delete Selected”, or click on
“Delete All” to remove all rules.
Tools

This page provides settings about password, time, DDNS, and firmware management. Please access by
clicking on the “Tools” on the left side.
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Admin

In this page, you can change the configuration menu password. The default username is “manager” and the
default password is “friend”.

AP Router Mode [=]

AV Allied Telesis

AT-WR2304N

¥ou can change the password that you use Lo access the router, thes i3 not your ISP account
password.

System

Old Password :

New Password :
Wizard

Repeal New Password :
Internet

Remote management allows the router to be configured from the Intemet by a web browser, A

username and password i still required to access the Web-Management interface.
Wireless

Host Address port Enable
Firewall B080
Apph Cancel

Advanced t .
Tools

‘*———-—J____'

Figure 94: Tools > Admin

&  Old Password: Input old password here to perform change.
&  New Password: Input new password here.
&  Repeat New Password: Repeat the new password.

Time
AP Reuter Mode [=]
mAlhed TG}ZSIS Admln | Time | DONS | Power | Disanosis | Firmware  Back-up Resel
A NE2SUSH The Router reads the comect time from NTP servers on the Intémet and sets its system dock

accordingly. The Daykght Savings option merely advances the system dock by one hour. The time

zone setting is used by the system dack when displaying the comreet time in schedule and the log
System files,

Time Setup: Synchronize with the NTF Senwr [x]

Wizard ¥ I=]

Time Zone : (GMT)Greamwch hean Teme: Dublin, Edrburgh, Listen, Lendon [=]
Internet
e NTP Time Server :
Wireless Daylight Saving : Enable

From To
Firewall
Apgly | [ Cancel
Advanced
Tools
. o
Figure 95: Tools > Time
&

Time Setup: Select “Synchronize with the NTP Server” or “Synchronize with the NTP Server”
here.

&  Time Zone: Change time zone here.

NTP Time Server: Assign a preferred NTP server to synchronize with this equipment here.
Please manually input the NTP server IP.

Daylight Saving: Check the box to enable this function. Select the starting and the ending day.
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e Note: Please be reminded that changing system time will affect log file information. Configure it
only when it is necessary.

DDNS

For users who use PPPoE or DHCP Internet service, DDNS allows people to connect by an Internet domain

name (an URL), as using static IP service. Before using this function, you need to apply an account from
dynamic DNS service provider.

AP Router Mode [=]

AV Alied Telesis BTN

AT-WR2304N =
DONS allows users to map a statc doman name to a dynamic [P addreds, You must get an account,
password and your static domain nams from the DONS serace provider.

System Dynamic DNS © Enable @ Disable

Server Address :
Wizard

Host Name :
Internet Username :

Password
Wireless

Apply | [ Cancel

Firewall
Advanced

=~ _/"’___ N

Figure 96: Tools > DDNS

&  Dynamic DNS: Enable or disable DDNS function here. The default value is “Disable”.
&  Server Address: Specify your DDNS service provider. This equipment supports 5 provides.
&  Host Name: Input the domain name of your DDNS service registration.
@ Username: Input the username of your DDNS service registration.
& Password: Input the password of your DDNS service registration.
Power

AP Router Modo [=]

AL Allied Telesis

AT-WR2304N

You can use the power page to save energy for WLAN interfaces.

System
Power Saving Mode :

Wizard WLAN : Enable @ Disable

Internet S| Cacel
Wireless

Firewall

Advanced

Tools

e

Figure 97: Tools > Power

& WLAN: Enable or disable WLAN power saving function. The default value is “Disable”.
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Diagnosis

AP Router Mode =]

AVE Allied Telesis I

AT-WR2304N
This page can diagnose the eurrent netwark status

S Address to Ping : Start
Wizard Ping Resull :

Internet

Wireless

Firewall

Advanced

Tools

____‘\——/—-——"_“ —

Figure 98: Tools > Diagnosis

& Address to Ping: Enter an IP address you want to test, and then click on “Start”.
& Ping Result: The result of diagnosis is shown here.

Firmware

AP RouterMode =

AV Allied Telesis

AT-WR2304N
¥ou can upgrade the firmware of the router in this page. Ensure, the fmware you want to use is
on the local hard drive of your computer. Click on Browse to browse and locate the frmware to be
used for your update.
System
Browse

Wizard
Internat
Wireless
Apply || Cancel
Firewall

Advanced

Tools

e —

Figure 99: Tools > Firmware

@  Browse...: Click on “Browse...” and select the firmware.
& Apply: Click on “Apply” to process update.
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Back-up

AVE Alied Telesis

Time | DONS | Powsr | Diamnesis | Flmowars  fackun | Resst

AT-WR2304N
Use BACKUP to save the routers current configuration to a file named config.dif. You can use
RESTORE ta restore the saved configuration. Altematively, you can use RESTORE TO FACTORY
DEFAULT to force the router ta restore the factory default settings.
System
Restore to factory default : | Resal
Wizard -
Backup Sttings : Save
Internet Biowss.
Hestore Settings :
i o Upload
Wireless
Firewall
Advanced
Tools

e ————

AP Router Mode =

Figure 100: Tools > Back-up

@  Restore to factory default: Click on “Reset” to restore to factory default value.
& Backup Settings: Click on “Save” to save current settings as a file. The default file name is
config.dIf.
&  Restore Setting: You can load a saved setting file. Click on “Browse...”and select the file, and
then click on “Upload” to load it.
Reset

Click on “Apply” to recover the setting to factory default value.

AV Allied Telesis

| fims  DONS | Power |Dinanosis Firmware | Back-up | Resel
AT-WR2304N
In tha event the system stops responding cormectly or stops functioning, you can perform a reset.
Your settings will not be changed. To perform the reset, chok on the APPLY button. You will be asked
to confirm yeur decision. The reset will be completed when the LED Power kght staps blinking
System
Wizard
Internet
Wireless
Firewall Apply | | Cancel
Advanced
Tools

e

AP Router Mode [=]

Figure 101: Tools > Reset

Warranty Registration
After installing your router, please

visit http://www.alliedtelesis.com/support/warranty/ to
register your product and check warranty conditions.
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Chapter 7:Troubleshooting

Why Can | Not Access Setting Page with a Cable
Connection

Rechecking your physical connections. Make sure that power cable and RJ-45 cables are inserted tightly
and LED lights up correctly. If LED does not light up properly, try to swap RJ-45 cables.

If your client has a valid IP address, you can use “ping” to verify network connectivity. Run a command
window from the client’s PC’s start menu and ping your router’s LAN IP address (such as 192.168.1.1).
If pinging your router repeatedly timeout, you should try one of the following:

&  Check your PC’s Network Connections in Control Panel.

& Reset the router and configure again.

My Laptop Cannot Find Wi-Fi Signal

Checking router’s Wireless LED lights up correctly. If LED does not light up properly, try to configure
the router via setting page.

Verify the client’s wireless adapter is installed and working properly. On a Windows client, check your
wireless connection from the Network Connections panels and make sure that its status is “Enabled”. If
the adapter is not listed, please check if the adapter is plug-in well and installed the driver. If the adapter
is listed but can not enable the connection, please check the Properties panel to make sure no resource
conflicts.

The Wireless Router Cannot Connect to the Internet

Correctly

If the AT-WR2304N IEEE 802.11 b/g/n, Small Business Wireless Router cannot connect to the Internet
correctly, check the following:

Make sure that your ISP provides service to you.

Rechecking your physical connections. Make sure that a RJ-45 cable connects WAN port on the router
and modem firmly.

Make sure that the router has a correct setting corresponds to your Internet type. If not, configure the
router again via setting page.

Resetting Factory Default Configuration

If you are experiencing problems with the AT-WR2304N and have tried all other troubleshooting measures,
use the Reset Configuration function. This will restore factory defaults and clear all settings, including
settings such as wireless settings.

Hold in the Reset button until the Power LED turns on to restore the factory default settings.
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Appendix A:Technical Specifications

Physical Specifications
Dimensions: 176.34 mm x 103.62 mm x 23.20 mm (W x D x H)

(6.94 in. x 4.07 in. x 91 in.)

Weight: 250 g (8.81 oz.)

Environmental Specifications

Operating Temperature: 0 to 45°C

Storage Temperature: -10 to 70°C

Operating Humidity: 90% or less (non-condensing)
Storage Humidity: 95% or less (non-condensing)
Operating Altitude Range: 3,000 m

Power Specifications
Input Supply Voltage: A DC adapter

Power Consumption: 6.6 W (max.)

Safety and Electromagnetic Emissions Certifications

EMI/RFI and Immunity: o FCC marked (Compliant with FCC Part |5 Class B; FCC Part |15B
and |15C);
o CE Marked (compliant with EN 300 328; EN 301 489; EN 55022;
EN61000; EN50385);
o C-Tick marked (Compliant with AS/NZS / CISPR 22 Class B)

Electrical Safety: CE Marked (compliant with EN60950-1)
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Appendix B: Radio Bands

Allied Telesis’s AT-WR2304N IEEE 802.1 | b/g/n, Small Business Wireless Router is capable of operating in
the 2.4GHz (IEEE 802.1 1b/g/n).

IEEE 802.1 | n standard provides a major improvement in the speed at which data can be transferred over a
wireless network. The amount of data being passed over most networks is increasing with many more large
files, including photos, video clips (and videos), etc. being transferred.

IEEE 802.11 n standard uses Multiple Input Multiple Output (MIMO) exploiting multipath propagation; that
increases the data rate by using a technique known as spatial division multiplexing. The data is split into a
number of spatial streams and these are transmitted through separate antennas to corresponding antennas
at the receiver. Increasing the spatial streams you get a greater utilization of the available bandwidth.
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