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FCC Information

This is an FCC Class A product. In a domestic environment this product may
cause radio interference in which case the user may be required to take
adequate measures.

This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when
the equipment is operated in a commercial environment. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a
residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense.

RoHS

This product is RoHS compliant.

SJ/T 11364-2006

The following contains information that relates to China.
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User Information

Online Registration

Be sure to register your product at our online support center:

International http://support.aten.com

North America | ATEN TECH | http://www.aten-usa.com/product_registration

ATEN NJ http://support.aten.com

Telephone Support
For telephone support, call this number:

International 886-2-8692-6959
North America ATEN TECH | 1-888-999-ATEN

ATEN NJ 1-732-356-1703
User Notice

All information, documentation, and specifications contained in this manual
are subject to change without prior notification by the manufacturer. The
manufacturer makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any
warranties as to merchantability or fitness for any particular purpose. Any of
the manufacturer's software described in this manual is sold or licensed as is.
Should the programs prove defective following their purchase, the buyer (and
not the manufacturer, its distributor, or its dealer), assumes the entire cost of all
necessary servicing, repair and any incidental or consequential damages
resulting from any defect in the software.

The manufacturer of this system is not responsible for any radio and/or TV
interference caused by unauthorized modifications to this device. It is the
responsibility of the user to correct such interference.

The manufacturer is not responsible for any damage incurred in the operation
of this system if the correct operational voltage setting was not selected prior
to operation. PLEASE VERIFY THAT THE VOLTAGE SETTING IS
CORRECT BEFORE USE.

iii
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Package Contents

The IP8000 package consists of:
IP8000 Remote Management PCI Card
Custom KVM Cable Set

*
*

. Feature Cable

Software CD

User Manual*

1
1
1
¢ 1 Power Adapter
1
1
1 Quick Start Guide

Check to make sure that all the components are present and that nothing got
damaged in shipping. If you encounter a problem, contact your dealer.

Read this manual thoroughly and follow the installation and operation
procedures carefully to prevent any damage to the unit, and/or any of the
devices connected to it.

* Features may have been added to the IP8000 since this manual was printed.
Please visit our website to download the most up-to-date version of the
manual.

© Copyright 2007 ATEN® International Co., Ltd.
Manual Part No. PAPE-0279-100G
Printing Date: 12/2007
P/N: IP8000 ATFW Series

ATEN and the ATEN logo are registered trademarks of ATEN International Co., Ltd. All rights reserved.
All other brand names and trademarks are the registered property of their respective owners.
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About this Manual

This User Manual is provided to help you get the most from your 1P8000. It
covers all aspects of installation, configuration and operation. An overview of
the information found in the manual is provided below.

Chapter 1, Introduction, introduces you to the IP8000. Its purpose,
features and benefits are presented, and its components are described.

Chapter 2, Hardware Setup, provides step-by-step instructions for
connecting up your installation.

Chapter 3, Browser Login, describes how to log into the IP8000 with a
browser, and explains the functions of the icons and buttons that appear on the
opening web page.

Chapter 4, Administration, explains the administrative procedures that are
employed to configure the IP8000’s working environment.

Chapter 5, The Windows Client, explains how to connect to the IP8000
with the browser-based Windows Client software, and describes how to use the
OSD to access and control the server that the card is installed in.

Chapter 6, The Java Applet, describes how to connect to the IP8000 with
the Java Applet software, and explains how to use the OSD to access and
control the server that the card is installed in.

Chapter 7, The Log File, shows how to use the log file utility to view the
events that take place on the 1P800O0.

Chapter 8, The Log Server, explains how to install, configure, and use, the
Log Server

Chapter 9, AP Operation, describes how to configure and operate the
IP8000 using the stand-alone Windows and Java AP programs, instead of the
browser.

An Appendix, at the end of the manual provides technical and
troubleshooting information.
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Conventions

This manual uses the following conventions:

Monospaced Indicates text that you should key in.

[1] Indicates keys you should press. For example, [Enter] means to
press the Enter key. If keys need to be chorded, they appear
together in the same bracket with a plus sign between them:

[CtrI+Al].
1. Numbered lists represent procedures with sequential steps.
. Bullet lists provide information, but do not involve sequential steps.
- Indicates selecting the option (on a menu or dialog box, for

example), that comes next. For example, Start — Run means to
open the Start menu, and then select Run.

n Indicates critical information.

Product Information

For information about all ATEN products and how they can help you connect
without limits, visit ATEN on the Web or contact an ATEN Authorized
Reseller. Visit ATEN on the Web for a list of locations and telephone numbers:

International http://www.aten.com

North America | ATEN TECH | http://www.aten-usa.com

ATEN NJ http://www.aten.com
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Chapter 1
Introduction

Overview

The IP8000 is a PCI card implementation of a control unit that provides “over-
IP” access and control of the server itis installed in. In addition to local console
operation, the IP8000 allows multi-platform access and control of the server
from remote locations using a standard Internet browser or with a stand-alone
Windows-based application.

The IP8000 installs in any available PCI slot, then connects to the Internet, an
Intranet, LAN, or WAN using industry standard Category 5 cable. Because the
IP8000 uses TCP/IP for its communications protocol, the server it is connected
to can be accessed from any computer on the Net - whether that computer is
located down the hall, down the street, or half-way around the world.

For ease of operation, a user-friendly Windows GUI Client and a Java Applet
are available in browser-based versions. A stand-alone Windows application
version is provided, as well. Inclusion of the Java applet ensures that the
IP8000 is platform independent, and is able to work with all operating systems.

Operators at remote locations connect to the IP8000 via its IP address. Once a
connection has been established and authorization granted, remote users can
exchange keyboard, video and mouse signals with the server just as if they
were physically present and working on the equipment directly.

Administrator utilities are provided to configure the system; limit access from
remote computers; manage users; and maintain the system with firmware and
software module updates. In addition, a Log Server records all the events that
take place on the 1P8000 for the administrator to analyze.

System administrators can handle a multitude of tasks with ease - from
installing and running GUI applications, to BIOS level troubleshooting, routine
monitoring, maintenance, system administration, rebooting and even pre-
booting functions.

Your IP8000 investment is protected by a Firmware Upgrade Utility. You can
stay current with the latest functionality improvements by downloading
firmware update files from our website as they become available, and then
using the utility to quickly and conveniently perform the upgrade.
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Features

+ Standard PCI-sized card provides over-IP access and control of a remote
server from anywhere in the world

+ Virtual media via USB 2.0 data transmission
+ Remote power control and reset support

+ Up to 64 user accounts — Up to 32 concurrent user logins for single-bus
sharing

+ Message board feature allows logged in users to communicate with each
other, and allows a user to take exclusive control of the KVM functions

+ External authentication support: RADIUS

+ Web-based Windows and Java implementations allow the server to be
controlled from any browser.

+ Windows GUI and Java client software for non-browser access — the Java
client works with practically all operating systems

¢ Supports TCP/IP, HTTP, HTTPS, UDP, DHCP, SSL, ARP, DNS, ICMP,
CHAP

+ Supports 10Base-T, 100Base-T

+ Superior video resolution: up to 1600 x 1200 @ 60Hz; 24-bit color depth
for remote sessions

+ Bandwidth optimization via grayscale and video quality setting

+ Advanced security features include password protection and advanced
encryption technologies

¢ Secure 128-bit SSL encryption

+ Enable/disable browser operation

+ Three level authentication: Multi- Administrators, Users, Viewers
+ Event logging

+ Remote firmware upgrading

+ Host-side OS support: Windows 2000/2003/XP/NT; Redhat 7.1 and
above; FreeBSD, Novell
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System Requirements

General

*

For best results we recommend that the computers used to access the
IP8000 control unit have at least a P 111 1 GHz processor, and that the
screen resolution is set to 1024 x 768.

Browsers must support 128-bit SSL data encryption.

For best results we recommend that the internet connection speed be at
least 128 kbps.

For the browser-based Java Applet and AP Java Client, you must have
Sun's Java Runtime Environment (JRE) 6, Update 3, or higher.

For the Log Server, you must have the Microsoft Jet OLEDB 4.0 or higher
driver installed.

Video

Only non-interlaced video signals at the following resolutions and refresh
rates are supported:

Resolution Refresh Rates
640 x 480 60, 72, 75, 85, 90, 100, 120
720 x 400 70,75
800 x 600 56, 60, 72, 75, 85, 90, 100, 120
1024 x 768 60, 70, 75, 85, 90, 100
1152 x 864 60, 70, 75, 85
1280 x 1024 60, 70, 75
1600 x 1200 60
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Cables

+ Two cable sets are provided with this package: a KVM cable set to link the
IP8000 to a server; and a feature cable to link the IP8000 to the mainboard
power control header.

Note: Only cable sets specifically designed to work with the IP8000 may
be used for the above purposes.

+ Cat 5 or higher cable should be used to connect the IP8000 to the LAN,
WAN, or Internet.

Operating Systems
Supported operating systems are shown in the table, below:

oS Version
Windows 2000 and higher

Linux RedHat 7.1 and higher

SuSE 8.2 and higher

Mandriva (Mandrake) |9.0 and higher

UNIX AIX 4.3 and higher

FreeBSD 4.2 and higher

Novell Netware 5.0 and higher

Virtual Media Support
¢+ USB CDROM Dirives

+ USB Floppy Drives

+ USB Flash Drives

+ |IDE CDROM Drives

+ Image Files
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1. Introduction

IP8000 Layout Diagram

No. Component Description

1. | Monitor Port The video cable from your monitor plugs in here

2. |LAN Port The cable that connects to the WAN, LAN, Intranet, or
Internet plugs in here.

3. |KVM Port The Custom KVM cable that links the card to your server’s
Video and USB ports plugs in here.

4. | Power Jack The power adapter cable plugs in here.
Note: Use of the power adapter is optional. If it is not used,
however, you will be unable to perform a remote Power On.

5 | Feature Cable The feature cable plugs in here. See Feature Cable

Connector

Installation, page 9 for details.
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Chapter 2
Hardware Setup

Before You Begin

installation has been turned off. You must unplug the power
cords of any computers that have the Keyboard Power On
function.

2. Avoid Electrostatic Discharge (ESD). Keep your IP8000 card in
its antistatic bag until it is ready to be installed. Avoid contact
with any component or connector on any adapter card, printed
circuit board, or memory module. Handle these components by
the mounting bracket.

g 1. Make sure that the power to any device that you connect to the

3. Perform all unpacking and installation procedures on a ground
connected antistatic mat. Wear an antistatic wristband grounded
at the same point as the antistatic mat. You can also use a sheet
of conductive aluminum foil grounded through a one megaohm
resistor instead of the antistatic mat. Similarly, a strip of
conductive aluminum foil wrapped around the wrist and
grounded through a one megaohm resistor serves the same
purpose as a wristband.

Basic Installation

After installing the IP8000 into any available PCI slot on the server’s
mainboard, refer to the installation diagram below (the diagram numbers
correspond to the step numbers), and do the following:

1. Plug the local monitor cable into the IP8000's video port.

2. Plug the local keyboard and mouse into the server’s keyboard and mouse
ports.

Note: The installation diagram depicts a PS/2 Mouse and Keyboard. If you
use USB mice and keyboards, plug them into USB ports.
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3. Use the KVM Cable provided with this package to connect the IP8000's
KVM port to the server’s video port and USB port.

4. Plug the LAN or WAN cable into the IP8000's LAN port.

5. Plug the power adapter cable into the IP8000's power jack, then plug the
power adapter into an AC power source.

Note: Use of a power adapter is optional. If a power adapter isn’t used,
however, you will not be able to perform a remote Power On.

o l(‘a)\
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Note: Although the IP8000 plugs into a server’s PCI slot, it has its own
environment and operates independently of the server it resides on —
using its 1/O ports to link to the server it controls. It can even link to
(with steps 2 and 3), and control, a server other than the one it actually
resides on.
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Feature Cable Installation

The feature cable provides the ability to perform remote power on/off and reset
operations. The cable plugs into a header block located at the upper right of the
card. The block contains two rows of pins. The upper row comprises pins 1, 3,
5, and 7; the lower row comprises pins 2, 4, 6, and 8. To install the feature
cable, do the following:

1. Plug the feature cable’s large connector (the one containing all 4 wires)
into to the lower row of pins (pins 2—8) with the white wire at the top; the
orange wire at the bottom.

2. Unplug the leads from the computer mainboard’s Reset pin header. (These
are the ones coming from the computer case’s Reset switch).

3. Plug the feature cable connector containing the white and blue wires into
the mainboard’s Reset pin header.

4. Unplug the leads from the computer mainboard’s Power pin header.
(These are the ones coming from the computer case’s Power switch).

5. Plug the feature cable connector containing the white and orange wires
into the computer mainboard’s Power header.

White
Blue
White
Orange

0N

To Mainboard

W=

To Mainboard
Power Header

os

(Continues on next page.)
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(Continued from previous page.)

6. Plug the leads from computer case’s Reset switch into pins 1-3 (on the
upper row) of the IP8000’s feature cable pin header.

7. Plug the leads from the computer case’s Power switch into pins 5-7 (on
the upper row) of the IP8000’s feature cable pin header.

From Case
Reset Switch
From Case
Power Switch

N O W=

Note: It is not necessary to pay attention to the plug alignment (i.e., which
wire is aligned with which pin) when you plug the leads from the feature
cable into the mainboard headers, or when you plug the leads from the
case into the feature cable header.

10
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Chapter 3
Browser Login
The IP8000 can be accessed either from an internet type browser, or via
stand-alone Windows and Java applications. The next several chapters

describe browser-based operations. Stand-alone AP operation is discussed in
Chapter 9.

Logging In

To operate the IP8000 from an Internet browser, begin by logging in:

1. Open your browser and specify the IP address of the IP8000 you want to
access in the browser's URL location bar.

Note: 1. For security purposes, a login string may have been set by the
administrator. If so, you must include a forward slash and the
login string along with the IP address when you log in. For
example:

192.168.0.100/ip8k

If you don't know the IP address and login string, ask your
Administrator.

2. If you are the administrator, and are logging in for the first time,
the various ways to determine the IP8000's IP address are
described in the Appendix on page 83.

(Continues on next page.)
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(Continued from previous page.)

2. A Security Alert dialog box appears.

Security Alert x|

rir‘"l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
: security certfficate.

& The security certificate was issued by a company you have
not chosen to trust. View the cerfficate to determine whether
you want to trust the certifying authority.

a The security certificate date is valid.

& The name on the securty certificate is invalid or does not
match the name of the site

Do you want to proceed 7

Yes | Mo I View Certificate

Accept the certificate — it can be trusted. (See Trusted Certificates,
page 91, for details.) If a second certificate appears, accept it as well.

12
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Chapter 3. Browser Login

The IP8000 login page appears:

IPB00O Login
User Name: ||
Password:

| Login I Reset

QTEN Copyright () 2006 ATEN International Co. , Ltd.

3. Provide a valid Username and Password (set by the IP8000 administrator),
then Click Login to continue.

Note: 1. If you are the administrator, and are logging in for the first time,
use the default Username: administrator; and the default
Password: password. For security purposes, we strongly
recommend you remove these and give yourself a unique
Username and Password (see User Management, page 27).

2. If you supplied an invalid login, the login entry boxes will
become blank. Log in again being careful to specify a valid
Username and Password.

13
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After you have successfully logged in, the IPB000 Main Screen appears:

i P P ¥ @ <

General Network Security ANMS User Customization Firmware
Management
= Remote Console Preview
=
Remote Console
i 1] 73
I L6
Power Management
Log
, {35 ‘ .

—'hy_ i — \
i | ST e v Applet. & X pen Windons Clert

é\TEN Copyright () 2006 ATEM International Ca., Ltd,

Screen Elements

The Main Screen consists of Utility icons arranged vertically down the left
side; Administration icons arranged across the top; and a Remote Console
Preview with icons to launch the Java Applet and Windows Client displayed in
the center.

Note: If a user doesn’t have permission to perform a particular activity, the
icon for that activity doesn’t appear. See User Management, page 27,
for permission details.

(Continues on next page.)
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(Continued from previous page.)

Utility Icons
The icons arranged down the left side perform the following functions:

Icon

Purpose

&

Remote Console: Clicking this icon closes whatever is displayed on the
Main Screen, and brings back the Remote Console Preview.

=L

m(

Power Management: If the feature cable has been properly installed
(see Feature Cable Installation, page 9), and you have the proper
permission (see User Management, page 27), clicking this icon will bring
up an interface that allows you to Power On, Power Off, or Reset the
remote server.

Log: All the events that take place on the IP8000 are recorded in a log
file. If you have the proper permission (see User Management, page 27),
clicking this icon displays the contents of the log file. See Chapter 7, The
Log File, for further details.

Logout: Click this icon to log out and end your IP8000 session.

Itis important to log out when you end your session. Otherwise, you must
wait until the timeout setting has expired before the IP8000 can be
accessed again. (See Timeout, page 29.)

Administration Icons

The icons arranged across the top of the page are linked to the administration
utilities, which are used to configure the IP8000. The ability to make
configuration changes depends on the permissions associated with a user’s
login information (see User Management, page 27). The administrative
functions are discussed in Chapter 4.

15
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Remote Console Preview

The main portion of the screen shows a snapshot of the remote display.

Remote Console Preview

- r
wrke A,
Wi ows Sarver

Refresh |

Q“Dpen Java Applet = Open Windows Client

The active elements of the Remote Console Preview are described in the

following table:

Element

Action

Refresh

Clicking Refresh updates the snapshot of the remote
display.

Open Java Applet

If you are on a platform other than Windows, clicking
Open Java Applet uses a Java applet to open the remote
server’s display on your desktop.

Open Windows Client

If you are running Windows, clicking Open Windows
Client uses a Windows plugin to open the remote
server’s display on your desktop.

Note: 1. If a user doesn’t have permission to open the Java Applet, the icon to
launch the applet does not appear.

2. If a user doesn’t have permission to open the Windows Client, the
icon to launch the client does not appear.

IP8000 operation using the Java applet is discussed in Chapter 6; IP8000
operation using the Windows client is discussed in Chapter 5.

16
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Chapter 4
Administration

Introduction

The administration utilities, represented by the icons located across the top of
the 1P8000 web page, are used to configure the IP8000’s operating
environment.

( B D W @ oc c]

General Networlk: Security ANMS User Customization Firmware
Management

- Remote Console Preview
—
Remote Console
m
[
Power Management
Log
Refresh
bl | ]
—
e A
e | B oo sava Applet = % Open Windows Clent

é\TE N Copyright {c) 2006 ATEN International Co., Ltd.

This chapter discusses each of them in turn.

Note: 1. As you make your configuration changes in each dialog box, click
Apply to save them.

2. Some configuration changes only take effect after an IP8000 reset.
For those changes, a check is automatically put in the Reset on Exit
box (see Customization, page 29). To have the changes take effect,
log out and then log back in again.

3. If you don't have Configuration privileges (see User Management,
page 27), the Administration configuration dialogs are not available.

17
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General

The General page is the first of the Administration pages, and provides
information about the IP8000's status.

Device Name:

[p3000

MAC Address:

Jo0-10-74-11-00-01

Firmware Version:

|10.042

Applyl

Last IP from DHCP server: 10.0.13.30

An explanation of each of the screen items is given in the table below:

Item

Explanation

Device Name:

To make it easier to manage installations that have more than one
IP8000, each one can be given a name. To assign a name for the
IP8000, key in one of your choosing here (16 characters max.).

MAC Address:

The IP8000's MAC Address displays here.

Firmware Version:

Indicates the IP8000's current firmware version level. New
versions of the IP8000's firmware can be downloaded from our
website as they become available (see Firmware, page 31). You
can reference this number to see if there are newer versions
available on the website.

Last IP from
DHCP Server

If the IP8000 is on a network that uses DHCP assigned IP
addresses, this item is a convenient way of ascertaining what its
IP address is, in order to inform the Users which IP to use when
they log in.

Note: If the switch has a fixed IP address, this item doesn’t appear.
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Network

The Network dialog is used to specify the IPB000's network environment.

Program: IQDDD
Virtual Media: IQDD 3

1P Address

| ™ Obtain an IP address automatically[DHCP]

i+ Use the following IP address [Fixed IF]

IP address: IID.D. 100.81
Subnet mask: IZSS. 255.255.0
Default Gateway: IID.D. 100.1

| ™ Obtain DNS server address automatically

i Using the following DMS server address

Preferred DNS server: IID.D. 1.23
Alternate DNS server: I

WYI

Access Ports

If a firewall is being used, the Administrator can specify the port numbers that
the firewall will allow. Users must specify the port number as part of the IP
address If an invalid port number (or no port number) is specified, the IP8000
will not be found. An explanation of the fields is given in the table below:

Field Explanation

Program: This is the port number used for keyboard, mouse, video, and
message data transfers. Valid entries are from 1024-65535. The
default is 9000.

Virtual Media: | This is the port number used for data transfer using the IP8000’s
virtual media feature. Valid entries are from 1024-65535. The default
is 9003.

HTTP: The port number for a browser login. Valid entries are from 1-65535.
The default is 80.

HTTPs: The port number for a secure browser login. Valid entries are from

1-65535. The default is 443.

Note: The access ports cannot have the same value. You must set a different
value for each one.
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IP Address

The IP8000 can either have its IP address assigned dynamically at bootup
(DHCP), or it can be given a fixed IP address.

+ For dynamic IP address assignment, select the Obtain an IP address
automatically, radio button.

Note: If the IP8000 is on a network that uses DHCP to assign network
addresses, and you need to ascertain its IP address, see IP Address
Determination, page 83, for information.

+ To specify a fixed IP address, select the Set IP address manually, radio
button and fill in the IP address.

DNS Server
The IP8000 can either have its DNS server address assigned automatically, or
a fixed address can be specified.

+ For automatic address assignment, select the Obtain DNS server address
automatically, radio button.

+ To specify a fixed address, select the Use the following DNS server
address, radio button and fill in the required information.

Note: Specifying the Primary DNS Server address is required; the
Alternate DNS Server address is optional.

After making any network changes, be sure Reset on exit on the Customization
page (see Customization, page 29) has been enabled (there is a check in the
checkbox), before logging out. This allows network changes to take effect
without having to power the IP8000 off and on.
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Security

The Security page controls access to the IP8000.

I 1P Filter Enable Cindude % exdude
Add
_I Remove
I™ mac Filter Enable Cindude  * exdude
Add
_I Remove
Default web page name:
__Aoply |

Overview

*

IP and MAC Filters control access to the IP8000 based on the IP and/or
MAC addresses of the computers attempting to access the system. If any
filters have been configured, they appear in the IP Filter and/or MAC
Filter list boxes.

The Default web page name lets the Administrator specify a login string
(in addition to the IP address) that users must include when they access the
IP8000 with a browser. For example:

192.168.0.126/abcdefg

Users must include the forward slash and the string when they specify the
IP address in the browser’s URL bar. For security purposes, we
recommend that you change this string from time to time.

Note: If no string is specified here, anyone can access the IP8000 with a
Web browser using the IP address alone. This makes the installation
less secure.
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Filtering

To enable IP and/or MAC filtering, Click to put a check mark in the IP Filter
Enable and/or MAC Filter Enable checkbox. There are a maximum of 100
filters allowed for each.

+ Ifthe include button is checked, all the addresses within the filter range are
allowed access; all other addresses are denied access.

+ If the exclude button is checked, all the addresses within the filter range
are denied access; all other addresses are allowed access.

IP Filtering
To add an IP filter:

1. Click Add. A dialog box similar to the one below appears:

x
Sott Promt

Enter the start IP address for example, 152.168.0.1):
Cancel |
i

2. Specify the filter address in the dialog box, then Click OK.
A second dialog box, similar to the one below, appears:

x
Sott P

Enterthe end IP address for example, 152.168.1.255). Cancel
nc

3. To filter a single IP address, key in the same address as the start IP. To
filter a continuous range of addresses, key in the end number of the range.

4. After filling in the address, click OK.

5. Repeat these steps for any additional IP addresses you want to filter.
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To delete a filter, select it and Click Remove.

To modify a filter, select it and Click Edit. The Edit dialog box is similar to the
Add dialog box. When it comes up, simply delete the old address and replace
it with the new one.

MAC Filtering
To add a MAC filter:

1. Click Add. A dialog box similar to the one below appears:

x
i
Enter the MAC address {for example, 004854655511): —

nc |

2. Specify the MAC address in the dialog box, then Click OK.
3. Repeat these steps for any additional MAC addresses you want to filter.
To delete afilter, select it and Click Remove.

To modify a filter, select it and Click Edit. The Edit dialog box is similar to the
Add dialog box. When it comes up, simply delete the old address and replace
it with the new one.
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ANMS

The Advanced Network Management Settings dialog box allows you to set up
login authorization management from a external sources. It is divided into three
main panels, as described, below:

I~ Enzble
Primary RADIUS Server IP: I—
Primary RADIUS Service Port: I_—
Alternate RADIUS Server IP: ]
Alternate RADIUS Service Port: I',—‘
Timeout (seconds): "—
Retries: L
Shared Secret (at least 6 characters): I—

I” Enable
C servere: |
CC Service Port: I—

Log Server Settings

MAC address: 000000000000 [%
Service Port: |9001

RADIUS Settings

To allow authorization for the IP8000 through a RADIUS server, do the
following:

1. Check Enable RADIUS.

2. Fillin the IP addresses and Service Ports for the Primary and Alternate
RADIUS servers.

3. Inthe Timeout field, set the time in seconds that the IP8000 waits for a
RADIUS server reply before it times out.

4. In the Retries field, set the number of allowed RADIUS retries.

5. In the Shared Secret field, key in the character string that you want to use
for authentication between the IP8000 and the RADIUS Server.

(Continues on next page.)
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(Continued from previous page.)

6. Onthe RADIUS server, set the access rights for each user according to the
information in the table, below:

Character Meaning

C

Grants the user administrator privileges, allowing the user to
configure the system.

w Allows the user to access the system via the Windows Client
program.

J Allows the user to access the system via Java.

P Allows the user to Power On/Off, Reset the computer that the IP8000
is connected to.

L Allows the user to access log information via the user's browser.
Limits the user's access to only viewing the video display.

S Allows the user to use the virtual media function.

Note: 1. The characters are not case sensitive. Upper or lower case work

equally well.
Characters are comma delimited.

An invalid character in the configuration string will prohibit
access to the IP8000 for the user.

RADIUS Examples
RADIUS Server access rights examples are given in the table, below::

String Meaning
c,w,p User has administrator privileges; user can access the system via the
Windows Client; user can manage the attached Power over the NET
device.
w,j,l User can access the system via the Windows Client; user can access

the system via the Java Client; user can access log information via the
user’s browser.
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CC Management Settings

To allow authorization for the IP8000 through a CC (Control Center) server,
check Enable CC Management and fill in the CC Server’s IP address and the
port that it listens on in the appropriate fields.

Log Server Settings

Important transactions that occur on the IP8000, such as logins and internal
status messages, are kept in an automatically generated log file. See Chapter 8,
The Log Server, for details on setting up the log server.

+ Specify the MAC address of the computer that the Log Server runs on in
the MAC address field.

+ Specify the port used by the computer that the Log Server runs on to listen
for log details in the Port field. The valid port range is 1—65535. The
default port number is 9001.
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User Management

The User Management dialog box is used to create and manage user profiles.
Up to 64 user profiles can be established.

User Management
administrator User name: |
rif111
frosty Password: |
jessica
Confirm I
password:
Description: |
Permissions: = Java
[~ Win Client I Applet
iew only onngure
[ Vi | [~ Confi
Power
r Management [ tog
[~ virtual Media
Reset |
Add I Update I Remove I

Applyl

+ To add a user profile, fill in the information asked for in the User Info
panel and click Add. The user’s name appears in the User List panel.

+ To delete a user profile, select it from the names displayed in the User List
panel, and click Remove. The user’s name is removed from the User List
panel.

+ To modify a user profile, first select it from the list in the upper panel; then
change the information that appears in the User Info dialog box.

Note: The user’s password is not displayed — the Password and Confirm
fields are blank. If you do not want to change the user’s password,
simply leave the two fields blank. If you do want to change the
user’s password, key the new password in the Password field, then
key it in again in the Confirm field.

When you have made all your changes, click Update.

+ The Reset button clears all the information shown in the User Info fields.

(Continues on next page.)
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(Continued from previous page.)

An explanation of the profile items is given in the table below:

Item Explanation
Username A minimum of 6 and a maximum of 16 characters is allowed.
Password A minimum of 6 and a maximum of 16characters is allowed.

Confirm Password

To be sure there is no mistake in the password you are asked to
enter it again. The two entries must match.

Description

Additional information about the user that you may wish to
include.

Permissions

Click to place/remove a check mark next to an item to
grant/withhold access to that aspect of the IP8000’s operation.

Win Client: Checking Win client allows a user to access the
IP8000 via the Windows Client software.

View Only: Checking View Only allows a user to view the video
of the display of the computers attached to the ports of the KVM
switch connected to the IP8000, but they are not allowed to
perform any operations on the computers.

Power Management: Checking Power Management allows a
user to Power On / Power Off / Reset the computer that the
IP8000 is connected to.

Log: Checking Log allows a user to view the contents of the log
file.

Virtual Media: Checking Virtual Media allows a user to utilize
the IP8000’s virtual media capabilities (see Virtual Media,
page 40 for details).

Java Applet: Checking Java Applet allows a user to access the
IP8000 via the Java Applet software.

Configure: Checking Configure gives a user Administrator
privileges, and allows the user to set up and modify the IP8000's
operating environment.
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Customization

This configuration dialog allows the Administrator to set Timeout, Login
failure, and Working mode parameters.

Time out: |D minutes
Allowed: |5
Timeout: |3 minutes

¥ Enable ICMP

¥ Enable device list

¥ Enable browser

¥ Enable multiuser

Mouse Sync Mode

% putomatic T Manual

[T Reseton exit

Apply |

An explanation of the Customization parameters is given in the table below:

Parameter

Explanation

Timeout

If the IP8000 doesn't receive any input from a computer
that is accessing it with the Windows Client or Java Applet
for the amount of time specified here, it ends the
connection.

Login
failures

Allowed

Sets the number of consecutive failed login attempts that
are permitted from a remote computer.

Timeout

Sets the amount of time a remote computer must wait
before attempting to login again after it has exceeded the
number of allowed failures.

(Continues on next page.)
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(Continued from previous page.)

Item

Explanation

Working
Mode

Enable
ICMP

If ICMP is enabled, the IP8000 can be pinged. If it is not
enabled, the device cannot be pinged.

Enable
device list

If this item is enabled, the device will show up in the list of
local IP8000 units (see Starting Up, page 66). If it is not
enabled, it will not show up.

Enable
browser

Placing a check in this box allows the user to access the
IP8000 from a browser. If this function is not enabled,
users will not be able to log into the unit via their browsers.

Enable
multiuser

Enabling Multiuser operation permits up to 32 users to log
into the IP8000 at the same time through any combination
of: the browser-based Windows Client, the AP Windows
Client, the browser-based Java Applet, and the AP Java
Client.

Mouse
Sync Mode

Automatic

This is the default. Automatic causes an automatic
synching of the remote and local mouse pointers when a
connection to the remote display is made.

Note: This feature only supports USB mice on Windows
systems. For all other configurations, you must select
Manual.

Manual

Selecting Manual means that no automatic mouse pointer
synching takes place. All synching must be done manually
with the Windows Client and Java Applet synching
procedures. (See Auto-Sync, page 39, and page 50 and
Adjust Mouse, page 37).

Also see Additional Mouse Synchronization Procedures,
page 89, for further help, if necessary.

Reset

Some configuration changes only take effect after an
IP8000 reset. These include changes on the Network
page; a Log Server port change; enabling/disabling
browser access; and upgrading the firmware.

For those changes, a check is automatically put in the
Reset on Exit box.

To have the changes take effect, log out and then log back
in again. A wait of approximately 30 to 60 seconds is
necessary before logging in following the reset.

Note: If the IP8000’s performance degrades, reset it by
putting a check in the Reset on Exit box, and then log out /
log in.
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Firmware

As new versions of the IP8000 firmware become available, they can be
downloaded from our website. Check the website regularly to find the latest
information and packages.

To upgrade the firmware, do the following:

1.

Download the new firmware file to a computer that is not the one that your
IP80QO is installed on.

From that computer, open your browser; log in to the 1IP8000; and click the
Firmware icon to bring up the Firmware File dialog box:

| Browse. .. |

Upload |

Click Browse; navigate to the directory that the new firmware file is in
and select the file.

Click Upload.

After the upload completes, the Reset on exit checkbox

(See Customization, page 29) will automatically be enabled. To have the
new firmware take effect, click Logout at the bottom left of the Main web
page to exit and reset the IP8000, then login again.
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Starting Up

After you log in (see Logging In, page 11), Click the Open Windows Client link
on the Remote Console Preview screen.

Note: 1. The first time you run the Windows client, you are prompted to install
a plugin (ip8000plugin.exe) that is required for its operation:

Remote Console Preview

Refresh |
et %\O n Win:

(\-‘Open Java ﬂEE pel dows Client

CDownIoad Windows Client Plu -in)

Click the link; in the dialog box that comes up, click Run.

If the dialog box doesn’t have a Run option, click Save, then, with the
browser still open, run the file.

This brings up the plugin installation wizard. Click Next to start the
installation, then follow along with the wizard to complete it.

Now, go back to the login screen and click Open Windows Client
again.

2. To uninstall the plugin, use the Windows Add or Remove Programs
function (Start — Control Panel — Add or Remove Programs).

(Continues on next page.)
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(Continued from previous page.)
A second or two after you click the Open Windows Client link, the remote
server’s display appears as a window on your desktop:

10.0.100.81 - Remote View o [m] 531
- =

Microsoft

¥y
Windows Server 20

X wERoc G

Navigation

You can work on the remote system via the screen display on your monitor just
as if it were your local system.

Note: 1. You can maximize the window, drag the borders to resize the
window:; or use the scrollbars to move around the screen.

2. Due to net lag, there might be a slight delay before your keystrokes
show up. You may also have to wait a bit for the remote mouse to
catch up to your local mouse before you click.

3. Due to net lag, or insufficient computing power on the local machine,
some images, especially motion images, may display poorly.
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The Windows Client Control Panel

The Windows Client control panel — located at the bottom right of the screen —
provides utilities to help you control remote KVM operations.

@lAveMoec ans
1024x768@60

The panel consists of an icon bar with a text bar below it. The text bars displays
the remote server’s video resolution.

Note: You can move the control panel to any convenient location on the screen
by moving the mouse pointer over one of its borders and dragging.

(Continues on next page.)
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(Continued from previous page.)

The functions that the icons perform is described in the table below:

Icon Function

Click to bring up the Hotkey setup dialog box (see Hotkey Setup,
ﬁ page 37 for details).

Click to bring up the Video settings dialog box.

Click to bring up the Virtual media dialog box.

Click to bring up the Message board.

Vs
Py
i

Click to send a Ctrl+Alt+Del signal to the remote system.

mﬂll

Click to exit the remote view.

i

These icons show the Num Lock, Caps Lock, and Scroll Lock status
of the remote computer.

When the lock state is On, the LED is bright green and the lock hasp
ﬁ i i is closed.; When the lock state is Off, the LED is dull green and the
lock hasp is open. Click on the icon to toggle the status.

Note: When you first connect, the LED display may not be accurate.
To be sure, click on the LEDs to set them.

The Windows Client Control Panel icons and their functions are described in
the sections that follow.
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Hotkey Setup

Various actions related to manipulating the remote server can be

accomplished with hotkeys. The Hotkey Setup utility is accessed by
clicking the Keyboard icon on the Control Panel. The actions performed by the
Hotkeys are listed in the left panel; the currently defined keys that invoke the
actions are shown in the panel to the right.

Hotkey Setup x|

Action

Toggle screen mode

Adjust video Alt+v

Toggle OSD Alt+0

Toggle pointer display ~ Alt+

Adjust mouse Alt-+Ha

Substitute ALT key Fi2

Exit remote view Alt+E
Keys Alt+F

Start | Set | Close |

Action

Explanation

Toggle screen mode

Toggles the screen display between full screen and
windowed modes.

Adjust Video

Brings up the video setting dialog box.

Toggle OSD

Toggles the control panel Off and On.

Toggle pointer display

If you find the display of the two mouse pointers (local and
remote) to be confusing or annoying, you can use this
function to hide the non-functioning pointer. Since this
function is a toggle - use the hotkeys again to bring the
pointer display back to its original configuration.

Adjust Mouse

Synchronizes the movement of the local and remote mice.

Substitute Alt Key

Although all other keyboard input is captured and sent to the
1P8000, [Alt + Tab] and [Ctrl + Alt + Del] work on your local
computer. In order to implement their effects on the remote
system, a function key is substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 +
Tab] and [Ctrl + F12 + Del].

Exit remote view

Ends the remote connection to the IP8000 and returns to
local operation.
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Configuring the Hotkeys
If you find the default Hotkey combinations inconvenient, you can configure
them by following these steps:

1. Highlight the Action, then Click Start

2. Key inthe new combination. The key names appear in the Key field as you
press them.

3. Click Set
4. Click Close.
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Video Settings

The Video settings dialog box allows you to adjust the placement and
picture quality of the remote screen (as displayed on your monitor).

x

Screen Position

teft |  Right | auto Sync |

Down |

rVideo Quality

Low

High

=

Close |

The meanings of the adjustment options are given in the table below:

Option

Usage

Screen Position

Adjust the horizontal and vertical position of the remote
computer window by Clicking the Arrow buttons.

Auto-Sync

Click Auto-Sync to have the function detect the vertical and
horizontal offset values of the remote screen and automatically
synchronize it with the local screen.

If the local and remote mouse pointers are out of sync, in most
cases, performing this function will bring them back into sync.

Note: This function works best with a bright screen.

If you are not satisfied with the results, use the Screen Position
arrows to position the remote display manually.

Video Quality

Drag the slider bar to adjust the overall Video Quality. The higher
the value, the clearer the picture and the more video data goes
through the network. Depending on the network bandwidth, a
high value may slow down response time.
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Virtual Media

The 1P8000’s virtual media feature allows a USB 2.0 device (Floppy
drive, CDROM, Flash Drive, etc.), or an image file, on a user’s
system, to appear, and act, as if it were installed on the remote server.

To implement this redirection feature, do the following:
1. Bring up the Virtual media dialog box:

ﬂ

r~Media Source

¥ Drive:

 File:

2. Select the media source.

a) If you select Drive, drop down the drive list to select the appropriate
drive:

x

—Media Source

{+ Drive: L CD-RW Drive (Fz) j

; i 32 Floppy (A:)
" File: CD-RW Drive (F2) |

“ Removable Disk {G:)

Start | Shop |

b) If you select File, click the button with the three dots to browse to your
image file.
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3. After you have made your media source selection, click Start. The device

4,

(or image file) that you have selected is then redirected to the remote
server, where it shows up as a drive on the remote server’s file system.

, My Computer

| e Ed Vew Favotes Took e
_E'—.:-_-?.ﬁarch Folders | & o X )| [O-
Agck'&ns|jmf:umputer

Hard Disk Drives

DWD-RAM Removable
Drive (D:} Disk (G}

Note: You can dismiss the Virtual media dialog box at this point — the
redirection will stay in effect.

You can treat the folder as if it were really on the remote server — drag and
drop files to/from it; open files on the remote system for editing and save
them to the redirected drive, etc.

Files that you save to the redirected drive, will actually be saved to the
USB device on your local system. Files that you drag from the redirected
drive will actually come from the USB device on your local system.

To end the redirection, bring up the Virtual media dialog box and click
Stop.
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. Message Board
':'I':' The 1P8000 supports multiple user logins, which can possibly give rise
to access conflicts. To alleviate this problem, a message board, similar
to an internet chat program, allows users to communicate with each other:

=k
e =
=] [} administrator
Message Display
Panel User List
FPanel
-
=l
Compose Panel _| Send
-

(Continues on next page.)
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(Continued from previous page.)

The Button Bar

The buttons on the Button Bar are toggles. Their actions are described in the
table below:

Button Action

| Enable/Disable Chat. When disabled, messages posted to the

board are not displayed. The icon displays next to the user's name in
the User List panel when he has disabled Chat.

Occupy/Release Keyboard/Video/Mouse. When you Occupy the
E KVM, other users cannot see the video, and cannot input keyboard or

mouse data. The icon displays next to the user's name in the User
List panel when he has occupied the KVM.

Occupy/Release Keyboard/Mouse. When you Occupy the KM,
other users can see the video, but cannot input keyboard or mouse
data. The icon displays next to the user's name in the User List panel
when he has occupied the KM.

i)

Show/Hide User List. When you Hide the User List, the User List
panel closes.

Compose Panel

Key in the messages that you want to post to the board in this panel. Click
Send, or press [Enter] to post the message to the board.

Message Display Panel

Messages that users post to the board - as well as system messages - display in
this panel. If you disable Chat, however, messages that get posted to the board
won't appear.
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User List Panel

+ The names of all the logged in users appear in the User List panel. Select

the names of the users that you wish to send the message to before sending
your message.

+ If a user has disabled Chat, its icon displays before the user's name to
indicate so.

+ If a user has occupied the K\VM or the KM, its icon displays before the
user's name to indicate so.

Mﬁsagel!nﬂ'd ) [=] ]
e =
administrator: - 7 All Users

The system will go down in 5 mins. administrator

Send

< 1
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Introduction

The Java Applet makes the IP8000 accessible to all platforms that have JRE 6
Update 3 or higher installed. Java is available for free download from Sun's
Java web site (http://www.java.com or http://java.sun.com). To access the
IP8000 with the Java Applet:

After you log in (see Logging In, page 11), Click the Open Java Applet link on
the Remote Console Preview screen.

Note: If a Security Warning dialog box appears, click Run, to accept it.

After a second or two, the remote server’s display appears as a window on your
desktop:

P 10,0, 10081 - Remate View
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Navigation

You can work on the remote system via the screen display on your monitor just
as if it were your local system.

+ You can maximize the window, drag the borders to resize the window; or
use the scrollbars to move around the screen.

+ You can switch between your local and remote programs with [Alt + Tab].

Note: 1. Due to net lag, there might be a slight delay before your keystrokes
show up. You may also have to wait a bit for the remote mouse to
catch up to your local mouse before you click.

2. Dueto net lag, or insufficient computing power on the local machine,
some images, especially motion images, may display poorly.

The Java Applet Control Panel

The Java Applet control panel — located at the bottom right of the screen —
provides utilities to help you control remote KVM operations.

{01l G TN

The panel consists of an icon bar with a text bar below it. The text bars displays
the remote server’s video resolution.

Note: You can move the control panel to any convenient location on the screen
by moving the mouse pointer over one of its borders and dragging.

(Continues on next page.)
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(Continued from previous page.)

The functions that the icons perform is described in the table below:

Icon

Function

Click to bring up the Hotkey setup dialog box (see Hotkey Setup,
page 48 for details).

Click to bring up the Video settings dialog box.

Click to bring up the Message board (see page 51).

Click to send a Ctrl+Alt+Del signal to the remote system.

Click to exit the remote view.

aaa

The Lock Key LEDs show the Num Lock, Caps Lock, and Scroll Lock
status of the remote computer.

¢+ When the lock state is Off, the LED is dull green and the lock hasp
is open.

* When the lock state is On, the LED turns bright green and the lock
hasp is closed.

Click on the icon to toggle the status.

Note: When you first connect, the LED display may not be accurate.
To be sure, click on the LEDs to set them.

The Java Applet Control Panel icons and their functions are described in the
sections that follow.

a7
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=

Hotkey Setup
Various actions related to manipulating the remote server can be
accomplished with hotkeys. The Hotkey Setup utility is accessed by

clicking the Keyboard icon on the Control Panel. The actions performed by the
Hotkeys are listed in the left panel; the currently defined keys that invoke the
actions are shown in the panel to the right.

Hotkey Setup x|
Action Hotkey

Toggle screen mode Alt+F
Adjustvideo Alt+Y
Toggle OSD Alt+0
Toggle pointer display Alt+P
Adjust mouse Alt+M
Substitute ALT key F12

Exit remote view Alt+E

Keys:

stat | | set |

Close

Action

Explanation

Toggle screen mode

Toggles the screen display between full screen and
windowed modes.

Adjust Video

Brings up the video setting dialog box.

Toggle OSD

Toggles the control panel Off and On.

Toggle pointer display

If you find the display of the two mouse pointers (local and
remote) to be confusing or annoying, you can use this
function to hide the non-functioning pointer. Since this
function is a toggle - use the hotkeys again to bring the
pointer display back to its original configuration.

Adjust Mouse

Synchronizes the movement of the local and remote mice.

Substitute Alt Key

Although all other keyboard input is captured and sent to the
IP8000, [Alt + Tab] and [Ctrl + Alt + Del] work on your local
computer. In order to implement their effects on the remote
system, a function key is substituted for the Alt key. If you
substitute the F12 key, for example, you would use [F12 +
Tab] and [Ctrl + F12 + Del].

Exit remote view

Ends the remote connection to the IP8000 and returns to
local operation.

48
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Configuring the Hotkeys

If you find the default Hotkey combinations inconvenient, you can reconfigure
them by following these steps:

1.
2.

Highlight the Action, then click Start.

Key in the new combination. The key names appear in the Key field as you

press them.
Click Set.
Click Close.
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} Video Settings

The Video settings dialog box allows you to adjust the placement and
picture quality of the remote screen (as displayed on your monitor).

x

Screen position:

Coen | [

Video quality:
Low | ) ;  High

Close

The meanings of the adjustment options are given in the table below:

Option Usage

Screen position Adjust the horizontal and vertical position of the remote
computer window by Clicking the Arrow buttons.

AutoSync Click Auto-Sync to have the function detect the vertical and
horizontal offset values of the remote screen and automatically
synchronize it with the local screen.

If the local and remote mouse pointers are out of sync, in most
cases, performing this function will bring them back into sync.
Note: This function works best with a bright screen.

If you are not satisfied with the results, use the Screen Position
arrows to position the remote display manually.

Video quality Drag the slider bar to adjust the overall Video Quality (right is
higher; left is lower). The higher the value, the clearer the picture
and the more video data goes through the network. Depending
on the network bandwidth, a high value may slow down
response time.
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= Message Board
| :'i': | The IP8000 supports multiple user logins, which can possibly give rise
to access conflicts. To alleviate this problem, a message board feature,
similar to an internet chat program, allows users to communicate with each

other:

A Hessage board =10l x|

® AnUsers
*[administrator

W e

Send

The buttons on the Button Bar are toggles. Their actions are described in the

table below:

Enable/Disable Chat. When disabled, messages posted to the
board are not displayed. The icon displays next to the user's name
in the User List panel when he has disabled Chat.

Occupy/Release Keyboard/Video/Mouse. When you Occupy the
KVM, other users cannot see the video, and cannot input keyboard
or mouse data. The icon displays next to the user's name in the
User List panel when he has occupied the KVM.

Occupy/Release Keyboard/Mouse. When you Occupy the KM,
other users can see the video, but cannot input keyboard or mouse
data. The icon displays next to the user's name in the User List
panel when he has occupied the KM.
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Message board

=10l ]

administrator:
The systermn will shut down in 5 minutes.

Send

; 2 AllUsers
- f@administrator
‘jessica

+ The names of all the logged in users appear in the User List panel.

¢ Select the users that you want to post to before sending your message.

Users that aren’t selected won’t see the message.

+ To Hide/Unhide the User List panel, click on the arrows in the panel

separator.

+ If a user has disabled Chat, the Disabled Chat icon displays before the

user's name to indicate so.

+ If a user has occupied the K\VM or the KM, the corresponding icon

displays before the user's name to indicate so.

+ Key in the messages that you want to post to the board in the Compose

panel. Click Send, to post the message to the board.

+ Messages that users post to the board — as well as system messages —
display in the Message Display panel. If you disable Chat, however,

messages that get posted to the board do not appear.
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| Ctrl+Alt+Del
‘?I Clicking this button sends a Ctrl+Alt+Del signal to the remote system.

Exit
i Click this button to exit the Java Applet and return to local operation.

Lock LEDs

IEIIE The Lock Key LEDs show the Num Lock, Caps Lock, and Scroll
Lock status of the remote computer.

+ When the lock state is Off, the LED is dull green and the lock hasp is open.

+ When the lock state is On, the LED turns bright green and the lock hasp is
closed.

Click on the icon to toggle the status.

Note: When you first connect, the LED display may not be accurate. To be
sure, click on the LEDs to set them.
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Chapter 7
The Log File

The Log File Screen

The IP8000 logs all the events that take place on it. To view the contents of the
log file in the browser, click the Log icon at the left of the web page. A screen
similar to the one below appears:

N P 9 ¥ @ »>c

General Metwork Security ANMS User Customization Firmware
Management

Log Information

-
\“ 2007-08-31
Remate Cansole 15:24:07 User:rif111logged in from web
m 15:24:11 User:rif111logged in from remote console
i._.] ﬁ 15:25:10  http page not found:favicon.ico

e Mdn;gement 15:25:23 User:frosty logged in from web

15:26:08 User:frosty logged out from web
15:26:42  http page not found:favicon.ico

15:26:51 User:frosty logged in from web

15:27:39 User:frosty logged in from remote console

15:28:44 User:rjf111 logged out from remote console
15:28:49 User:rjf111logged in from remote conscle

_“i]- ] 15:30:30  User:frosty logged out from remote console
L 15:30:39 User:rjfi1ilogged out from remote console
Logout 15:33:28 User:rjf111 logged in from remote conscle

15:43:48 User:rif111 logged out from remate console
15:43:55 User:rjfi11logged in from remote console
16:41:29  User:rjf111 logged out from remote console

A maximum of 512 events are kept in the log file. As new events are recorded,
they are placed at the bottom of the list. When a new event is recorded after
there are 512 events in the log file, the earliest event in the list is discarded. To
clear the log file, click on the Clear Log icon at the lower right of the page.

é\TE N Copyright (c) 2006 ATEN International Co., Ltd.

Note: If the server that the IP800O is installed in is shut down, and the
IP8000’s power adapter isn’t plugged in, the contents of the browser-
based log file are lost. If the Log Server has been properly installed and
configured, however, the log data can be retrieved from there. See
Chapter 8, The Log Server, for details

55
Download from Www.Somanuals.com. All Manuals Search And Download.



IP8000 User Manual

This Page Intentionally Left Blank

56
Download from Www.Somanuals.com. All Manuals Search And Download.



Chapter 8
The Log Server

Introduction

The Windows-based Log Server is an administrative utility that records all the
events that take place on selected 1P8000 units and writes them to a searchable
database. The installer for the Log Server program — LogSetup.exe — can be
found on the 1P8000 software CD. This chapter describes how to install and
configure the Log Server.

Installation

Installation
To install the Log Server program, do the following:

1. Copy LogSetup.exe from the software CD to a convenient location on your
hard disk.

2. Run the program and follow along with the installation dialog boxes.

When the installation completes, an icon — LogServer — is placed on your
desktop and a program entry is made in the Windows Start menu:
(Start — All Programs — LogServer — LogServer).

(Continues on next page.)
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(Continued from previous page.)

Starting Up

To bring up the Log Server, either double click the program icon, or key in the
full path to the program on the command line. The first time you run it, a screen
similar to the one below appears:

=1ol =

Corifgan Everis Opoons ey
Pacoidrg Addnss Pt Connaction Dyt | Dwscription,

Note: 1. The MAC address of the Log Server computer must be specified in
the ANMS settings — see page 24 for details.

2. The Log Server requires the Microsoft Jet OLEDB 4.0 driver in order
to access the database.

The screen is divided into three components:
+ A Menu Bar at the top

+ A panel that will contain a list of IP8000 units in the middle (see The Log
Server Main Screen, page 63, for details).

+ A panel that will contain an Events List at the bottom

Each of the components is explained in the sections that follow.
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The Menu Bar

The Menu bar consists of four items:
+ Configure

+ Events

+ Options

+ Help

These are discussed in the sections that follow.

Note: If the Menu Bar appears to be disabled, click in the IP8000 List window
to enable it.

Configure

The Configure menu contains three items: Add, Edit, and Delete. They are used
to add new IP8000 units to the IP8000 List, edit the information for units
already on the list, or delete IP8000 units from the list.

+ To add a IP8000 to the IP8000 List, click Add.

+ Toedit or delete a listed IP8000, first select the one you want in the IP8000
List window, then open this menu and click Edit or Delete.

When you choose Add or Edit, a dialog box, similar to the one below appears:
x
Address: Server Address Port: ISDD‘I

Description: IServer Drescription

Lirnit: 100 Daps
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A description of the fields is given in the table, below:

Field Explanation

Address This can either be the IP address of the IP8000 or its DNS name (if the
network administrator has assigned it a DNS name). Key in the value
specified for the IP8000 in the ANMS settings (see ANMS, page 24).

Port Key in the port number that was specified for the IP8000 in the ANMS
settings (see ANMS, page 24).

Description | This field is provided so that you can put in a descriptive reference for
the unit to help identify it.

Limit This specifies the number of days that an event should be kept in the
Log Server's database before it expires and it is cleared out.

Fill in or modify the fields, then click OK to finish.

Events

The Events Menu has two items: Search and Maintenance.

Search

Search allows you to search for events containing specific words or strings.
When you access this function, a screen similar to the one below appears:

X
Seaich Options—————————————  Server List Priority List:
@ MNew search 10.0.100.67 Least
Less
 Search last results Mot

™ Search excluding last results

Start date: Start time: End date: End time: Patterm:

070529 x| fomiere S [a0rsa0 x| fosiea =

Result:

Server: 10.0.10067
05/30/2007(09:17:29] : Loading system setting
05/30/2007[09:17:29) : Accept new [P 10.0.100.67
05/30/2007(0%:17:29] : User administrator from 00-40-01-41-E7-84 10.0.13.228 attemping to login
05/30/2007[09:17:53) : Sps: Connected with 10.0.13 228 [00-40-01-41-E7-84)
05/30/2007(03:17:55] : User administrator [P = 10.0.13.228) atternping ta login,
05/30/2007(03:17:55] : Sws: Access viaJava client [IP =10.0.13.228)

Search I Frint Exit
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A description of the items is given in the table below:

Item

Explanation

New search

This is one of three radio buttons that define the scope of the
search. If it is selected, the search is performed on all the
events in the database for the selected IP8000.

Search last results

This is a secondary search performed on the events that
resulted from the last search.

Search excluding last
results

This is a secondary search performed on all the events in the
database for the selected IP8000 excluding the events that
resulted from the last search.

Server List IP8000 units are listed according to their IP address. Select
the unit that you want to perform the search on from this list.
You can select more than one unit for the search. If no units
are selected, the search is performed on all of them.

Priority List Sets the level for how detailed the search results display
should be. 1 is the most general; 3 is the most specific.

Start Date Select the date that you want the search to start from. The
format follows the MM/DD/YYYY convention, as follows:
11/04/2005

Start Time Select the time that you want the search to start from.

End Date Select the date that you want the search to end at.

End Time Select the time that you want the search to end at.

Pattern Key in the pattern that you are searching for here. The
multiple character wildcard (%) is supported. E.g., h%ds
would match hands and hoods.

Results Lists the events that contained matches for the search.

Search Click this button to start the search.

Print Click this button to print the search results.

Exit Click this button to exit the Search dialog box.

Maintenance

This function allows the administrator to perform manual maintenance of the
database, such as erasing specified records before the expiration time that was
set with the Limit setting of the Edit function (see page 60).
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Options

Network Retry allows you to set the number of seconds that the Log Server
should wait before attempting to connect if the previous attempt to connect
failed. When you click this item, a dialog box, similar to the one below appears:

x

Interval: |3D zeconds
[ 4 I Cancel |

Key in the number of seconds, then click OK to finish.

Help

From the Help Menu, click Contents to access the online Windows Help file.
The help file contains instructions about how to setup, operation and
troubleshoot the Log Server.
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The Log Server Main Screen

Overview

The Log Server Main Screen is divided into two main panels.

¢ The upper (List) panel lists the IP8000 units that have been selected for the
Log Server to track (see Configure, page 59).

+ The lower (Event) panel displays the log events for the currently selected
IP8000 (the highlighted one - if there are more than one). To select a
IP8000 unit in the list, simply click on it.

) Log Server

(=1
Corfigue Bewits Cptors e

lincorring ickdnss Post Conrecaon
B Flocedng 100301 67 n

Doy | Descaphon
M) Serves Descrpher
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The List Panel

The List panel contains six fields:

Field Explanation

Recording Determines whether the Log Server records log events for
this IP8000 or not. If the Recording check box is checked, the
field displays Recording, and log events are recorded. If the
Recording check box is not checked, the field displays
Paused, and log events are not recorded.

Note: Even though a IP8000 is not the currently selected
one, if its Recording check box is checked, the Log Server will
still record its log events.

Address This is the IP Address or DNS name that was given to the
IP8000 when it was added to the Log Server (see Configure,
page 59).

Port This is the port number that was assigned to the IP8000 when

it was added to the Log Server (see Configure, page 59).

Connection If the Log Server is connected to the IP8000, this field
displays Connected.

If it is not connected, this field displays Waiting. This means
that the Log Server's MAC address and/or port number has
not been set properly. It needs to be set in the ANMS settings
(see page 24) and specified in the Configure dialog box (see
Configure, page 59).

Days This field displays the number of days that the IP8000's log
events are to be kept in the Log Server's database before
expiration (see Configure, page 59).

Description This field displays the descriptive information given for the
IP8000 when it was added to the Log Server (see Configure,
page 59).

The Tick Panel

The lower panel displays tick information for the currently selected 1P8000.
Note that if the installation contains more than one switch, even though a
switch isn’t currently selected, if its Recording checkbox is checked, the Log
Server records its tick information and keeps it in its database.
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Introduction

In addition to the browser based client utilities, the IP8000 also provides
stand-alone Windows and Java applications that can be used without a browser.
Both applications can be found on the IP8000 software CD. The installer for
the Windows Client program is called ip8000winclient.exe; the Java Client
program is called iClientJ.jar.

The AP Windows Client

Installation
To install the stand-alone Windows Client program, do the following:

1. Copy ip8000winclient.exe from the software CD to a convenient location
on your hard disk.

2. Run the program and follow along with the installation dialog boxes.

When the installation completes, an icon — IP8000 WinClient — is placed on
your desktop and a program entry is made in the Windows Start menu:
(Start — All Programs — IP8000 — IP8000 WinClient).

(Continues on next page.)
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(Continued from previous page.)

Starting Up
To connect to the IP8000, either click its icon on the desktop or click its entry
on the Start menu.

If this is the first time that you are running the utility, a dialog box appears
requesting you to input your serial number.

x

Serial Number:

| OK || Cancel |

The serial number can be found on the IP8000's CD case. Key in the serial
number - 5 characters per box - then click OK to bring up the IP8000
Connection Screen.

Note: 1. Letters in the serial number must be entered in capitals.

2. This dialog box only appears the first time you run the program. In the
future, you go directly to the Windows Client Connection screen.
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The Windows Client Connection Screen

i

Server List:

Name

[ |

IP3000

10.0.100.81

[ Server:
IP=

Port:

Login

I 10.0.100.81 Fiemate Wigw |
I Q000 Chiange Passward |

| Logout | At LGty

A description of the Connection Screen is given in the following table:

Item

Description

Server List

Each time the WinClient program is run, it searches the user's
local LAN segment for IP8000 units, and lists whichever ones
it finds in this box. If you want to connect to one of these
units, select it, then click Login. When you have finished with
your session, Click Logout to end the connection.

Server

This area is used when you want to connect to a IP8000 at a
remote location. You can drop down the IP list box and select
an address from the list. If the address you want isn't listed,
you can key in the IP address you want. Then, key in the Port
number in the Port field. If you don't know the Port number,
contact the Administrator.

When the IP address and Port number for the unit you wish to
connect to have been specified, click Login to start the
connection. When you have finished with your session, Click
Logout to end the connection.

Login

Starts the connection to the IP8000.

Logout

Remote View

Change Password

Admin Utility

These buttons become active once you log into the IP8000.
See page 69 for details.
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Logging In
Once the 1P8000 connects to the unit you specified, a login window appears:
x
Username: administrator

Password: I sanesane

¥ Remember password

Provide a valid Username and Password, then Click OK to continue.

Note: The default Username is administrator; the default Password is
password. For security, we strongly recommend that you change these
to something unique (see User Management, page 74, for details).

(Continues on next page.)
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(Continued from p

revious page.)

After you have successfully logged in, the Connection screen reappears:

i

Server List:

Name

[ |

IPE000

[~ Server
IP=

Port:

10.0.100.81

I 10.0.100.81 Remote View |

I 2000 Change Password |
Liogin | Logout | Admin Utility

At this time there are four active buttons, as described in the table, below:

Button

Action

Logout

Breaks the connection to the IP8000.

Remote View

In some cases, administrator’s do not wish to have users connect
to the IP8000 with a browser. Remote View solves this problem. It
opens a window on the user’s desktop containing the remote
server’s display that is the same as the one that appears with the
browser-based Windows client. Refer to Chapter 5, The Windows
Client, for operation details.

Change Password

Allows users to change their passwords without administrator
intervention.

Admin Utility

The Administrator Utility provides administrators with a non-
browser based method for configuring and controlling IP8000
operations. The Administrator Utility is discussed in the sections
that follow.
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The Administrator Utility

The Administrator Utility appears as a notebook with six tabs. Each tab
represents a different administrative function. A description of the functions
and how to configure their settings is provided in the sections that follow.

General

The Settings notebook opens with the General page displayed:

x

General | Network | Security | ANMS | User management | Customizaten |

Device name:

Mac address: 00-10-74-11-00-0b
Firmware version: v1.0.042

o

The General page provides information about the IP8000's status, as explained

in the table, below:

Item

Description

Device Name:

To make it easier to manage installations that have more
than one IP8000, each one can be given a name. To
assign a name for the IP8000, erase the current name
and key in one of your choosing (16 characters max.).

MAC Address

The IP8000's MAC Address displays here.

Main Firmware Version:

Indicates the mainboard's current firmware version level.
New versions of the IP8000's firmware and
authentication software can be downloaded from our web
site as they become available (see Upgrading the
Firmware, page 76, for details).
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Admin Utility
General Network | Security | ANMS | User management | Customization |

- Access ports
Program: Boog
Virtual Medias [o05
Http: 80
Htps: Eo—

P Addres

" Obtain an IP address automatically [DHCF]
1% Use the following IP address [Fixed IF]

TP address: 0.0 .100.8
Subnet mask: 255 .255 ,255 . 0
Defauit Gateway: 0.0 .100. 1

DS Server address

| Obtain D5 server address aubamatically.

% Use the following DNS server addresses
Preferred DS server: 0.0 .1.2

Alternate DNS server: o .0 .0 .0

£

This page is used to specify the IP8000's network environment.

The settings on this page are essentially the same as that of the browser-based
version. See Network, page 19, for details.

Note: Be sure to enable Reset on exit on the Customization page (see page 75)
before exiting the Administrator Utility. This allows network changes to
take effect without having to power the 1P8000 off and on.
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Security
The Security page is used to control access to the IP8000.

x

General | Network ~Security |ANMS | User management | Customization |

[ User Station Filter
[ [P filter enable
Add
Remaove
Edit
* indude € exdude
IV MAC filter enable
Add
Remove
Edit
@ indude " exdude
Default web page name:

The settings on this page are essentially the same as that of the browser-based
version. See Security, page 21, for details.
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ANMS

The Advanced Network Management Settings dialog box allows you to set up

login authorization management from a external sources.

x|

General | Network | Security ANMS |User management | Customization |

I~ Enable radius

Primary RADIUS Server IP: o .0 .0 .0
Primary RADIUS Service Port: lF
Alternate RADIUS Server IP: 0.0 .0 .0
Alternate RADIUS Service Port: W
Timeout (seconds): |5—
Retries: |3—

Shared secrets (at least 6 characters):

™ Enable CC management

CC Server IP: 0 .0 .0 .0
CC Service Port: )
[ Log Server Settings

MAC address: | 000000000000
Service Port: 9001

The settings on this page are essentially the same as that of the browser-based

version. See ANMS, page 24, for details.

Download from Www.Somanuals.com. All Manuals Search And Download.

73



IP8000 User Manual

User Management
This page is used to set up and manage user profiles. It defines the access rights
of each user. Up to 64 user profiles can be established

x|

General | Network | Security | AMMS  User management |Custom\zauon|

[ User list

administrator
rifi1i
frosty
jessica

[~ User info

Username: l—
Passward: l—
Confirm password: l—
Description: l—

Permissions:

™ win Client [~ Java Applet ™ view Only
™ configure ™ Power Management [~ Log
™ virtual Media
Add | Update I Remove |

The settings on this page are essentially the same as that of the browser-based
version. See User Management, page 27, for details.
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Customization

This page allows the Administrator to upgrade the firmware and to set to set
various working parameters.

o

General | Network | Security | ANMS | User management ~Customization |

~Firmware Upgrade

Mainboard F/W: | Browse...

Current version:V1.0.042

Timeout: a minutes

~Login Failures

"Tlmaoul Control ‘

Allowed: 5
Timeout: 3

~Warking Mode
[¥ Enable ICMP [¥ Enable browser
[¥ Enable device list [¥ Multiuser operation
Mouse Sync Mode

’V & Automatic " Manual

I~ Reset on exit

e

Except for the Firmware Upgrade section, the settings on this page are
essentially the same as that of the browser-based version. See Customization,
page 29, for details on setting Timeout, Login failure, Working mode, and
Mouse Sync Mode parameters.

The Firmware Upgrade section is used when upgrading the IP8000’s firmware.
Upgrading the firmware is discussed in the next section.
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Upgrading the Firmware

New versions of the Mainboard firmware files can be downloaded from our
website as they become available. After downloading the new firmware file, to
upgrade the firmware, do the following:

1. On the Customization page of the Administration Utility’s configuration
notebook (see page 75) click the Browse button.

2. In the File Open dialog box that appears, navigate to the directory that the
downloaded firmware upgrade file is in; select the file; then click Open.

oren (x|
Lookin: [ 5 10.24 JE3 [ e e

v iClient.exe

E axf

i

File name: [oz0005w | Open
Files of type: | =l

3. When you return to the Customization page, the file appears in the
Mainboard F/W field. Click OK to perform the upgrade.
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The AP Java Client

The Java Client is provided to make the IP8000 accessible to all platforms.
Systems that have JRE 6 Update 3 or higher installed can connect. If you don't
already have Java, it is available for free download from Sun's Java web site
(http://lwww.java.com or http://java.sun.com).

Starting U

To connect to the IP8000 with the stand-alone Java Client program, copy
iClientJ.jar to a convenient location on your hard disk; then double-click its
icon — or key in the full path to the program on the command line — to bring up
the Java Client Connection screen.

Note: 1. Letters in the serial number must be entered in capitals.

2. If this is the first time that you are running the program a dialog box
appears requesting you to input your serial number.

x

Serial Number:

The serial number can be found on the IP8000's CD case. Key in the
serial number - 5 characters per box - then click OK to bring up the
IP8000 Connection Screen.

After performing this operation the first time you run the program,
this dialog box doesn’t appear again — you go directly to the Java
Client Connection screen.
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The Java Client Connection Screen

|
Server: || |
Port: [anoo |
| Connect | | Cancel |

To connect to the IP8000

1. Key inits IP address in the Server field.

2. If the port number shown isn’t correct, key in the correct number.
3. Click Connect.

Logging In
Once the IP8000 connects to the unit you specified, a login window appears:

X

Username:  |administrator]
Password: ITTITITTYY

Remember password

[ ok || cancer |

Provide a valid Username and Password, then Click OK.

Note: The default Username is administrator; the default Password is
password. For security, we strongly recommend that you change these
to something unique (see User Management, page 74, for details).

After you have successfully logged in, a window opens on your desktop
containing the remote server’s display. This is the same window that appears
when you run the browser-based Java applet. Refer to Chapter 6, The Java
Applet, for operation details.
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Safety Instructions

*

*

*

General

Read all of these instructions. Save them for future reference.
Follow all warnings and instructions marked on the device.

Do not place the device on any unstable surface (cart, stand, table, etc.). If
the device falls, serious damage will result.

Do not use the device near water.
Do not place the device near, or over, radiators or heat registers.

The device cabinet is provided with slots and openings to allow for
adequate ventilation. To ensure reliable operation, and to protect against
overheating, these openings must never be blocked or covered.

The device should never be placed on a soft surface (bed, sofa, rug, etc.) as
this will block its ventilation openings. Likewise, the device should not be
placed in a built in enclosure unless adequate ventilation has been
provided.

Never spill liquid of any kind on the device.

Unplug the device from the wall outlet before cleaning. Do not use liquid
or aerosol cleaners. Use a damp cloth for cleaning.

The device should be operated from the type of power source indicated on
the marking label. If you are not sure of the type of power available,
consult your dealer or local power company.

Do not allow anything to rest on the power cord or cables. Route the
power cord and cables so that they cannot be stepped on or tripped over.

If an extension cord is used with this device make sure that the total of the
ampere ratings of all products used on this cord does not exceed the
extension cord ampere rating. Make sure that the total of all products
plugged into the wall outlet does not exceed 15 amperes.

To help protect your system from sudden, transient increases and
decreases in electrical power, use a surge suppressor, line conditioner, or
un-interruptible power supply (UPS).

Position system cables and power cables carefully; Be sure that nothing
rests on any cables.
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+ When connecting or disconnecting power to hot-pluggable power
supplies, observe the following guidelines:

+ Install the power supply before connecting the power cable to the
power supply.

+ Unplug the power cable before removing the power supply.

+ If the system has multiple sources of power, disconnect power from the
system by unplugging all power cables from the power supplies.

+ Never push objects of any kind into or through cabinet slots. They may
touch dangerous voltage points or short out parts resulting in a risk of fire
or electrical shock.

+ Do not attempt to service the device yourself. Refer all servicing to
qualified service personnel.

+ If the following conditions occur, unplug the device from the wall outlet
and bring it to qualified service personnel for repair.

+ The power cord or plug has become damaged or frayed.

+ Liquid has been spilled into the device.

+ The device has been exposed to rain or water.

+ The device has been dropped, or the cabinet has been damaged.

+ The device exhibits a distinct change in performance, indicating a need
for service.

+ The device does not operate normally when the operating instructions
are followed.

+ Only adjust those controls that are covered in the operating instructions.
Improper adjustment of other controls may result in damage that will
require extensive work by a qualified technician to repair.
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Technical Support

International

Email Support

support@aten.com

Online Technical Support http://support.aten.com
Support -
Troubleshooting http://www.aten.com
Documentation
Software Updates

Telephone Support

886-2-8692-6959

North America

Email Support

ATEN TECH

support@aten-usa.com

ATEN NJ sales@aten.com
Online Technical Support ATEN TECH | http://www.aten-usa.com/support
Support
ATEN NJ http://support.aten.com
Troubleshooting ATEN TECH | http://www.aten-usa.com
Documentation
Software Updates ATEN NJ http://lwww.aten.com
Telephone Support ATEN TECH | 1-888-999-ATEN
ATEN NJ 1-732-356-1703

When you contact us, please have the following information ready beforehand:

+ Product model number, serial number, and date of purchase.

+ Your computer configuration, including operating system, revision level,

expansion cards, and software.

+ Any error messages displayed at the time the error occurred.

+ The sequence of operations that led up to the error.

+ Any other information you feel may be of help.
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Specifications

Function Specification
Connectors | Console Ports | Video 1 x HDB-15 Female
KVM Link 1 x SPHD-15 Female
LAN 1 x RJ-45 Receptacle
Power 1 x DC Jack 5V
LEDs Link 1 (Green)
10/100 Mbps 1 (Orange/Green)
Emulation Keyboard/Mouse USB; PS/2
Video 1600 x 1200 @ 60 Hz; DDC2B
Power Consumption DC5V;55W
Environment | Operating Temp. 0-50° C
Storage Temp. -20-60° C
Humidity 0-80% RH
Physical Weight 0.10 kg
Properties Dimensions (L x W x H) 15.35x12.00 x 2.15 cm
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IP Address Determination

If you are an administrator logging in for the first time, you need to access the
IP8000 in order to give it an IP address that users can connect to. There are two
methods to choose from: 1) Resetting Your Computer Address; and 2) running
the Windows Client program.

The first method is useful for determining the IP value of devices with fixed
addresses. The Windows Client method is good for determining the IP value of
devices with either fixed or DHCP derived IP addresses. With either method
your computer must be on the same network segment as the 1P800O0.

Note: The Windows Client method is especially useful if the device’s DHCP
assigned address changes.

After you have connected and logged in to the IP8000, you can give it a fixed
network address in the Network Settings dialog box (see page 19).

Resetting Your Computer Address

For non-Windows computers, a browser based method for setting the IP8000’s
IP address is available. It is based on the fact that when the 1P8000 starts, if it
doesn't find a DHCP environment after 30 seconds, it automatically sets its IP
address to 192.168.0.60. To set the IP8000’s address with this method, do the
following:

1. Set your computer's IP address to 192.168.0. XXX
Where XXX represents any number or numbers except 60.

2. Specify the switch's default IP address (192.168.0.60) in the URL entry
box of your browser.

3. After you connect and log in, click the Network icon (see page 19) to
assign a fixed IP address for the IP8000 that is suitable for the network
segment that it resides on.

4. After you log out, be sure to reset your computer's IP address to its original
value.
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The Windows Client

For computers running Windows, the IP8000's IP address can be determined
with the Windows stand-alone application program.

When you run the Windows stand-alone application (see page 65), it searches
the network segment for IP8000 devices, and displays what it finds in a dialog
box similar to the one below:

=il

Server List:

Name | P I
IPE000 10.0.100.81

[~ Server:

H I 10.0.100.81 Remaote View |
Port: Q000 Chiange Passwaord |

o] | g | Adrmim Lkt |

You can now use this network address if it is suitable to do so. You can change
it to a more suitable one if you wish, by clicking Login, logging in, clicking
Admin Utility, and clicking the Network tab. See Network, page 71, for
details.
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Administrator Login Failure

If you are unable to perform an Administrator login to the IP8000 (because the
Username and Password information has become corrupted, or you have
forgotten it, for example), there is a procedure you can use to clear the login
information.

Note: Performing this procedure also returns all settings to their defaults.

To clear the login information (and return all settings to their defaults), do the
following:

1. Power off the IP8000 by unplugging its power adapter cable.
2. Power off the server that the IP8000 is installed in and remove its housing.

3. Short the jumper on the IP8000 labeled J2 Default Password.

-

J

ATEN N /

L |

4. Power on the IP8000 by plugging its power adapter cable back in. Wait a
few seconds, then unplug it again.

5. Remove the jumper cap from J2.
6. Close the housing and start the server back up.

7. Plug the IP8000’s by power adapter cable back in.

After you complete these steps, you can use the default Username and
Password (see page 13) to log into the 1P8000.
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Troubleshooting

Overview

Operation problems can be due to a variety of causes. The first step in solving
them is to make sure that all cables are securely attached and seated completely

in their sockets.

In addition, updating the product’s firmware may solve problems that have
been discovered and resolved since the prior version was released. If your
product is not running the latest firmware version, we strongly recommend that
you upgrade. See Upgrading the Firmware, page 76, for upgrade details.

The Windows Client

Problem

Resolution

Remote mouse pointer is
out of step.

Use the AutoSync feature (see Video Settings, page 39), to
synch the local and remote monitors.

If the method shown above fail to resolve the problem, use
the Toggle Mouse Display function (see page 37).

If the procedures above fail to resolve the problem, perform
the operations described under Additional Mouse
Synchronization Procedures, page 89, on both the local
and remote computers.

Part of remote window is
off my monitor.

Use the AutoSync feature (see Video Settings, page 39), to
sync the local and remote monitors.

When | log in, the
browser generates a CA
Root certificate is not
trusted, or a Certificate
Error response.

The certificate’s name is not found on Microsoft’s list of
Trusted Authorities. The certificate can be trusted.
See Trusted Certificates, page 91, for details.
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The Java Client

Symptom

Action

Java Client won't connect
to the IP8000

1. JRE 6 Update 3 or higher must be installed on your
computer.

2. Close the Java Client, reopen it, and try again.

Java Client performance
deteriorates.

Exit the program and start again.

National language
characters don't appear.

When entering national language characters, if your local
keyboard is set to a non-English national language
layout, you must set the remote computer's keyboard
layout to English.

When | log in, the browser
generates a CA Root
certificate is not trusted, or
a Certificate Error
response.

The certificate’s name is not found on Microsoft’s list of
Trusted Authorities. The certificate can be trusted.
See Trusted Certificates, page 91, for details.

There is no Virtual Media
icon on my Control Panel.

The virtual media function only supports the Windows
browser and AP client programs.

The Log Server

Problem

Resolution

The Log Server program does

not run.

The Log Server requires the Microsoft Jet OLEDB 4.0
driver in order to access the database.

This driver is automatically installed with Windows
ME, 2000 and XP.

For Windows 98 or NT, you will have to go to the
Microsoft download site:

http://www.microsoft.com/data/download.htm
to retrieve the driver file:

MDAC 2.7 RTM Refresh (2.70.9001.0)

Since this driver is used in Windows Office Suite, an
alternate method of obtaining it is to install Windows
Office Suite. Once the driver file or Suite has been
installed, the Log Server will run.
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Sun Systems

Problem Resolution

Video display problems with The display resolution should be set to 1024 x 768:

HDB15 interface systems (e.9., | ynder Text Mode:
1
Sun Blade 1000 servers). 1. Goto OK mode and issue the following

commands:

setenv output-device screen:r1024x768x60

reset-all

Under XWindow:
1. Open a console and issue the following command:

m64config -res 1024x768x60
2. Log out
3. Login

Video display problems with The display resolution should be set to 1024 x 768:
13W3 interface systems (€.9., | Under Text Mode:

Sun Ultra servers).* . )
1. Goto OK mode and issue the following

commands:

setenv output-device screen:r1024x768x60

reset-all

Under XWindow:

1. Open a console and issue the following command:
mo64config -res 1024x768x60

2. Log out

3. Login

The local and remote mouse For USB mice on Windows systems. the local and
pointers do not sync remote mouse pointers are designed to automatically
sync when you connect. For other mice and computer
platforms, you must select Manual as the Mouse
Sync Mode choice, and sync the pointers manually.
See Mouse Sync Mode, page 30 for further details.

* These solutions work for most common Sun VGA cards. If using them fails
to resolve the problem, consult the Sun VGA card's manual.
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Additional Mouse Synchronization Procedures

If the mouse synchronization procedures mentioned in the manual fail to
resolve mouse pointer problems for particular computers, try the following:

Windows:

Note: In order for the local and remote mice to synchronize, you must use the
generic mouse driver supplied with the MS operating system. If you
have a third party driver installed - such as one supplied by the mouse
manufacturer - you must remove it.

1. Windows 2000:

a) Open the Mouse Properties dialog box (Control Panel — Mouse —
Mouse Properties)

b) Click the Motion tab
c) Set the mouse speed to the middle position (6 units in from the left)
d) Set the mouse acceleration to None

Buttons | Peinters Motion | Hardware |

= Adjust how much your pointer accelerates as
ou move it faster

£ Low  Medium " High

- Snap o default

@ I Move pointer o the defaul bution i disleg boses

[k ] cancal Apply
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2. Windows XP / Windows Server 2003:
a) Open the Mouse Properties dialog box (Control Panel — Mouse)
b) Click the Pointer Options tab
c) Set the mouse speed to the middle position (6 units in from the left)

d) Disable Enhance Pointer Precision

Mouse Properties @El

Buttorss | Painters | Pointer Options | wheel | Hardware

Matian

[] Enhance pointer precision

Snap T
[] Autarnatically move painter ta the default button in a

Sy dielog bo

Wisibility

[% [ Display pointer trails
I::‘ Hide poirter while typing

[ Show location of pointer when | press the CTRL key

3. Windows ME:

Set the mouse speed to the middle position; disable mouse acceleration
(click Advanced to get the dialog box for this).

4. Windows NT / Windows 98 / Windows 95:
Set the mouse speed to the slowest position.

Sun /Linux
Open a terminal session and issue the following command:
Sun: xset m 1

Linux: xset m O
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Trusted Certificates

Overview

When you try to log in to the device from your browser, a Security Alert
message appears to inform you that the device’s certificate is not trusted, and
asks if you want to proceed.

ri‘l Information you exchange with this site cannot be viewed or
?- changed by others. However, there is a problem with the site’s
. securty cerificate.

& The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the cerifying authorty.

e The security certificate date is valid.

The name on the security certificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes I MNo I View Cerificate

The certificate can be trusted, but the alert is triggered because the certificate’s
name is not found on Microsoft’s list of Trusted Authorities. You have two
options: 1) you can ignore the warning and click Yes to go on; or 2) you can
install the certificate and have it be recognized as trusted.

+ If you are working on a computer at another location, accept the certificate
for just this session by clicking Yes.

+ |f you are working at your own computer, install the certificate on your
computer (see below for details). After the certificate is installed, it will be
recognized as trusted.
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Installing the Certificate

To install the certificate, do the following:

1. In the Security Alert dialog box, click View Certificate. The Certificate
Information dialog box appears:

2l

General | Detais | Certifcation Patn |

[ (eﬂ+te Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

TIssued to: Aten

Issued by: Aten

Valid from 2003-11-26 to 2013-11-23

Instal Certificate... | Issuer Statement:

Note: There is a red and white X logo over the certificate to indicate that it is
not trusted.

2. Click Install Certificate.

3. Follow the Installation Wizard to complete the installation. Unless you
have a specific reason to choose otherwise, accept the default options.

4. When the Wizard presents a caution screen:

Security Warning x|
' You are about toinstall a certificate from a certification authority (CA) daiming to represent:
.
Aten

Windows cannot validate that the certificate is actually from “Aten”. You should confirm its origin by contacting “Aten”. The following number will assist
you in this pracess:

Thumbprint {sha1): F3866988 A134DD25 1E6FO9BC 895F6DCD B30FB7AF

WWarning:

If you install this root certificate, Windows will automatically trustany certificate issued by this CA. Instaling a certificate with an unconfirmed
thumbrint is @ security risk. If you dlick “Yes” you acnowledge this risk.

Do you want to install this certificate?

Click Yes.

5. Next, click Finish to complete the installation; then click OK to close the
dialog box.
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Certificate Trusted

The certificate is now trusted:

Security Alert x|

ri“l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is a problem with the site’s
. security certificate

[ o The security certificate is from a trusted certifying authority. ]

o The security certificate date is valid.

& The name on the security cerificate is invalid or does not
match the name of the site

Do you want to proceed?

Yes | No I View Certficate

When you click View Certificate, you can see that the red and white X logo is
no longer present — further indication that the certificate is trusted:
2ix]

General | petais | Certfication Path |

=

This certificate s intended for the following purpose(s):
« Ensures the identity of a remate computer

Issued to: Aten

Issued by: Aten

valid from 2003-11-26 to 2013-11-23

Install Certificate. .. Issuer Statement
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About SPHD Connectors

This product uses SPHD connectors for its KM and/or
Console ports. We have specifically modified the shape of these

connectors so that only KVVM cables that we have designed to

work with this product can be connected.

Limited Warranty

ALTUSEN warrants this product against defects in material or workmanship for a period of one
(1) year from the date of purchase. If this product proves to be defective, contact ALTUSEN's
support department for repair or replacement of your unit. ALTUSEN will not issue a refund.
Return requests can not be processed without the original proof of purchase.

When returning the product, you must ship the product in its original packaging or packaging that
gives an equal degree of protection. Include your proof of purchase in the packaging and the RMA
number clearly marked on the outside of the package.

This warranty becomes invalid if the factory-supplied serial number has been removed or altered
on the product.

This warranty does not cover cosmetic damage or damage due to acts of God, accident, misuse,
abuse, negligence or modification of any part of the product. This warranty does not cover damage
due to improper operation or maintenance, connection to improper equipment, or attempted repair
by anyone other than ALTUSEN. This warranty does not cover products sold AS IS or WITH
FAULTS.

IN NO EVENT SHALL ALTUSEN'S LIABILITY EXCEED THE PRICE PAID FOR THE
PRODUCT. FURTHER, ALTUSEN SHALL NOT BE RESPONSIBLE FOR DIRECT,
INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES RESULTING
FROM THE USE OF THE PRODUCT, ITS ACCOMPANYING SOFTWARE, OR ITS
DOCUMENTATION. ALTUSEN SHALL NOT IN ANY WAY BE RESPONSIBLE FOR,
WITHOUT LIMITATION, LOSS OF DATA, LOSS OF PROFITS, DOWNTIME, GOODWILL,
DAMAGE OR REPLACEMENT OF EQUIPMENT OR PROPERTY, AND ANY EXPENSES
FROM RECOVERY, PROGRAMMING, AND REPRODUCTION OF ANY PROGRAM OR
DATA.

ALTUSEN makes no warranty or representation, expressed, implied, or statutory with respect to
its products, contents or use of this documentation and all accompanying software, and specifically
disclaims its quality, performance, merchantability, or fitness for any particular purpose.

ALTUSEN reserves the right to revise or update its product, software or documentation without
obligation to notify any individual or entity of such revisions, or update.

For details about extended warranties, please contact one of our dedicated value added resellers.
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