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Introduction

1.1 Introducing the BiPAC 7300VGP series

Thank you for purchasing the BiPAC 7300VGP series ADSL2+ Router by Billion. Your new
router is an all-in-one unit that combines an ADSL modem, ADSL2/2+ router and Ethernet
network switch to provide everything you need to get the machines on your network
connected to the Internet over an ADSL broadband connection.

The BIPAC 7300VGP series router complies with ADSL2+ standards for deployment
worldwide and supports downstream rates of up to 24 Mbps and upstream rates of up to 1
Mbps. Designed for small office, home office and residential users, the router enables even
faster Internet connections. You can enjoy ADSL services and broadband multimedia
applications such as interactive gaming, video streaming and real-time audio much easier
and faster than ever before.

The BIPAC 7300VGP series supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol)
over ATM Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP
over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a connection with your ISP.
Your new router also supports VC-based and LLC-based multiplexing.

The perfect solution for connecting a small group of PCs to a high-speed broadband
Internet connection, the BiPAC 7300VGP series allows multiple users to have high-speed
Internet access simultaneously.

Your new router also serves as an Internet firewall, protecting your network from access by
outside users. Not only does it provide a natural firewall function with Network Address
Translation (NAT), it also provides rich firewall features to secure your network. All incoming
data packets are monitored and filtered. You can also configure your new router to block
internal users from accessing the Internet.

The BIPAC 7300VGP series provides two levels of security support. First, it masks LAN IP
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addresses making them invisible to outside users on the Internet, so it is much more difficult
for a hacker to target a machine on your network. Second, it can block and redirect certain
ports to limit the services that outside users can access. To ensure that games and other
Internet applications run properly, you can open specific ports for outside users to access
internal services on your network.

The Integrated DHCP (Dynamic Host Control Protocol) client and server services allow
multiple users to get IP addresses automatically when the router boots up. Simply set
local machines as a DHCP client to accept a dynamically assigned IP address from the
DHCP server and reboot. Each time a local machine is powered up; the router recognizes
it and assigns an IP address to instantly connect it to the LAN.

For advanced users, Virtual Service (port forwarding) functions allow the product to provide
limited visibility to local machines with specific services for outside users. You can set an
ISP (Internet Service Provider) provided IP address on the BiPAC 7300VGP series and
then you can reroute specific services to individual computers on your local network. For
instance, a dedicated web server can be connected to the Internet via the router and then
incoming requests for web pages that are received by the router can be rerouted to your
dedicated local web server, even though the server now has a different IP address.

Virtual Server can also be used to re-task services to multiple servers. For instance, you
can set the router to allow separated FTP, Web, and Multiplayer game servers to share the
same Internet-visible IP address while still protecting the servers and LAN users from
hackers.

BiPAC 7300VGP serves as a Public Switched Telephone Network (PSTN)
handset-to-Ethernet adaptor that enables traditional telephone devices to operate as
Internet Protocol (IP) devices. It is the interface between the PSTN world and the IP world
acting as a residential gateway, eventually providing Internet Telephony capability. Cost
savings and ease of developing and integrating new services motivate most of the interest
in Internet telephony. Internet telephony integrates a variety of services provided by the
current Internet and the PSTN infrastructure.

BiPAC 7300VGP extracts the maximum benefit from Voice over IP (VoIP) technology. It
interfaces analog telephones with IP-based telephony networks. The integration of VolP
technology and ADSL Modem/Router is undoubtedly the most economic and practical
solution to modern society.

Download from Www.Somanuals.com. All Manuals Search And Download.



1.2 Features

@ Express Internet Access — ADSL2/2+ capable

The BIPAC 7300VGP series complies with ADSL worldwide standards. Supporting
downstream rates of 8Mbps with ADSL, the router is capable of up to 12/24 Mbps with
ADSL2/2+, and upstream rates of up to 1 Mbps. Users enjoy not only high-speed ADSL
services but also broadband multimedia applications such as interactive gaming, video
streaming and real-time audio which are easier and faster than ever. The router is
compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (ITU G.992.1); G.hs (ITU
G994.1); G.dmt.bis (ITU G.992.3); and G.dmt.bisplus (ITU G.992.5)

@ \oice over IP compliance with SIP standard

The router supports cost-effective, toll-quality voice calls over the Internet. It complies with
the most popular industrial standard, SIP protocol, to ensure the interoperability with SIP
devices and major VoIP Gateways. The VolP ADSL router supports call waiting, silence
suppression, voice activity detection (VAD), comfort noise generation (CNG), line echo
cancellation, caller ID (Bell 202, V3) and so on.

@ 802.11g Wireless AP with WPA Support (7300VGP only)

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and
easy access among wired network, wireless network and broadband connection (ADSL)
with single device simplicity, and as a result, mobility to the users. In addition to 54 Mbps
802.11g data rate, it also interoperates backward with existing 802.11b equipment. The
Wireless Protected Access (WPA) and Wireless Encryption Protocol (WEP) supported
features enhance the security level of data protection and access control via Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built-in with automatic switching between MDI
and MDI-X for 10Base-T and 100Base-TX ports, with auto dection allowing you to use
either straight or cross-over Ethernet cables.

@ Multi-Protocol to Establish a Connection
The router supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516) and IPoA
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(RFC1577) to establish a connection with an ISP. The router also supports VC-based and
LLC-based multiplexing.

@ Quick Installation Wizard
A web-based GUI and quick installation wizard help you easily install the BiPAC 7300VGP
series. Enter your ISP’s information and begin browsing the Internet immediately.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices
and PCs from many different vendors, and it makes setting up a network simple and
affordable. UPnP architecture leverages TCP/IP and the Web to enable proximity
networking in addition to control and data transfer among networked devices. With this
feature enabled, you can seamlessly connect to Net Meeting or MSN Messenger.

@ Network Address Translation

Network Address Translation (NAT) allows multiple users to access outside resources such
as the Internet simultaneously with one IP address/one Internet access account. Many
application layer gateways (ALG) are supported such as web browser, ICQ, FTP, Telnet,
E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@ Firewall
NAT technology supports simple firewalls and provides options for blocking access from
the Internet, like Telnet, FTP, TFTP, WEB, SNMP and IGMP.

@ Domain Name System Relay

Domain Name System (DNS) relay provides an easy way to map a domain name with a
user-friendly name such as www.billion.com with an IP address. When a local machine sets
its DNS server to the router’s IP address, every DNS conversion request packet from the
PC to this router is forwarded to the real DNS on the outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.
This dynamic IP address is the WAN IP address. To use the service, you must first apply for
an account from a DDNS service such as http://www.dyndns.org/.

o PPP over Ethernet (PPPOE)

Download from Www.Somanuals.com. All Manuals Search And Download.


http://www.dyndns.org/

The BIPAC 7300VGP series provides an embedded PPPOE client function to establish a
connection. You get greater access speed without changing the operation concept, while
sharing the same ISP account and paying for one access account. No PPPoE client
software is required for the local computer. Automatic Reconnect and Disconnect Timeout
(Idle Timer) functions are also provided.

o Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority
by the router, ensuring important data like gaming packets, customer information, or
management information move through the router ay lightning speed, even under heavy
load. The QoS features are configurable by source IP address, destination IP address,
protocol, and port. You can throttle the speed at which different types of outgoing data pass
through the router, to ensure P2P users don’t saturate upload bandwidth, or office browsing
doesn’t bring client web serving to a halt. In addition, or alternatively, you can simply
change the priority of different types of upload data and let the router sort out the actual
speeds.

@ Virtual Server:

You can specify which services are visible to outside users. The router detects an incoming
service request and forwards it to the specific local computer for handling. For example,
you can assign a PC in a LAN to act as a Web server inside and expose it to the outside
network. Outside users can browse inside the web server directly while it is protected by
NAT. A DMZ host setting is also provided for local computers exposed to the outside
Internet network.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

On a WAN site, the DHCP client obtains an IP address from the Internet Service Provider
(ISP) automatically. On a LAN site, the DHCP server allocates a range of client IP
addresses, including subnet masks and DNS IP addresses and distributes them to local
computers. This provides an easy way to manage the local IP network.

@ Rich Packet Filtering
This feature filters the packet based on IP addresses as well as Port numbers. Filtering
packets to and from the Internet provides a higher level of security control.

@ Web-based GUI
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A web-based GUI offers easy configuration and management. User-friendly and with

on-line help, it also supports remote management capability for remote users to configure
and manage this product.

@ Firmware Upgradeable
You can upgrade the router with the latest firmware through its web-based GUI.
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1.3 Applications of the BiPAC 7300VGP series

Wireless Securify

(ADSL2/2+)

Firewall

(PSTN Fixed-line Support)
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Product Overview

Standards-Based Technology
The BIPAC 7300VGP Wireless Router utilizes the 802.11g standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the data
rate up to 54Mbps* within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you will be
able to transfer large files quickly or even watch a movie in MPEG format over your network
without noticeable delays. This technology works by transmitting high-speed digital data
over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing) technology.
OFDM works by splitting the radio signal into multiple smaller sub-signals that are then
transmitted simultaneously at different frequencies to the receiver. OFDM reduces the
amount of crosstalk (interference) in signal transmissions.

The BIPAC 7300G is backwards compatible with 802.11b devices. This means that if you
have an existing 802.11b network, the devices in that network will be compatible with
802.119g devices at speeds of up to 11Mbps in the 2.4GHz range.

Installation Considerations

The BIPAC 7300VGP Wireless Router lets you access your network, using a wireless
connection, from virtually anywhere within its operating range. Keep in mind, however, that
the number, thickness and location of walls, ceilings, or other objects that the wireless
signals must pass

Keep the number of walls and ceilings between the BIPAC 7300VGP and other network
devices to a minimum - each wall or ceiling can reduce your BiPAC 7300VGP wireless
product’s range from 3-90 feet (1-30 meters.)

Position your devices so that the number of walls or ceilings is minimized.Keep the number
of walls and ceilings between the BIiPAC 7300VGP and other network devices to a
minimum - each wall or ceiling can reduce your BIiPAC 7300VGP wireless product’s range
from 3-90 feet (1-30 meters.)

Position your devices so that the number of walls or ceilings is minimized.Be aware of the
direct line between network devices. Position devices so that the signal will travel straight
through a wall or ceiling (instead of at an angle) for better reception. Building Materials can
impede the wireless signal - a solid metal door or aluminum studs may have a negative
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effect on range.

Try to position wireless devices and computers with wireless adapters so that the signal
passes through drywall or open doorways and not other materials.4 Keep your product
away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate
extreme RF noise.

2.1 Important Notes

-

v' Do not use the BIPAC 7300VGP series in high humidity or high
temperatures.

v' Do not use the same power source for the BIiPAC 7300VGP
series as other equipment.

v' Do not open or repair the case yourself. If the BIPAC 7300
VGP series is too hot, turn off the power immediately and have
it repaired at a qualified service center.

\ v" Avoid using this product and all accessories outdoors. /

v" Place the BiPAC 7300VGP series on a stable surface.

Warning

v" Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage the router.

\ Attention

2.2 Package Contents

BiPAC 7300VGP Series VolP ADSL2+ Router
CD-ROM containing the online manual
RJ-11 ADSL/telephone Cable (1.8M)

Ethernet (CAT-5 LAN) Cable (2M Straight)
AC-DC power adapter (12V DC, 1.2A)
Quick Start Guide (130*185mm)

© © 0 060 ¢
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2.3 The Front LEDs

PWR SYS

1

Antenna

2 3 4 WLAN Y N2 LINE VolP PPP ADSL

1 PWR : @ Lights when the power is ON.
2 SYS: @ Lights when the system is ready.
LAN Port @ Steady glow when connected to an Ethernet device.
3-6 1-4 : @ Glows green for 100Mbps; Orange for 10Mbps.
' @ Blinking light when data is Transmitted / Received.
7 V;”:;(')AOI\\I/GP @ Lit green when the wireless connection is established.
<()nly) @ Flashes when sending/receiving data.
8-9 |Phone: @ Lit green when the phone is off-hook.
10 LINE : @ Lit when the inbound and outbound calls transmitted
' through PSTN.
11 |VolP: @ Lit when SIP registration is OK.
12 PPP : @ Steady glow when there is a PPPoA / PPPoE connection.
13 ADSL : 0 Lights when successfully connected to an ADSL DSLAM
(linesync).
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2.4 The Rear Ports

Do © ® GG
ApPSL  §INE ht A 1 21 3 4 i
Qe BN e ww-o

we @ [ 22
© Ll & oFF

1 g\?v\:\{ga Power ON/OFF switch.

2 PWR Connect the supplied power adapter to this jack.
After the router is powered on, press this recessed button using
the end of paper clip or other small pointed object to reset the

3 RESET router or to restore it to factory default settings.
1. Recovery procedures for non-working routers (e.g. after a
failed firmware upgrade flash):
2. Recovery procedures for a lost web interface password:
Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the

4 |LAN four LAN ports when connecting to a PC or an office/lhome
network of 10Mbps or 100Mbps.

5 Phone g:é)tr.mect RJ-11 cable to this port when connecting to an analog phone

5 LINE Connect RJ-11 cable to this port when connecting to the telephone
wall jack

7 ADSL Connect the supplied RJ-11 (“telephone”) cable to this port when
connecting to the ADSL/telephone network.

Antenna
8 g?n?ig)/;)VGP Connect the detachable antenna to this port.

12
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& The detail instruction in Emergency/Failure Recovery Button

1. Recovery procedures for non-working routers (e.g. after a failed firmware upgrade flash):
Hold the Emergency/Failure Recovery Button on the back of the modem in. Keep this
button held in and turn on the modem. Once the lights on the modem have stopped flashing,
release the Emergency/Failure Recovery Button. The modem's emergency-reflash web
interface will then be accessible via http://192.168.1.254/ where you can upload a firmware
image to restore the modem to a functional state. Please note that the modem will only
respond via its web interface at this address, and will not respond to ping requests from
your PC or to telnet connections.

2. Recovery procedures for a lost web interface password:

After turning the router on press the Emergency/Failure Recovery Button on the back of the
modem, and hold the button in until all lights on the modem flash and it reboots with factory
default settings. The login will be reset to admin and the password will be reset to admin,
and the modem will be accessible via its default IP address at http://192.168.1.254/

Before powered on the router to enter the recovery process. please
0’[' configure the IP address of the PC as 192.168.1.1 and process step by

step.

1. Power the router off.

2. Hold the " Emergency/Failure Recovery Button”.

3. Power on the router. Then Router's IP will reset to Default (Say
192.168.1.254)

4. Download the firmware.

- /
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2.5 Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure
that all connected devices are turned on. On the front of the product is a bank of LEDs.
Verify that the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using
the proper cables.

Ensure that all other devices connected to the same telephone line as your Billion router
(e.g. telephones, fax machines, analog modems) have a line filter connected between them
and the wall socket (unless you are using a Central Splitter or Central Filter installed by a
gualified and licensed electrician), and ensure that all line filters are correctly installed and
the right way around. Missing line filters or line filters installed the wrong way around can
cause problems with your ADSL connection, including frequent disconnections.

14
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Installation

You can configure the BIPAC 7300VGP series router through the convenient and
user-friendly interface of a web browser. Most popular operating systems such as Linux
and Windows 98/NT/2000/XP/Me include a web browser as a standard application.

3.1 Before Configuration

PCs must have a properly installed Ethernet interface and connect to the router directly or
through an external repeater hub. In addition, PCs must have TCP/IP installed and
configured to obtain an IP address through a DHCP server or a fixed IP address that must
be in the same subnet as the router. The default IP address of the router is 192.168.1.254
and the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the same subnet,
and have an IP address in the range of 192.168.1.1 to 192.168.1.253). The easiest way Is
to configure the PC to obtain an IP address automatically from the router using DHCP. If
you encounter any problems accessing the router’s web interface you are advised to
uninstall any kind of software firewall on your PCs, as they can cause problems accessing
the 192.168.1.254 IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all,
check your PC’s network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating
system manuals.

”0’5‘ Any TCP/IP capable workstation can be used to communicate with or
?3\ through the BIPAC 7300VGP series. To configure other types of
workstations, please consult the manufacturer’s documentation.

15
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Configuring a PC in Windows XP

1.

3.

4.

Go to Start / Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

Double-click Local Area Connection.

In the Local Area Connection Status
window, click Properties.

Select Internet Protocol (TCP/IP) and
click Properties.

B~ Control Panel |:| |§| [3__(|

File  Edit VYiew Favorites Tools  Help :l.

(€] e s " ’,\_j Search “ Folders v

Address [} Control Panel

v|G0

-

Phone and  Power Options
Maodem ...

ﬂ" Control Panel k

E}- Switch bo Categary Yiew
L 9 =2
See Also = b 4

Printers and  Regional and  Scanners and
“ ‘windows Update Faxes Language ... Cameras

Q) Help and Support ¥y - =

Scheduled Sounds and Speech
Tasks Audio Devices

L Local Area Connection Status

General | Support |

Connection
Status: Connected
Cruration: 0o0:19:32
Speed: 100.0 Mbp=
Aychinity g
Sent oAl Received
[
Fackets: 27 u]
E F'roperti;; Dizable

—i— Local Area Connection Properties

General | suthentication || Advanced |

Connect using:

| EHE ASUSTeK Broadcocorm 440= 104100 Integrated Controller |

T his connection uses the following iterms:

= Client for Microsaoft Metwark s
4= File and Printer Sharing for Microsoft Hetworks

Install. Uninstal [N_Froperties_“ |

D escription

Tranzmiszion Control Protocol/lntermet Protocol. The default
wide area networke protocol that provides communication
across diverse interconnected networks.

[1 Show icon in notification area when connected

[ Ok ] [ Cancel ]

16
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5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

Configuring a PC in Windows 2000

1. Go to Start / Settings / Control Panel.

In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

Intennet Protocol (TCPSIP) Properties ['? | §

General | Alternate Configuration

“ou can get IP settings assigned automatically if your network. supports
N hiz capability. Otherwize, you need ta azk pour network administrator for
= appropriate |P settings

&) Obtain an IF address automatically

(3 Use the following IF address:
N | I

&) Obtain DMNS server address automatically
0 Uze the following DMS server addresses:

]
]

o ]I

Cancel ]

[ Network and Dial-up Connections _|0 ﬂ

Fle Edit Yew Favortes Tools Advanced Help

daBatk + = - ‘ @Search 3 Folders Q ‘ %’ q; X ) | -
Address I Hetwark and Dial-up Connections

¥ bl =
(o L
k Make Hew 0

NetwﬁrkandDiaI-up Comnection (SIS
Connections

Local Area Connection
Type: LAN Connection
Status: Enabled

ASJTek [Broadcom 440x 10/100
Inkeqrated Controller

Local Area Connection Status

fecd I

General I

— Connection
Connected
0E:1E:26
100.0 kM bps

Status:
Cruration:

Speed:

— Activity

= .
Sent —— =1 —— Heceived
L 4

Packets: 12215 | 109,427

Properties Dizable I

Cloze |

17
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4. Select Internet Protocol (TCP/IP) and ey EIEY

General I

click Properties. Connect using:

I B ASUSTeK /Broadoom 440: 10100 [ntegrated Controller

EemEenss shzelee cro usze (5w fhis eemmesiizm:
Client For Microsoft Mebwarks

Filz and Printer Sharing for Microsoft Hetworks
Internet Pr ol [TCP AP

In=tall . I Lninstall I Froperties I

— D escription
Tranzsmizsion Control Protocolf/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected nebworks.

I Show icon in taskbar when connectsd

Ok I Cancel I

Internet Protocol {TCP/IP} Properties e |

5. Select the Obtain an IP address Goneral |

“r'ou can get |IP settings assigned automatically if your network supports

automatically and the Obtain DNS e e o B R e R e,

the appropriates IP ssttings

server address automatically radio & Obtain an 1P adaress sucmaticalt

" Use the fallowing IP address:

buttons. o ————
Subnet mask: |—
Default gaterays |

= Obtain DMS server address automatically

" Use the fallowing DNS server addresses:

6. Click OK to finish the configuration. Prefened DS server | ——
Alternate DHE server: |

Acvanced |
Ok 1 Cancel |

Configuring PC in Windows 98/Me

1.Go to Start / Settings / Control Panel. [
. Configuration entification coess Control
In the Control Panel, double-click on v | 1aeriiestan | | Accass o]

The following network components are installed:

Ficrozoft Farmily Logon
NetWO r k and Choose the B S UST ek ‘Broadcom 440: 10100 Integrated Controller

HE} Dial-Up Adapter

Configuration tab.

<]

Add... I Femowve

Frirmary Hetwork Logaon:

Zselect TCP/IP '>NE2000 Compatlble, IMicmsoFt Farnily Logaon LI
or the name of your Network Interface File and Prnt Sharng... |

D escription

Card (N IC) |n your PC TCFAIP is the protocaol you use to connect to the [nternet and
wide-area nebworks.

Ok I Cancel I
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3.Select the Obtain an IP address
automatically radio button.

4.Then select the DNS Configuration
tab.

5.Select the Disable DNS radio button

and click OK to finish the configuration.

Configuring PC in Windows NT4.0
1.Go to Start / Settings / Control Panel.
In the Control Panel, double-click on

Network and choose the Protocols tab.

2.Select TCP/IP Protocol and click
Properties.

TCP/IP Properties 3

Bindings | Advanced | NetBIOS 1
DMS Configuration I G ateveay I WS Configuration IF Address

A |IP addresz can be automatically assigned to thiz computer.
If pour network. does not automatically assign |IP addresses. ask

wour netwaork, administratar for an address. and then tepe it in
the zpace belavs,

i+ 0btain an |F address automaticaliy

 Specify an IP address:

P Lddress: |

Swbmet Maste: |

o 1

Cancel I

TCFP/IP Propeities ElE3 |

Bindings | Advanced | MetBIOS |
DMS Configuration I G ateveay I WSS Configuration I IF Addrezs

S

— " Enable DHS

Host: I

S Serven Search Wrder

et I

| . i . | o |

[Tt S-S earch Wrder,

Ok I Cancel I
Network EE3
Identification I Services FProtocols ]Adapters[ Bindings]
Metwork Protocols:
¥ NetBEUI Protocol
T NWLInk IPX/SPX Compatible Transport
¥ NWLink NetBIOS
pad. || memove |CHopeiensy  usie
— Description:
Transport Control Protocol/Interet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.
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3.Select the Obtain an IP address from a8 e ————— <]

IF Address | DS | %NS Addiess | Routing |

DHCP server radio button and click OK.
An P address can be automatically assigned to this network card
by a DHCF server. If pour network, does not have a DHCF server.
azk vour network, administrator for an address. and then tope it in

the zpace below.

Adapter:

l' DObtain an IP addrezz from a DHCF server

— £ Specify an IP address

IF s ddiess; |

St hiasic |

Dietaulb B ateraan I

Advanced. .. I
oK | Cancel | R
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3.2 Factory Default Settings

Before configuring the BiPAC 7300VGP series router, you need to know the following
default settings.

@ Web Interface:
X Username: admin

X Password: admin

@ LAN Device IP Settings:
X |P Address: 192.168.1.254
A Subnet Mask: 255.255.255.0

@ ISP setting in WAN site:
X PPPoE

@ DHCP Server:
X DHCP server is enabled.
A Start IP Address: 192.168.1.100
X |P pool counts: 100

3.3 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are preset at the factory. The default values are
shown below.

LAN Port WAN Port
IP address 192.168.1.254 The PPPOE function is
Subnet Mask 255.255.255.0 enabled to
automatically get the
DHCP server function Enabled WAN port
IP addresses for 100 IP addresses continuing from configuration from the
distribution to PCs 192.168.1.100 through ISP, but you have to
192.168.1.199 set the username and

password first.
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3.4 Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider)
what kind of service is provided such as PPPoE, PPPoA, RFC1483, or IPOA.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username, Password,
Service Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set
manually).

PPPoOA VPI/VCI, VC-based/LLC-based multiplexing, Username, Password, and

Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

RFC1483 Bridged

VPI/VCI, VC-based/LLC-based multiplexing to use Bridged Mode.

RFC1483 Routed

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).

IPOA

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).
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3.5 Configuring with your (802.11g) ADSL2+ Router

1. To configure this device, you must have IE 5.0 / Netscape 4.5

r
” 0’ E;' or above installed

2. You may configure the router for Internet access in two ways:

@ Easy Sign-On (EZSO) @ Web Configuration
\_ y Sig ( ) ¢! )

Easy Sign-On:

User just installs all of cables and uses the browser to surf Internet. At this time, the EZSO
WEB GUI will be popped up and request you to input some basic information you get from
ISP. After this, you can surf Internet right away.

E PPPoOE /PPPOA

With EZSO built-in, you can simply plug cables in as first installation and turn on host
computer to surf Internet through WEB browser like IE. You do not need to login into the
router and search the router’'s WEB GUI configuration page to find out the right web page
for configuring your PPPOE/PPPOA credentials. EZSO feature in Billion’s routers will do it
for you.

When you are trying to surf the internet through WEB browser, the PPPoE dialogue will be
visible and nothing but that. After you have successfully submitting the credentials,
everything will be fine and work neatly.
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1. Please wait when the connection is trying.  |2.Enter the username and password provide
by your ISP.

Pl Edt Vew Famortes Took Hep B ||[[e e vew Fmvoreres ook e o
Qe - O (0] @ Powwen fervoms @ S~ B - 3 Qo - O (8 B POsewch Frronnm @ 305 B -3
frems @) o fowyaheo.com/ = B0 s " - St ) bt oo, COM R, OGS ach T IR et £ Oale 104 32 » Moo s ®
s - ¥ meAR - 2T SERRF - o« - @ - Shoxe - amm Mo~ msn” - - MBAK - 77 SERF c w - @ - Chwe - anm e
Google~ »Cmn - @2r=Depmg Y ux - Blan £ Gl »Cwm -@ @ Dspmn T aw - EEw £
G- 3 4 Corrmenng - SR Ty =M
& BILLION a2 BILLION
2= . S
Connecting Ler— =) Login
Please walt when the connection ks trylng... b — Please login the usemame and password that your 1S9
provided.
Username:
Password:
Logn» | Logrform|

3. If login failed, Please input the correct 4. Login Successfully.
username and password again.

i internet Explorer

Fie Edt Vew Favorom Tock Hep L
Fle Edt Vew Fnortes Took Hep Qs - O W@ S frreem @ S~ B -8
O - O BB Powch Frrvom @ 2-5 & -8 e ] o O T e . 20 TIBM RIS 0 e A 3 ~ B &
B et ifowy MR T 12 < Bloo ks ™ - e = > NEAK - 2T SERF - - @ - Ohoes - dAwm N O~
ol = Y MBEK - 2T SERN - w - @ - Goas - S A e~ Coogler »Gmm -0 &= Deamm T wg - Eaw S
Googlew cCmm -9 @M= Dieas T wx - Han S & -G+ 2o | s
Al - 3 Logn e =
B L Login Successfully.
2 ~ Connection his been establish. Fease enjoy your surfing
Login Failed o Intemet.
Wrong Password or Usemame is given, Please input the
cormect ones and login again, Please open ancther windows to browse the pages.
Note!!
Username:
— This page will be avtomatically redirected to
S AmRordE wowrwe Jilllon com ...
Logns |

Ty e g Com m P G5 AT B T e |
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E DHCPWith this method, user does not need to access router to configure it and set lot of
parameters. Besides, it eliminates the complicated way to configure the device and will
definitely reduce the service call from users.
1. Please wait when the connection is trying.

2. Login Successfully.

Fle Edt Vew Favcees Tock bep & Fle B3t Vew Favortm Tock M "
Gesk - a) [ F 8 Oswh drrvoms @ S iy B - %

Qo = O (2] [ €@ Oz Favores ) (v G BN - > 3
oot @Y nttpuftwyahoo.com/ | B ks " - Bty iweew. googhe.com De pppo, gL I MDBct: TSR S Sh0ae 1432 = Do
man¥ - > MwAK - 27 SERR - w - @ - Ghxes - Axm e~ man? v MBME 27 SEBaF - w - & - Onxe - S5 o~
Googler “ Cum -0 S r=“Deemm ¥ wx - WHan £ Cougler Y om0 £ Deemr Y e - Han
3~ Gl % Correctry - B Tam
&> BILLION BILLION
g * s
Login Successfully.
suifing

Connecting
Plisarsee walt wihen Wi connection i trying... Connection has been establish, Pleyse anfoy your
te

y intermet,
Pleaze open another windows to browse the pages.
Note!!

This page will b= automatically redirected to
wrv.billion.com ...

[

4] Cpening page i fwww. googie.com. e DppoeL 5L a7 M4bBche T 3BREA e At oue L [

Web Configuration:
Open your web browser, enter the IP address of your router, which by default is

192.168.1.254, and click “Go”, a user name and password window prompt appears. The
default username and password are “admin” and “admin”.

Connect to, 192.168.1.254

User name: | 3 admin

Password; |----- |

[ 1Remember my password

[ Ok H Cancel ]

Congratulations! You have successfully logged on to your BiPAC 7300 series

ADSL2+ Router!
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Configuration

Once you have logged on to your BiPAC 7300VGP series VolP ADSL Router via your web
browser, you can begin to set it up according to your requirements. On the configuration
homepage, the left navigation pane links you directly to the setup pages, which include:

@ Status (ARP Table, Wireless Association, Routing Table, DHCP Table, System Log,
Security Log, VoIP Log)

@ Quick Start

@ Configuration (LAN, WAN, System, Firewall, QoS, Virtual Server, Advanced and VoIP)

@ Save Config to FLASH

The following sections provide an overview of the settings available for configuring your
router by Billion.
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4.1 Status
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Connect

Device Information
@ Host Name: Provide a name for the router for identification purposes. Host Name lets
you change the router name.

@ System Up-Time: Records system up-time.

28
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@ Current time: Set the current time. See the Time Zone section for more information.

@ Hardware Version: Chipset version

@ Software Version: Firmware version

@ Bootrom Version: Bootrom version

@ MAC Address: The LAN MAC address

@ Home URL: Connects to the Home Website.

LAN

@ IP Address: LAN port IP address.

@ Sub Net Mask: LAN port IP subnet mask.

@ DHCP Server: LAN port DHCP role - Server, Relay or None.

WAN

@ IP WAN: Name of the WAN connection.

@ VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Connection: Selects “Disconnected” or “Connected”

@ IP Address: WAN port IP address.

@ Net mask: WAN port IP subnet mask.

@ Gateway: The IP address of the default gateway.

Port Status
FPort Ethernet & ADSL O Wireless
Connected W b8 W

@ Port Status : User can look up for your connected condition
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4.1.1 ARP Table

The router’s ARP (Address Resolution Protocol) Table shows the mapping of Internet (IP)

addresses to Ethernet (MAC) addresses. This is a quick way to determine the MAC
address of the network interface of your PCs to use with the router’'s Firewall — MAC

Address Filter function. See the Firewall section of this manual for more information.

ARP Table

IP <= MAC List
IP Address WAC Address Interface Static
192.168.1.125 O0:00:85:18:70:F7 iplan no

@ IP Address: Alist of IP addresses of devices on your LAN (Local Area Network).

@ MAC Address: MAC (Media Access Control) address for each device on your LAN.

@ Interface: The interface name (on the router) that this IP Address connects to.
@ Static: Static status of the ARP table entry:
“no” for dynamically-generated ARP table entries

“yes” for static ARP table entries added by the user

Download from Www.Somanuals.com. All Manuals Search And Download.
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4.1.2 Wireless Association

Wireless Association Table
Wireless client's MAC address and the corresponding IP address

IP Address b AL

@ IP Address: Itis IP Address of wireless client that join this network.

@ MAC: The MAC address of wireless client.
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4.1.3 Routing Table

Routing Table
Routing Table

#  Destination Metmask Gatewayinterface Cost

1 230255255250  2E5255255255  (0.0.0.0fethD 0 Edit @  Delete ©
2 19216810 255 266 2650 0.0.0.0/eth0 0 Edit @  Delete ©
Create

Static Route
Add Rule?
Destination
MNetmask
Gateway Interface Flease Select +

Cost 0

[Apply] [ Cancel ]

Routing Table:

@ #: Item number

@ Destination: IP address of the destination network.

@ Netmask: The destination netmask address.

@ Gatewayl/Interface: IP address of the gateway or existing interface that this route uses.

@ Cost: The cost of transmission for routing purposes. The number need not be precise,
but it must be between 0 and 65535.

@ Interface: Select the interface through which packets are forwarded.
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4.1.4 DHCP Table

DHCP Table

Leased Table

P Address  MAC Address  on Host
Mame

BT 20000101 00:05:22 - 20000101
_192.158.1.1[@ 00:0d:88:18:7d:17 0005 72

Register Time

@ Leased: DHCP assigned IP addresses information.

@ IP Address: IP addresses of devices on your LAN (Local Area Network).

@ MAC Address: The MAC Address that you want to assign the fixed IP address
@ Client Host Name: Expired IP addresses information

@ Register Time: Register time information

Download from Www.Somanuals.com. All Manuals Search And Download.
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4.1.5 System Log

Display system logs accumulated up to the present time. You can trace historical
information with this function.

System Log

Current Time:Sat Jan 1 00:05:40 2000

If you would like to save the log to a text file, right click here and select "Save Target As "

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

= = = = = =

oo:
oo:

ao

oo:
oo:
oo:
ono:
oo:
oo:

ao:
aos:
00:
oo:
oo:
oo:
oo:
ao:
ao:

as
as
a5
a5
(N}5;
a5
as
as
as

[ Refresh J [Clear]

syslog:
syslog:
ayslog:
ayslog:
syslog:
svslog:
svslog:
sy=slog:
syslog:

End AdslTaskInit

Eegin to redguest IERD 19

DMT:3ucceed to recguest IRD 19
Initializing ADSL F/W 3.5.12.4 ......
Initializing AD3L F/AUW ........ done M
Enter VPx module.

sys_init: HZ{100) =ys_clock(0)

Created /proc/vp

Ccreate proc entryivoip led)
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4.1.6 Security Log

This screen displays security log information. If a hacker attacks your server, he is isolated
by the firewall function and the router records related information. This helps you know
where the hacker comes from.

Security Log
Current Time:Sat Jan 1 00:57:32 2000

If you would like to save the log to a text file, right click here and select "Save Target As "

Refresh ] [Clear]
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4.1.7 VolP Log

This screen displays VoIP log information. Any VoIP encountered by the router are logged
to this window.

VoIP Log
Current Time:Sat Jan 1 00:23:18 2000

If you would like to save the log to a text file, right click here and selact "Save Target As "

Refresh ] [Clear]
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4.2 Quick Start

! BHLLION ADSL Firewall Router

Quick Start
Connection
Encapsulation
WPl
ki
MAT
Optional Settings

IP Address

SubnetMetmask
Default Gateway
DNS
Obtain DNS autormatically
Primary DNS
Secondary DNS
PPP
Username

Password

0000
0000

Built-In Known Profile for IP TV / VOD applications©

| PPPOE LLC |

5 W

El

® Enable O Disable

|0.0.0.0 |

{0.0.0.0° means ‘Obtain an [P address automatically)

[“] Enable

SAVE CONFIG RESTART

For detailed instructions on configuring WAN settings, see the WAN section of this manual.

The information you need for the Quick Start wizard to get you online are your login (often in
the form of username@ispname), your password, and the encapsulation type.

Your ISP can supply all the details you need. Alternatively, if you have deleted the current
WAN Connection in the WAN — ISP section of the interface, you can use the router’'s PVC
Scan feature to determine the Encapsulation types offered by your ISP.
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Quick Start BuiltIn Known Profile for IP TV / VOD applications©

Connection

Encapsulation FFPPoE LLC w
WP g
W 35
MAT () Enable O Disahle
Optional Settings
P Address £0.0.0
(0.0.0.0° means Chbtain an IP address automatically’
SubnetMetmask 0.00a0
Default Gateway 0.0.0.0
DNS
Obtain ONS automatically [v] Enable
Frimary DMNS
secondary DNS
PPP
Llzername
Fassword

[Apply‘] [ Cancel ]

B Connection
@ Encapsulation: Select the encapsulation type your ISP uses or choose “Auto Scan”.

Auto Scan

Before you scan the PVCs, please DELETE all the WAN interfaces.
IP Address if provided by ISP
Gateway if provided by ISP

[Start] [ Cancel ]

Click Start to begin scanning for encapsulation types offered by your ISP. If the scan is
successful, you are presented with a list of supported options.

@ VCI: Enter the VCI assigned to you. This field may already be configured.

@ VPI: Enter the VPI assigned to you. This field may already be configured.

@ NAT: Select “Enabled” or “Disabled”.

Download from Www.Somanuals.com. All Manuals Search And Download.



B Optional Setting

@ IP Address: Type your ISP assigned IP address in the IP Address text box.

@ Subnet Mask: Enter a subnet mask in dotted decimal notation.

@ Default Gateway: You must specify a gateway IP address (supplied by your ISP)

E DNS

@ Obtain DNS automatically: Select this check box to use DNS.

@ Primary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

@ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

E pPP

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is usually in the format of
“username@ispname” instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).
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4.3 Configuration

Click this item to access the following sub-items that configure the ADSL router: LAN, WAN,

System, Firewall, QoS, Virtual Server, Advanced and VolIP.
These functions are described in the following sections.

; m ADSL Firewall Router

Quick Start Built-In Known Profile for IP TV / VOD applications©
Connection
Encapsulation PPFoE LLC v|[ Auto Scan
WPl g
ve
MAT (%) Enable O Disable
Optional Settings
IP Address 0000
(0.0.0.0" means 'Obtain an IP address automatically’)
Subnethstmask [0.0.00 |
Default Gateway |D.D.D.D |
onfig ta FLASH BLE
Obtain DMNS automatically [] Enahle
Primary DMNS | |
Secondary DNS | |
PPP
Username | |
Password | |
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4.3.1 LAN (Local Area Network)

A Local Area Network (LAN) is a shared communication system to which many computers

are attached and is limited to the immediate area, usually the same building or floor of a
building.

There are four items within the LAN section: Ethernet, Wireless, Wireless Security and
DHCP Server.

B 43.1.1 Ethernet

Ethernet

Primary IP Address
IF Address 192.1658.1.264
SubnetMetmask 2552552550
RIF Disable e

Secondary IP Address

The Secandary [P Address should be on the same subnet as the Primary IP Address and uses the
same Subnet Mask.

IP Address

[Apply] [ Cancel ]

The router supports two Ethernet IP addresses in the LAN, and two different LAN subnets
through which you can access the Internet at the same time. Users usually only have one
subnet in their LAN, so there is no need to configure a Secondary IP address. The default
IP address for the router is 192.168.1.254.

RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

”orf;‘ The Subnet mask of the Secondary IP Address depends on the setting
of the Primary IP Address.
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E 4.3.1.2 Wireless (7300VGP only)

Wireless

Parameters
WLAN service (*)Enable () Disahle
flode B2 11h+y
ESsID wlan-ap
Hide ESSID (JEnable ) Disable
Regulation Domain Europe b
Channel 1D Channel 1 (2. 412 GHz) +
MAC Address
AF Wersian

Wireless Distribution System (WDS)
WDS Service (_)Enable ) Disable
1.Peer WDz MAC Address
2 PeerWDS MAC Address
3.Peer WDS MAC Address
4 Peer WDS MAC Address

*WDS depends on the settings of main security encrption type. =

[Apply] [ Cancel ]

@ Mode: 802.11b + g (Mixed mode), 802.11b and 802.11g. The factory default is 802.11b
+0.

@ ESSID: Enter the unique ID given to the Access Point (AP), which is already built-in to
the router’s wireless interface. To connect to this device, your wireless clients must have
the same ESSID as the device.

@ Regulation Domain: There are five Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.
@ MAC Address: The AP’s MAC Address

@ AP Version: The Access Point firmware version.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other
access point. Itis easy to be installed simply define peer’s MAC address of the connected
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AP. WDS takes advantages of cost saving and flexibility which no extra wireless client
device is required to bridge between two access points and extending an existing wired or
wireless infrastructure network to create a larger network.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption
must be the same for both access points.

@ WDS Service: The default setting is Disable. Check Enable radio button to activate
this function.

@ Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that
your peer’s AP must include your MAC address in order to acknowledge and communicate
with each other. (Note: For MAC Address, Semicolon ( : ) must be included)

B 4.3.1.3 Wireless Security (7300VGP only)
You can disable or enable with WPA or WEP for protecting wireless network.
The default mode of wireless security is disabled.

Wireless Security

Parameters

security Mode Disable i

[Apply] [ Cancel ]

@ WPA Pre-Shared Key
Wireless Security

Parameters

securty hlode WWPA Pre-Shared Key  #

WPA Algarithm TKIF =

WPA Shared Key Q00o0000a0

Graup Key Henewal SE00 Secands
[Apply] [ Cancel ]

@ WPA Algorithms: TKIP (Temporal Key Integrity Protocol) utilizes a stronger encryption
method and incorporates Message Integrity Code (MIC) to provide protection against
hackers.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.
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@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).

@ Hide ESSID: User can select Enable or Disable to hide ESSID.

@ WPA2 Pre-Shared Key

Wireless Security
Parameters

Security hode

WWPALZ Algarithm

YWHAZ Shared Key

Group Key Renewsal

[Apply] [ Cancel ]

WWRAZ Pre-Shared Kay +

TKIF w
Q000000000

3600 Seconds

@ WPA2 Algorithms: TKIP (Temporal Key Integrity Protocol) utilizes a stronger
encryption method and incorporates Message Integrity Code (MIC) to provide protection

against hackers.

@ WPA2 Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).

@ WEP
Wireless Security

Parameters
=ecurity Mode
WEF Encryption
) Key 1
O Key 2
O Key 3
O Key 4
Fassphrase

Hide EZSID

WEP v
HEX v OwWEPB4 COWEP128
0000000000
0000000000
0000000000
0000000000

Generate key

(O Enable & Disable

“WDS uses Key 1 for WEP encryption. ™

[Apply] [ Cancel ]
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@ WEP Encryption: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers highly secure data encryption, known as
WEP. If you require high security for transmissions, there are two alternatives to select from:
WEP 64 and WEP 128. WEP 128 will offer increased security over WEP 64.

@ Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128. You can input the same string in
both the AP and Client card settings to generate the same WEP keys. Please note that you
do not have to enter Key (1-4) as below when the Passphrase is enabled..

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format is in HEX style, 5 and 13 HEX
codes are required for WEP64 and WEP128 respectively, the separator is “-“. For example,
using WEP64, 11-22-33-44-55 is a valid key, whilst 1122334455 is invalid.

@ Hide ESSID: User can select Enable or Disable to hide ESSID.

E 4.3.1.4 DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or
enable the router’s DHCP relay functions. The DHCP protocol allows your router to
dynamically assign IP addresses to PCs on your network if they are configured to obtain IP
addresses automatically.
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DHCP Server

Configuration
(0 Disable
DHCP Server Made (©)DHCP Server
(O DHCP Relay Agent

DHCP Server Status

otatus DHCF Server Running
Subnet Definitions

Subnet Yalue 192.168.1.0

SubnetMetmask 255255 2550

Domain Mame home. gateway

ONS Server 192.1658.1.254

Maximum/Default Lease Time 86400 £ 43200 seconds

IF Range 192.168.1.100 - 192 168.1.199

To disable the router’'s DHCP Server, check Disabled and click Next then click Apply.
When the DHCP Server is disabled you need to manually assign a fixed IP address to each
PC on your network, and set the default gateway for each PC to the IP address of the router
(the default is 192.168.1.254).

DHCP

Disable server and relay agent

The DHCF server and relay agent will be disabled.

[Apply] [ Cancel ]

To configure the router’s DHCP Server, check DHCP Server and click Next. You can then
configure parameters of the DHCP Server including the IP pool (starting IP address and
ending IP address to be allocated to PCs on your network), lease time for each assigned IP
address (the period of time the IP address assigned will be valid), DNS IP address and the
gateway IP address. These details are sent to the DHCP client (i.e. your PC) when it
requests an IP address from the DHCP server. Click Apply to enable this function. If you
check “Use Router as a DNS Server”, the ADSL Router performs the domain name lookup,
finds the IP address from the outside network automatically and forwards it back to the
requesting PC in the LAN (your Local Area Network).
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DHCP SERVER

Parameters
Domain Mame
lse Router as DMNS Server
Frimary ONS Server Address
secondary DNS Server Address
Default Lease Time
Maximurm Lease Time
RFange Start
Fange End
TFTP Server Mame(Option BE)

home. gateway

43200
86400
192.1658.1.100
192.1658.1.199

seconds

seconds

Specify fixed Mac Address Mapping to fixed IP Address (optional)

Haost Mame

B0 = M N e W M -

10

MAC Address

IP Address

The MAC address is represented as a string of 2 digit hexadecimal numbers seperated by

colons () - ( eq. 00:11:22:33:44:55 )

If you check DHCP Relay Agent and click Next then you must enter the IP address of the
DHCP server which assigns an IP address back to the DHCP client in the LAN. Use this
function only if advised to do so by your network administrator or ISP. Click Apply to enable

this function.

DHCP Relay

Parameters

DHCF Relay Server

[Appl}f] [ Cancel ]
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4.3.2 WAN (Wide Area Network)

A WAN (Wide Area Network) is an outside connection to another network or the Internet.
There are three items within the WAN section: ISP, DNS and ADSL.

E 43211ISP

The factory default is PPPOE. If your ISP uses this access protocol, click Edit to input other
parameters as below. If your ISP does not use PPPOE, you can change the default WAN
connection entry by clicking Change.

A simpler alternative is to select Quick Start from the main menu on the left. See the Quick
Start section of the manual for more information.

Main WAN Connection
Main WAN Connection Configuration
Mame Description Creator P W

PPPoE Routed PPPoE admin B 35 Edit © Change ©
Changing wan senice will save your configuration to flash and immediately restart the router.

Other WAN Bridge Connection
Bridged WAN connection List
ame Description Creator WH W

Create 3

Built-in Known Profile for IP TV /VOD applications
0: Standard Default; Auto PYC, WAN-DHCP, LAN NAT -DHCP b

[Apply ] [ Cancel ]
Changing IP T4 £ %00 type will save your configuration to flash and immediately restart the router.

& RFC 1483 Routed Connections
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WAN Connection
RFC 1483 Routed

Description 1453 Routed mode
WP g

W 35

AT () Enable O Disable
Encapsulation Method LLC Bridged ha

() Obtain an IP address automatically via DHCP client

' Use the fallowing IP address

IP Assignment IP Address
Metrmask
Gateway
RIF Disable b
[Appl}rl [ Cancel ]

@ Description: Your description of this connection.
@ VPI and VCI: Enter the information provided by your ISP.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single IP account, sharing the single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Encapsulation method: Select the encapsulation format, the default is LLC Bridged.
Select the one provided by your ISP.

@ DHCP client: Enable or disable the DHCP client, specify if the router can get an IP
address from the Internet Service Provider (ISP) automatically or not.

@ Obtain an IP address automatically via DHCP client to enable the DHCP client
function or click Specify an IP address to disable the DHCP client function, and specify the
IP address manually. The setting of this item is specified by your ISP.

@ RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

& PPPoA Routed Connections

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides
access control and billing functionality in a manner similar to dial-up services using PPP.
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WAN Connection

PPPoA Routed
Description FPFoA
WP n
W n
AT () Enable O Disable
Isername
Fassword
IF Address 0.8:0.0
(0.0.0.0° means 'Cbtain an IP address automatically’
Authentication Protocal Auto v
Connection Always On
RIF Mo RIF b
hATLL 1452
[Apply ] [ Cancel ]

@ Description: User-definable name for the connection.
@ VPI/VCI: Enter the information provided by your ISP.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single IP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Authentication Protocol Type: Default is Chap (Auto). Your ISP advises you whether
to use Chap or Pap.

@ Connection: If you want the router to establish a PPPoA session when starting up and
to automatically re-establish the PPPoA session when disconnected by the ISP.

@ RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
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media-specific headers) that the IP attempts to send through the interface.
Apply

WAN Connection
WAN Services Table
Mame Description Creatar YE S
PPPoA Routed PPPoA admin 0 Ak Edit © Change ©

& PPPoOE Routed Connections

PPPoOE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.

WAN Connection
PPPoE Routed

Description FPFoE

WE a

W

MAT ()Enable ) Disable
Llzernarme

Fasgword

Service Mame

AR (?:IEIIIIL—II:IEI; means 'Obtain an IP address automatically’)
Authentication Protacal Auto

Cannection Always On b

ldle Timeout minutes

RIF Mo RIP W

M TLI 1492

[ Apply ] I Cancel ]

@ Description: A user-definable name for this connection.

@ VPI/VCI: Enter the information provided by your ISP.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.
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@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Service Name: This item is for identification purposes. If it is required, your ISP
provides you the information. Maximum input is 20 alphanumeric characters.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Authentication Protocol: Default is Chap. Your ISP advises on using Chap or Pap.
@ Connection:

© Always on: If you want the router to establish a PPPoOE session when starting up
and to automatically re-establish the PPPoE session when disconnected by the ISP.

© Connect to Demand: If you want to establish a PPPoE session only when there is
a packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet).

@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity
on the line for a predetermined period of time.

@ RIP: RIP vi, RIP v2, RIP v1+v2 and RIP v2 Multicast.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) an IP attempts to send through the interface.

Apply

WAN Connection
WAN Services Table
Marne Description Creator W NI
PPPoE Routed PPPoE admin 0 32 Edit © Change ©

& RFC 1483 Bridged Connections
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WAN Connection
RFC 1483 Bridged

Description 1483 Bridged _mode
YR a

W a

Encapsulation hMethod LLC Bridged W
[a‘-\pply] [ Cancel ]

@ Description: A user-definable name for this connection.
@ VPI/VCI: Enter the information provided by your ISP.

@ Encapsulation method: Select the encapsulation format, this is provided by your ISP.

E 43.22DNS

DNS

Parameters
Cbtain DMNS Automatically Enahble
Frimary DMNS
secondary DNS

[a‘-\pply] [ Cancel ]

A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. On the Internet, every host has a unique and user-friendly name (domain name)
such as www.billion.com and an IP address. An IP address is a 32-bit number in the form of
XXX XXX.XXX. XXX, for example 192.168.1.254. You can think of an IP address as a telephone
number for devices on the Internet, and the DNS allows you to find the telephone number
for any particular domain name. Since an IP Address is hard to remember, the DNS
converts the friendly name into its equivalent IP Address.

You can obtain a Domain Name System (DNS) IP address automatically if your ISP has
provided it when you logon. Usually when you choose PPPoE or PPPoA as your WAN - ISP
protocol, the ISP provides the DNS IP address automatically. You may leave the
configuration field blank. Alternatively, your ISP may provide you with an IP address of their
DNS. If this is the case, you must enter the DNS IP address.

If you choose one of the other protocols, RFC1483 Routed or Bridged, check with your ISP,
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as it may provide you with an IP address for their DNS server. You must enter the DNS IP
address if you set the DNS Server address on your PC to the LAN IP address of this router.

FE 43.23ADSL

ADSL
Parameters
ADSL Mode Annex A i
Modulator ADSL Multimode
DSP Firrmwearayersion OMT Fuider 3.5.12.4 A TC, Heter T14F7F 1.0
DT Status Down
Cperational Mode e
Lipstrearmn 0 kbps
Downstream 0 kbps
Moise Margin (Upstream) MNAA (ADSL is not U
Moise Margin (Downstream) MiA PADSL is not LIFY
Attenuation (Lpstream) FiA PADSL is not LR
Attenuation (Diownstrearm) FiA PADSL is not LR

[Apply] [ Refresh l

@ ADSL Mode: There are four modes “Open Annex Type and Follow DSLAM’s
Setting”, "Annex A", "JAnnex L”, "Annex M” and “Annex J” that user can select for this
connection.

@ Modulator: There are four modes “AUTO”,”ADSL multimode”,”ADSL2"and”ADSL2+”
that user can select for this connection.

@ DSP Firmware Version: DSP code version

@ DMT Status: DMT Status

@ Operational Mode: To show the state when user select “AUTO” on connect mode.

@ Upstream: Upstream rate

@ Downstream: Downstream rate
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4.3.3 System

There are six items within the System section: Time Zone, Remote Access, Firmware
Upgrade, Backup/Restore, Restart and User Management.

B 43.3.1Time Zone

Time Zone
Parameters
Time Zaone (*)Enable () Disable
Lacal Tirne Zone (+GMT Time) (GMT)Greerwich Mean Tirme hd
e S .192..4.3.244.?8 128.138.140.44
|129.6.15.29 131.107.1.10
Daylight Saving [v] Automatic
Resync Period 1440 .minutes

The router does not have a real time clock on board; instead, it uses the Simple Network
Time Protocol (SNTP) to get the current time from an SNTP server outside your network.
Choose your local time zone, click Enable and click the Apply button. After a successful
connection to the Internet, the router retrieves the correct local time from the SNTP server
you have specified. If you prefer to specify an SNTP server other than those in the
drop-down list, simply enter its IP address as shown above. Your ISP may provide an SNTP
server for you to use.

Resync Period (in minutes) is the periodic interval the router waits before it resynchronizes
the router’s time with that of the specified SNTP server. To avoid unnecessarily increasing
the load on your specified SNTP server you should keep the poll interval as high as
possible — at the absolute minimum every few hours or even days.
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B 4.3.3.2 Remote Access
Remote Access

Femote Access Control () Enahle ) Disable

To temporarily permit remote administration of the router (i.e. from outside your LAN),
select a time period the router permits remote access for and click Enable. You may
change other configuration options for the web administration interface using Device
Management options in the Advanced section of the GUI.

B 4.3.3.3 Firmware Upgrade

Your router’s “firmware” is the software that allows it to operate and provides all its
functionality. Think of your router as a dedicated computer, and the firmware as the
software it runs. Over time this software may be improved and modified. Your router allows
you to upgrade the software it runs to take advantage of these changes.

Clicking on Browse allows you to select the new firmware image file you have downloaded
to your PC. Once the correct file is selected, click Upgrade to update the firmware in your
router.

Firmware Upgrade
You may upgrade the system software on your network device
After upgrading,let your router restart with current settings or factory default settings
; () Factory Default Settings
Festart Router with
() Current Settings

Mew Firmware Image ' Browse

[ Upgrade ] [Cancel]

@ Restart Router with: To choose “Factory Default Setting” or “Current Settings” that user
want.
@ New Firmware Image: Type in the location of the file you wish to upload in this field or
click Browse ... to find it.
@ Browse...: Click Browse... to find the .afw file you wish to upload. Remember that you
must decompress compressed (.zip) files before you can upload them.
@ Upgrade: Click upgrade to begin the upload process. This process may take up to two
minutes.

~N

DO NOT power down the router or interrupt the firmware upgrade while it

O is still in process. Improper operation may damage the router. Please see
section 2.4 for emergency recovery procedures.




B 4.3.3.4 Backup / Restore

Backup/Restore

Allows you to backup the configuration settings to your computer,
or restore configuration from your computer.

Backup Configuration

Backup configuration to your computer,

Restore Configuration

Configuration File

"Restore" will overarite the current configuration and restan the device. If yow want to keep the clrent
configuration, please wse "Backup" first to save current configuration,

These functions allow you to save and backup your router’s current settings to a file on your
PC, or to restore a previously saved backup. This is useful if you wish to experiment with
different settings, knowing that you have a backup handy in the case of any mistakes. It is
advisable to backup your router’s settings before making any significant changes to your
router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also
change the name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files
that have been generated by the Backup function, and that were created when using the
current version of the router’s firmware. Settings files saved to your PC should not be
manually edited in any way.

Select the settings files you wish to use, and press Restore to load those settings into the
router.

B 4.3.3.5 Restart Router
Click Restart with option Current Settings to reboot your router and restore your last
saved configuration.
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Restart

After restarting. Please wait for several seconds to let the system

() Save Config to Flash
Restart Router with (%) Current Settings

) Factory Default Settings

[ Restart ] [ Cancel ]

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by pressing in the small Reset pinhole
button on the back of your router for 10-12 seconds while the router is turned on.

B 4.3.3.6 User Management

User Management

Current Defined Users

“alid Lser
true o Editp
Create D

To prevent unauthorized access to your router’s configuration interface, all users are
required to login with a password. You can set up multiple user accounts, each with their
own password.

You are able to Edit existing users and Create new users who are able to access the
device’s configuration interface. Once you have clicked on Edit, you are shown the
following options:

User Management

Edit
Lsermarme admin
Fassword sssaw
“alid true
[Apply] [ Cancel ]
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You can change the user’s password, whether their account is active and Valid, as well as
add a comment to each user account. These options are the same when creating a user
account, with the exception that once created you cannot change the username. You
cannot delete the default admin account; however you can delete any other created
accounts by clicking Cancel when editing the user.

You are strongly advised to change the password on the default “admin” account when you
receive your router, and any time you reset your configuration to Factory Defaults.
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4.3.4 Firewall

Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet
access from your LAN, as well as helping to prevent attacks from hackers. In addition to
this, when using NAT (Network Address Translation) the router acts as a “natural” Internet
firewall, since all PCs on your LAN use private IP addresses that cannot be directly
accessed from the Internet. See the WAN configuration section for more details on NAT.

el —
B A
e —
2, ;
t—! . Router
AccessuCDntrDI

' 'NAT

- Packetfilter L
i : - Packet filter - Unauthotized users &
| :pnpﬁﬁtgt?nrﬁ: bl B T:Ef::::t:rr - Intrusion Detection applications
- Unweanted website 2 - Blacklisting - Malicious attacks

ACCEES

Firewall & Filter

Firewall: Prevents access from outside your network. The router provides three levels of
security support:

NAT natural firewall: This masks LAN users’ IP addresses, which are invisible to outside
users on the Internet, making it much more difficult for a hacker to target a machine on your
network. This natural firewall is on when the NAT function is enabled.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules
prevent unauthorized computers or applications accessing your local network from the
Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent, and log malicious
attacks.

MAC Filter rules: Prevents unauthorized computers accessing the Internet.

60

Download from Www.Somanuals.com. All Manuals Search And Download.



URL Filter: Blocks PCs on your local network from unwanted websites.

A detailed explanation of each of the following five items appears in the Firewall section
below: Packet Filter, MAC Address Filter, Intrusion detection, Block WAN Request

and URL Filter.

-

\_

”07'5 #  When using Virtual Servers (port forwarding) your PCs are exposed to the
degree specified in your Virtual Server settings provided the ports specified

are opened in your firewall packet filter settings.

~N

J

B 4.3.4.1 Packet Filter
Packet filtering enables you to configure your router to block specified internal/external

users (IP address) from Internet access, or you can disable specific service requests (Port

number) to /from Internet. This configuration program allows you to set up to 6 different

filter rules for different users based on their IP addresses or their network Port number. The

relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is
satisfied, the specified action is taken.

Packet Filter
Default Rules | Forward
Parameters

Sl Source Destination Dest.

EE'E Active  Flow .l':.la':;ﬂ Action Fort IF Fort Lo ?iﬂw:dule
’ yp frorn  to  fram  to from ta  from to
| Add | |Edit | | Delete |
Default Rules Drop mode cannot be enabiled without any rles. Doing so cowld block alf access to the Internet.
[ﬂxpply l [ Cancel l
@ Add: Click this button to add a new packet filter rule and the next figure appears.
@ Edit: Check the Rule No. you wish to edit, and then click “Edit”.
@ Delete: Check the Rule No. you wish to delete, and then click “Delete”.
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Packet Filter
Application List

Application Uszer Defined hd [ I Reverse Direction
Parameters
Rule Packet . . .
i Elam () Outgaing O Incaming
Active Yes # Pkt Any ¥
Type
Action
Log Yes v YWhen Drop w
Matched
Source IP Address Destination IP Address
Fram Fraorm
To To
Source Port Destination Port
From From
To To
() Always

Schedule Time () Schedule from 08 00 *|ta|18 » |00+

(] Sun [] Mon [] Tue [] WWed [] Thu [] Fri [] Sat

[ Return ] [ Cancel ]

@ Application: User can choose they want.

@ © Outgoing
incoming packets.

® Incoming: Determine whether the rule is for outgoing packets or for

@ Active: Choose “Yes” to enable the rule, or choose “No” to disable the rule.
@ Packet Type: Specify the packet type (TCP, UDP, ICMP or any) that the rule applies to.

Select TCP if you wish to search for the connection-based application service on the
remote server using the port number. Or select UDP if you want to search for the
connectionless application service on the remote server using the port number.

@ Log: Choose “Yes” if you wish to generate logs when the filer rule is applied to a packet.

@ Action When Matched: If a packet matches this filter rule, Forward or Drop this
packet.

@ Source IP Address: Enter the incoming or outgoing packet’s source IP address(es).
@ Source Port: Check the TCP or UDP packet’s source port number(s).
@ Destination IP Address: Enter the incoming or outgoing packet’s destination IP

address(es).
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@ Destination Port: Check the TCP or UDP packet’s destination port number(s).

@ Schedule time: User can setup the time to use the packet filter.

-

Attention

o

If the DHCP server option is enabled, you must be very careful m\
assigning IP addresses of a filtered private IP range to avoid conflicts
because you do not know which PC in the LAN is assigned which IP
address. The easiest and safest way is that the filtered IP address is
assigned to a specific PC that is not allowed to access an outside resource
such as the Internet. You configure the filtered IP address manually for this
PC, but it stays in the same subnet with the router.

/

E 4.3.4.2 MAC Address Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each
PC on your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your
router’s MAC Address Filter function, you can configure the switch to only accept traffic
from specified machines, or else to block specific machines from accessing your LAN.

There are no pre-defined MAC address filter rules; you can add the filter rules to meet your
requirements.

MAC Address Filter

Default Rules | Forward »
Parameters

Rule Mo, Active Action Log WAC Address

| Add | |Edit || Delete |

Defawlt Ruwes Drop mode cannot be enabled without any rules. Doing a0 couwld block all access to the
router and to the Internet.

[Apply ] [ Cancel ]
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MAC Address Filter

Default Rules |Forward +

Parameters
Fule Ma. Artive Actian Log MAC Address
@) 1 Yas Drap Yas 00:04: ed:f:f1:23
@) 2 Yes Crop Yes 00:04: ed:ff:f1:24
O 3 Yes Crop Yes 00:04: ed:ff:f1:25
(*) 4 Yes Forward Yes 00:04:ed: .26

| Add | |Edit| | Delete |

[Apply] [ Cancel ]

MAC Address Filter

Parameters
Fule 1
Active Yes W
Action Yhen Matched Drop e
Log Yes [»
hlac Address Candidates ©

[ Feturn ] [ Cancel ]

@ Active: Select Yes from the drop down list box to enable MAC address filtering.

@ Action When Matched: Select “Drop” or “Forward”.

@ Log: Choose “Yes” if you wish to generate logs when the filer rule is applied to a packet.
@ MAC Address: Enter the MAC addresses you wish to manage.

@ Candidates: Choose other MAC address.
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Associated Clients

MAC IP Address
(2)000D:28:18.70-F7 192 1621 125

B 4.3.4.3Intrusion Detection

Check “Enable” if you wish to detect intruders accessing your computer without permission.
The router automatically detects and blocks a DoS (Denial of Service) attack if a user
enables this function. This kind of attack is not to access confidential data on the network;
instead, it aims to disrupt specific equipment or the entire network. If this happens, users
are not able to access network resources.
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Intrusion Detection

Parameters
Intrusion Detectian (+)Enable ( Disable
Alert Mail ]
Alert Mail Time 30 minutes

Your E-mailiMust be

HEXE Yy 222
Recipient's E-mail(Must be

By yy. 222)
SMTE server

[a‘-\pply] [ Cancel ]

@ Intrusion Detection: Check “Enable” if you wish to detect intruders accessing your
computer without permission.

@ Alert Mail: Select this check box to use Alert Mail.
@ Alert Mail Time: Set the time for receiving Alert mail.
@ Your E-Mail: Set your email address.

@ Recipient’s E-mail: Set the Recipient’s email address to which the E-<mail notification
IS sent.

@ SMTP server: Set the SMTP (mail) server address.

B 4.3.4.4 Block WAN Request

Check “Enable” if you wish to exclude outside PING requests from reaching this router.

Block WAN Request

Parameters

Block WAN Request (+)Enable () Disable

[Apply] [ Cancel ]

E 4.3.4.5URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.billion.com or
http://www.example.com) filter rules allow you to prevent users on your network from
accessing particular websites from their URL. There are no pre-defined URL filter rules; you
can add filter rules to meet your requirements.
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http://www.billion.com/
http://www.example.com/

URL Filter

PC IPs

Rule i Block FKeywords  Domains Restrict LIRL
Ma. ta Mode Filtering Filtering Features
® 1 Yes 19217253 1921725223 O3S picapled  Disabled | DOCK ¥
Block Applet, Cookies
|Add | [Edit| [ Delete |
[Apply ] [ Cancel ]
Url Filter
Parameters
Fule 1 Arctive | Yes ™
PC IP Address Range
Frorm Ta
(*) Always Block
Block Mode () Block fram 08 (M| 00 (™itg]| 18 (v 00 [»

Keywiords Filtering

Domains Filtering

L] Sun [ Mon [ Tue [ wed [ Thu [ Fri [] Sat

[] Enable
[] Enable

[] Block Java Applet
[] Block ActiveX

[ Block Cookies
[ Black Proxy

Restrict URL Features

[ Return ] [ Cancel ]

@ Active: Select Yes from the drop down list box to enable or disable the URL Filter
feature.

@ Always Block: Select to always check URL filter rules (i.e. at all hours of the day).
@ Block from: Specify the time period to check URL filter rules (e.g. during work hours).

@ Keywords Filtering: Allows blocking by specific keywords within a particular URL
rather than having to specify a complete URL (e.g. to block any image called
“advertisement.gif’). When enabled, your specified keywords list is checked to see if any
keywords are present in URLs accessed to determine if the connection attempt should be
blocked. Note that the URL filter blocks web browser (HTTP) connection attempts using
port 80 only.

For example, the URL http://www.abc.com/abcde.html would be dropped since the keyword
“abcde” occurs in the URL.
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Keywords Filtering
Create
Keyword
Block WEB URLs which contain these keyworids

ame Keyniard

Return |

@ Domains Filtering: Checks the domain name in URLs accessed against your list of
domains to block or allow. If it matches, the URL request is sent (Trusted) or dropped
(Forbidden). The checking procedure is:

1.

Check the domain in the URL to determine if it is in the trusted list. If yes, the connection
attempt is sent to the remote web server.

If not, it is checked with the forbidden list. If present, the connection attempt is dropped.
If the packet matches neither of the above, it is sent to the remote web server.

Please note that only the domain is specified, not the full URL. For example to block
traffic to www.sex.com, enter “sex” or “sex.com” instead of “www.sex.com”. In the

example below, the URL request for www.abc.com is sent to the remote web server
because it is listed in the trusted list, while the URL request for www.sex or
www.sex.com is dropped because sex.com is in the forbidden list.

Domains Filtering
Create

Damain Mame
Forhidden Domains

Marme Damain

iterml SEY
itermz alcohaol

@ Restrict URL Features
® Block Java Applet: Blocks Web content which includes the Java Applet to prevent
someone who wants to damage your system via the standard HTTP protocol.

® Block ActiveX: Blocks ActiveX

® Block Cookies: Blocks Cookies

© Block Proxy: Blocks Proxy
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4.3.5 QoS (Quality of Service)

Quality of Service Introduction

If you've ever found your ‘net’ speed has slowed to a crawl because another family
member is using a P2P file sharing program, you’ll understand why the Quality of
Service features in Billion’s routers is such a breakthrough for home users and
office users.

QOS: Keeping Your Net Connection Fast and Responsive

Configurable by source IP address, destination IP address, protocol, and port, the Quality
of Service (QOS) gives you full control over which types of outgoing data traffic should be
given priority by the router, ensuring bandwidth-consumption data like gaming packets,
latency-sensitive application like voice, or even mission critical files, move through the
router at lightning speed, even under heavy load. You can throttle the speed at which
different types of outgoing data pass through the router. In addition, you can simply change
the priority of different types of upload data and let the router sort out the actual speeds.

QOS Setup

Please choose the QOS in the Configuration item of the left window as depicted below.

QoS

Maximum ISP Bandwidth

Upstream{LAN-=WWAN]: Downstrearm(AN-=LAN]:
Type: | AutofADSL Sync. Rate) v [ Kbpe : Kbpe
QoS Rule List
Application s Direction Assigned Bandwidth Ratio
Schedule
Non-Assigned Bandwidth Ratio
e T LAM to WAN : 100% WAN to LAN : 100%
Fixed (Maximum) e

|Add | [Edit | | Delete |

[Apply ] [ Cancel ]

After clicking the QOS item, you can Add/Edit/Delete a QOS policy. This page will show
the brief information for policies you have added or edited. This page will also display the
total available (Non-assigned) bandwidth, in percentage, can be assigned.
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QoS

Tirne

Application Direction Aszsigned Bandwidth Ratio
Schedule
. LAM to 20% [ABkbps) Minimum Guaranteed Hate
& | e SRS B gy with High priority
. LA to 20% (4Bkbps) Minimum Guaranteed Rate
| vl Abways On -y with High priarity
FTF LARMN tao o :
) Sarvar Always On VAN 20% [46kbps) Fixed Rate
Eg{‘ig&‘%'g”“ Bandwidth LAM to WARN - 40%, WAN to LAN : 100%

| Add | |Edit| | Delste |

[Apply ] [ Cancel ]

@ Application: A name that identifies an existing policy.

@ Time Schedule: Scheduling your QOS policy to be applied.

@ Direction: The traffic flow direction to be controlled by the QOS policy.
There are two settings to be provided in the Router:

®© LAN to WAN: You want to control the traffic flow from the local network to the outside
world. E.g., you have a FTP server inside the local network and you want to have a limited
traffic rate controlled by the QOS policy. So, you need to add a policy with LAN to WAN
direction setting.

® LAN to WAN: Control Traffic flow from the WAN to LAN. The connection maybe either
issued from LAN to WAN or WAN to LAN.)

@ Assigned Bandwidth Ratio: This field shows the assigned bandwidth ratio in
percentage for a QOS policy. If WAN connection to internet is established, the estimated
transfer rate will be shown in kbps. You may specify a fixed transfer rate or Minimum
Guaranteed Rate with priority for non-used bandwidth.

Non-Assigned Bandwidth Ratio: This field shows the available bandwidth ratio, for LAN
to WAN and WAN to LAN, that has not yet assigned.

: Press this button to add a new QOS policy.

: Before using these buttons to edit or delete a policy, please select one policy

. . _ O WalP
you want to edit/delete from the radio option

Apnpl
. After you have configured the policies, you can press this button to apply the
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configuration.

Save Config to Flash

If you want to make the change persistent in flash, choose

in the left windows to save it into flash.

When you press or buttons described above, the following page will show up

in your browser.

D08

Parameters

Controlled Taffic
F oy

Application
Facket Type

Assigned Data
Rate

DSCP Marking
(LAN to WEAN
only)

Loczal Machine
IPs

Fermote
Machine IPs
Local
Application
Ports

Femuote
Application
Ports

Schedule Time

You can use it to define a QOS policy.

() LAMN to WAN  COVAN to LAN

FTP Server

TCP o+

Rate Type: Data
Fixed (Maximum) hd Ratio:
Disabled b

Fram | 192.168.0.1 To
Fram To
Fram To
Fram To

O Always

(*) Schedule fram

Friarity for Mon-used Bandwidth:

09 »| 00 % to|8kE ~ 00 +

[ ] Sun hon Tue Yied Thu Fri [ Sat

[Apply] [ Cancel ]

@ Controlled Traffic Flow: Specify the traffic flow you want to control. For GRE protocol,
there is no need to specify the IP addresses or Application ports in this page. For other
protocols, at least one value shall be given.
@ Packet type: The packet type will be controlled. For GRE protocol, there is no need to
specify the IP addresses or Application ports in this page. For other protocols, at least one
value shall be given.

® ANY: No specified protocol type is specified.

© TCP
© UDP
© ICMP
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®© GRE: For PPTP VPN Connections.

@ Assigned Data rate: Assign the data ratio for this policy to be controlled. For
examples, we want to only allow 20% of the total data transfer rate for the LAN-to-WAN
direction to be used for FTP server.  Then we can specify here with data ratio = 20.  If
you have ADSL LINE with 256K/bps.rate, the estimated data rate, in kbps, for this rule is
20%*256*0.9 = 46kbps. (For 0.9 is an estimated factor for the effective data transfer rate
for a ADSL LINE from LAN to WAN. For WAN-to-LAN, it is 0.85 to 0.8).

@ Data Ratio: percentage for the data rate to be controlled by this policy. As above FTP
server examples, it is 20.

@ Rate Type: We provide 2 types here..

© Fixed (Maximum): specify a fixed data rate for this policy. It also is the maximal rate for
this policy. As above FTP server example, you may want to “throttle” the outgoing FTP
speed to 20% of 256K and limit to it, you may use this type.

© Guaranteed (Minimum): specify a minimal data rate for this policy. = For example, you
want to provide a guaranteed data rate for your outside customers to access your internal
FTP server with, say at least, 20% of your total bandwidth. You can use this type. Then,
if there is available bandwidth that is not used, it will be given to this policy by following
priority assignment.

@ Priority for Non-used Bandwidth: Specify the priority for the bandwidth that is not
used. For examples, you may specify two different QOS policies for different applications.
Both applications need a minimal bandwidth and need more bandwidth, beside the
assigned one, if there is any available/non-used one available. So, you may specify
which application can have higher priority to acquire the non-used bandwidth.

® High
® Normal: The default is normal priority.
® Low

For the sample priority assignment for different policies, it is seved in a First-In-First-Out
way.

@ DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the
ToS byte. DSCP Marking allows users to classify traffic based on DSCP value and send
packets to next Router.

DSCP Mapping Table

Disabled None
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Best Effort

Best Effort (000000)

Premium

Express Forwarding (101110)

Gold service (L)

Class 1, Gold (001010)

Gold service (M)

Class 1, Silver (001100)

Gold service (H)

Class 1, Bronze (001110)

Silver service (L)

Class 2, Gold (010010)

Silver service (M)

Class 2, Silver (010100)

Silver service (H)

Class 2, Bronze (010110)

Bronze service (L)

Class 3, Gold (011010)

Bronze service (M)

Class 3, Silver (011100)

Bronze service (H)

Class 3, Bronze (011110)

@ Local Machine IPs: The IP address values for Local LAN machines you want to control.
(For IP packets from LAN to WAN, it is the source IP address. For IP packages from WAN

to LAN, it is the destination IP address.)

@ Remote Machine IPs: The IP address values for Remote WAN machines you want to
control. (For IP packets from LAN to WAN, it is the destination IP address. For IP packages
from WAN to LAN, it is the source IP address.)

@ Local Application Ports: The Application port values for local LAN machines you want
to control. (For TCP/UDP packets from LAN to WAN, it is the source port value. For
TCP/UDP packets from WAN to LAN, it is the destination port value.)

@ Remote Application Ports: The Application port values for remote machines you want
to control. (For TCP/UDP packets from LAN to WAN, it is the destination port value. For
TCP/UDP packets from WAN to LAN, it is the source port value.)

@ Schedule Time: Schedule your QOS policy.
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B QOS example for your Network

Connection Diagram

HTTP web

browsing users

Normal PCs

Restricted PC

ADSL Subscription Rate
Upstream: 256 kbps
Downstream: 2048 Mbps

Example QOS Plan

Application | IP or Ports Control Flow Data Rate Time Schedule
VoIP User | 192.168.0.1 Outgoing Minimal 20% with high priority | Always
for non-used bandwidth with
SDCP marking Class 1 Gold
Service
FTP Sever | 192.168.0.100 | Incoming and outgoing :minimal 30%. Data | Only Working
Going rate. Hours 9:00 to
incoming :minimal 30%. Data | 17:00 Monday
rate. to Friday.
Both with low priority for
non-used bandwidth.
HTTP web | 80 Incoming and outgoing : limited 20%. Data | Always
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browsing Going rate.
users incoming : limited 30%. Data
rate.
Example QOS Setup
QoS
N Time o . : :
% Application Zchadula Direction Agsigned Bandwidth Ratio
\ LAMN to 20% [ABkbps) Minimum Guaranteed
Ir-'-l
O VolP Abways On iy Rate with High priority
\ , LAMN to 30% (B9kbps) Minimum Guaranteed
®
FTR_sener_Out Day Time WA Rate with Low priority
. : WWAN to 30% (522kbps) Minirmum
®
FTR_Sener_In Day Time LAM Guaranteed Hate with Low priority
O HTTP Browsing Out  Ahways On o 1° 20% (46kbps) Fixed Rate
O HITP Browsing_n  Always On ol 1° 30% (522kbps) Fixed Rate

MNon-Assigned Bandwidth Ratio

|Add | [Edit| | Delete |

[Apply ] [ Cancel ]

VoIP application
Voice is latency-sensitive application. Most VolP devices are use SIP protocol and the port

number will be assigned by SIP module automatically. Better to use fixed IP address for

catching VolIP packets as high priority.

LAMN to WWAN @ 300% WWAN to LAN : 40%
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Guaranteed (Minimurm) .

Gold service(l)

_ 192.168.0.1 -

-_ 08 v ;{00 ]to 13 vk[00 ]
_Osn OMon O Tue O wed O T O Fi st
lAppIy l Cancel

Above settings will help to improve quality of your VoIP service when traffic is full loading.
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FTP Server Application
Some of companies will setup FTP server for customer downloading or home user sharing
their files by using FTP.

LAN to WAN direction:

FTP_Server Cut

i
=
-

i
=
<

Guaranteed (Minimum) .

-_ 03 ¥}}[00 ¥to 17 ¥ 00 ¥
D) Sun B Mon [ Toe [ wed [ Thu (1 Fd st

Apply Cancel
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WAN to LAN direction:

FTP Semer_ In

i
=
-

Guarantead (Minimum) .

i
o
<

Disahled v

192.168.0.100

| Osshesuefom  [09vio0v o v,
o [ |
.ﬂxpply I Cancel

With above settings that help to limit utilization of upstream of FTP. Time schedule also help
you to only limit utilization at day time.
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HTTP Web Browsing
You can control the internet web browsing by specify the HTTP 80 (8080 for some proxy
server).

LAN to WAN direction:

HTTF Brovesing_ Out

i
=
-

<
i
=

Fixed (Maximum) Mormal

Disabled

T=
=
=i
[

L]

1)

=

]

),
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WAN to LAN direction:

_ HTTP Browsing_In

el
Er

Disabled |
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4.3.6 Virtual Server

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application
program (usually a server) incoming connections should be delivered to. Some ports have
numbers that are pre-assigned to them by the IANA (the Internet Assigned Numbers
Authority), and these are referred to as “well-known ports”. Servers follow the well-known
port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from
other machines on the Internet that are outside your local network), or any application that
can accept incoming connections (e.g. Peer-to-peer/P2P software such as instant
messaging applications and P2P file-sharing applications) and are using NAT (Network
Address Translation), then you need to configure your router to forward these incoming
connection attempts using specific ports to the PC on your network running the application.
You also need to use port forwarding if you wish to host an online game server.

The reason is that when using NAT, your publicly accessible IP address is used by and
points to your router, which needs to deliver all traffic to the private IP addresses used by
your PCs. Please see the WAN configuration section of this manual for information on NAT.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the
assignment of unique parameter values for Internet protocols. Port numbers range from 0
to 65535, but only port numbers 0 to 1023 are reserved for privileged services and are
designated as “well-known ports”. The registered ports are numbered from 1024 through
49151. The remaining ports, referred to as dynamic ports, or private ports, are numbered
from 49152 through 65535.

Examples of well-known and registered port numbers are shown below, for further
information, please see IANA's website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on
this list, please see the FAQs (Frequently Asked Questions) at: http://www.billion.com
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Well-known and Registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP RealAudio

Virtual Server

Parameters

ltermn Type Fart Start Faort End IP Address
L) 1 TCF 23 23 192.168.1.2
() 2 LIDF 500 500 192.168.1.63

| Add | [Edit| | Delete |
Dtz [ 1Enable DMZ IP Address: |

[Apply ] ’ Cancel ]

@ Item: Item number

@ Type: Select TCP if you wish to search for connection-based application services on the

remote server using the port number.

@ Port Start & Port End: Enter the public port number & range you wish to configure.
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@ IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

@ Add: Click to add a new virtual server rule. Click again and the next figure appears.

@ Edit: Check the Rule No. you wish to edit and then click “Edit”.

@ Delete: Check the Rule No. you wish to delete, then click “Delete”.

Virtual Server

Parameters

ltem 1
Semvice select User Defined v
Protocol |User Definad

S S Telnat (TCP:23)
T
IP Address FPOR3 (TCP:110)

NNTP (TCP:119)
NTP (TCP:123)

HTTPS (TCP:443)
IKE (UDP:550)

T.120 (TCP:1503)
H.323 (TCP:1720)
PPTP (TCP:1723)

[Return ] [ Cancel ]

@ Item: Iltem number

@ Service select: Select the service you wish to configure

@ Protocol: Automatic when you choose Service select

@ Start Port & End Port: Enter the public port number & range you wish to configure.

@ IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

Since NAT acts as a “natural” Internet firewall, your router protects your network from
access by outside users, as all incoming connection attempts point to your router unless
you specifically create Virtual Server entries to forward those ports to a PC on your network.
When your router needs to allow outside users to access internal servers, e.g. a web server,
FTP server, Email server or game server, the router can act as a “virtual server”. You can
set up a local server with a specific port number for the service to use, e.g. web/HTTP (port
80), FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port 110). When an incoming
access request to the router for a specified port is received, it is forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
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192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local
server (PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined
application, you need to add it manually.

Virtual Server
Parameters
[tem Type Fort Start FPort End IF Address
() 1 TCF 80 80 192 165.1.2

In addition to specifying the port number used, you also need to specify the protocol used.
The protocol is determined by the particular application. Most applications use TCP or UDP,
however you can specify other protocols using the drop-down Protocol menu. Setting the
protocol to “all” causes all incoming connection attempts using all protocols on all port
numbers to be forwarded to the specified IP address.

DMZ: The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets are checked by the Firewall and
NAT algorithms, then passed to the DMZ host when a packet received does not use a port
number in use by any other Virtual Server entries.

/
Using port forwarding does have security implications, since outside
”0’5' users are able to connect to PCs on your network. For this reason you are
advised to use specific Virtual Server entries just for the ports your
application requires instead of simply using DMZ or creating a Virtual
Server entry for “All” protocols, as doing so results in all connection
attempts to your public IP address accessing the specified PC. j

~

If you disable the NAT option in the WAN-ISP section, the Virtual Server
function becomes invalid.

-
p

Attention

- J

/ If the DHCP server option is enabled, you have to be very careful m\
assigning the IP addresses of the virtual servers in order to avoid
conflicts. The easiest way of configuring Virtual Servers is to manually
assign a static IP address to each virtual server PC, with an address that
does not fall into the range of IP addresses that are issued by the DHCP
server. You can configure the virtual server IP address manually, but it
K must still be in the same subnet as the router. j

Attention
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4.3.7 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of the router. Users who do not understand the
features should not attempt to reconfigure their router, unless advised to do so by support
staff.

There are six items within the Advanced section: Static Route, Dynamic DNS, VLan
Control, Device Management. IGMP and WAN IP Change Albert.

B 4.3.7.1 Static Route

Click on Routing Table and then choose Create Route to add a routing table.

Static Route
Add Rule1
Destination
Metmask
Gateway Interface Flease Select »

Cost ]

[Apply] [ Cancel ]

@ Destination: The destination subnet IP address.

@ Netmask: Subnet mask of the destination IP addresses based on above destination.
@ Gateway: The gateway IP address to which packets are forwarded.

@ Interface: Select the interface through which packets are forwarded.

@ Cost: Represents the cost of transmission for routing purposes. The number need not
be precise, but it must be between 0 and 65535.

E 4.3.7.2 Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if
your ISP does not assign you a static IP address you can still use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to
connect to you may use your domain name, rather than having to use your dynamic IP
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address, which changes from time to time. This dynamic IP address is the WAN IP address
of the router, which is assigned to you by your ISP.

You first need to register and establish an account with the Dynamic DNS provider using
their website, for example http://www.dyndns.org/

Dynamic DNS

Parameters
Dynamic DRNS ()Enable ) Disable
Dynamic DNS Server [woarwy dyndns. org (custom) (%
Wildcard Enable
Domain Mame
Lsername
Fassward

Fetiod 28 Dayl(s)

[Appl}r] [ Cancel ]

There are more than 5 DDNS services supported.
@ Disable: Check to disable the Dynamic DNS function.

@ Enable: Check to enable the Dynamic DNS function. The fields following are activated
and required.

@ Dynamic DNS Server: Select the DDNS service you have established an account with.
@ Host: Enter one domain name you have registered.

@ Domain Name, Username and Password: Enter your registered domain name and
your username and password for this service.

@ Period: Set the time period between updates, for the router to exchange information
with the DDNS server. In addition to updating periodically as per your settings, the router
performs an update when your dynamic IP address changes.

@ Wildcard: Select this check box to enable the DYNDNS Wildcard.

E 4.3.7.3 Vlan Control

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN
segments that can communicate with each other as if they were all on the same physical
LAN segment. While clients and servers may be located anywhere on a network, they are
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grouped together by VLAN technology, and broadcasts are sent to devices within the
VLAN.

VLAN Group Control

Parameters

LAN Ethernet Ethernet Ethernet Ethernet wireless Link VLAN Group to
Tagging port#1 port#2 port#3 port#d LAN interface

Mo
Mo
o
Mo
Mo
Mo
Mo
Mo

VLAN Group Name VLAN ID

WLAN_GROLUPT 2
WLAN_GROUPZ
WIAN_GROUP3
WIAN_GROUPY
WLAN_GROUPS
WLAN_GROUPE
WLAN_GROUPY
YLAN_GROUPS

LAN Tagging: Tagging YLAM 1D to the specific WLAN GROUP for ethernet interface

R R
e
HEEE e
HEEE e
e
HEEE

@ VLAN Group Name: There are eight groups that user can setup by themselves.
@ VLAN ID: Group name ID

@ LAN Tagging: Tagging VLAN ID to the specific VLAN group for Ethernet interface.
@ Ethernet port: Port name of Router

@ Link VLAN Group to WAN connection Interface: Select the WAN connection
interface that user want to link.

VLAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. Please refer to the following example.

1. If VLAN Group 1 is consisted of hosts linked to portl and port2, VLAN Group 2 is
consisted of hosts linked port3 and port4, and VLAN Group 3 is consisted wireless LAN.
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VLAN Group 3
Antenna ‘

DC 1 2W1A

RESET
=]

VLAN Group . WVLAMN Group 1

Tagging
Tagging

VLANID4 yLANID3 VLANID?2

2. After checking the box to enable VLAN function, you will check the table according to
the needs as show below.

VLAN Group Control

Parameters
LAN Ethernet Ethernet Ethernet Ethernet wireless Link VLAN Group to
Ao Smup Heme o Tagging port#1 port#2 port#3 port#d LAN interface
1 [WLAN_GROUP 2 | ] a ] Main WAN connect
2 [VLAN_GROUP2 | E | O O 0 WAN Bridge Conne
3 [VLAN_GROUP3 | | = | = | = | = | = WAN Bridge Conne
4 VLAN_GROUP4 B [ m O O O] O O] Mo
5 WLAN_GROUPS | B | @ ] O ] O ] Mo |
B VLAN GROUPG 7 | & O O O O ] o
7 [VLAN_GROUP? | B | & O O 0 O O hlo
8 VLAN_GROUPE |9 | & 0 0 0 O 0 Mo
LAM Tagging: Tagging WLAN |D to the specific WLAN GROLUP for ethernet interface
88
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B 4.3.7.4 Device Management
The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

‘Device Management

Embedded Weh Server

*HTTF Port g0 (B0 i= default HTTP port)
Universal Plug and Flay (UPnP)

UPnP (*)Enable O Disable

*UPnF Port 2800
SHMP Access Control

SHMP (O Enable ) Disahble

ShMP %1 and W2

Fead Cammunity public IP Address 0.0.0.0

Wirite Community password IP Address 0.0.0.0

Trap Community IP Address

ShMP W3

Usernarne Fasswaord

Access Right (“)Read O ReadMrite

¥ This setting will become effective after vou save to flash ahd restart the router

[Apply] [ Cancel ]

Embedded Web Server:

@ HTTP Port: The port number of the router’s embedded web server (for web-based
configuration uses. The default value is the standard HTTP port, 80. You may specify an
alternative if, for example, you are running a web server on a PC within your LAN.

For Example: User A changes HTTP port number to 100, specifies their own IP address of
192.168.1.55, and sets the logout time to be 100 seconds. The router only allows User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 seconds, the device automatically
logs out User A.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
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removing the need for the user to control advanced configuration of their device.

Both the user’'s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

© Disable: Check to disable the router’'s UPnP functionality.
® Enable: Check to enable the router's UPnP functionality.

@ UPNP Port: The default setting is 2800. It is highly recommended that you use this port
value. If the value conflicts with other ports already in use you may wish to change the port.

SNMP Access Control

Simple Network Management Protocol—software on a PC within the LAN is required to use
this function.

SNMP V1 and V2:

@ Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string is checked against the string entered in the configuration
file. Once the string name is matched, you can obtain this IP address and are able to view
the data.

@ Write Community: Specify a name to be identified as the Write Community, and an IP
address. This community string is checked against the string entered in the configuration
file. Once a string name is matched, users from this IP address are able to view and modify
data.

@ Trap Community: Specify a name and an IP address. This community string is
checked against the string entered in the configuration file. Once a string name is matched,
users from this IP address are sent SNMP Traps.

SNMP V3:

Specify a name and password for authentication, and define access rights from the
identified IP address. Once authentication has succeeded, users from this IP address are
able to view and modify data.

@ SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPvV2 security. The "c" comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for "security" but is widely accepted as the SNMPv2 standard.

SNMPvV3 is a strong authentication mechanism with fine granularity for remote monitoring.
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Traps supported: Cold Start, Authentication Failure.

The following MIBs are supported:
» From RFC 1213 (MIB-II):
M System group
Interfaces group
Address Translation group
IP group
ICMP group

TCP group

N N N @ R N

UDP group

5]

EGP (not applicable)

Transmission

N N

SNMP group

» From RFC1650 (EtherLike-MIB):
M dot3Stats
» From RFC 1493 (Bridge MIB):
M dotldBase group
M dotldTp group
M dotldStp group (if configured as spanning tree)

» From RFC 1471 (PPP/LCP MIB):
M pppLink group
pppLar group

» From RFC 1472 (PPP/Security MIB):
M PPP Security Group)
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From RFC 1473 (PPP/IP MIB):
M PPP IP Group

From RFC 1474 (PPP/Bridge MIB):
M PPP Bridge Group

From RFC1573 (IfMIB):
M ifMIBObjects Group

From RFC1695 (atmMIB):
M atmMIBObjects

From RFC 1907 (SNMPv2):

M only snmpSetSerialNo OID
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Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

@ Disable: Check to disable the router’s UPnP functionality.

@ Enable: Check to enable the router’s UPnP functionality.

@ UPNP Port: The Default setting is 2800. It is highly recommended you use this port
value. If this value conflicts with other ports already in use you may wish to change the port.

Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components
selection box. Click Details.
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Add/Hemove Programs Properties E I

Install/Uninstall  “indows Setup I Startup Dizk I

To add or remowe a component, select or clear the check boxs. IF
the check bowx iz shaded, only part of the component will be
inztalled. To zee what's included in a component. click Details.

Components:

[ [&] Acoessibility 0.0ME =
.-'fxc:c:essories 13.8 MBE j
[EEh Address Book 1.5 MB

& Communications 7.0 KB

E% Deskiop Themes 5.9 MEBE ;l
Space uzed by inztalled components: 428 MB
Space required: 0.0 MB
Space awvailable on dizk: 2574 4 MB

Diescription

Includes accezsories to help you connect to ather computers
and anline services.

5 of 9 components selected
Hawe Digk. .. I

OFk. I Cancel I Aol I

Step 3: In the Communications window, select the Universal Plug and Play check box in
the Components selection box.

Communications _ x|

Toinztall a component, select the check box nest to the
component name, of clear the check box if you do not wank o
install it & shaded box means that only part of the component waill
be installed, To see what's included in a componert, click Detals.

LCompanents:
¥ i NetMesting 42MB =]
| @y Phone Disler 0.2MB
O Uriversal Plug and Flay ]

[g2] Virtual Prrvate Metworking 0.0 MB EI
Space uzed by installed components: 424 MB
Space required: 0.0MB
Space available on digk: B6E.3 MEB

Description

Universal Plug and Play enables seamless connectivity and
communication between ‘Windows and mteligent appliances.

[retars

oK Cancel

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

94

Download from Www.Somanuals.com. All Manuals Search And Download.



Follow the steps below to install the UPnP in Windows XP.
Step 1: Click Start and Control Panel.
Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select

Optional Networking Components ....

‘.‘.’- Metwork Connections

Edit

File Tools

Miew  Favoarites Help

. = | Cperator-Assisted Dialing
¥ B Ly |? '~ % Dial-up Preferences. ..

Address iﬁ:: Mekbwark Connections Mebwark Identification, ..

—_— - Bridge Connections
Network Tasks (& Advanced Settings...,

 —"

The Windows Optional Networking Components Wizard window displays.
Step 4: Select Networking Service in the Components selection box and click Details.

Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add or remove components of YWindows =P

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a companent, click

Dretailz.

Components;

Cptional Mekworking Components..

!I:| Eﬂ ki anagement and Maonitaring Tools
v = 1 Metworking Services
[ Eﬂ Other Metwark, File and Print Services

Dezcription:  Containg a wvariety of specialized, network-related zervices and protocols.

Total dizk zpace required: 0.0MB :
Dgtails. .
Space avalable on disk: 11457 & MB el

¢ Back [ Mexst >

] [ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.

Step 6: Click OK to go back to the Windows Optional Networking Component Wizard

window and click Next.
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Metworking Services

To add or remove a component, click the check box. & shaded box means that only part
af the companent will be installed. Tao zee what's included in a component, click Details.

Subcomponents of Hetworking Services:

Internet Gateway Device Dizcovery and Control Client 0.0MB
[ ™ Peer-to-Peer 0.0 B
O] B RIP Listener 0.0 MB
I:l Simple TCP/IP Services 0.0 MB

L UPAP User Interface 0.2 ME

Dezcnption;  Dizplays iconz in My Metwork Places for UPRP devices detected on the
nebwork. Alzo, opens the required YWindows Firewall paorts,

Total disk space reguired: 0.0 B i
Space available on dizk: 114553 ME

[ k. ][ Cancel ]

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays
under Internet Gateway.

Step 2: Right-click the icon and select Properties.

"% Network Connections

File Edit Miew Favarites  Toaols  Advanced  Help

K Back J |? jﬁﬁ search l|_ Faolders v

Address |‘:}, Mebwork Connections

, ~ Internet Gateway
Metwork Tasks

[mternet Connection
Sl Create a new visconnecked

connection Inkernet Col

) Setup a home or small
~ office nebwark,

| Connect

& Change Windows ___LAN or High-Speed IF ' :
Firewall settings ) s
ﬂ__}‘ Start khis connection = I&Dcal .ﬁ.rte-?jc[i Create Sharkcut ]
IEE Renarne this connection IRRECHEE | eletbe i
|_,d-] MWIDTA nFu:ur: L

Renarne

Change settings of this
connection

| Froperties [
Step 3: In the Internet Connection Properties window, click Settings to see the port
mappings that were automatically created.
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"2 Internet Connection Properties

aeneral !

Connect to the Intermet using:

‘-_;J Internet Connection

Thiz connection allows you bo connect ta the [nternet through a
ghared connection on another computer.

Settings. ..

[] Show icon in natification area when connected

[ ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port
mappings.
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Advanced Settings

Services |

Select the services running on your retwark that Internet uzers can
access,

Semnvices
zervice]

SEMVICEZ
FEMVICED

Service Settings

Description of service:
]Test

Mame or [P addrezz [for example 192.168.0.12] of the
computer hosting this ervice on wour netwark;

|192.1se.1.11

External Port number for thiz zervice;

143 @ TP O UDP

Internal Part number far this senvice:
Add.. ‘ pelete | | | 142

[ oK. H Cancel ] Ok, | Cancel

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray

,_ilj Internet Conneckisn is now connecked |
Click here for mors information. .

£ uanps - Paint L B adapM

Step 6: Double-click on the icon to display your current Internet connection status.

General |

[mtemet Gateway

Status: Connected 05:50:45
Speed: 576.0 Kbps
Artivity
Irtemet Imtemet Gateway My Computer

O—S8—Ww

Packets Sent: 58.353
Received: 64,347

e o

e Y e |
oo En

—t N

[
[y

Web Configurator Easy Access
With UPNP, you can access web-based configuration for the BiPAC 7300VGP series
without first finding out the IP address of the router. This helps if you do not know the
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router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

* Network Connections

File Edit WYiew Favorites Tools Advanced Help .Jl.
b =y
b Bl } = -
& Back > |$ P Search || Folders
Address |¢_, Metwork Connections v| &

2 =iz LAN or High-Speed Internet
| NMetwork Tasks

. =) Local Area Connection e ) Local Area Connection 4
[5] Create a new connection Acquiring network address, Fir,.. Metwork cable unplugged, Fire. ..
Q Set up a home aor small T _A_ MVIDIA nForce MCP Metworkin,.. |_;I3u D-Link DFE-530T% PCI Fast EF..,

office network

& Change Windows Firewall
setkings

See Also

4 Metwork Troubleshooter

Other Places

Details

Network Connections
Syskem Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BIiPAC 7300VGP series and select Invoke. The web
configuration login screen displays.

Step 6: Right-click on the icon of your BIPAC 7300VGP series and select Properties. A
properties window displays basic information about the BiPAC 7300VGP series.

E 43.75IGMP
IGMP, known as Internet Group Management Protocol, is used to management hosts from
multicast group.

IGMP

Parameters

IGMP Fraxy ()Enable | () Disable

...........

[Apply] [ Cancel ]

@ IGMP Proxy: Accepting multicast packet. Default is set to Disable.
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B 4.3.7.6 WAN IP Change Alert
WAN IP Change Alert

Parameters
=end a log via Email When WWARN :
IP is changed (O Enable & Disahle

[Apply] [ Cancel ]

@ Send a log via Email When WAN IP is changed. Default is set to Disable.
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4.3.8 VoIP

VoIP enables telephone calls through existing Internet connection instead of going through
the PSTN (Public Switched Telephone Network). It is not only cost-effective, especially for
a long distance telephone charges, but also toll-quality voice calls over the Internet.

VoIP (Voice over IP) setting could config the information account that register to the server
or line configuration for different telecom environment. It could setup the Voice quality for
different voice codec.

There are seven items within the VoIP section: SIP Settings, Line Settings, IAX Settings,

Call Control, Dialing Plan, CDR and Address Book.

B 4.3.8.1 SIP Settings
SIP setting menu config the SIP relative parameter of the IAD to fit into different VolP
environment.
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SIP Settings

Parameters HO1-10:00 .01 G370l 16 2006 - 17:12:63)
Interface b
Local SIP Paort 5060
Registrar Address fuvd. pulver. com
Registrar Fort a060
Proxy Address fuwd. pubver. com
Froxy Port 50E0
Cutbound Proxy Address fwed. pulver. corm
Cutbound Proxy Port 5060
Register to Outhound Proxy ®Yes ONo
LIOP Time Dut 3000 {100 ~ 2000 mses)
LIDP Retry Times g (0~E
session Type INWITE  »
session Refresher (nane) *
session Expires 1800 o
Register Expires aR0O0 e
Enable PRACK Disable
Ananymaus Dizable *
Ananymaous Reject Dizable
Application Level Gateway Disable

UnRegister all existing contact

; Disahle »
locations

[Apply] [ Cancel ]

@ Local SIP Port: SIP signaling communication port number of IAD.

@ Registrar Address: SIP Register Server IP address.

@ Registrar Port: Port number of SIP Register Server.

@ Proxy Address: Indicate the IP address of SIP proxy server.

@ Proxy Port: Specify the port of the SIP proxy server on which it will listen for messages.
Port 5060 is the standard port for SIP; it is set as default value.  This port number relies
on your SIP Service Provider; you should enter the appropriate port number, if SIP Provider
uses other than Port 5060

@ Outbound Proxy Address: Indicate the SIP outbound proxy server IP address. This
parameter is very useful when VoIP device is behind a NAT.

@ Outbound Proxy Port: specify the port of the SIP outbound proxy on which it will listen
for messages.
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@ Register to Outbound Proxy: To Register outbound Proxy, default setting is “Yes”.

@ UDP Timeout: Timeout for an INVITE request (it is set as 100 - 3000 msec).

@ UDP Retry Time: The number of times to send INVITE requests

@ Session Type: Select Re-invite or Update for this function.

@ Session Refresher: Select UAC (User agent client) or UAS (User agent server) for this
function.

@ Session Expires: The time interval in which the phone periodically refreshes SIP
sessions by sending repeated INVITE or Update request, depending on session type.

@ Register Expires: Timer for re-registration.

@ Enable PRACK: Ensure correct signal transmissions.

@ Anonymous: This is an optional service that lets you decide whether or not you want to
block your phone number from showing on the receiver’s phone.

@ Anonymous Reject: Anonymous Caller Rejection is a service that rejects callers with
anonymous name/phone number automatically.

@ Application Level Gateway: Can now quickly detect potential interoperability problems
between CPE routers and SIP clients as well as verify the maximum number of SIP
outbound and inbound calls.

@ UnRegister all existing contact locations: Suppose that the same group's account
number is covered and registered again, the router will be sent out Message of Register for
SIP Proxy and SIP proxy will cancel the account number registered before, and asserted
that the router is the new registration.

B 4.3.8.2 LINE Settings
Line setting config the account information for each channel.
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Qo
Qo
Qo

CO0CO0O0O0COO0OOO0COC

Line 2 Settings
Disabled O ¥es (3)No
Dizplayhlame
UserlD
AuthllserlD
Fassword

Register status

Line Status IDLE
T Gain a =
Fx Yolume S0 (w
Haoaokflash min 210 (min 80 msec)
Haoaokflash max ka0 (max 1100 msec)
F=TH Mormal +
[ Mo Answer
Call Forward [ |Busy
[ Uncanditional
Call Forward Timer(sec) 10 (default 107
Call Waiting Dizahle =
[Apply] [ Cancel ]

Disabled: To disable or enable the Line setting

DisplayName: The display name for the caller while making a SIP call
UserlD: This parameter holds the registration ID of the user with the registrar.
AuthUserID: This parameter is the same as UserlID.

Password: User password to log into the SIP server.

Register Status: Shows the registration status in the Register Server.

Line Status: Shows the line status.

[Dial] Button: Allows the user to dial numbers using the web interface

TX Gain: Set a specific sound intensity for transmitting sound

RX Volume: Set a specific volume intensity for receiving sound.

Hookflash min: Set the minimum Hookflash timer. Default timer is 80 ms
Hookflash max: Set the maximum Hookflssh timer. Default timer is 1100 ms.
PSTN: PSTN type

Call Forward: Call forward allows you to forward incoming calls to a pre-designated

telephone number. It includes No Answer, Busy and Unconditional. Please enter IP
address, URI or number registered with SIP server.
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®No Answer: VolP device will forward all incoming call to the forwarding number when
user is unavailable to pick up the phone

®Busy: VolIP device will forward all incoming call to the forwarding number when user is
already on the phone talking to someone else

®Unconditional: VolP device will forward all incoming call to the forwarding number.

@ Call Forward Timer: The time elapsed before the call is considered not answered and
forwarded to a designated number. The default is 10 seconds.

@ cCall Waiting Disable: Call waiting ensures that all important calls get to you. For
example, if you are on the phone when another person tries to call you, an audible beep will
inform you that someone is waiting on the other line. You can decide whether or not you
want to put the current caller on hold and take the incoming call.

B 4.3.8.31AX Settings

IAX2 (Inter Asterisk exchange protocol ver.2) is a proprietary protocol of Asterisk by Digium.
It is a simple protocol like SIP. Yet, it can pass through any kind of NAT. It is much more
popular since it is provided as an open source. For more information, please visit
http://www.asterisk.org

IAX Settings

Parameters
Fart 4569
Server
Server Part 4565
Refresh Interval (sec) 3600

Register Status 1
Register status 2

[Apply] [ Cancel ]

@ Port: IAD supports IAX2 protocol. Normally IAX2 uses Port 4569.

@ Server: The Asterisk server’s IP address

@ Server Port: The port number for the Asterisk server. Default is 4569

@ Refresh Interval: The time interval in which the phone periodically refresh IAX sessions
by sending repeated INVITE or Update request.

B 4.3.8.4 Call Control
Call control setting Menu config the codec and tone for different Telecomm environment.
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Call Control

Parameters
Dial Timeout{sec) 80
Ring Tirmeoutisec) 30
First Digit Timeout{sec) 10
Inter Digit Timeout{sec) 4
DThF tethod Yoice e
FLASH Command Mo b
Echo Cancel Enable *
Yoice Activity Detection Disahle =
Default Codec G.7294 W
LILAWVY Size(ms) Ims »
ALAVY Size(ms) ms +
G729 Size(ms) ms »
G723 Size(ms) I0ms »
5723 Packet B.3khitfsec +
Country Taiwan b
Caller ID Display OT_DR(BELLCORE FSK)
Stun Server
RTF Puort 41000
RTF TOS 5
fnl.l;..ljlgea busy in regular PSTHN T B
[Appl'_-,f] [ Cancel ]

@ Dial Timeout: The IAD will automatically cancel a call out if the callee does not pick up
the phone within the set amount of time.

@ Ring Timeout: The IAD will automatically reject a call in if the call is not picked up within
the set amount of time.

@ First Digit Timeout: Specifying the maximum duration for the first digit to be keyed in.
@ Inter Digit Timeout: Specifying the maximum duration between successive digits
before the dialed in numbers are sent out.

@ DTMF Method: Please choose RTP Relay, Voice or SIP Info.

@ Echo Cancel: Enable the echo-cancel to generate background noise to fill silent gaps
during calls if voice activated dialing (VAD) is enabled. If echo cancel is not enabled and
VAD is enabled at the remote end of the connection, the user hears nothing when the
remote party is not speaking.
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@ Voice Activity Detection: The voice activity detection (VAD) is a component in the DSP
software that examines a caller's incoming signal and determines if the signal contains
significant energy and is likely to be speech rather than a click.

@ Default Codec: Default voice codec.

@ ULAW size, ALAW size G.729 size, G.723 size: One RTP packet is sent out on every
specified time cycle.

® G.711u-LAW: It is a basic non-compressed encoder and decoder technique. p-LAW
uses pulse code modulation (PCM) encoder and decoder to convert 14 bit linear sample.
64kbps bandwidth is needed.

® G.711A-LAW: ltis a basic non-compressed encoder and decoder technique. y-LAW
uses pulse code modulation (PCM) encoder and decoder to convert 13 bit linear sample.
64kbps bandwidth is needed.

® G.729A: Using G.729A to encoder/decoder voice information into a single packet
reduces the bandwidth consumption (8kbps only) while you still can have good sound
quality.

@ Country: Define user location to fit the local Telco system requirements.

@ Caller ID Display: Enable / disable Caller ID.

@ Stun Server: Simple Traversal of UDP through NAT. This function is used for NAT
traversal.

@ UPNP Enable: Universal Plug and Play. This function is used for NAT traversal.

@ RTP Port: Initial port number for sending RTP packets.

@ RTP TOS: Type of Service value for Quality of Service.

B 4.3.8.5 Dialing plan

This IAD build-in a local dialing table. When this IAD does not register to the server user still
could make the call by dialing the number. This dialing table could dial to remote SIP device,
remote IAX device or local PSTN. It could store up to 100 records totally.
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Parameters
Frafix a9 flin: 2 e 15 Del: 2
Add: e Protocol:  |PSTH »

| INSERT || APPEND || DELETE || UPDATE |

Dialing Plan - Table Maximum: 100

Prefix tin-Digits hlax-Digits Del-Digit= Add [P Frotocal
99 2 15 2 PSTN
[Apply ] [ Cancel ]

@ Prefix: Numbers defined in this field will be inserted at the beginning of the dialing
pattern. Maximum input length is 6 digits.

@ Min.: Minimum digits user can key in.

@ Max. : Maximum digits user can key in.

@ Del.: Number of digit defined in this field will be removed from the dialing pattern. For
example, if we dialed 81352109378 and the delete digit is 2, then the actual dialed number
is 352109378. First 2 digits are removed. Maximum delete digit is 3 digits.

@ Add: Numbers in this field are added at the beginning of the dialing pattern. For
example, if 001 is in this field, the number dialed is 001+the rest of the numbers. The input
length is limited to 6 digits.

@ Remote IP: Remote side gateway IP addresses. When the prefix number is matched,
this call will go to the gateway with this IP address.

@ Protocol: Choose the dialing plan for SIP, IAX or PSTN

@ [Insert]: Insert a record where the current record is located (Current record is marked
as different color).

@ [Append]: Add a new record to the bottom of the list.

@ [Delete]: Delete a record.

@ Update]: Modify the value of the selected record in the Local Dialing Table

B 4.3.8.6CDR
This table show the Call Detail Record.
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Call Control
CDR=0
=el Caller Callee otate otart Ring Talk End

Please click the Refresh button if you want to see the updated CDR.

E 4.3.8.7 Address Book

It is for you to store frequently used telephone numbers which you can press number setup
by yourself to activate this function. For example, speed dial to phone number lists on 9,
just press 9, Your router will automatically call out to number listed on entry 9.

Edit Address Book

Use this portion to add a new entry or delete or edit an existing entry
speed Dial Code:

Display Mame: Mumber:

IP Address/Domain Mame: Fort:

| INSERT || APPEND || DELETE || UPDATE

Address Book
speed Dial Code Display Mame Murmber IP Address/Domain Mame  Port Mumber

[Apply] [ Cancel ]

@ Speed Dial Code: Setup the number that user to store frequently phone number.

@ Display Name: This parameter will be appeared on the Caller ID.

@ Number: This parameter holds the registration ID of the user within the SIP registrar.
@ IP Address/Domain Name: Indicate remote user’s IP address or domain name if this
remote user does not register in the SIP server. If remote user is registered in the SIP
server, this field is related to the SIP server’s IP / Domain name.

@ Port: Specify the port of the SIP registrar on which it will listen for register requests from
VoIP device.
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4.4 Save Configuration to Flash
After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid losing them after turning off or resetting your router. Click

Save to write your new configuration to FLASH.

Save Config to Flash

Write settings to flash
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4.5 Restart

Click Restart with option Current Settings to reboot your router (and restore your last
saved configuration).

Restart

After restarting. Please wait for several seconds to let the system
() Save Canfig to Flash
Restart Router with () Current Settings

[ Restart ] [ Cancel ]

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by holding in the small Reset pinhole
button on the back of your router for 10-12 seconds while the router is turned on.
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VoIP Installation Guide

Please follow the setup direction described in the first section after you purchase the BiPAC
7300VGP series. And this chapter is describing how to install and use the VoIP setting.

5.1 How to obtain a personal phone number?

@ FreeWorld Dialup
1. Please connect to http://www.freeworddialup.com

i ® 27,510 FWD users onlineli‘
F WD It's time to update..»

J Home } " Learn More f | _Products g ] Community g ] Partners i Store . i . Help f | < | . my.FWD g ' )
Get Started Welcome to FWD
z After the last redesign, we noticed a more

Services : s 3 s

than modest increase in traffic so we figured
Partners we'd do it again!
FWD Friends That's almost the truth. But we really wanted

. to make the FWD experience as easy as

FWD Certified  poccible for new and experienced us
Forums

\We recrganized things a li
if you have trouble finding an

FwD enables anyone with a broadband

connection to communicate over the
Internet, whether it be instant
messaging, voice, or video, Are you new
to FWD? Want to get started?

Download
Communicator

Get Started

|Services (Coming soon ...}

| |Spotlight |

FWDin is a great new service that
allows you to get a regular phone
number in many places in the world.

FWDout is a global calling plan that
lets you call out to the most popular
worldwide destinations at
competitive rates.

- iotum is a platform to intelligently
_lptgmassess the relevance of a phone call,

NEWS! FWD Becomes First .5, Based Woice 2.0 Metwork To Deploy
iotum™ Relevance Engine™ . Mare »

Peering. \With F\WD, you can call your friends or family on other
networks. Check out our list of current peers.

Looking for vour call history and account settings? Check out the
new my FWD,

2. Please Click [my FWD] button and prepare to register a FWD ID.
3. Check “If you would like to use a different phone, please go directly to Sign Up” and

Click [Sign up for Fwd].
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http://www.freeworddialup.com/

GFWD

Home Learn More Products Community Partners | Store Help I my.FWD |_
My Account My Settings e D SRR
Received Calls Please enter your FWD Number and FWD Password to Sign In:
Missed Calls
Dialed Calls FWD Number: | I
My Profile FWD Password: | I*
Extra Features Sl e
White Pages
Call Me

- | Send Password Reminder

: portant Legal Stuff
Home s Learn More e Products » Comrmunity  Partners « Store » Help Important Leaal Stuft

FWD iz not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC. All Rights Rezerved,

4. Key in your personal information and press [next] button to continue.

FEWD

Home | Learn More Products Community Partners Store Help | ( my.FWD ]_

My Account Sig n U p Horme # oy Fwd # Sign Up

- EndUser Registration:
Received Calls Personal Information
Missed Calls FWD MNumber:
Dialed Calls First Name: | *
My Profile Last Name: 4
Extra Features Your Country: | gelact - W
white Pages E-Mail: | *
Call Me Mext>> | Reset

« Sign Up for Pwd =

: Important Leqal Stuff
Horne s Learn More s Products s Commmunity s Partriers » Store « Help Irnportant Legal Stuff

FW iz not a telephony replacement service and cannot be used for ermergency dialing

2005 @ Free World Dialup, LLC. All Rights Reserved,

5. Key in your address and press [Next] to continue.
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HEWD
f

Home Learn More Products | Community Partners Store Help [ my.FWD |_
- Horme * my. Fwd * Sign Up
My Account Slgll Up . ;
EndUser Registration:

Received Calls Demographics
Missed Calls Address: [ [+
Dialed Calls State/Province: Mot available
My Profile Mearest City: Mot availab_le

Postal Code/fZip: *

Extra Features ————— e -
. ==Back | Mext== | Reset
White Pages -
Call Me

« Sign Up for Fwd =

; Important Legal Stuff
Homme s Learn More » Products » Cornmunity s Partners » Stare » Help Irportant Leqsl Stuff

FW is not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC, All Rights Reserved.

6. Setting your Username and password and press [Finalize Registration] to complete
registration.

. Home Learn More Products Community . Partners Store Help [ my.FWD |_
My Account Sign Up i 2 RREE I e
EndUser Registration:
Received Calls Login Parameters
Missed Calls UserMName: | *
Dialed Calls Password: *
My Profile Confirm Password: *
Extra Features == Back Finalize Registration Reset
\White Pages
Call Me

« Sign Up for Pwd =

; Important Leqal Stuff
Horne s Learn More  Products » Cormrnunity » Partners » Store s Help Irportant Legal Stuff

FW iz not a telephony replacerment service and cannot be used for ermergency dialing

2005 @ Free World Dialup, LLC, All Rights Reserved,

7. Finish the Registration, the FWD will show your phone number in the window and
please record it
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FEWD

| Home | Learn More | Products Community | Partners Store | Help | my.FWD |_

5 H y.Fud » Sign U
My Account Slgll Up SR

EndUser Registration:

Received Calls Finalize Registration

Missed Calls Congratulations Wetty Hsieh, you are registered with F\WD Numbe-
Dialed Calls please fill in your profile here

My Profile

Extra Features Please go directly to the Configuration Guide for information on FPWD-certified phone and
White Pages configuration tips.

call Me The Free \Waorld Dialup is powered by:

Jasomi provides MNat Server
Peerl provides our bandwidth
LibreTel provides PSTH connectivity

« Sign Up for Pwd =

Please go to the Important Murmbers to view all service numbers.,

i Amportant Legal Stulr
Home » Learn More ¢ Producks « Community « Partners « Store » Help Irportant Leqal Stuff

FWD iz not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC. All Rights Reserved,
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5.2 BiPAC 7300VGP VolP Configuration

Please Connect to http://192.168.1.254 and configure the VoIP settings. You will see the
window below when connection established.

ADSL Firewall Router

Status

Device Information
Madel Name WolP ADSL Wireless Router Annex A
Host Mame horme. gatesway
System Up-Time 1 min(s)
Current Time © Sat Jan 1 00:01:14 2000
Hardware Version TREMDCHIF TC3162P2
Software Wersion 1.08j
Bootrom Yersion 1.05
MAC Address 00:00:00:aa: bb: dd
Home URL

'LAN
IP Address @ 192.168.1.254
SubMetrnask 255.285.255.0
DHCP Server iQ DHCPF Server Running

WAN
ipwan (G PPPoE
WP o /33
Connection Connecting

ADSL Firewall Router

SIP Settings

Parameters HO1-V00.01 03an § 2006 - 22:38:40)
Interface
Part 5080 |
Server | |
Server Port 50860 |
Registrar | |
Registrar Port |SDED |
UDP Time Out 3000 | ¢ 100 ~ 3000 msee
UDP Retry Times s [canes
Session Type
Session Refresher
Session Expires |1BDD Isec
Register Expires |SEDD Isec

Enable PRACK
Anonymous
Anonymous Reject

UnRegister all existing contact m

Application Level Gateway
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http://192.168.1.254/

5.2.1 SIP Settings

22:38:40)

SIP Settings

Parameters 01100 01 A3 )an & 2006 -
Interface PRRD R
Fort |50E0
Server [fwrd. pulver.com
Server Part 5060
Renistrar . pulver. corn|
Fegistrar Fort A0B0
LIDF Time Out {3000
LDF Retry Times |5
Session Type INVITE  »
=ession Refresher (hone) v |
Session Expires 1800
Register Expires {3600
Enable PRACK Disable v
Ananymaous Disable *
Anonymoaous Heject Disable
Application Level Gateway Disable V._

LInFegister all existing contact

: Disable
locations z :

[Apply] [ Cancel ]

Click [VoIP SIP setting] for configuration

{100 ~ 3000 msed)

R

zec

zec

This example is registering to FWD in the SIP setting. If you want to add other provider or
edit provider rule, you can follow steps below to change it.

Choose the working service provider server.
Input the Registration Information.

P w DR

Choose the functions of [Interface] offering by Service Provider.

Click [Apply] button and save your configuration.
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5.2.2 LINE Settings

Line Settings

Line 1 Settings

Display test

Mumber 737329
sername 737324
Fassword sennne

Fegister Status

Line Status IDLE
| DIALT
Tx Gain 0 |«
R “aolume S0«
Hookflash min 210 {min 80 msec)
Hookflash max B50 (max 1100 msec)
FSTH Marmal »
[ Mo Angwer
Call Forward [ Busy
[ | Unconditional
Call Forward Timer(sec) 10 (default 10)
Call ¥Waiting Disable +

Click [VoIP Line setting] for configuration
1. To enter the display name for the caller while making a SIP call
2. Input the user phone number, username and password that you registered from
FreeWorld Dialup.
3. Click Dial to connection the VoIP service provider
Click [Apply] button and save your configuration.

When you finish above actions then you can start to test the VolIP functions.
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5.3 How to make a call from FXS to FXO

This operation have to define a prefix number for opening FXO port that while user dial
prefix number, the IAD will identify it and open FXO port to route into the PSTN. For
example, after dialing “99” you will hear the second dial tone. Then, you can dial any PSTN
call through the IAD.

Param
Prefix Tt‘: | Min: 2 Ma; 15 IDst |2
Add: | IP: | Protocol: | PSTN v

| INSERT || APPEND || DELETE || UPDATE |

Dialing Plan - Table Maximum: 100

Prefix Min-Digits hlax-Digits Del-Digits Add IP Protocol
123 3 15 2 A
olE

[Apply] l Cancel ]

Click [VolP Dialing Plan] for configuration
1. To setup the prefix number and that is the special number can connected to the
PSTN
The default setting is "99”
2. Or user can establish the number liked by oneself
Click [Apply] button and save your configuration.

il y IP Phone
by dialing Prefix number
which was set up by user ] ~=S’
Wireless Security on the router i
:b PSTN Phone

PSTN Phone —
Call

Mobile Mobile Phone

Phone Call

Cim fam
L L
Phone Port connected to Line (FXO Port)
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5.4 How to receiving an incoming call from FXO port

IP Phone
Ringing /;%

/;b Wireless Security
v /;3} PSTN Phone

PSTH Phone g
Call

Mobhile Mobile Phone
Phone Call

[l Nl [l
eI
Phone Port connected to Line (FXO Port)
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5.5 General Tone Table

@ Busy Tone
Busy Tone

Freqliency Frequency 2 Cadence

(H2) (Hz) On/Off

American 480 620 0.5s/0.5s

Bulgaria 425 X 0.5s/0.5s
China 450 X 0.35s/0.35s

France 440 X 0.5s/0.5s

Germany 425 X 0.5s/0.5s

Italy 425 X 0.5s/0.5s

Japan 400 X 0.5s/0.5s

Korea 480 620 0.5s/0.5s
Singapore 425 X 0.75s/0.75s

Spain 425 X 0.2s/0.2s
Taiwan 480 620 0.25s/0.25s

United Kingdom 400 X 0.4s/0.4s

@ Ring Back Tone
Ring Back Tone

Frequency 1 Freq;ency Cadence

(H2) (H2) On/Off
American 440 480 2s/1s
Bulgaria 425 X 1s/4s
China 450 X 1s/4s

France 440 X 1.5s/3.5s
Germany 425 X 1s/4s
Italy 425 X 1s/4s
Japan 400 400 * 1s/2s
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Korea 440 480 1s/2s
Singapore 425 X 1s/2s

Spain 425 X 1.5s/3s
Taiwan 440 480 1s/2s
United Kingdom 425 X 1s/4s

@ Dial Tone
Dial Tone

Freqliency Freq;ency Cadence

(H2) (H2) On/Off
American 350 440 0s/0s
Bulgaria 425 X 0s/0s
China 450 X 0s/0s
France 425 X 0s/0s
Germany 425 X 0s/0s
Italy 425 X 0s/0s

Japan 400 X 0.25s/0.25s

Korea 350 440 0s/0s
Singapore 425 X 0s/0s
Spain 425 X 0s/0s
Taiwan 350 440 0s/0s
United Kingdom 395 X 0s/0s
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Troubleshooting

If your ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider or Billion support. This can save
you time and effort but if symptoms persist, consult your service provider.

Problems starting up the router

]

None of the LEDs
are on when you
turn on the router.

Check the connection between the adapter and the router. If
the error persists, you may have a hardware problem. In this
case you should contact technical support.

You have forgotten
your router login
and/or password.

Try the default login and password, please refer to Chapter
3. If this fails, you can restore your router to its factory
settings by holding the Reset button on the back of your
router for 6 seconds or more.

Problems with the WAN Interface

Initialization of the
PVC connection
(“linesync”) failed.

|

Ensure that the telephone cable is connected properly from
the ADSL port to the wall jack. The ADSL LED on the front
panel of the router should be on. Check that your VPI, VCI,
encapsulation type and type of multiplexing settings are the
same as those provided by your ISP. Reboot the router GE.
If you still have problems, you may need to verify these
settings with your ISP.
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Frequent loss of
ADSL linesync
(disconnections).

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax machines,
analogue modems) have a line filter connected between
them and the wall socket (unless you are using a Central
Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly
installed and the right way around. Missing line filters or line
filters installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections. If you have a back-to-base alarm system
you should contact your security provider for a technician to

make any necessary changes.

Problems with the LAN Interface

Can’t ping any PCs
on the LAN.

Check the Ethernet LEDs on the front panel. The LED
should be on for a port that has a PC connected. If it is off,
check the cables between your router and the PC. Make
sure you have uninstalled any software firewall for

troubleshooting.

Verify that the IP address and the subnet mask are
consistent between the router and the workstations.
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